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The third volume of the manual «International Information Security: Theory and Practice» 
represents a compilation of documents on international information security. It composes the 
most important documents related to international information security. The acts arranged in 
a chronological order according to the date of adoption and encompass the period from late 
1990-s till the end of 2018. Some documents are abridged comprising only those provisions that 
directly concern the subject matter.

Each part consists of 5 sections of the main material.
The fi rst section «Regulatory Legal Acts of the Russian Federation and Strategy Planning 

Documents in the Sphere of Information Security» includes acts of the Russian Federation that 
relate to the most important provisions on internal and international aff airs including unlawful 
activity in the ICT sphere combating, critical information infrastructure security and a few other 
issues. This section comprises a range of acts that have already become void, though still are of a 
signifi cant matter in terms of perceiving the tendencies of political modeling that underlie in the 
basis of international information security system (e.g. The National Security Concept of the 
Russian Federation of January 10th, 2000).

The second section «Russian Federation Projects» focuses on documents that refl ect ideas 
of the Russian Federation in the sphere of international security presented to the global commu-
nity within years. These initiatives contributed to understanding of potential threats ICTs may 
infl ict upon global peace and security. These suggestions also constitute an important «game 
rules» factor and incentivise international cooperation within this fi eld. The proposals were fol-
lowed by an active discussion on a global scale on the problem of international information 
security enforcement and became of interest for the UN member-states. The acts cited enable 
readers to perceive offi  cial position of the Russian Federation towards ongoing issues of building 
international information security system, safe functioning and development of the Internet, 
and combating cyber-crimes.

The third section composes most of the documents on the key milestones of the UN coop-
eration in the sphere of international information security. The section includes acts on interna-
tional security, Reports of the UN Group of Governmental Experts on nternational information 
security, and Replies received from Governments to inform the Secretary-General of their views 
and on the wide range of correlated issues. Current section also comprises a series of the UN 
Secretary-General reports on estimating Russian contribution to cooperation on common in-
ternational information security problems and threat-combating in this sphere. Offi  cial notes on 
international information security assessment and proposals for its strengthening from from the 
Permanent Representatives of China, Kazakhstan, Kyrgyzstan, the Russian Federation, Tajiki-
stan and Uzbekistan to the United Nations addressed to the Secretary-General constitute a part 
of the third section. UN resolutions on cybersecurity culture initiated by the United States of 
America, Brazilian-Germany initiative on privacy in the digital age, the UN Group of Govern-
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mental Experts reports and special state replies to the UN Secretary-General on international 
information security.

The forth section «Regional Organizations and Forums about International Information 
Security» comprises agreements and declarations delivered within the scope of regional organi-
sations and forums. It encompasses documents from such international organizations as Shang-
hai Cooperation Organization, BRICS, the G8, The European Union, Organization for Secur-
ity and Co-operation in Europe, the Association of South East Asian Nations forum on security 
and a few more. The acts cited portray the core aspects of offi  cial member-states positions on 
international information security problems.

The fi nal section of the manual «Joint Declarations and Intergovernmental Agreements 
with the Participation of the Russian Federation» comprises related acts adopted at the highest 
level, and at governmental level. It includes joint declarations and agreements on international 
information security from 1998 to 2018. 

Materials accumulated in the second volume of the manual «International Information Se-
curity: theory and practice» are a unique compilation of acts representing almost the whole his-
tory of international relations with regard to international information security.

Henceforth, the compilation of documents is of a great importance for those who are direct-
ly engaged in the process of creating international security system as the main means of security 
enforcement worldwide. Analysis of these acts enables to outline the problems of international 
information security enforcement that are the greatest interest for both – political leaders and 
expert community.

Strengthening international security to prevent and remove threats to the peace, to suppress 
acts of aggression or other breaches of the peace via ICTs can be mentioned among the problems 
to be solved. According to the states concurrent opinion given in the acts, technologies may act 
as a means of impairment of national states interests, threat to human rights, and lawful interests 
of commercial and non-commercial bodies.

International law is an eff ective means of international relations stability and order con-
solidation, and intergovernmental cooperation to secure common problem-solving. Thus, the 
Russian Federation presumes international law to be effi  cient grounds for building international 
information security system as one of the leading course of a state policy1.

The UN Group of Governmental Experts on international information security in 2013 and 
2015 reported on applicability of international law to ICT relations, but its practical use has 
shown some diffi  culties concerning international relations regulation.

International law has not yet become an eff ective measure of prevention of unlawful ICT use 
that violates human rights and freedoms, infringes upon lawful interests of commercial and non-
commercial organizations in information sphere, as well as interests of governmental bodies 
whose primary activity lies within the scope of global information infrastructure enforcement.

According to the Offi  ce of the Prosecutor General of the Russian Federation, the number 
of crimes committed via ICT has risen from 11.000 up to 66.000 within the period between 
2013 and 2016. For the 1st half of 2017 the number of ICT crimes has reached 40.000 what 
constitutes a 26% rise comparing to the previous periods2. In general, in 2017 ICT crimes rate 
has achieved 90.587 per year. The most extensively committed crime is computer fraud using 
e-payment methods that has grown up to 7 times in 20183.

1 Basic Principles of the State Policy of the Russian Federation on International Information Security till 2020
2 https://rg.ru/2017/08/24/iurĳ -chajka-rasskazal-v-briks-o-borbe-s-internet-prestupnostiu.html
3 https://genproc.gov.ru/smi/news/news-1431104/



15

Foreword

The same tendencies can be observed worldwide. The FBI reports1 the number of ICT 
crimes grew from 262 813 to 301 580 within last 5 years, and gross damages from these crimes 
rose from 781.000.000 $ (2013) to 1 418.700.000 $ (2017).

Presumably, according to the acts cited in this volume, unlawful ICT use for the purpose 
of committing acts of international terrorism, particularly concerning critical infrastructure 
malfunction is one of the gravest problem for state authorities. The most vulnerable critical 
infrastructure facilities which are of a special interest for cyber-terrorists are chemical industry, 
energy sector, telecommunication, transport infrastructure, nuclear energy, fi nancial industry, 
information systems, public health services and a few others.

Malicious use of ICT has become more widespread in terms of military confl icts. There 
was a time when experts primarily concentrated on such types of ICTs as special software and 
hardware that is used to create malfunction in critical infrastructure and other industries of a 
vital importance to human welfare.

Today ICT has been reliably modifi ed. Active development of Artifi cial Intelligence (AI) 
and its further use in military systems and warfare, creating and potential use of autonomous 
military robots and other technological advancements have signifi cantly changed methods of 
armed struggle. Besides, the number of state infrastructure facilities, the attack of which can 
lead to a confl ict, has augmented. Today it is not only military infrastructure of a state, but eco-
nomical and social infrastructure.

Many states dispose of military forces with specially designed units responsible for ICT 
management used to cause malfunction in warfare management systems, dysfunction in troops 
command, and in information support of armed confl icts.

In 2009 under the governance of the US Department of Defence the United States Cyber 
Command was formed. This unit is in charge of organising information operations of both de-
fensive and off ensive nature. In august 2017 this unit was reformed into an independent com-
mand with a new status of a unifi ed armed command. Thus, a new block has become a part 
of a nine more unifi ed combatant commands. 6200 offi  cers and more than a 100 organization 
departments2 allegedly compose the Command.

Tendencies for building special troop units for ICT use represent a threat especially within 
the context of scarcity of international law norms and principles designed to regulate peaceful 
settlement of international disputes regarding ICT use.

The risk of confl icts capable of impairing international peace and security is rising due to 
competitive development of warfare and its use in ICT sphere, which is usually rendered as 
“arms race”.

Moreover, ICT use in disinformation practices related to public opinion on internal state 
aff airs intervention which begets distortion is of the importance.

Disinformation techniques were actively used in Yugoslavia (1999), Iraq (2003), Libya 
(2011), and Syria (2016).

The problem of freedom of the mass media abuse with the purpose of ideological superi-
ority propaganda of some states has become grave. In order to achieve this superiority state-
controlled mass media actively intermingle truth with fake news. 

A classic example of the latter is so-called “Skripal case” that created an information vague-
ness with one fake statements corroborated by another.

1 https://pdf.ic3.gov/2017_IC3Report.pdf
2 Zinchenko А., Tolstukhina А. Peace or war in cyberspace? International aff airs. 2018, 9
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The US Government attempt to unite American people that divided due to a dramatic 
struggle between the democrats and the republicans during the president election campaign of 
2016 that embodied in strengthening anti-russian «hysteria» is another noticeable example.

The above-mentioned examples make obvious an international law regulation crisis as 
a means of governing international relations with regard to ICT sphere.

The urge to clarify the reasons for ineff ective use of international law concerning ICT is 
of a special interest since 5th of September, 2018 when the UN General Assembly adopted the 
Russian draft resolution that lays out norms, rules and principles of the responsible conduct of 
states in ICT sphere as a part of international law1. In fact the resolution transformed the UN 
Group of Governmental Experts recommendations into the UN General Assembly recommen-
dations on the maintenance of international peace and security2 that constitute soft law norms. 

It is of a vital importance to outline and carry out all the necessary measures to create condi-
tions for states practical realization of such norms and principles.

In our opinion, the core reason for the international law crisis is a substantially new nature 
of ICT sphere as a space to be regulated by international law.

This fi eld is completely diff erent from conventional spheres where international law is ap-
plicable: i.e. on land, at sea, in the air and cosmic space, and subsoil.

The main features of the ICT sphere are the following.
First of all, its artifi cial nature. ICT sphere comprises telecommunication networks, com-

munication and computing machines functioning in the space of digital identifi ers (domain 
names, IP-addresses) and interacting through a technically organised system of open protocols. 
The existence of such a sphere of international cooperation depends on private entities that per-
form as operators for the main systems, and on governmental support. The stakeholders along 
with ICT service consumers create an environment for functioning and development of ICT 
sphere for its further use in all social spheres.

From international law perspective ICT sphere is a legal fi ction due to attribution to tech-
nical systems a set of properties of a territory in order to cover its regulation within the state 
sovereignty.

Yet territorial borders remain uncertain in ICT space and it creates diffi  culties in state juris-
diction determination. As the UN Secretary general noted in the foreword to the UN Group of 
Governmental Group report on the ‘Developments in the fi eld of information and telecommu-
nications in the context of international security’ of 2015, «Making cyberspace stable and secure 
can be achieved only through international cooperation, and the foundation of this cooperation 
must be international law and principles of the Charter of the United Nations». Though the 
vagueness of territorial limits of state sovereignty in ICT space signifi cantly hinders practical 
realization of the principle of sovereign equality of all states. It also prevents from exercising 
objective control over states’ fulfi lling their international obligations in ICT sphere. It applies 
to proportional responsibility of the state in ICT space for executing their obligations under 
international treaties, compliance with the international customs and general principles of law 
as recognized by civilized nations.

Secondly, ICT sphere defi nes particularities of international law relations due to a virtual 
nature of ICT processes realization and an exclusive «fl exibility» of software that designs algo-
rithms for information proceeding in telecommunication and information systems. Interested 

1 Resolution Draft A/C/73/L.27/Rev.1
2 UN Charter. Art. 10, Art.11 p.2
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states dispose of quite a few ways to manipulate data about malware use. As a result, disputing 
states cannot resort to independent observers to record objective information about the incident 
in ICT space, preceding circumstances and the states involved.

Thirdly, application of international law to ICT space falters, because most of the norms 
of  unifi ed interpretation to traditional spheres cannot be applied to ICT space in the same manner.

Moreover, an important diff erence of ICT sphere from conventional international relations 
ones is a virtual nature of the processes of transmission, processing and storage of information 
carried out via computers, communication devices and networks. Due to its virtual nature, it is 
impossible to execute tangible control over the stakeholders on ICT threats emerge, or to collect 
authentic data about the incidents capable to violation of international peace and security  on 
the basis of trust to victimized state law-enforcement bodies presumption. Lack of such infor-
mation substantially prevents from further application of peaceful disputes settlement means to 
ICT incidents.

Finally, ICT is characterized by ambiguity. On the one hand, information techniques that 
constitute a set of methods and means for information procession and transmission is not 
a weapon. On the other hand, as many experts acknowledge, malicious use of ICT is capable 
of transforming devices of a non-military nature into a weapon to incur suff erings on citizens of 
certain states, and on a humankind as a whole.

As a matter of fact, mankind has faced a challenge to apply international law to regulate 
a brand new sphere of relations where it is hardly possible both to detect traces of violation of 
international duties and to determine the subject involved.

Want of mechanisms of international law regulation towards ICT sphere international aff airs 
poses an additional threat to strategic stability keeping. Besides, it creates the illusion of military 
freedom in ICT sphere among lawyers and politicians. They see it as a situation where the rule 
of law does not work, thus, the use of force becomes effi  cient.

Presumably, following this tendency one of the UN determined goals – to save succeeding 
generations from the scourge of war – could not be achieved.

We believe the response to the challenge the humankind has faced concerning international 
law to ICT use should be concerted actions of all states to solve major problems of information 
security enforcement. This idea is gradually promoted by the global society and by the Russian 
Federation and comprise:

 — international law norms and principles adaptation to ICT sphere;
 — ICT sphere adaptation to application of international law.

International law norms and principles adaptation to ICT sphere was fi rst started by the UN 
Group of Governmental Experts in the period from 2003 to 2015. Norms and principles and 
rules on responsible behaviour of states in ICT sphere outlined in the Report of 2015 constitutes 
the fi rst attempt to adapt principles of the Declaration1 to ICT space.

Further possibility to apply international law to secure compliance with the norms, princi-
ples and rules on responsible behaviour of states in ICT sphere hinges upon concerted actions 
of the main parties toward solving the other problem – ICT space adaptation to international 
law regulation.

To solve this matter material and procedural rules shall be adopted in order to enforce the 
presumption of trust towards a third party to regulate international relations on:

1 Declaration on Principles of Internaional Law. 1970 г.
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 — territorial limits and state sovereignty determination in ICT space;
 — leally binding determination of features and facts of unlawful ICT use that causes dan-

gerous international incidents, and data objectifi cation which constitutes delivering re-
spective information to parties with an interest in the incident;

 — subject attribution;
 — outlining methods to conduct investigations in cyberspace, e.g. with the help of national 

computer emergency response teams. 

In other words, there is an urgent need to form a new branch of international law – the law 
of ICT sphere. 

Thus, the third volume of current manual represents a unique compilation of international 
documents that enables the reader to become acquainted with the key milestones of internation-
al security enforcement, and use these documents in their future work towards further develop-
ment and codifi cation of international law in this fi eld.

The authors consider the accumulated acts to be of a great importance for Russian and 
foreign bachelor and master students, post-graduate and pre-doctoral students, professors and 
experts interested in international law studies, as well as for businessmen and those engaged in 
rulemaking and law-enforcement.

Head of the Department of the International Security Problems 
Institute of Moscow State University

Member of the Presidium of the National Association 
for International Information Security

Honoured Worker of Science of the Russian Federation
DSc., DSc. in Law, Professor

A.A. Streltsov

Head the Department of Information Law 
and International Information Security 

of the Institute of State and Law of the Russian Academy of Sciences
Honoured Lawyer of the Russian Federation

DSc. in Law, Professor
T.A. Polyakova

Researcher of the Laboratory for Analysis 
of International Processes MGIMO-University

PhD
A.V. Makarycheva



19

Part I

REGULATORY LEGAL ACTS AND 

STRATEGY PLANNING DOCUMENTS 

OF THE RUSSIAN FEDERATION 

IN THE SPHERE OF INFORMATION 

SECURITY



20

The National Security Concept 
of the Russian Federation
Approved by Decree of the President of the Russian Federation № 24 on January 10, 2000 1

Extraction
Extraction

The National Security Concept of the Russian Federation (hereinafter referred to as 
the “Concept”) is a system of views on how to secure the individual, society and the state against 
external and internal threats in every sphere of national life. It articulates the major thrusts 
of the Russian Federation’s foreign policy.

By Russian Federation national security is meant the security of its multinational people as 
the bearer of sovereignty and as the only source of power in the Russian Federation.

I. Russia in the world community
The world situation is characterized by a system of international relations undergoing dy-

namic transformation. Following the end of the bipolar confrontation era, two mutually exclu-
sive tendencies came to prevail.

The fi rst of these tendencies manifests itself in the strengthened economic and political po-
sitions of a signifi cant number of states and of their integrative associations and in improved 
mechanisms for multilateral governance of international processes. Economic, political, science 
and technological, environmental and information factors are playing an ever-increasing role. 
Russia will help shape the ideology behind the rise of a multipolar world on this basis. <...>

II. Russia’s national interests
Russia’s national interests are a totality of balanced interests of the individual, society and 

the state in economic; domestic political, social, international, informational, military, border, 
environmental and other fi elds. They are long-term and defi ne the principal goals and strategic 
and current objectives of the state’s domestic and foreign policy. The national interests are se-
cured by institutions of state authority, which, inter alia, perform their functions in concert with 
public organizations operating under the Russian Federation Constitution and laws. <...>

Russia’s national interests in the information sphere lie in observance of its citizens’ con-
stitutional rights and freedoms to receive and make use of information, in the development 
of modern telecommunication technologies, and in protecting the state’s information resources 
from unsanctioned access. <...>

III. Threats to the Russian Federation’s national security
<...>
There is an increasing threat to national security in the information sphere. The striving of 

a number of countries to dominate the global information space and oust Russia from the exter-
nal and internal information market poses a serious danger, as do the elaboration by a number 

1 Repealed under the Decree of the President of the Russian Federation № 537 of 12 May 2009.
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of states of a concept of information wars that envisages creation of means of dangerous infl u-
ence on the information spheres of other countries of the world; disruption of the normal func-
tioning of information and telecommunication systems and of storage reliability for information 
resources; and gaining of unsanctioned access to them.<...>

IV. Ensuring the national security of the Russian Federation

<...>
The major tasks in ensuring the information security of the Russian Federation are:

 — realization of the constitutional rights and freedoms of the citizens of the Russian Fed-
eration in the sphere of information activities;

 — improvement and protection of the national information infrastructure and the integra-
tion of Russia into the world information space;

 — counteraction against the threat of rivalry in the information sphere.

The Foreign Policy Concept 
of the Russian Federation 
Approved by Decree of the President of the Russian Federation on 28 June 2000 1

Extraction

II. The modern world and the Foreign Policy 
of the Russian Federation

<...>
The transformation of international relations, the end of confrontation, steady elimination 

of the consequences of the “Cold War,” and the advancement of Russian reforms have sub-
stantially broadened the possibilities for cooperation in the world arena. The threat of a global 
nuclear confl ict has been reduced to a minimum. While the military power still retains signifi -
cance in relations among states, an ever greater role is being played by economic, political, sci-
entifi c and technological, ecological, and information factors. Coming to the fore as the main 
components of the national might of the Russian Federation are its intellectual, information 
and communications capabilities, the well-being and education level of the population, the de-
gree of combining of scientifi c and production resources, and concentration of fi nancial capital 
and diversifi cation of economic ties. The overwhelming majority of states are fi rmly set on pursu-
ing market methods of managing the economy and democratic values. The major breakthrough 
in a number of key areas of scientifi c and technological progress leading to the formation of 
a single, worldwide information environment, the deepening and diversifi cation of international 
economic ties add a global nature to interdependence of states. Prerequisites are being created 
for build a more stable and crisis-resistant world structure. <...>

1 Repealed in accordance with the adoption of The Foreign Policy Concept of the Russian Federation by the 
President of the Russian Federation № Pr-251 of 12 February 2013.
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III. Priorities of the Russian Federation in Resolving Global 
Problems 

<...>
2. Strengthening international security
<...> 
Russia attaches special attention to such an aspect of consolidating strategic stability as en-

suring information security. <...>

Information Security Doctrine 
of the Russian Federation
Approved by Decree of the President of the Russian Federation on 9 September 2000 1

The Information Security Doctrine of the Russian Federation represents a totality of offi  cial views 
on the goals, objectives, principles and basic guidelines for ensuring information security in the Rus-
sian Federation.

The present Doctrine serves as the basis for:
 — shaping government policy on information security in the Russian Federation;
 — preparing suggestions to improve the legal, procedural, scientifi c-technical and organizational 

framework for ensuring information security in the Russian Federation;
 — devising targeted national information security programs.

The present Doctrine expounds the National Security Concept of the Russian Federation as applied 
to the information sphere.

I. Information Security of the Russian Federation

1. The national interests of the Russian Federation 
in the information  and how they are to be secured

The present stage in societal development is characterized by an increasing role of the infor-
mation sphere, which represents an assemblage of information, information infrastructure, enti-
ties engaged in the collection, formation, dissemination and use of information, and a system 
governing public relations arising out of these conditions. The information sphere as a system-
forming factor of societal life actively infl uences the state of the political, economic, defense, 
and other components of Russian Federation security. The national security of the Russian Fed-
eration substantially depends on the level of information security, and with technical progress 
this dependence is bound to increase.

By the information security of the Russian Federation is meant the state of the protection 
of its national interests in the information sphere, as determined by the overall balanced interests 
at the level of the individual, society and the state.

1 Repealed under the Decree of the President of the Russian Federation № 646 of 5 December 2016.
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The interests of the individual in the information sphere consist of the exercise of the consti-
tutional rights of man and the citizen to information access, to use of information in the interest 
of carrying on activities not prohibited by law and of physical, spiritual and intellectual develop-
ment, as well as of the protection of information that ensures personal security.

The interests of society in the information sphere consist of securing the interests of the in-
dividual in this sphere, reinforcing democracy, creating a rule-of-law social state, achieving 
and maintaining public harmony and of the spiritual renewal of Russia. 

The state’s interests in the information sphere consist of creating conditions for harmonious 
Russian information infrastructure development and for the exercise of the constitutional rights 
and freedoms of man and the citizen with respect to receiving and using information to ensure 
the inviolability of the constitutional system, the sovereignty and territorial integrity of Russia, 
and political, economic and social stability; the interests of the state also consist in the uncondi-
tional maintenance of law and order and in the promotion of equal and mutually advantageous 
international cooperation.

Based on the national interests of the Russian Federation in the information sphere, the state 
forms its strategic and current domestic and foreign policy objectives for ensuring information 
security.

Four ingredients of the national interests of the Russian Federation stand out as most salient 
in the information sphere.

T h e  f i r s t  i n g r e d i e n t of Russia’s national interests in the information sphere comprises 
observance of the constitutional rights and freedoms of man and the citizen to receive and use 
information, the assurance of a spiritual renewal of Russia, and the preservation and reinforce-
ment of the moral values of society, traditions of patriotism and humanism and the cultural 
and scientifi c potential of the country.

Achieving this requires:
 — raising information infrastructure use effi  ciency for the sake of social development, 

the consolidation of Russian society, and the spiritual rebirth of the multinational peo-
ple of the Russian Federation;

 — streamlining the system of formation, preservation and rational utilization of infor-
mation resources that form the basis of the scientifi c, technical and spiritual potential 
of the Russian Federation;

 — securing the constitutional rights and freedoms of man and the citizen freely to seek, 
receive, transmit, produce and disseminate information by any legal means and to get 
reliable information about the state of the environment;

 — securing the constitutional rights and freedoms of man and the citizen to personal 
and family privacy, the secrecy of postal mail, telegraph, telephone and other commu-
nications, as well as to the defense of honor and reputation;

 — reinforcing the mechanisms of legal governance of relations in the fi eld of intellectual 
property protection, and creating conditions for observance of the federally prescribed 
restrictions on access to confi dential information;

 — guaranteeing the freedom of mass information and the prohibition of censorship;
 — not allowing for propaganda or campaigning that serves to foment social, racial, na-

tional or religious hatred and strife;
 — securing a ban on the collection, storage, use and dissemination of information about 

the private life of persons without their consent and of any other information to which 
access is restricted by federal legislation.
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T h e  s e co n d  i n g r e d i e n t of the national interests of the Russian Federation in the in-
formation sphere comprises information support for the state policy of the Russian Federation 
that involves conveying to the Russian and international public trustworthy information about 
the state policy of the Russian Federation and about its offi  cial position on socially signifi cant 
events in Russian and international life, with the provision of access for citizens to open govern-
ment information resources.

Achieving this requires:
 — bolstering the state mass media, expanding their capabilities to promptly convey reliable 

information to Russian and foreign citizens;
 — intensifying the formation of open government information resources and raising the ef-

fi ciency in their practical use.

T h e  t h i r d  i n g r e d i e n t of the national interests of the Russian Federation in the infor-
mation sphere comprises promoting modern information technologies, boosting the national 
information industry (the industries of informatization, telecommunication, and communica-
tion facilities in particular), securing the satisfaction of domestic market requirements with its 
products, and their entry into the world market, and providing for accumulation, storage reli-
ability, and eff ective utilization of national information resources. Problems in developing high 
technologies, retooling industry, and multiplying achievements in national science and technol-
ogy can be solved only on this basis under present-day conditions. Russia must occupy a worthy 
position among world microelectronic and computer industry leaders.

Achieving this requires:
 — developing and improving the infrastructure of the unifi ed information space of the Rus-

sian Federation;
 — developing the Russian information services industry and raising the effi  ciency in utili-

zation of government information resources;
 — developing the production in the Russian Federation of competitive informatization, 

telecommunication and communication systems and means, and expanding par-
ticipation by Russia in the international cooperation of producers of these systems 
and means;

 — providing government support of Russian fundamental and applied research, and de-
velopments in the areas of informatization, telecommunication and communication.

T h e  f o u r t h  i n g r e d i e n t of the national interests of the Russian Federation in the infor-
mation sphere comprises protecting information resources against unsanctioned access, and se-
curing the information and telecommunication systems whether already deployed or being set 
up on the territory of Russia.

For these purposes it is necessary to:
 — enhance the security of information systems including communication networks, 

primarily the security of primary communication networks and information systems 
in the federal bodies of state authority, the bodies of state authority of the constituent 
entities of the Russian Federation, credit and fi nancial, and banking spheres, the sphere 
of economic activity as well as the security of systems and means for informatizing 
weapons and military equipment, security of troop and arms control systems, and 
the security of management systems for environmentally hazardous and economically 
important enterprises;
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 — intensify development of the domestic production of information protection hardware 
and software, along with the methods to control their effi  ciency;

 — secure data that constitute state secrets;
 — expand international cooperation by the Russian Federation with respect to the de-

velopment and secure utilization of information resources and counteraction against 
the threat of rivalry in the information sphere.

2. Types of threats to the information security of the Russian Federation
According to their general directionality, threats to the information security of the Rus-

sian Federation are subdivided into the following types:
 — threats to the constitutional rights and freedoms of man and the citizen in the area 

of spiritual life and information activities, to individual, group and public conscious-
ness and to Russia’s spiritual revival;

 — threats to information support to Russian Federation state policy;
 — threats to Russian information industry (including informatization, telecommunica-

tion, and communication facilities) development, to the satisfaction of domestic market 
requirements with its products and their entry into the world market, and to the accu-
mulation, storage reliability, and eff ective utilization of national information resources;

 — threats to the security of information and telecommunication systems and facilities 
whether already deployed or being set up on the territory of Russia.

The threats to the constitutional rights and freedoms of man and the citizen in the areas 
of spiritual life and information activities, to individual, group and public consciousness and 
to Russia’s spiritual revival may be as follows:

 — adoption by federal bodies of state authority or by bodies of state authority in constitu-
ent entities of the Russian Federation of normative legal acts infringing the constitu-
tional rights and freedoms of citizens in the areas of their spiritual life and information 
activities;

 — establishment of monopolies on forming, receiving and disseminating information 
in the Russian Federation with the use of telecommunication systems or otherwise;

 — counteraction, by criminal structures in particular, against citizens’ exercise of their 
constitutional rights to personal and family privacy and to the secrecy of postal mail, 
telephone and other communications;

 — irrational, excessive restrictions placed on access to socially necessary information;
 — illegal use of special means of infl uence on individual, group and public consciousness;
 — noncompliance by federal bodies of state authority, by bodies of state authority in con-

stituent entities of the Russian Federation, by bodies of local self-government or by 
organizations and citizens with the requirements of the federal legislation governing re-
lations in the information sphere;

 — unlawful restrictions on access by citizens to open information resources of the fed-
eral bodies of state authority, the bodies of state authority of the constituent entities 
of the Russian Federation or bodies of local self-government, to open archival materials 
and to other open socially signifi cant information;

 — disorganization or destruction of a system of accumulation and preservation of cultural 
properties, including archives;
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 — violation of the constitutional rights and freedoms of man and the citizen in the fi eld 
of mass information;

 — ousting of Russian news agencies and media from the national information market, 
and an increase in dependence of the spiritual, economic and political areas of public 
life in Russia on foreign information entities;

 — depreciation of spiritual values, the propaganda of specimens of mass culture based 
on the cult of violence or on spiritual and moral values contrary to the values adopted 
in Russian society;

 — a decrease in the spiritual, moral and creative potential of the Russian population that 
would substantially complicate training manpower resources for adoption and use 
of newest (including information) technologies,

 — information manipulation (disinformation, information concealment and distortion).

The threats endangering information support to Russian Federation state policy may be as 
follows:

 — monopolization of individual sectors or all of the Russian information market by do-
mestic and foreign information entities;

 — blocking of activities of state media in providing information to Russian and foreign 
audiences;

 — low level of state policy information support eff ectiveness due to qualifi ed personnel 
shortage and the lack of a system of forming and implementing a state information policy.

The threats to the national information industry (the industries of informatization, telecom-
munication, and communication facilities in particular), to the satisfaction of domestic market 
requirements with its products and their entry into the world market, as well as to the accumu-
lation, storage reliability, and eff ective utilization of national information resources may be as 
follows:

 — opposition to access by the Russian Federation to newest information technologies, 
to the mutually advantageous and equal participation of Russian producers in the world 
division of labor in the industry of information services, means of informatization, tele-
communication and communication and information products, as well as the creation 
of conditions for increasing Russia’s dependence in the fi eld of modern information 
technologies;

 — purchases of imported means of informatization, telecommunication and communica-
tion by government bodies when domestic analogues not inferior to the foreign samples 
in their characteristics are available;

 — the ousting from the domestic market of Russian producers of means of informatiza-
tion, telecommunication and communication;

 — an increase in the outfl ow of specialists and intellectual property rights holders going 
abroad.

The threats to the security of the information and telecommunication systems and facilities 
whether already deployed or being set up on the territory of Russia may be as follows:

 — illegal information gathering and use;
 — information processing technology violations;
 — insertion into hardware or software products of components realizing functions not en-

visaged by documentation for these products;
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 — development and distribution of programs that upset the normal functioning of infor-
mation, and information technology systems, including information security systems;

 — destruction, damage, disturbance of, or electronic attack against information process-
ing, telecommunication and communication systems and means;

 — attacks on password key protection systems for automated information processing 
and transmission systems;

 — discreditation of cryptographic information protection keys and means;
 — technical channel information leaks;
 — implantation of electronic intercept devices into information processing, storage 

and transmission hardware via communication channels or into offi  ce premises of gov-
ernment bodies, enterprises, institutions or organizations under whatever form of own-
ership;

 — destruction, damage, disturbance or theft of machine processable data carriers;
 — interception of information in data transmission networks or on communication lines, 

deciphering of this information and foisting of false information;
 — use of uncertifi ed domestic and foreign information technologies, information pro-

tection means and informatization, telecommunication and communication facilities 
in setting up and developing the Russian information infrastructure;

 — unsanctioned access to information contained in databanks or databases;
 — breach of the lawful restrictions on information dissemination.

3. Sources of threats to the information security of the Russian Federation
The sources of threats to the information security of the Russian Federation are subdivided 

into external and internal.
To the external sources belong:

 — activities of foreign political, economic, military, intelligence and information entities, 
directed against the interests of the Russian Federation in the information sphere;

 — the striving of a number of countries toward dominance and the infringement of Rus-
sia’s interests in the world information space and to oust it from external and domestic 
information markets;

 — toughened international competition for information technologies and resources;
 — activities of international terrorist organizations;
 — an increase in the technological edge of leading world powers and the buildup of their 

ability to hinder the creation of competitive Russian information technologies;
 — space, air, sea and land technical and other means (types) of reconnaissance activities 

on the part of foreign states;
 — development by a number of states of information war concepts that provide for creating 

means for dangerous attack on the information spheres of other countries of the world, 
disturbing the normal functioning of their information and telecommunication systems, 
breaching the security of their information resources and gaining unsanctioned access 
to them.

To the internal sources belong:
 — a critical state of national branches of industry;
 — an unfavorable criminogenic situation accompanied by tendencies for coalescence be-

tween state and criminal structures in the information sphere, for criminal structures 
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to gain access to confi dential information, for greater infl uence of organized crime 
on the life of society, for a decrease in the level of protection of the lawful interests 
of citizens, society and the state in the information sphere;

 — insuffi  cient coordination among the federal bodies of state authority and the bod-
ies of state authority of the constituent entities of the Russian Federation in shaping 
and carrying out a unifi ed state policy in the realm of national information security;

 — an insuffi  cient degree of development of the legal and regulatory base governing rela-
tions in the information sphere, and inadequate law enforcement practices;

 — the immaturity of civil society institutions, and insuffi  cient state control over the devel-
opment of the Russian information market;

 — insuffi  cient fi nancing for measures aimed at ensuring the information security 
of the Russian Federation;

 — insuffi  cient economic power of the state;
 — the decline in effi  ciency of the system of education and upbringing, insuffi  cient num-

bers of qualifi ed personnel in the realm of information security;
 — insuffi  cient vigor of federal bodies of state authority or bodies of state authority of con-

stituent entities of the Russian Federation in informing society about their activities, 
in explaining their decisions, in forming open government resources and in developing 
a system of access to them for citizens;

 — Russia’s lag behind the world’s leading countries in level of informatization of fed-
eral bodies of state authority, the bodies of state authority of the constituent entities 
of the Russian Federation and bodies of local self-government, the fi nancial and credit 
sphere, industry, agriculture, education, public health, and consumer services.

4. The state of information security of the Russian Federation 
and the main challenges in its assurance

In recent years the Russian Federation has carried out a set of measures to improve its in-
formation security.

Shaping a legal framework for information security has begun. The State Secrets Law 
and the Fundamental National Archives and Records Legislation of the Russian Federation, 
along with the Federal Laws on Information, Informatization and Information Protection and 
on Participation in International Information Exchange and a number of other laws, have been 
adopted, and work has been launched to create the relevant implementation mechanisms and 
to craft laws governing public relations in the information sphere.

Information security measures have been carried out in the federal bodies of state author-
ity, in the bodies of state authority of the constituent entities of the Russian Federation and 
in enterprises, institutions and organizations under whatever form of ownership. Work has been 
launched to set up a protected special-purpose information technology system in the interests 
of the bodies of state authority.

The successful tackling of information security issues in the Russian Federation is aided by 
the national system of information protection, the system for protecting state secrets, the sys-
tems for licensing activities in the fi eld of the protection of state secrets and the systems for cer-
tifying information protection tools.

Yet analysis of the state of information security in the Russian Federation shows that its level 
is not fully consistent with the requirements of society and the state.
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The current political and socioeconomic development conditions in the country give rise 
to sharp contradictions between the requirements of society in a wider free exchange of informa-
tion and the necessity of retaining individual regulated limitations on its dissemination.

The contradictory nature and immaturity of the legal governance of social relations in the in-
formation sphere lead to serious negative consequences. Thus, the insuffi  ciency of a legal and regu-
latory framework for relations in the fi eld of realization of the possibilities for constitutional restric-
tions on mass media freedom in the interests of protecting the foundations of the constitutional 
system and the morality, health, rights and lawful interests of citizens, ensuring national defense 
capability and state security considerably impede the maintenance of a balance of interests among 
the individual, society and the state in the information sphere. Imperfect legal and normative gov-
ernance of relations in the fi eld of mass information hampers the establishment of competitive 
Russian news agencies and media within the territory of the Russian Federation.

The precariousness of citizens’ rights to information access, and information manipulation 
evoke a negative reaction among people, which in a number of cases leads to a destabilization 
of the social and political situation in society.

The constitutionally enshrined rights of citizens to the inviolability of private life, to per-
sonal and family privacy and the privacy of correspondence essentially do not have a suffi  cient 
legal, organizational and technical backing. Unsatisfactorily organized is the protection of per-
sonal data referring to natural persons that are collected by federal bodies of state authority, 
those of the constituent entities of the Russian Federation and bodies of local self-government.

The lack of effi  ciency in pursuing a state policy in eff orts to create the Russian informa-
tion space, develop the mass information system, organize international information exchange 
and integrate the Russian information space into the world information space engenders condi-
tions for ousting Russian news agencies and media from the national information market and for 
distorting the structure of international information exchange.

Insuffi  cient is government support to the activities of Russian news agencies in promoting 
their products to the foreign information market.

The situation with ensuring the security of data that constitute state secrets is deteriorating.
Serious damage has been infl icted upon the cadre potential of scientifi c and production col-

lectives operating in the development and manufacture of informatization, telecommunication 
and communication means owing to their most qualifi ed specialists’ departure therefrom.

The lag of national information technologies forces the federal bodies of state authority, 
bodies of state authority of the constituent entities of the Russian Federation and bodies of lo-
cal self-government to purchase import equipment when establishing information systems and 
to enlist foreign fi rms, because of which the likelihood of unsanctioned access to the informa-
tion being processed increases and Russia’s dependence on foreign computer and telecommuni-
cation hardware and software manufacturers grows.

In the wake of an intensive introduction of foreign information technologies in the areas 
of activity of the individual, society and the state, and following the wide use of open informa-
tion technology systems and the integration of national information systems and international 
information systems the threats of the use of the “information weapon” against the Russian 
information infrastructure have increased. Work on an adequate and comprehensive response 
to these threats is being conducted with insuffi  cient coordination and poor budget fi nancing. 
Not enough attention is being given to the development of space reconnaissance and electronic 
warfare systems.



30

  Part I.  Regulatory Legal Acts and Strategy Planning Documents...

The resultant state of aff airs in the area of information security in the Russian Federation 
requires an immediate solution of such tasks as:

 — developing basic guidelines for state policy in the area of information security in the Rus-
sian Federation as well as measures and mechanisms connected with the implementa-
tion of this policy;

 — developing and improving the national information security system that realizes a uni-
fi ed state policy in this fi eld, including upgrading the forms, methods and techniques 
of identifi cation, assessment and prediction of information security threats, along with 
the system to counteract these threats;

 — developing federal purpose-oriented programs of ensuring the information security 
of the Russian Federation;

 — developing criteria and methods for assessing the eff ectiveness of, and certifying na-
tional information security systems and means;

 — streamlining the legal and regulatory base for national information security, includ-
ing the mechanisms for realizing citizens’ rights to obtain and access information, and 
the forms and methods for carrying out the legal norms concerning state-media interac-
tion;

 — the establishment of the responsibility of offi  cials of the federal bodies of state authority, 
bodies of state authority of the constituent entities, bodies of local self-government and 
of legal entities and citizens for the observance of information security requirements;

 — coordinating the activities of the federal bodies of state authority, the bodies of state 
authority of the constituent entities, enterprises, institutions and organizations under 
whatever form of ownership in the fi eld of ensuring the information security of the Rus-
sian Federation;

 — developing the theoretical and practical foundations of national information security 
assurance with regard for the current geopolitical situation, Russia’s political and so-
cioeconomic development conditions and the reality of the use of the “information 
weapon”;

 — crafting and setting up mechanisms to shape and implement the state information pol-
icy of Russia;

 — developing methods for raising the eff ectiveness of state participation in shaping the in-
formation policy of state television and radio broadcasting organizations and other 
state- run mass media;

 — securing the technological independence of the Russian Federation in the major ar-
eas of informatization, telecommunications and communication determining its secu-
rity, and primarily in the fi eld of developing specialized computer hardware for weapon 
and military equipment specimens;

 — devising contemporary methods and tools for protecting information and securing in-
formation technologies, primarily those used in troop and weapons control systems and 
in management systems for environmentally hazardous and economically important 
enterprises;

 — developing and improving the state system of information protection and the system for 
the protection of state secrets;

 — creating and developing a contemporary protected technological base of government 
in peacetime, in emergencies and in wartime;
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 — expanding cooperation with international and foreign agencies and organizations 
in dealing with scientifi c-technical and legal issues in securing information that 
is transmitted with the aid of international telecommunication and communication 
systems;

 — providing conditions for active development of the Russian information infrastructure 
and for the participation of Russia in the processes of the creation and use of global 
information networks and systems;

 — creating a unifi ed system of personnel training in the area of information security 
and information technologies.

II. Methods for Ensuring the Information Security 
of the Russian Federation 

5. General methods for ensuring the information security 
of the Russian Federation

The general methods for ensuring the information security of the Russian Federation are 
subdivided into legal, organizational-technical and economic.

The legal methods of ensuring the information security of the Russian Federation include 
the development of normative legal acts governing relations in the information sphere and nor-
mative procedural documents related to national information security assurance. The most im-
portant areas of this activity are as follows:

 — introducing amendments and addenda to the Russian Federation legislation govern-
ing relations in the realm of information security with a view to the establishment 
and streamlining of the system for ensuring the information security of the Russian Fed-
eration, removal of inner contradictions in the federal legislation, contradictions re-
lating to the international agreements to which the Russian Federation has acceded, 
and contradictions between federal legislative acts and legislative acts of constituent 
entities of the Russian Federation, as well as for the purpose of concretizing the legal 
norms establishing responsibility for law violations in the fi eld of ensuring the informa-
tion security of the Russian Federation;

 — the legislative division of power in the fi eld of national information security between 
the federal bodies of state authority and those of the constituent entities of the Rus-
sian Federation and the determination of the goals, objectives and mechanisms of par-
ticipation by public associations, organizations and citizens in this activity;

 — crafting and adopting normative legal acts of the Russian Federation to establish legal 
and natural persons’ responsibility for unsanctioned access to, and the illegal copying, 
distortion or unlawful use of information, the deliberate circulation of untrue informa-
tion, the illegal disclosure of confi dential information and the use of business or trade 
secret information for criminal or ulterior purposes;

 — making more precise the status of foreign news agencies, media and journalists as well 
as of investors when attracting foreign investment for the development of Russia’s in-
formation infrastructure;

 — the legislative entrenchment of development priority for national communication net-
works and domestic production of communications satellites;
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 — determination of the status of organizations providing the services of global information 
technology networks within the territory of the Russian Federation, and the legal regu-
lation of the activities of these organizations;

 — creation of a legal base for the formation of regional information security structures 
in the Russian Federation.

The organizational-technical methods for ensuring the information security of the Rus-
sian Federation are as follows:

 — establishing and improving the system for ensuring the information security of the Rus-
sian Federation;

 — enhancing law enforcement activities of federal executive bodies and those of the con-
stituent entities of the Russian Federation, including the prevention and suppres-
sion of law violations in the information sphere, as well as identifying, proving guilty 
and bringing to justice those responsible for crimes or other violations committed in this 
sphere;

 — development, use and perfecting of information protection resources and tools for 
monitoring the eff ectiveness thereof, the development of protected telecommunication 
systems and enhancement of the reliability of special software;

 — creation of systems and means for preventing unsanctioned access to information being 
processed and special attacks causing the distortion, damage or destruction of data as 
well as alteration of the normal operating modes of informatization and communication 
systems and means;

 — identifi cation of technical devices and programs that pose a danger to the normal func-
tioning of information technology systems, the prevention of information interception 
via technical channels, use of cryptographic means to protect information during its 
storage, processing and transmission via communication channels, and control over 
the fulfi llment of special information protection requirements;

 — certifi cation of means of information protection, licensing of activities in the fi eld of state 
secrets protection, standardization of information protection methods and tools;

 — improvements in the system of certifi cation of telecommunications hardware and soft-
ware for automated information processing systems in terms of information security 
requirements;

 — control over personnel actions in protected information systems and the training of per-
sonnel in the fi eld of ensuring the information security of the Russian Federation;

 — formation of the system of monitoring the indicators and characteristics of the informa-
tion security of the Russian Federation in the most important spheres of life and activity 
of society and the state.

The economic methods for ensuring the information security of the Russian Federation in-
clude:

 — the development of national information security programs and determination 
of the procedure for their fi nancing;

 — improvements in the system of fi nancing for eff orts to implement the legal and organi-
zational-technical methods for information protection and the creation of the system 
of insurance of information risks of natural and legal persons.
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6. Features of assurance of the information security 
of the Russian Federation in different areas of public life

The information security of the Russian Federation is one of the ingredients of the national 
security of the Russian Federation and exerts infl uence on the degree of protection of its nation-
al interests in diff erent spheres of activity by society and the state. The threats to and methods for 
ensuring national information security are common to these spheres.

Each of them has its own specifi cs of ensuring information security, deriving from the specif-
ics of security assurance facilities and their degree of vulnerability in respect of threats to the in-
formation security of the Russian Federation. In every sphere of activity by society and the state 
use can be made of private methods and forms determined by the specifi cs of the factors infl u-
encing the state of national information security in tandem with general methods for ensuring 
the information security of the Russian Federation.

In the economy sphere.  Ensuring the information security of the Russian Federation 
in the economy sphere plays a key role in ensuring its national security.

The following are most susceptible to national information security threats in the economy 
sphere:

 — the system of state statistics;
 — the fi nancial and credit system;
 — automated information and accounting systems of subdivisions of federal executive 

bodies ensuring the activities of society and the state in the economy sphere;
 — systems of fi nancial accounting of enterprises, institutions and organizations under 

whatever form of ownership;
 — systems of gathering, processing, storage and transmission of fi nancial, stock exchange, 

tax, customs information and information on the foreign economic activity of the state 
as well as of enterprises, institutions and organizations under whatever form of owner-
ship.

The transition to market relations in the economy has brought about the appearance 
in the Russian internal goods and services market of a multitude of national and foreign com-
mercial structures: information and informatization and information protection tool produc-
ers and consumers. Uncontrolled activity by these structures in developing, manufacturing 
and protecting the systems of gathering, processing, storage and transmission of statistical, fi -
nancial, stock exchange, tax and customs information creates a real threat to the security of Rus-
sia in the economy sphere. Similar threats arise with the uncontrolled attraction of foreign fi rms 
to creating such systems, as in this case favorable conditions take shape for unsanctioned access 
to confi dential economic information and for monitoring its transfer and processing by foreign 
special services.

The critical state of enterprises of the national industries developing and manufacturing 
informatization, telecommunications, communication and information protection tools leads 
to extensive use of the relevant imported tools, which creates a danger of origination of Russian 
technological dependence on foreign states.

Computer crimes involving penetration by criminal elements into computer systems 
and networks of banks and other credit organizations pose a serious threat to the normal func-
tioning of the economy as a whole.
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The insuffi  ciency of the legal and regulatory base that determines the liability of business 
entities for the unauthenticity or concealment of data on their commercial activities, on the con-
sumer properties of the goods and services they produce, on the results of their economic 
activity, on their investments and so on hinders the normal functioning of the business enti-
ties. on the other hand, business entities may suff er substantial economic damage as a result 
of the divulgence of trade secrets information. In the systems of gathering, processing, storage 
and transmission of fi nancial, stock exchange, tax and customs information the most dangerous 
are the illegal copying of information and its distortion as a consequence of deliberate or inad-
vertent violations of the technology for handling, and unsanctioned access to information. This 
also concerns the federal executive bodies engaged in the formation and distribution of informa-
tion on the foreign economic activity of the Russian Federation.

The principal measures for ensuring the information security of the Russian Federation 
in the economy sphere are as follows:

 — organizing and exercising state control over the creation, development and protection 
of systems and tools for gathering, processing, storage and transmission of statistical, 
fi nancial, stock exchange, tax and customs information;

 — radical restructuring of the system of state statistical reports so as to ensure the authen-
ticity, completeness and security of information, carried out by introducing strict legal 
responsibility of offi  cials for the preparation of primary information, organizing control 
over these offi  cials’ activities and those of statistical information processing and analysis 
services and restricting the commercialization of such information;

 — development of national certifi ed tools for information protection and their introduc-
tion in systems and tools for the gathering, processing, storage and transmission of sta-
tistical, fi nancial, stock exchange, tax and customs information;

 — development and introduction of national protected electronic payment systems 
on the basis of smart cards, electronic money and electronic commerce systems, 
the standardization of these systems and the elaboration of a legal and regulatory base 
governing their use;

 — improvement of the legal and regulatory base governing information relations 
in the economy sphere;

 — streamlining the methods of selection and training of personnel for work in economic 
information gathering, processing, storage and transmission systems.

In the domestic policy sphere.  The most important Russian information security targets 
in the domestic policy sphere are:

 — the constitutional rights and freedoms of man and the citizen;
 — the constitutional system, national harmony, the stability of state authority, the sover-

eignty and territorial integrity of the Russian Federation;
 — the open information resources of federal executive bodies and the mass media.

The following threats to the information security of the Russian Federation pose the great-
est danger in the domestic policy sphere:

 — violation of the constitutional rights and freedoms of citizens that are realized in the in-
formation sphere;

 — insuffi  cient legal governance of relations in the area of the rights of diff erent political 
forces to use the media for the advocacy of their ideas;
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 — the spread of disinformation about the policy of the Russian Federation, the activities 
of the federal bodies of state authority and events occurring in the country and abroad;

 — activities by public associations, aimed at a forcible change of the foundations of the con-
stitutional system and seeking to disrupt the integrity of the Russian Federation, foment 
social, racial, national and religious strife and spread these ideas in the media.

The principal measures for ensuring the information security of the Russian Federation 
in the domestic policy sphere are:

 — establishing a system for countering the monopolization of components of the informa-
tion infrastructure by domestic and foreign entities — including the market for informa-
tion services and the mass media;

 — stepping up counterpropaganda activities aimed at preventing negative consequences 
of the spread of disinformation about Russian domestic policy.

In the foreign policy sphere.  The most important Russian information security targets 
in the foreign policy sphere are:

 — the information resources of the federal executive bodies implementing Russian Fed-
eration foreign policy, of the Russian representations and organizations abroad and 
the representations of the Russian Federation at international organizations;

 — the information resources of the representations of the federal executive bodies imple-
menting Russian Federation foreign policy on the territory of the constituent entities 
of the Russian Federation;

 — the information resources of the Russian enterprises, institutions and organizations 
subordinate to the federal executive bodies implementing Russian Federation foreign 
policy;

 — the blocking of the activities of Russian media in explaining to foreign audiences 
the goals and major thrust areas in the Russian Federation’s state policy and its view 
of socially signifi cant events in Russian and international life.

Among external threats to Russian information security in the foreign policy sphere those 
representing the greatest danger are:

 — informational infl uence that foreign political, economic, military and information en-
tities may have on the elaboration and implementation of the foreign policy strategy 
of the Russian Federation;

 — disinformation being spread overseas about the foreign policy of the Russian Federa-
tion;

 — violation of the rights of Russian citizens and legal entities in the information sphere 
abroad;

 — attempts at unsanctioned access to information or attack attempts against information 
resources and the information infrastructure of the federal executive bodies implement-
ing Russian Federation foreign policy, of Russian representations and organizations 
abroad and the representations of the Russian Federation at international organizations.

Among internal threats to Russian information security in the foreign policy sphere those 
representing the greatest danger are:

 — violation of established information gathering, processing, storage and transmission 
procedures in the federal executive bodies implementing Russian Federation foreign 
policy and their subordinate enterprises, institutions and organizations;
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 — the information and propaganda activities of political forces, public associations, 
media and individuals distorting the strategy and tactics in the foreign policy activity 
of the Russian Federation;

 — insuffi  cient provision of information to the public on the foreign policy activity 
of the Russian Federation.

The principal measures for ensuring the information security of the Russian Federation 
in the foreign policy sphere are:

 — elaboration of the main thrusts of state policy in the fi eld of improving information sup-
port to the foreign policy course of the Russian Federation;

 — development and realization of a set of measures to reinforce the information security 
of the information infrastructure of the federal executive bodies implementing Rus-
sian Federation foreign policy, of Russian representations and organizations abroad and 
the representations of the Russian Federation at international organizations;

 — the creation for Russian overseas representations and organizations of conditions for 
work on the neutralization of the disinformation being spread there about the foreign 
policy of the Russian Federation;

 — perfecting the information support of the work on counteracting abuses of the rights 
and freedoms of Russian citizens and legal entities abroad;

 — better information support to the constituent entities of the Russian Federation with 
respect to foreign policy activity issues that fall within their competence.

In the field of science and technology.  The most important Russian information security targets 
in the science and technology fi eld are:

 — fundamental, exploratory and applied research results potentially important for 
the techno-scientifi c, technological and socioeconomic development of the coun-
try, including information whose loss may infl ict damage upon the national interests 
and prestige of the Russian Federation;

 — discoveries, unpatented technologies, industrial designs, useful models and experimen-
tal equipment;

 — scientifi c and technical cadres and the system for their training;
 — management systems for integrated research complexes (nuclear reactors, particle ac-

celerators, plasma generators, and others).
The following are principal categorizable external threats to Russian information security 

in the fi eld of science and technology:
 — the striving of developed foreign states to get illegal access to scientifi c and technical 

resources of Russia in order to use the results obtained by Russian scientists in their own 
interests;

 — the creation of preferential conditions for foreign techno-scientifi c products in the Rus-
sian market and a simultaneous striving by developed countries to limit the develop-
ment of Russia’s techno-scientifi c potential (buying up shares of advanced enterprises 
with their subsequent refocusing, keeping export and import restrictions and so on);

 — the policy of western countries aimed at further destroying the unifi ed techno-scientifi c 
space inherited from the USSR, of the member states of the Commonwealth of Inde-
pendent States through refocusing onto western countries their scientifi c and technical 
ties as well as individual, most promising scientifi c collectives;
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 — the step-up of activity by foreign state and commercial enterprises, institutions and or-
ganizations in the fi eld of industrial espionage with the enlistment of intelligence 
and special services in it.

The following are principal categorizable internal threats to Russian information security 
in the fi eld of science and technology:

 — the lingering complicated economic situation in Russia, leading to a sharp drop 
in the fi nancing of scientifi c and technical activities, a temporary decline in the prestige 
of the techno-scientifi c sphere and the outfl ow of ideas and advanced developments;

 — the inability of national electronic industry plants to produce on the basis of newest 
microelectronics achievements and advanced information technologies competitive 
science-intensive products helping provide a suffi  cient level of Russian technological 
independence from foreign countries, which necessitates wide use of import hardware 
& software in setting up and advancing the information infrastructure in Russia;

 — the serious problems in the fi eld of patent protection of the results of scientifi c and tech-
nical activities of Russian scientists;

 — the diffi  culties in carrying out information protection measures, especially in corpora-
tized enterprises and in techno-scientifi c institutions and organizations.

The real way to counteract information security threats to the Russian Federation in the fi eld 
of science and technology is to streamline national legislation governing relations in this sphere, 
and the implementation mechanisms for it. Toward this end the state must promote the creation 
of a system for assessment of likely damage from the realization of threats to the most important 
Russian information security facilities in the fi eld of science and technology, including pub-
lic research councils and independent expertise organizations working out recommendations 
for the bodies of state authority, both federal and in the constituent entities of the Federation, 
on the prevention of illegal or ineff ective use of Russia’s intellectual potential.

In the sphere of spiritual life.  Ensuring national information security in the sphere of spiritual 
life aims to protect the constitutional rights and freedoms of man and the citizen associated with 
the development, formation and behavior of the individual, with freedom of mass information 
and use of the cultural, spiritual and moral legacy, historical traditions, and the norms of social 
life, with the preservation of the cultural wealth of all of Russia’s peoples and with the realization 
of constitutional restrictions on human and civil rights and freedoms in the interests of keeping 
up and strengthening the moral values of society, the traditions of patriotism and humanism, 
the health of citizens, the cultural and scientifi c potential of the Russian Federation and of en-
suring the nation’s security and defense capabilities.

The most important Russian information security targets in the sphere of spiritual life are:
the dignity of the person, freedom of conscience, including the right freely to choose, pos-

sess and disseminate religious or other beliefs, and to act in conformity with them, freedom 
of thought and speech (with the exception of propaganda or campaigning inciting social, racial, 
national or religious hatred and strife) and the freedom of literary, artistic, scientifi c, technical 
and other kinds of creation and of teaching;

 — the freedom of mass information;
 — the inviolability of private life, personal and family privacy;
 — the Russian language as a factor of spiritual unity of the peoples of multinational Russia 

and the language of interstate communication among the peoples of the member states 
of the Commonwealth of Independent States;
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 — the languages, moral values and cultural legacy of the peoples and nationalities 
of the Russian Federation;

 — items of intellectual property.
The greatest danger in the sphere of spiritual life is the following threats to the information 

security of the Russian Federation:
 — a deformation of the system of mass information owing to media monopolization as 

well as to uncontrolled expansion of the foreign media sector in the national informa-
tion space;

 — deteriorated condition and a gradual decline of Russian cultural heritage items, includ-
ing archives, museum stocks, libraries, and architectural monuments, in view of insuf-
fi cient funding for the relevant programs and activities;

 — a possible disturbance of social stability, the infl iction of harm upon the health and life 
of citizens as a result of activities by religious associations preaching religious funda-
mentalism as well as by totalitarian religious sects;

 — foreign special services’ use of media operating within the Russian Federation to infl ict 
damage to the nation’s security and defense capability and to spread disinformation;

 — the inability of contemporary Russian civil society to ensure the formation in the grow-
ing generation, and maintenance in society, of socially required moral values, patriotism 
and civic responsibility for the destiny of the country.

The principal measures for ensuring the information security of the Russian Federation 
in the sphere of spiritual life are:

 — the development in Russia of the foundations of civil society;
 — providing economic and social conditions for the conduct of creative activity and 

the functioning of cultural establishments;
 — elaborating civilized forms and methods for public control over the formation in society 

of spiritual values meeting the national interests of the country and over the education 
of patriotism and civic responsibility for its destiny;

 — streamlining the Russian Federation legislation governing relations in the fi eld of con-
stitutional restrictions on human and civil rights and freedoms;

 — government support of the measures to preserve and revive the cultural heritage 
of the peoples and nationalities of the Russian Federation;

 — the formation of institutional mechanisms for ensuring the constitutional rights 
and freedoms of citizens and boosting their legal culture in the interests of counter-
ing deliberate or unintentional violations of these constitutional rights and freedoms 
in the sphere of spiritual life;

 — the formation of eff ective legal and organizational mechanisms of access by media 
and citizens to open information about the activities of federal bodies of state authority 
or public associations, along with the assurance of the trustworthiness of data on so-
cially signifi cant events of public life being circulated via mass media;

 — the development of special legal and organizational mechanisms for preventing illegal 
informational and psychological infl uences on the mass consciousness of society or un-
controlled commercialization of culture and science, along with similar mechanisms 
to ensure preservation of the cultural and historical values of the peoples and nation-
alities of the Russian Federation and rational utilization of the information resources 
amassed by society that constitute national property;
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 — the imposition of a ban on the use of electronic media airtime for the distribution 
of programs propagandizing violence, cruelty and antisocial behavior;

 — counteracting the negative infl uence of foreign religious organizations and missionaries.
In the national information and telecommunication systems.  He most important Russian infor-

mation security targets in the national information and telecommunication systems are:
 — information resources containing data classifi ed as state secrets, and confi dential infor-

mation;
 — informatization systems and facilities (computer hardware, information-computer 

complexes, networks and systems), software (operational systems, database manage-
ment systems, and other general and applied software), automated management sys-
tems, communication and data transmission systems for the receipt, processing, storage 
and transmission of limited-access information, and their informative physical fi elds;

 — technical means and systems handling open information, but located in premises where 
limited access information is handled, as well as the premises themselves designed for 
handling such information;

 — premises designed for confi dential negotiations, and negotiations in the course of which 
limited access information is announced.

The following are principal threats to the information security of the Russian Federation 
in the national information and telecommunication systems:

 — the activities of special services of foreign states, and criminal confederations, organiza-
tions or groups and unlawful activities of individuals, aimed at obtaining unsanctioned 
access to information and at monitoring the functioning of such information and tele-
communication systems;

 — use of import hardware/software in setting up and advancing information and telecom-
munication systems, necessitated by the objective lag of national industry in this area;

 — violation of the established regulations for information gathering, processing and trans-
mission, deliberate actions or errors by staff  of the information and telecommunication 
systems, and hardware malfunctions or software failures therein;

 — use of uncertifi ed informatization and communication systems and tools with respect 
to security requirements, as well as of tools for information protection and for the con-
trol of their eff ectiveness;

 — the enlistment in work on the creation, development and protection of information 
and telecommunication systems of organizations and fi rms not having state licenses for 
this kind of activities.

The major thrust areas for information security eff orts in the national information and tele-
communications systems are:

 — preventing interception of information from offi  ces and facilities as well as of informa-
tion transmitted via communication channels by technical means;

 — the exclusion of unsanctioned access to information stored or being processed 
in the technical facilities;

 — the prevention of technical-channel information leaks arising when operating the facili-
ties for its processing, storage and transmission;

 — the prevention of special hardware & software attacks resulting in the distortion, damage 
or destruction of information or failures in the operation of informatization facilities;
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 — information security arrangements when connecting national information/telecommu-
nication systems to external information systems, including international;

 — ensuring the security of confi dential information during the interactions between infor-
mation and telecommunication systems with varying classes of protection;

 — the detection of electronic communication intercepting devices planted at facilities or 
in technical means.

The principal organizational and technical measures to protect information in the national 
information and telecommunication systems are:

 — licensing for activities by organizations in the realm of information protection;
 — attestation of informatization project compliance with information protection require-

ments when carrying out work involving use of data that constitute state secrets;
 — certifi cation of tools for information protection and for the control of their eff ectiveness 

as well as the protection of information against leaks via technical channels of informa-
tization and communication systems and facilities;

 — the imposition of territorial, frequency, energy, spatial and time restrictions in the utili-
zation modes for technical means subject to protection;

 — the development and application of protected information and automatic management 
systems.

In the defense sphere.  The national information security targets in the defense sphere include:
 — the information infrastructure of the central military control agencies and of the mili-

tary control agencies of the fi ghting services of the Russian Armed Forces, of the fi ghting 
arms, formations, large units, troop units and organizations within the Armed Forces 
and of the scientifi c research institutions of the Russian Ministry of Defense;

 — the information resources of defense sector plants and of the scientifi c research institu-
tions fulfi lling state defense orders or concerned with defense problems;

 — hardware & software for automated and automatic troop and arms control systems 
and for weapons and military equipment fi tted with means of informatization;

 — the information resources, communication systems and the information infrastructure 
of other forces, troop units and agencies.

External threats representing the greatest danger to Russian information security facilities 
in the defense sphere are:

 — all kinds of intelligence activity on the part of foreign states;
 — informational and technical infl uences (including electronic attacks, penetration into 

computer networks) by likely adversaries;
 — subversive and sabotage activities by special services of foreign states, carried out by 

methods of informational and psychological infl uence;
 — the activities of foreign political, economic and military entities directed against the in-

terests of the Russian Federation in the defense sphere.

The internal threats representing the greatest danger to those facilities are:
 — violation of the established regulations for the gathering, processing, storage and trans-

mission of information held by headquarters and organizations of the Russian Ministry 
of Defense and by defense sector plants;
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 — deliberate actions or errors by staff  of the special purpose information and telecommu-
nication systems;

 — unreliable functioning of special purpose information and telecommunication systems;
 — possible information and propaganda activities undermining the prestige of the Russian 

Armed Forces and their combat readiness;
 — the unsettledness of issues in the protection of the intellectual property of defense sector 

plants, resulting in the outfl ow of valuable government information resources abroad;
 — the unsettledness of issues in the social protection of servicemen and members of their 

families.

The internal threats listed here will represent a special danger in conditions of an exacerba-
tion of the military-political situation.

The major specifi c thrust areas in streamlining the Russian information security system 
in the defense sphere are:

 — systematic identifi cation of threats and their sources, the structuring of information se-
curity targets in the defense sphere and the determination of appropriate practical tasks;

 — carrying out the certifi cation of general and special software, applied program packets 
and information protection tools in the existing and projected military-purpose auto-
mated control systems and communication systems incorporating elements of computer 
equipment;

 — continuous improvement of the tools for the protection of information against unsanc-
tioned access, the development of protected communication and troop and arms con-
trol systems, the reliability upgrading of special software;

 — structural improvement of the functional agencies of the information security system 
in the defense sphere and coordination of their mutual activities;

 — improvement of the ways and means of providing strategic and operational camoufl age 
and conducting intelligence and electronic countermeasures, along with the betterment 
of methods and tools for actively countering propaganda, information and psychologi-
cal operations by a likely adversary;

 — the training of information security experts in the defense sphere.

In the law enforcement and judicial spheres.  The most important information security facilities 
in the law enforcement and judicial spheres include:

 — the information resources of the federal executive bodies realizing law enforcement 
functions, judicial bodies, their information computer centers, scientifi c research 
and educational institutions containing special information and data of a confi dential 
nature;

 — information computer centers, their information, technical, program and normative 
support;

 — information infrastructure (information computer networks, control posts, communi-
cation centers and lines).

External threats representing the greatest danger to information security facilities in the law 
enforcement and judicial spheres are:

 — intelligence activities by special services of foreign states and by international criminal 
confederations, organizations and groups involving the gathering of information that 
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reveals the objectives, activity plans, technical equipment, methods of work and places 
of deployment of special units and interior bodies of the Russian Federation;

 — activities by foreign state and private commercial entities seeking to get unsanctioned 
access to information resources of law enforcement and judicial bodies.

Internal threats representing the greatest danger to the said facilities are:
 — violation of the established regulations for the gathering, processing, storage and trans-

mission of information held in fi les and automated databanks and used for crime inves-
tigation;

 — insuffi  cient legislative and normative regulation of the exchange of information 
in the law enforcement and judicial spheres;

 — the lack of a unifi ed methodology for the gathering, processing and storage of informa-
tion of an investigative, reference, criminalistic and statistical nature;

 — hardware malfunctions and software failures in the information and telecommunication 
systems;

 — deliberate actions, and errors of staff  directly engaged in creating and maintaining fi les 
and automated databanks.

Along with the widely used general methods and tools of information protection, specif-
ic methods and tools for ensuring information security in the law enforcement and juridical 
spheres are also applied.

Chief among them being:
 — the creation of a protected multilevel system of integrated databanks of an investigative, 

reference, criminalistic and statistical nature on the basis of specialized information 
technology systems;

 — upgrading the level of professional and special training of information system users.

In the conditions of emergency situations.  The most vulnerable information security facili-
ties in the Russian Federation in the conditions of emergency situations are the disaster relief 
and emergency response decision making system, and the system for the gathering and process-
ing of information on the likelihood of emergency situations.

Of special importance to the normal functioning of the said facilities is the assurance of na-
tional information infrastructure security in the event of accidents, disasters and calamities. 
The concealment, receipt in delay, distortion or destruction of operational information, and un-
sanctioned assess to it by individuals or groups of individuals may lead to a loss of human lives 
as well as to the origination of diff erent kinds of complexities in the elimination of the conse-
quences of an emergency situation deriving from the specifi cities of informational infl uence 
under extreme conditions; to setting in motion large masses people experiencing psychic stress; 
and to a quick rise and spread of panic and commotion among them on the basis of rumors 
and false or untrustworthy information.

In respect of these conditions, the specifi c thrust areas for eff orts to ensure information 
security include:

 — the development of an eff ective system of monitoring the objects of enhanced potential 
danger, whose disruption may cause emergency situations, and of forecasting emer-
gency situations;

 — the improvement of the system by which the public is informed about the dangers of out-
break of emergencies and about the conditions of their origination and development;
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 — enhancing the reliability of the information processing and transmission systems ensur-
ing the activities of federal executive bodies;

 — prediction of the behavior of the population under the infl uence of false or untrust-
worthy information about possible emergency situations and the elaboration of mea-
sures to help large masses of people in the conditions of these situations;

 — the development of special measures for the protection of the information systems en-
suring management of environmentally dangerous and economically important enter-
prises.

7. International cooperation by the Russian Federation 
in the realm of information security

International cooperation by the Russian Federation in the realm of information securi-
ty is an integral part of political, military, economic, cultural, and other interactions among 
the countries which form the world community. Such cooperation must help enhance the in-
formation security of all members of the world community, including the Russian Federation.

A feature of international cooperation by the Russian Federation in the realm of information 
security is that it occurs in the conditions of toughened international competition for techno-
logical and information resources and for market dominance, coupled with continued attempts 
at creating a structure of international relations based on unilateral solutions to key problems 
in world politics, at resisting the consolidation of Russia’s role as one of the infl uential centers 
in an emerging multipolar world, at increasing the technological edge of leading world powers 
and at building up their capabilities to create the “information weapon.” All of this may lead 
to a new stage of the arms race in the information sphere and to the mounting danger of spying 
and operational technical penetration into Russia by foreign intelligence services, particularly 
with the use of the global information infrastructure.

The major thrust areas for international cooperation by the Russian Federation in the realm 
of information security are:

 — prohibiting the development, spread and use of the “information weapon”;
 — securing the international exchange of information, including information fl ows via na-

tional telecommunication and communication channels;
 — coordination of computer crime prevention activities by law enforcement agencies 

of the countries which form the world community;
 — prevention of unsanctioned access to confi dential information in international banking 

telecommunication networks and world trade information support systems and to infor-
mation of international law enforcement organizations waging a struggle against transna-
tional organized crime, international terrorism, the spread of narcotic drugs and psycho-
tropic substances, the illegal trade in arms and fi ssile material, and human traffi  cking.

In maintaining international cooperation by the Russian Federation in the realm of infor-
mation security, special attention should be paid to problems of interaction with the member 
states of the Commonwealth of Independent States.

For this cooperation to be accomplished in the aforesaid major areas the active partici-
pation of Russia should be ensured in all the international organizations engaged in activities 
in the realm of information security, particularly in the fi eld of the standardization and certifi ca-
tion of informatization and information protection tools.
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III. The Main Propositions of Russian State 
Information Security policy and Urgent Measures to Realize it 

8. The main propositions of Russian state information security policy
The RF state information security policy defi nes the main thrusts of activities to be pursued 

by the federal bodies of state authority and by the bodies of state authority of the constituent 
entities of the Russian Federation in this fi eld, the procedure for assigning their responsibilities 
in protecting the interests of the Russian Federation in the information sphere within the thrust 
areas and rests on the observance of a balance of interests among the individual, society and 
the state in the information sphere.

The RF state information security policy is based on the following main principles:
 — observance of the Russian Federation Constitution and laws and of the generally rec-

ognized principles and norms of international law in carrying out activities to ensure 
national information security;

 — openness in realizing the functions of the federal bodies of state authority, the bodies 
of state authority of the constituent entities of the Russian Federation and public asso-
ciations, that envisages the provision of information to the public about their activities 
with regard for the restrictions established by the legislation of the Russian Federation;

 — the legal equality of all participants in the information interaction process regardless 
of their political, social or economic status, predicated on the constitutional right of cit-
izens freely to seek, get, transmit, produce and disseminate information in any legal way;

 — priority boost for modern RF information and telecommunication technologies, 
the production of hardware and software capable of ensuring the improvement of na-
tional telecommunication networks, and their connection to global information net-
works with a view to the observance of Russia’s vital interests.

The state in the course of the realization of its functions of ensuring the information security 
of the Russian Federation:

 — carries out an objective and comprehensive analysis and prediction of threats to the in-
formation security of the Russian Federation, and works out measures for its assurance;

 — organizes work of the legislative (representative) and executive bodies of state authority 
of the Russian Federation to implement a set of measures aimed at preventing, repulsing 
and neutralizing threats to national information security;

 — supports the activities of public associations aimed at providing objective information 
to the population about socially signifi cant events of public life and protecting society 
against distorted and untrustworthy information;

 — exercises control over the design, manufacture, development, use, export and import 
of information protection tools by means of their certifi cation and the licensing of ac-
tivities in the fi eld of information protection;

 — pursues a requisite protectionist policy toward informatization and information protec-
tion tool producers within Russia, and takes measures to protect the domestic market 
against the penetration of inferior informatization tools and information products into it;

 — facilitates granting access to world information resources and global information net-
works for natural and legal persons;
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 — articulates and implements Russia’s state information policy;
 — organizes development of a federal program to assure the information security 

of the Russian Federation combining the eff orts of state and non-state organizations 
in this fi eld;

 — promotes the internationalization of global information networks and systems, and Rus-
sia’s entry into the world information community on terms of an equal partnership.

Streamlining the legal mechanisms governing social relations arising in the informa-
tion sphere is a priority thrust of state policy in the fi eld of ensuring the information security 
of the Russian Federation.

This presupposes:
 — eff ectiveness assessment of the application of current legislative and other normative le-

gal acts in the information sphere, and elaboration of a program for their improvement;
 — the establishment of institutional mechanisms for the assurance of information security;
 — determining the legal status of all parties to relations in the information sphere, includ-

ing information and telecommunication system users, and establishing their responsi-
bility for the observance of the Russian Federation laws in this sphere;

 — the creation of a system for the gathering and analysis of data on sources of threats 
to the information security of the Russian Federation, and on the implications of their 
accomplishment;

 — the crafting of normative legal acts determining the organization of investigation and 
the procedure for judicial examination of illegal actions in the information sphere, and 
the rule on eliminating the consequences thereof;

 — the elaboration of formal elements of a defi nition of law violations with regard for 
the specifi cs of criminal, civil, administrative and disciplinary liability, and the inclu-
sion of the appropriate legal norms into the criminal, civil, administrative and labor 
codes and into the Russian Federation civil service laws;

 — improvements in the system for the training of personnel used in the fi eld of ensuring 
the information security of the Russian Federation.

Legal support to national information security should primarily be based on the observance 
of the principles of legality and of a balance of interests among citizens, society and the state 
in the information sphere.

The observance of the principle of legality requires that the federal bodies of state authority 
and those of the constituent entities should be strictly guided when resolving confl icts that may 
arise in the information sphere by the legislative and other normative legal acts governing rela-
tions in this sphere.

The observance of the principle of a balance of interests among citizens, society and 
the state in the information sphere presupposes legislative enshrinement of these interests in dif-
ferent areas of the functioning of society, and the use of forms of public control of the activities 
of the federal bodies of state authority and those of the constituent entities of the Russian Fed-
eration. Realizing the guarantees for the constitutional rights of man and the citizen concern-
ing activities in the information sphere is a major task of the state in the realm of information 
security.

Elaborating the mechanisms of legal support to national information security includes mea-
sures to informatize the legal sphere as a whole.
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To identify and harmonize the interests of the federal bodies of state authority, the bod-
ies of state authority of the constituent entities, and other parties to relations in the informa-
tion sphere and to craft requisite decisions, the state supports the formation of public councils, 
committees and commissions with broad representation of public organizations, and facilitates 
organizing their eff ective work.

9. Urgent Measures to Realize the State Information Security Policy 
of the Russian Federation

Urgent measures to realize the state information security policy of the Russian Federation are:
 — the development and introduction of mechanisms to realize legal norms governing re-

lations in the information sphere, and the preparation of a blueprint for legal support 
to national information security;

 — the development and realization of mechanisms to raise the eff ectiveness of state guid-
ance of state media activities and to implement state information policy;

 — crafting and implementing federal programs aimed at the formation of generally ac-
cessible information resources archives of the federal bodies of state authority and 
of the bodies of state authority of the constituent entities, boosting the legal culture 
and computer literacy of citizens, developing the infrastructure of Russia’s unifi ed in-
formation space, counteracting information war threats in a comprehensive way, creat-
ing secure information technologies for systems used in the course of the realization 
of the vitally important functions of society and the state, suppressing computer crime, 
devising a special purpose information technology system in the interests of the federal 
bodies of state authority and of the bodies of state authority of the constituent entities, 
ensuring Russia’s technological independence in the area of development and opera-
tion of information technology systems for defense purpose;

 — developing the system for the training of personnel used in the fi eld of ensuring the in-
formation security of the Russian Federation;

 — harmonizing national standards in the area of informatization and the assurance of in-
formation security for automated management systems and general and special purpose 
information and telecommunication systems.

IV. The Organizational Base of the System of Ensuring 
the Information Security of the Russian Federation

10. The main functions of the system of ensuring the information security 
of the Russian Federation

The Russian Federation’s information security system is designed for the implementation 
of state policy in this fi eld.

The main functions of the national information security system are:
 — the development of a legal and regulatory base in the realm of national information 

security;
 — the creation of conditions for the realization of the rights of citizens and public associa-

tions to law-permitted activities in the information sphere;



47

Information Security Doctrine of the Russian Federation

 — determining and maintaining a balance between the requirement of citizens, society and 
the state in a free exchange of information and indispensable restrictions on informa-
tion dissemination;

 — the assessment of the state of national information security, the identifi cation of sourc-
es of internal and external information security threats, the determination of priority 
thrust areas for preventing, repulsing and neutralizing these threats;

 — the coordination of activities of the federal bodies of state authority and other state bod-
ies tackling the tasks in ensuring the information security of the Russian Federation;

 — control of the activities of the federal bodies of state authority, the bodies of state au-
thority of the constituent entities, and state and interagency commissions dealing with 
national information security concerns;

 — prevention, identifi cation and suppression of violations involving encroachments 
on the lawful interests of citizens, society and the state in the information sphere and 
on judicial proceedings relating to cases of crimes in this area;

 — developing the national information infrastructure, and the industry of telecommu-
nication and information tools, and improving their competitiveness in the domestic 
and foreign market;

 — organizing the elaboration of federal and regional information security programs, 
and coordinating activities for their implementation;

 — the pursuit of a unifi ed technical policy in the realm of national information security;
 — the organization of fundamental and applied research in the realm of national informa-

tion security;
 — the protection of government information resources, primarily in the federal bodies 

of state authority, the bodies of state authority of the constituent entities, and defense 
sector enterprises;

 — control over the creation and use of information protection tools by mandatory licens-
ing of activities in this area and the certifi cation of information protection tools;

 — the improvement and development of a unifi ed system for the training of personnel used 
in the fi eld of ensuring the information security of the Russian Federation;

 — maintaining international cooperation in the realm of information security and the rep-
resentation of the interests of the Russian Federation in the appropriate international 
organizations.

The remit of the federal bodies of state authority, the bodies of state authority of the con-
stituent entities, and other state bodies which are part of the system (subsystems) of nation-
al information security is defi ned by federal laws and by normative legal acts of the President 
and Government of the Russian Federation.

The functions of the bodies coordinating the activities of the federal bodies of state authority, 
those of the constituent entities, and other state bodies within the system (subsystems) of national 
information security are defi ned by individual normative legal acts of the Russian Federation.

11. Main elements of the organizational base of the system of ensuring 
the information security of the Russian Federation

The Russian Federation’s information security system is a part of the security system 
of the country. 

The RF national information security system is based on the delineation of powers among 
the legislative, executive and judiciary branches in this sphere, and of the terms of reference 
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between the federal bodies of state authority and the bodies of state authority of the constituent 
entities of the Russian Federation.

The main elements of the organizational base of the national information security system are: 
President of the Russian Federation, Federation Council of the Federal Assembly of the Rus-
sian Federation, State Duma of the Federal Assembly of the Russian Federation, Government 
of the Russian Federation, Security Council of the Russian Federation, federal executive bod-
ies, interagency and state commissions established by the President or Government of the Rus-
sian Federation, executive bodies of the constituent entities of the Russian Federation, bodies 
of local self-government, judicial bodies, public associations, and citizens participating in ac-
cordance with Russian Federation legislation in addressing national information security tasks.

The President of the Russian Federation directs within his Constitutional remit national in-
formation security agencies and forces; authorizes national information security actions; in con-
formity with Russian Federation legislation forms, reorganizes and abolishes national informa-
tion security agencies or forces subordinate to him; and defi nes in his annual Federal Assembly 
addresses the priority thrust areas for state information security policy, and implementation 
measures for the present Doctrine.

The Chambers of the Federal Assembly of the Russian Federation form on the basis 
of the Constitution — and upon submission from the President or Government — a legislative 
base in the realm of national information security.

The Government of the Russian Federation within its remit and with regard for the national 
information security priorities articulated in the President’s annual Federal Assembly addresses 
coordinates the activities of federal executive bodies and those of the constituent entities, and 
in shaping draft federal budgets for relevant years in a prescribed manner, envisages the alloca-
tion of necessary funds for implementing federal programs in this area.

The Security Council of the Russian Federation conducts work on the identifi cation and as-
sessment of national information security threats, operationally prepares draft Presidential de-
cisions to prevent such threats, works out proposals for national information security arrange-
ments, as well as proposals to specify individual provisions of the present Doctrine, coordinates 
the activities of national information security forces and agencies, and oversees the implementa-
tion of the relevant decisions of the President of the Russian Federation by the federal executive 
bodies and those of the constituent entities.

The federal executive bodies see to it that Russian Federation legislation and the decisions 
by the President and Government of the Russian Federation with respect to national informa-
tion security are complied with; within their remit, develop normative legal acts in this fi eld 
and submit them to the President and Government of the Russian Federation in a prescribed 
manner.

Interagency and state commissions set up by the President or Government of the Rus-
sian Federation tackle in line with the powers granted to them the tasks in ensuring the informa-
tion security of the Russian Federation.

The executive bodies of the constituent entities interact with the federal executive bod-
ies on compliance with Russian Federation legislation and with the decisions of the President 
and Government relating to national information security, as well as on federal program imple-
mentation in this fi eld; in conjunction with bodies of local self-government carry out the mea-
sures to engage citizens, organizations and public associations in helping solve problems to assure 
national information security; and submit proposals to federal executive bodies on improving 
the system for ensuring the information security of the Russian Federation.
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The bodies of local self-government ensure the observance of the legislation of the Rus-
sian Federation in the realm of national information security.

The judicial bodies administer justice in cases of crimes involving encroachments on the law-
ful interests of the individual, society or the state in the information sphere and provide the judi-
cial protection of citizens and public associations whose rights were infringed in relation to their 
activities in assuring national information security.

The national information security system of the Russian Federation may include subsystems 
(systems) oriented on tackling local tasks in this sphere.

*  *  *
Implementing the urgent national information security measures listed in this Doctrine 

presupposes elaboration of an appropriate federal program. Concretization of certain Doctrine 
provisions applicable to individual areas of societal and state activity may be done in the respec-
tive documents approved by the President of the Russian Federation.

National Security Strategy
of the Russian Federation to 20201

Approved by Decree of the President of the Russian Federation № 537 on 12 May 2009

Extraction

I. General Provisions

<...>
7. The forces and means which ensure national security concentrate their eff orts and re-

sources on the provision of national security in the political, economic and social spheres, 
in the areas of science and education, in the intercultural, spiritual, informational, military, 
military-industrial and ecological spheres, and likewise in the area of social security.

II. Russia and the modern world: Current conditions 
and trends of development

<...>
10. A negative infl uence on the assurance of Russia’s national interests will be exerted by 

the likely recurrence of one-sided use of force in international relations, disagreements be-
tween the main participants in world politics, the threat of proliferation of weapons of mass 
destruction and of their use by terrorists, and likewise the improvement of forms of illicit activity 
in the cybernetic and biological domains, in the sphere of high technology. The global informa-

1 Repealed under the Decree of the President of the Russian Federation № 683 of 31 December 2015.
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tion struggle will intensify, threats will increase to the stability of industrialised and developing 
countries, their socio-economic development and democratic institutions. Nationalist senti-
ments, xenophobia, separatism and violent extremism will grow, including under the banner 
of religious radicalism. The global demographic situation and environmental problems will be-
come more acute, and threats associated with uncontrolled and illegal migration, drug and hu-
man traffi  cking, and other forms of transnational organised crime, will also increase. Epidemics 
caused by new, previously unknown viruses are likely to spread. The defi cit of fresh water will 
become more obvious. <...>

IV. Ensuring national security

1. National defense
26. <...> Strategic deterrence presupposes the development and systemic realisation of 

a range of interconnected political, diplomatic, military, economic, informational and other 
measures, intended to forestall or reduce the threat of destructive action on the part of a state 
aggressor (coalition of states).

Strategic deterrence is realised with the use of the state’s economic resources, includ-
ing support for the forces providing national security, by means of the development of a sys-
tem of military-patriotic education of Russian citizens, and likewise of military infrastructure 
and administration systems for the state military organisation.

<...>
30. Threats to military security include the policies of a number of leading foreign coun-

tries, directed at achieving predominant superiority in the military sphere, primarily in terms 
of strategic nuclear forces, but also by developing high-precision, informational and other high-
technology means of conducting armed warfare, strategic non-nuclear arms, by unilaterally cre-
ating a gobal missile defense system and militarising space, which could lead to a new arms race, 
and likewise policies directed at the proliferation of nuclear, chemical, and biological technolo-
gies, and the production of weapons of mass destruction, their delivery systems or components. 

<...>
61. In order to counteract threats to economic security, the forces of national security in co-

operation with civil society institutions aim to support state socio-economic policy, which is 
directed at:

<...>
 — developing the industries of information and telecommunication technologies, com-

puter technology resources, electronics, telecommunications equipment and program-
ming.

62. In the interests of ensuring national security in the medium term, competitive economic 
sectors are being developed and markets for Russian products are being expanded, the eff ective-
ness of the fuel-energy complex is being enhanced, instruments of public-private partnership 
are being used to resolve strategic challenges to economic development and to the completion of 
a basic transport, energy, information and military infrastructure, especially in the Arctic zone, 
Eastern Siberia, and the Far East of the Russian Federation. 

<...>
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V. Organisational, legal-normative and informational 
foundations of the realisation fo the given Strategy

<...>
108. For the development of a system of Situation Centres in the medium term, it will be 

necessary to overcome technological lag in the most important areas of IT, telecommunica-
tions, and interconnectivity, which determine the state of national security; to develop and in-
troduce technologies of information security into systems of government and military admin-
istration, systems of management of ecologically dangerous products and critically important 
sites; and likewise to create conditions for the harmonisation of the national information infra-
structure with global information networks and systems.

109. Threats to information security in the course of realising the given Strategy are pre-
vented by improving the security of the information and telecommunications systems of criti-
cally important infrastructure and high-risk facilities in the Russian Federation; by increasing 
the level of protection of corporate and individual information systems; and by creating a unifi ed 
system of information-telecommunication support for the system of national security. 

<...>

*  *  *
The realisation of the National Security Strategy of the Russian Federation to 2020 is ex-

pected to become a motivating factor in the development of the national economy; the improvement 
of the population’s quality of life; the assurance of political stability within society; the reinforcement 
of national defense, state security and law and order; and the enhancement of the competitiveness 
and international status of the Russian Federation.

Concept of the Foreign Policy 
of the Russian Federation
Approved by the President of the Russian Federation № Pr-251 on 12 February 20131

Extraction

<...>
II. Foreign Policy of the Russian Federation 

and the Modern World

<...>
10. Economic, legal, scientifi c, environmental, demographic and IT factors become as im-

portant for states in infl uencing the world politics as the military power. Of increased relevance 
are issues related to sustainable development, spiritual and intellectual education of population, 

1 Repealed under the Decree of the President of the Russian Federation № 640 of 30 November 2016.
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improving its well-being and promoting investment in human capital. A key factor of interna-
tional stability is economic interdependence of states. 

<...>
20. “Soft power”, a comprehensive toolkit for achieving foreign policy objectives building 

on civil society potential, information, cultural and other methods and technologies alternative 
to traditional diplomacy, is becoming an indispensable component of modern international re-
lations. At the same time, increasing global competition and the growing crisis potential some-
times creates a risk of destructive and unlawful use of “soft power” and human rights concepts 
to exert political pressure on sovereign states, interfere in their internal aff airs, destabilize their 
political situation, manipulate public opinion, including under the pretext of fi nancing cultural 
and human rights projects abroad. 

<...>

III. Priorities of the Russian Federation 
for Addressing Global Problems

<...>
Strengthening International Security
32. Russia consistently advocates reducing the role of the use of force in international rela-

tions while enhancing strategic and regional stability. To these ends, the Russian Federation:
<...>
h) will take necessary measures to ensure national and international information security, 

prevent political, economic and social threats to the state’s security that emerge in information 
space in order to combat terrorism and other criminal threats in the area of application of in-
formation and communication technologies, prevent them from being used for military and po-
litical purposes that run counter to international law, including actions aimed at interference 
in the internal aff airs and constituting a threat to international peace, security and stability;

i) will work, under the UN auspices, to develop an international code of conduct for infor-
mation security; 

<...>

Information Support for Foreign Policy Activities
<...>
41. In its public diplomacy, Russia will seek to ensure its objective perception in the world, 

develop its own eff ective means of information infl uence on public opinion abroad, strengthen 
the role of Russian mass media in the international information environment providing them 
with essential state support, as well as actively participate in international information coopera-
tion, and take necessary measures to counteract information threats to its sovereignty and secu-
rity. Possibilities off ered by new information and communications technologies will be widely 
used in these activities. Russia will seek to develop a set of legal and ethical norms for the safe 
use of such technologies. 

<...>
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Basic principles for State Policy 
of the Russian Federation in the field of International 
Information Security to 20201

Approved by the President of the Russian Federation № Pr-1753 on 24 July 2013

I. General provisions

1. The Basic principles are a strategic planning document of the Russian Federation,
2. The Basic principles identify major threats in the fi eld of international information se-

curity, the goal, objectives and priorities of state policy of the Russia Federation in the fi eld 
of international information security (hereinafter — Russia’s state policy) and mechanisms for 
their implementation.

3. The legal framework of the Basic principles includes the Constitution of the Russian Fed-
eration, international treaties and agreements of the Russian Federation in the fi eld of interna-
tional information security, federal laws, legal acts of the President of the Russian Federation 
and the Government of the Russian Federation and other legal instruments of the Russian Fed-
eration.

4. The Basic principles particularize selected provisions of National Security Strategy 
of the Russian Federation to 2020, Information Security Doctrine of the Russian Federation 
and Concept of the Foreign Policy of the Russian Federation, as well as other strategic planning 
documents of the Russian Federation.

5. These Basic principles are designed:
a) to promote internationally Russian initiatives to establish the international information 

security system, including through better legal, organizational and other support;
b) to develop intergovernmental target programs in the fi eld of international information 

security involving Russia, as well as relevant state and federal task programs;
c) to build interagency cooperation in implementing state policy of the Russian Federa-

tion in the fi eld of international information security;
d) to achieve and maintain technological parity with major world powers through an in-

creased use of information and communications technologies in the real economy.

6. International information security is defi ned as such condition for the global information 
space which prevents any possibility of violation of rights of the individual, society and State 
in the information sphere, and destructive and unlawful impact on the elements of national 
critical information infrastructure.

7. International information security system is defi ned as a set of national and international 
institutions, which should regulate activities of diff erent actors of the global information space.

International information security system should counter threats to strategic stability and fa-
cilitate equitable strategic partnership in the global information space.

Cooperation in the establishing of an international information security system is in line 
with the national interests of the Russian Federation and contributes to its national security.

1 Unoffi  cial translation.
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8. The main threat in the fi eld of international information security is the use of information 
and communications technologies:

a) as an information weapon for military and political purposes that are inconsistent with 
international law, for hostile actions and acts of aggression aimed at discrediting the sov-
ereignty and violation of the territorial integrity of states and threatening international 
peace, security and strategic stability;

b) for terrorist purposes, including destructive impact on the elements of critical informa-
tion infrastructure, as well as advocacy of terrorism and recruitment for terrorist activi-
ties;

c) for interference into the internal aff airs of sovereign states, violation of public order, in-
citement of interethnic, interracial and interconfessional strife, advocacy of racist and xe-
nophobic ideas or theories that ignite hatred and discrimination and incite violence;

d) for committing crime, including those connected with unauthorized access to computer 
information, creation, use and dissemination of malicious computer software.

II. the Goal and Objectives of State Policy 
of the Russian Federation

9. The goal of state policy of the Russian Federation is to promote the establishment 
of the international legal regime aimed at creating conditions for the establishment of the system 
of international information security.

10. Participation of the Russian Federation in achieving the following objectives will con-
tribute to accomplishing the goal of state policy of the Russian Federation:

a) to establish the international information security system on bilateral, multilateral, re-
gional and global levels;

b) to facilitate the reducing of the risk of the use of information and communications tech-
nologies for hostile actions and acts of aggression that are aimed at discrediting the sov-
ereignty and violating the territorial integrity of states and threatening international 
peace, security and strategic stability;

c) to launch the mechanisms of international cooperation on addressing threats of the use 
of information and communications technologies for terrorist purposes;

d) to create conditions for countering threats of the use of information and communica-
tions technologies for extremist purposes, including for interfering into the internal af-
fairs of sovereign states;

e) to increase the effi  ciency of international cooperation on combating crime in the use 
of information and communications technologies;

f) to create conditions for exercising technological sovereignty of states in the use of in-
formation and communications technologies and overcoming information inequality 
between developed and developing countries.

III. Priorities of State Policy of the Russian Federation

11. Priorities of state policy aimed at establishment of the international information security 
system on bilateral, multilateral, regional and global levels are as follows:
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a) to create conditions for promoting internationally the Russian initiative to develop 
and adopt the Convention on International Information Security by the United Na-
tions Member States;

b) to ensure the enshrining Russian initiatives on the establishment of the international 
information security system in outcome documents adopted following the results 
of the work of the United Nations Group of Governmental Experts on Developments 
in the Field of Information and Telecommunications in the Context of International 
Security and contributing to elaboration of the rules of conduct in the fi eld of interna-
tional information security under the auspices of the United Nations that correspond 
to the national interests of the Russian Federation;

c) to hold regular bilateral and multilateral consultations of experts, to coordinate posi-
tions and action plans with Member States of the Shanghai Cooperation Organiza-
tion, Participating States of the Commonwealth of Independent States, Member States 
of the Collective Security Treaty Organization, Member States of Asia-Pacifi c Eco-
nomic Cooperation, BRICS States, G8 and G20 Member States, with other states 
and structures in the fi eld of international information security;

d) to advance in the international arena Russia’s initiative to internationalize the manage-
ment of information and telecommunications network Internet and to enhance in this 
context the role of the International Telecommunication Union;

e) to enhance organizational and staff  structure in the divisions of federal executive bodies 
which participate in implementing state policy of the Russian Federation, and to im-
prove the coordination of federal executive bodies’ activity in this sphere;

f) to launch a mechanism to involve Russian expert community advancement of analyti-
cal and methodological support of Russia’s initiatives in establishing an international 
information security system;

g) to create environment for conclusion of international treaties and agreements on coop-
eration in the fi eld of international information security between the Russian Federa-
tion and foreign states;

h) to enhance interaction within the framework of the Agreement between the Govern-
ments of Member States of the Shanghai Organization of Cooperation on coopera-
tion in the fi eld of provision of the international information security, and contributing 
to the expansion of the mentioned Agreement;

i) to harness scientifi c, research, and expert potential of the United Nations and other in-
ternational organizations to advance Russia’s initiatives in establishing an international 
information security system.

12. The priorities of state policy of the Russian Federation aimed at creation of conditions 
for reducing risks of use of information and communications technologies to carry out hostile 
activities or acts of aggression that discredit sovereignty, violate territorial integrity, and threaten 
international peace, security and strategic stability are the follows:

a) to promote dialogue with interested states on national approaches to address challeng-
es and threats emerging from the large-scale use of information and communications 
technologies for military and political purposes;

b) to participate on bilateral and multilateral levels in elaboration of confi dence-building 
measures to counter threats in the use of information and communications technologies 
to carry out hostile activities or acts of aggression;
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c) to contribute to the development of regional systems and establishment of a global in-
formation security system based around universally recognized principles and standards 
of international law (respect for state sovereignty, non¬interference into internal aff airs 
of other states, refraining from the threat or use of force in international relations, right 
of individual and collective self-defense, respect for human rights and fundamental 
freedoms);

d) to promote formulation and adoption by Member States of the United Nations of in-
ternational regulations concerning the use of principles and standards of international 
humanitarian law in the use of information and communications technologies;

e) creating environment for international legal regime of non-proliferation of information 
weapons,

13. The priorities of the state policy of the Russian Federation aimed at establishing mecha-
nisms of international cooperation to counter the threats of using information and communica-
tions technologies for terrorist purposes are as follows:

a) to enhance cooperation with the Member States of Shanghai Cooperation Organi-
zation, Participating States of the Commonwealth of Independent States, Member 
States of Collective Security Treaty Organization and BRICS States that contributes 
to the prevention, detection, suppression, disclosure and investigation of destructive 
acts targeting the elements of national critical information infrastructure, to minimize 
the consequences of such acts, as well as to counter the use of Internet and other in-
formation and communication networks for the advocacy of terrorism and recruitment 
of terrorists;

b) to encourage the United Nations Member States to prepare and adopt an instrument 
defi ning the procedure for exchange of information on best practices to provide secure 
operation of the elements of critical information infrastructure.

14. The priorities of the state policy of the Russian Federation aimed at creating conditions 
for countering the threats in the use of information and communications technologies for ex-
tremist purposes, including interference into internal aff airs of sovereign States are as follows:

a) to participate in the elaboration and implementation of international measures to coun-
ter the above mentioned threats;

b) to contribute to the establishment of an international mechanism for continuous moni-
toring to prevent the use of information and communications technologies for extremist 
purposes, including interference into internal aff airs of sovereign States.

15. The principles of the state policy of the Russian Federation aimed at achieving a more 
eff ective international cooperation in countering cybercrime are as follows:

a) to promote the Russia’s initiative to elaborate and adopt a convention on cooperation 
in combating cybercrime under the auspices of the United Nations on the international 
stage, as well as advance its work with the Member States of Shanghai Cooperation Or-
ganization, Participating States of the Commonwealth of Independent States, Member 
States of Collective Security Treaty Organization and BRICS States to gain support for 
this initiative;

b) to enhance cooperation with the Member States of Shanghai Cooperation Organiza-
tion, Participating States of the Commonwealth of Independent States, Member States 
of Collective Security Treaty Organization, BRICS States, Member States of the Asia-
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Pacifi c Economic Cooperation, G8 and G20 States, other States and international in-
stitutions in combating information crime;

c) to enhance the exchange of information between the law enforcement agencies of States 
in the course of investigation of crimes in the use of information and communications 
technologies;

d) to enhance the mechanism for exchange of information on investigation techniques 
and judicial practice concerning the crimes in the use of information and communica-
tions technologies.

16. The priorities of the state policy of the Russian Federation aimed at creating conditions 
for ensuring the technological sovereignty of States in the fi eld of information and communica-
tions technologies and bridging the information gap between the developed and the developing 
countries are the follows:

a) to promote development and implementation of international programs designed 
to bridge the information gap between developed and developing countries;

b) to promote expansion of national information infrastructures and participation of na-
tions of the world community in the creation and use of global information networks 
and systems.

IV. Mechanisms to Implement the State Policy 
of the Russian Federation

17. The state policy of the Russian Federation is realized by federal executive bodies and over-
sight bodies within their responsibility while implementing the corresponding interstate target 
programs, being carried out together with the Russian Federation, and the corresponding state 
and federal target programs, including public-private partnerships.

18. Proposals on the implementation of key provisions of the state policy of the Rus-
sian Federation are prepared for the consideration of the President of the Russian Federation 
by the working bodies of the Security Council of the Russian Federation in cooperation with 
relevant divisions of the Administration of the President of the Russian Federation as well as 
federal executive bodies and organizations.

19. The Ministry of Foreign Aff airs of the Russian Federation is in charge of the overall 
coordination of the activities of federal executive authorities to implement the state policy 
of the Russian Federation and to promote the concerted position of the Russian Federation 
on the issue in the international arena of the information and communications technologies.

*  *  *
20. Rapid development and their expanded use in all areas of human activities, facilitated 

global information infrastructure that opened up new possibilities for people to socialize, com-
municate and get access to human knowledge.

In the modem society, information and communications technologies are the key determi-
nant of the level of the social and economic development and the state of the national security.

Basic principles of the state policy of the Russian Federation in the fi eld of the international 
information security to 2020 are intended to promote the foreign policy of the Russian Federa-
tion with a view to reach concord and to mutual interests in the process of internationalization 
of the global information environment.
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The Military Doctrine of the Russian Federation
Approved by the President of the Russian Federation № Pr-2976 on 25 December 2014

Extraction

I. General Provisions
1. The Military Doctrine of the Russian Federation (hereinafter the Military Doctrine) rep-

resents a system of offi  cially adopted by the State views on preparations for armed defense and 
on the armed defense of the Russian Federation. 

<...>
5. The Military Doctrine refl ects the commitment of the Russian Federation to taking mili-

tary measures for the protection of its national interests and the interests of its allies only after 
political, diplomatic, legal, economic, informational and other non-violent instruments have 
been exhausted. 

<...>

II. Military Risks and Military Threats Encountered 
by the Russian Federation

<...>
11. There is a tendency towards shifting the military risks and military threats to the informa-

tion space and the internal sphere of the Russian Federation. At the same time, despite the fact that 
unleashing of a large-scale war against the Russian Federation becomes less probable, in a number 
of areas the military risks encountered by the Russian Federation are increasing.

12. The main external military risks are:
<...>
m) establishment of regimes, which policies threaten the interests of the Russian Federa-

tion in the states contiguous with the Russian Federation, including by overthrowing 
legitimate state administration bodies;

13. The main internal military risks are:
<...>
b) activities of terrorist organizations and individuals aimed at undermining the sovereign-

ty and violating the unity and territorial integrity of the Russian Federation;
c) subversive information activities against the population, especially young citizens 

of the State, aimed at undermining historical, spiritual and patriotic traditions related 
to the defense of the Motherland;

d) provoking inter-ethnic and social tensions, extremism, stirring up ethnic and religious 
hatred or enmity.

<...>
15. Characteristic features and specifi cs of current military confl icts are:
a) integrated employment of military force and political, economic, informational or other 

non-military measures implemented with a wide use of the protest potential of the pop-
ulation and of special operations forces;
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b) massive use of weapons and military equipment systems, high-precision and hyperson-
ic weapons, means of electronic warfare, weapons based on new physical principles that 
are comparable to nuclear weapons in terms of eff ectiveness, information and control 
systems, as well as drones and autonomous marine vehicles, guided robotic weapons 
and military equipment;

c) exerting simultaneous pressure on the enemy throughout the enemy’s territory 
in the global information space, airspace and outer space, on land and sea; 

<...>

III. Military Policy of the Russian Federation
<...>
17. Main tasks of the Russian Federation’s military policy are determined by the President 

of the Russian Federation in accordance with the federal legislation, the National Security 
Strategy of the Russian Federation for the Period up to 2020 and the Military Doctrine.

18. The Russian Federation’s military policy is aimed at deterring and preventing military 
confl icts, improving military organization and forms and methods of employment of the Armed 
Forces, other troops and bodies, and enhancing mobilization readiness in order to ensure de-
fense and security of the Russian Federation, as well as interests of its allies.

Russian Federation’s activities to deter and prevent military conflicts
<...>
21. Main tasks of the Russian Federation with regard to deterring and preventing military 

confl icts are:
a) to assess and forecast the development of the military and political situation at global 

and regional levels, as well as the state of interstate relations in the military-political 
fi eld with the use of modern technical means and information technologies;

<...>
q) to develop and adopt an international mechanism to monitor compliance with the Con-

vention on the Prohibition of the Development, Production and Stockpiling of Bacte-
riological (Biological) and Toxin Weapons and on their Destruction;

r) to participate in combating international terrorism;
s) to create conditions to reduce the risk of using information and communications tech-

nologies for the military-political purposes to undertake actions running counter to in-
ternational law, directed against sovereignty, political independence or territorial integrity 
of states or threatening international peace and security, and global and regional stability.

<...>

Development of military organization
35. The main tasks related to the development of the military organization are:
<...>
b) to provide for a more eff ective and secure functioning of public administration and mil-

itary governance system and to ensure communication between federal government 
agencies, bodies of the constituent entities of the Russian Federation and other govern-
ment authorities in addressing defense and security tasks;

<...>
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j) to improve the system of information security of the Armed Forces, other troops 
and bodies;

k) to raise the prestige of military service and to prepare citizens of the Russian Federation 
for such service in a comprehensive manner;<...>

 Organizational building and development of the Armed Forces, 
other troops and bodies
37. The main task of the organizational building and development of the Armed Forces, 

other troops and bodies is to ensure that their structure, composition, strength, arms and equip-
ment with up-to-date (prospective) types of weapons and military and special vehicles cor-
respond to potential military threats, the substance and nature of military confl icts, their tasks 
in peacetime, under the conditions of an imminent threat of aggression and in wartime, as well 
as to political, socio-economic, military-technical and demographic conditions and capabilities 
of the Russian Federation.

<...>
39. The main objectives of the organizational building and development of the Armed Forc-

es, other troops and bodies shall be achieved through:
<...>
l) ensuring eff ective information security of the Armed Forces, other troops and bodies; 
<...>

IV. Military-Economic Support for Defense 
43. The main task of the military-economic support for the defense is to create conditions 

for sustainable development and maintenance of the State’s military-economic and military-
technical potential at the level necessary for the implementation of military policy and for meet-
ing reliably the needs of the military organization in peacetime, in the face of an imminent 
threat of aggression and in wartime. <...>

 Equipping the Armed Forces, other troops and bodies with weapons 
and military and special equipment
45. The main task of equipping the Armed Forces, other troops and bodies with weapons 

and military and special equipment is to develop and maintain an interconnected and integrated 
system of weapons in a state corresponding to the tasks and purpose of the Armed Forces, other 
troops and bodies, to the forms and methods of their use, and to the economic and mobilization 
potential of the Russian Federation.

46. The tasks of equipping the Armed Forces, other troops and bodies with weapons 
and military and special equipment are:

<...>
c) to enhance capacity and means of information warfare;
d) to improve the quality of the means of information exchange on the basis of up-to-

date technologies and international standards, as well as a single information fi eld 
of the Armed Forces, other troops and bodies as part of the Russian Federation’s infor-
mation space;

<...>
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g) to create basic information management systems and integrate them with the sys-
tems of command and control of weapons and the computerized systems of command 
and control bodies at the strategic, operational-strategic, operational, operational-tac-
tical and tactical levels.

 Military-political and military-technical cooperation 
of the Russian Federation with foreign states
54. The Russian Federation carries out military-political and military technical cooperation 

with foreign states (hereinafter military-political and military-technical cooperation) and with 
international, including regional, organizations on the basis of its foreign policy and economic 
expediency and in accordance with the federal legislation and international treaties of the Rus-
sian Federation.

55. The tasks of the military-political cooperation of the Russian Federation are:
<...>
f) to develop a dialogue with interested states on national approaches to confronting 

military risks and military threats brought about by the extensive use of information 
and communications technologies for military and political purposes; <...>

*  *  *
The provisions of the Military Doctrine may be updated due to changes in the nature of military 

risks and military threats, the tasks in the sphere of military security and defense, as well as the con-
ditions of development of the Russian Federation.

Russian National Security Strategy
Approved by Decree of the President of the Russian Federation № 683 on 31 December 2015

Extraction

I. General provisions

1. The current Strategy is the basic strategic planning document defi ning the Russian Fed-
eration’s national interests and strategic national priorities, objectives, tasks, and measures 
in the sphere of domestic and foreign policy aimed at strengthening the Russian Federation’s 
national security and ensuring the country’s sustainable development in the long term. 

<...>
6. The current Strategy makes use of the following main concepts:

 — the Russian Federation’s national security (hereinafter national security) — the state 
of protection of the individual, society, and the state against internal and external threats 
in the process of which the exercise of the constitutional rights and freedoms of citizens 
of the Russian Federation (hereinafter citizens), a decent quality of life and standard 
of living for them, sovereignty, independence, state and territorial integrity, and sus-
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tainable socioeconomic development of the Russian Federation are ensured. National 
security includes the country’s defense and all types of security envisioned by the Rus-
sian Federation Constitution and Russian Federation legislation — primarily state, 
public, informational, environmental, economic, transportation, and energy security 
and individual security;

 — the Russian Federation’s national interests (hereinafter national interests) — objectively 
signifi cant requirements of the individual, society, and the state with regard to ensuring 
their protection and sustainable development;

 — threats to national security — the set of conditions and factors creating a direct or indi-
rect possibility of harm to national interests;

 — the safeguarding of national security — the implementation by organs of state power 
and organs of local self-government in conjunction with institutions of civil society of po-
litical, military, organizational, socioeconomic, informational, legal, and other measures 
aimed at countering threats to national security and satisfying national interests;

 — the Russian Federation’s strategic national priorities (hereinafter strategic national pri-
orities) — the most important areas of the safeguarding of national security;

 — the system for safeguarding national security — the set of organs of state power 
and organs of local self-government carrying out the implementation of state policy 
in the sphere of safeguarding national security and the instruments at their disposal.

II. Russia in the Modern World

<...> 
12. The strengthening of Russia is taking place against a backdrop of new threats to na-

tional security that are of a multifarious and interconnected nature. The Russian Federation’s 
implementation of an independent foreign and domestic policy is giving rise to opposition 
from the United States and its allies, who are seeking to retain their dominance in world aff airs. 
The policy of containing Russia that they are implementing envisions the exertion of political, 
economic, military, and informational pressure on it. 

<...>
13. <...> The competition between states is increasingly encompassing social development 

values and models and human, scientifi c, and technological potentials. Leadership in exploiting 
the resources of the world’s oceans and the Arctic is acquiring particular signifi cance in this pro-
cess. An entire spectrum of political, fi nancial-economic, and informational instruments have 
been set in motion in the struggle for infl uence in the international arena. Increasingly active use 
is being made of special services’ potential.

<...>
21. The intensifying confrontation in the global information arena caused by some coun-

tries’ aspiration to utilize informational and communication technologies to achieve their geo-
political objectives, including by manipulating public awareness and falsifying history, is exert-
ing an increasing infl uence on the nature of the international situation.

22. New forms of unlawful activity are emerging, particularly those involving the utiliza-
tion of informational, communications, and high technologies. Threats linked to uncontrolled 
and illegal migration, human traffi  cking, drug traffi  cking, and other manifestations of transna-
tional organized crime are intensifying.

<...>
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IV. Ensuring National Security

National Defense
<...>
36. Interrelated political, military, military-technical, diplomatic, economic, information-

al, and other measures are being developed and implemented in order to ensure strategic deter-
rence and the prevention of armed confl icts. These measures are intended to prevent the use 
of armed force against Russia, and to protect its sovereignty and territorial integrity. Strategic 
deterrence and the prevention of armed confl icts are achieved by maintaining the capacity for 
nuclear deterrence at a suffi  cient level, and the Russian Federation Armed Forces, other troops, 
and military formations and bodies at the requisite level of combat readiness. 

<...>

State and Public Security 
43. The main threats to state and public security are:
<...>

 — the activities of terrorist and extremist organizations aimed at changing the constitution-
al order of the Russian Federation through violence, disrupting the operation of the or-
gans of state power, destroying or disrupting the functioning of military and industrial 
facilities, critical public infrastructure, and transport infrastructure, and intimidating 
the population, including by the acquisition of weapons of mass destruction, and radio-
active, poisonous, toxic, and chemically and biologically dangerous substances, carry-
ing out nuclear terrorist attacks, and attacking and disrupting the continuous operation 
of the Russian Federation’s vital IT infrastructure; 

<...>
 — activities connected with the use of information and communication technologies 

to disseminate and promote the ideology of fascism, extremism, terrorism, and separat-
ism, and to endanger the civil peace and political and social stability in society; 

<...>
44. The main areas of focus for ensuring state and public security are strengthening the role 

of the state as a guarantor of security of the person and property rights; improving legal regula-
tion of the prevention of crime (including in the information sphere), corruption, terrorism 
and extremism, the distribution of narcotics, and the fi ght against such phenomena; developing 
cooperation between civil society and organs ensuring state security and public order; increas-
ing citizens’ level of trust in the Russian Federation’s law enforcement and judicial systems; 
increasing the effi  cacy of protection for the rights and legal interests of Russian citizens abroad; 
and extending international cooperation in the area of state and public security. 

<...>
47. With the aim of ensuring state and public security: 
<...>

 — the system for identifying and analyzing threats in the information sphere and counter-
ing them is being improved; 

 — measures are being taken to increase the protection of citizens and society from the in-
fl uence of destructive information from extremist and terrorist organizations, foreign 
special services, and propaganda structures; 

<...>
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Improving the Quality of Life of Russian Citizens 
53. In order to counter threats to the citizens’ quality of life, organs of state power and local 

self-government organs in collaboration with the institutions of the civil society: 
<...>

 — support the development of the information infrastructure, accessibility of informa-
tion on various issues relating to society’s sociopolitical, economic, and spiritual life, 
and equal access to state services throughout the territory of the Russian Federation, by 
using information and communications technologies inter alia; 

<...>

Economic Growth 
<...>
56. The main strategic threats to national security in the sphere of the economy are its low 

competitiveness, the persistence of the export/raw-materials model of development and a high 
level of dependence on external economic circumstances, laggardness in the development 
and introduction of future technologies, the lack of protection of the national fi nancial system 
against the actions of nonresidents and speculative foreign capital, the vulnerability of its infor-
mation infrastructure, the imbalance of the national budget system, the registration of owner-
ship rights to a signifi cant proportion of organizations in foreign jurisdictions, the deterioration 
in the state of the raw-materials base and its depletion, the reduction in extraction and reserves 
of strategically important minerals, the progressive shortage of labor, the persistence of a signifi -
cant proportion of the shadow economy, of the conditions for corruption and the criminaliza-
tion of economic and fi nancial relations, and of illegal immigration, the unequal development 
of regions, and the decline in the stability of the national system of settlement. 

<...> 
58. The safeguarding of economic security is ensured through the development of the in-

dustrial and technological base and the national innovations system, the modernization and de-
velopment of priority sectors of the national economy, the boosting of the investment attractive-
ness of the Russian Federation, the improvement of the business climate, and the creation of 
a favorable business environment. The most important factors in ensuring economic security are 
an increase in the eff ectiveness of state regulation of the economy with a view to achieving stable 
economic growth, an increase in labor productivity, the opening up of new sources of resources, 
the stable functioning and development of the fi nancial system, an increase in its level of protec-
tion, currency regulation and control, the accumulation of fi nancial reserves, the preservation 
of fi nancial stability and balance in the budget system, the improvement of budgetary relation-
ships, the overcoming of the exodus of capital and of qualifi ed specialists, an increase in the vol-
ume of domestic savings and their transformation into investments, and a reduction in infl ation. 
Furthermore vigorous measures are needed to combat corruption and the shadow and criminal 
economy and also to ensure state protection of Russian producers active in the sphere of mili-
tary, food, information, and energy security. 

59. In order to ensure economic security the main eff orts are geared toward the elimination 
of imbalances in the economy, territorial development, the development of the labor market, 
and the transportation, information, social, and educational infrastructures, the formation of 
a new geography of economic growth and new sectors of the economy and centers of industry, 
science, and education, the stepping up of fundamental and applied scientifi c research, the im-
provement of the quality of general, vocational, and higher education, the improvement of na-
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tional investment and fi nancial institutions, and the stimulation of the migration of production 
from other countries into Russia. 

<...>
62. With a view to countering threats to economic security, organs of state power and local 

self-government organs in collaboration with the institutions of civil society implement a state 
socioeconomic policy making provision for:

<...>
 — widening the use of the instruments of state-private partnership to perform strategic 

tasks in the development of the economy, the completion of the formation of the ba-
sic transportation, energy, information, and military infrastructures, particularly 
in the Arctic, East Siberia, and the Far East, and the development of the Northern Sea 
Route and the Baykal-Amur and Trans-Siberian Main Railroads; 

<...>

Science, Technologies, and Education 
<...> 
69. One of the main areas for ensuring national security in the spheres of science, technolo-

gies, and education is the raising of the level of technological security, including in the informa-
tion sphere. To this end the state innovation and industrial policy, the federal contract system, 
and the system of the state order for training highly qualifi ed specialists and workers are being 
improved, basic and applied science and education are receiving priority development, public-
private partnership is being developed in the sphere of science and technologies, conditions 
are being created for the integration of science, education, and industry, and systemic research 
is being conducted in the interests of resolving the strategic tasks of military, state, and public 
security and of the country’s stable development. 

70. To resolve the tasks of national security in the spheres of science, technologies, and edu-
cation it is necessary to ensure: 

<...>
 — the development of promising high technologies (genetic engineering, robotic engineer-

ing, biological, information, communications, and cognitive technologies, nanotech-
nologies, and convergent technologies that resemble Nature); 

<...>

Public Health 
<...> 
75. For the purposes of countering threats in the sphere of protecting citizens’ health, organs 

of state power and local self-government organs, in cooperation with civil society institutions, 
ensure:

 — the introduction of modern information and communications technologies;
<...>

Culture 
<...>
79. Threats to national security in the sphere of culture are the erosion of traditional Russian 

spiritual and moral values and the weakening of the unity of the Russian Federation’s multina-
tional people by means of external cultural and information expansion (including the spread 
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of poor-quality mass cultural products), propaganda of permissiveness and violence, and ra-
cial, ethnic, and religious intolerance, as well as the decline in the role of the Russian language 
in the world and in the quality of its teaching in Russia and abroad, attempts to falsify Russian 
and world history, and unlawful encroachments upon cultural objects.

<...>
82. The strengthening of national security in the sphere of culture is aided by:

 — ensuring of the Russian Federation’s cultural sovereignty by means of taking mea-
sures to protect Russian society against external expansion of ideologies and values 
and destructive information and psychological impacts, the implementation of control 
in the information sphere, and prevention of the spread of extremist products, propa-
ganda of violence, and racial, religious, and interethnic intolerance; 

<...>
 — the development of a common humanitarian and information-telecommunications 

medium on the territories of the CIS member states and in contiguous regions; 
<...>

Strategic Stability and Equal Strategic Partnership 
<...> 
90. The Russian Federation advocates the quality development of the Collective Securi-

ty Treaty Organization and its conversion into a universal international organization capable 
of confronting regional challenges and military-political and military-strategic threats (includ-
ing international terrorism and extremism, the illicit traffi  c in narcotics and psychotropic sub-
stances, and illegal immigration) and also threats in the information sphere. 

<...>
104. To preserve strategic stability the Russian Federation: 

 — contributes to the formation of a system of international information security;
<...>

V. Organizational, Regulatory-Legal, and Information 
Foundations for Implementing This Strategy

<...> 
109. This Strategy shall be executed on a planned basis by consolidating the eff orts and re-

sources of organs of state power and local self-government organs, by developing their coopera-
tion with institutions of civil society, and also by making comprehensive use of political, orga-
nizational, socioeconomic, legal, information, military, special, and other actions developed as 
part of strategic planning in the Russian Federation. The provisions of this Strategy are binding 
for all organs of state power and local self-government and represent the basis for the drafting 
and adjustment of strategic planning documents and programs in support of the national secu-
rity and socioeconomic development of the Russian Federation and also documents concerning 
the activity of organs of state power and local self-government. The activity of the Central Bank 
of the Russian Federation as a participant in strategic planning shall be exercised in support 
of national interests and the achievement of strategic national priorities.

<...>
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112. The information basis for implemening this Strategy is provided by the federal stra-
tegic planning information system, which incorporates the information resources of organs 
of state power and local self-government, and also by the systems of distributed situation centers 
and state scientifi c organizations.

113. In implementing this Strategy, particular attention shall be paid to ensuring information 
security in light of strategic national priorities.

114. The Russian Federation Security Council has a coordinating role in the information 
and information-analytical support for the implementation of this Strategy, and also in its 
amendment once every six years in light of the results of the monitoring of its implementation 
and of changes that substantially infl uence the state of national security. 

<...>

*  *  *
Implementation of this Strategy is designed to help develop the national economy, improve 

the quality of life of citizens, strengthen political stability in society, ensure the defense of the country 
and state and public security, and enhance the competitiveness and international prestige of the Rus-
sian Federation.

Foreign Policy Concept of the Russian Federation
Approved by Decree of the President of the Russian Federation № 640 on 30 November 2016

Extraction

I. General Provisions

1. This Concept provides a systemic vision of the basic principles, priority areas, goals 
and objectives of the foreign policy of the Russian Federation.

2. This Concept is based on the Constitution of the Russian Federation, generally recog-
nized principles and rules of international law, international treaties of the Russian Federation, 
federal laws, Executive Order of the President of the Russian Federation No. 605 of May 7, 2012, 
on Measures to Implement the Foreign Policy of the Russian Federation, the National Security 
Strategy of the Russian Federation, the Military Doctrine of the Russian Federation, statutes 
and regulations of the Russian Federation regarding foreign policy activities of federal authori-
ties, as well as other applicable legal instruments of the Russian Federation.

3. With a view to upholding the national interests of the Russian Federation and achieving 
its strategic national priorities, the State’s foreign policy activities shall be aimed at accomplish-
ing the following main objectives:

<...>
j. to bolster the standing of Russian mass media and communication tools in the global 

information space and convey Russia’s perspective on international process to a wider 
international community; 

<...>
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II. Modern World and Foreign Policy of the Russian Federation

<...>
8. Alongside military might, other important factors allowing States to infl uence interna-

tional politics are taking centre stage, including economic, legal, technological and IT capabili-
ties. Using these capabilities to pursue geopolitical interests is detrimental to eff orts to fi nd ways 
to settle disputes and resolve the existing international issues by peaceful means on the basis 
of the norms of international law.

9. In addition to traditional methods of diplomacy, “soft power” has become an integral part 
of eff orts to achieve foreign policy objectives. This primarily includes the tools off ered by civil 
society, as well as various methods and technologies – from information and communication, 
to humanitarian and other types. 

<...>
13. As fi nancial, information and migration fl ows become increasingly globalised, domestic 

social processes are having a greater eff ect on international relations. Issues related to providing 
for people’s prosperity and their spiritual and intellectual growth, and increasing investment 
in human capital rank high on the global agenda.

<...>

III. Priorities of the Russian Federation in Overcoming 
Global Challenges

<...>
Strengthening International Security
<...> 
28. Russia takes necessary measures to ensure national and international cyber security, 

counter threats to State, economic and social security emanating from cyberspace, combat ter-
rorism and other criminal threats involving the use of information and communication technol-
ogy; deters their use for military-political aims that run counter to international law, including 
actions aimed at interfering in the domestic aff airs of States or posing a threat to international 
peace, security and stability; and seeks to devise, under the UN auspices, universal rules of re-
sponsible behaviour with respect to international cyber security, including by rendering the in-
ternet governance more international in a fair manner.

<...> 

Information Support for Foreign Policy Activities of the Russian Federation
46. Delivery to the international community of unbiased information about Russia’s per-

spective on key international issues, its foreign policy initiatives and eff orts, processes and plans 
of its socioeconomic development and Russia’s cultural and research achievements is an impor-
tant element of foreign policy activities of the Russian Federation.

47. Russia seeks to ensure that the world has an objective image of the country, develops 
its own eff ective ways to infl uence foreign audiences, promotes Russian and Russian-language 
media in the global information space, providing them with necessary government support, is 
proactive in international information cooperation, and takes necessary steps to counter threats 
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to its information security. New information and communication technology is used to this end. 
Russia is intent on promoting a set of legal and ethical norms regarding the safe use of such 
technology. Russia asserts the right of every person to access unbiased information about global 
developments and various points of view.

48. Greater participation of Russia’s academics and experts in the dialogue with foreign 
specialists on global politics and international security is one of the areas of public diplomacy 
development.

IV. Regional Foreign Policy Priorities of the Russian Federation
<...> 
61. Systemic problems in the Euro-Atlantic region that have accumulated over the last 

quarter century are manifested in the geopolitical expansion pursued by the North Atlantic 
Treaty Organization (NATO) and the European Union (EU) along with their refusal to begin 
implementation of political statements regarding the creation of a common European security 
and cooperation framework, have resulted in a serious crisis in the relations between Russia and 
the Western States. The containment policy adopted by the United States and its allies against 
Russia, and political, economic, information and other pressure Russia is facing from them 
undermine regional and global stability, are detrimental to the long-term interests of all sides 
and run counter to the growing need for cooperation and addressing transnational challenges 
and threats in today’s world.

Strategy for the Scientific and Technological 
Development of the Russian Federation
Approved by Decree of the President of the Russian Federation № 642 on 1 December 2016

I. General Provisions
1. This Strategy sets out the aim and basic objectives of the scientifi c and technological de-

velopment of the Russian Federation, the principles, priorities and guidelines for implementing 
government policy in this area, as well as the outcomes of the Strategy’s implementation, which 
ensure stable, sustainable and balanced scientifi c and technological development of the Rus-
sian Federation on a long-term basis.

2. The legal framework of this Strategy includes the Constitution of the Russian Federation, 
Federal Law of 28 June 2014 No. 172-FZ ‘On Strategic Planning in the Russian Federation’, 
other federal laws and legal regulations of the Russian Federation.

3. The Strategy’s aim is technological support of the objectives and national priorities 
of the Russian Federation set forth in the strategic planning documents drafted in accordance 
with the targets set at the federal level.

4. This Strategy uses the following key terms:
a) scientifi c and technological development of the Russian Federation means the trans-

formation of science and technologies into the key factor of Russia’s development and 
the guarantee of the country’s capability to effi  ciently meet major challenges;



70

  Part I.  Regulatory Legal Acts and Strategy Planning Documents...

b) major challenges mean a set of problems, threats and resources that must be responded 
to by the state, as their complexity and scope obstruct their solution, elimination or 
implementation only through an increase in resources’ allocation;

c) priorities of the scientifi c and technological development of the Russian Federation 
mean crucial areas of the scientifi c and technological development of the state that con-
tribute to creating and using technologies, implementing the decisions that can meet 
major challenges in a most effi  cient way, which, as a matter of priority, are supported by 
human, infrastructure, information, fi nancial and other resources;

d) independence means self-suffi  ciency attained in key areas of the country’s life-support 
through high effi  ciency of research and development and practical application of their 
outcomes;

e) competitive advantage (strength) means the formation of distinct advantages with re-
spect to other states in the scientifi c and technological areas, and, as a consequence, 
in social, cultural, educational and economic fi elds.

5. In order to implement this Strategy, the federal authorities and the authorities of the con-
stituent entities of the Russian Federation, as well as scientifi c educational, business communi-
ties and civil society institutions must make concerted eff orts to create an enabling environment 
for the application of scientifi c and technological breakthroughs for the sake of Russia’s social 
and economic development.

6. Research and educational organizations, industrial enterprises and other entities directly 
involved in scientifi c, technological, and innovation activities that use the results thereof, as well 
as the federal authorities and the authorities of the constituent entities of the Russian Federation 
with the help of the tools at their disposal must maintain integrity and unity of Russia’s scientifi c 
and technological development.

7. This Strategy is the basis for the industry-specifi c strategic plans for the country’s scien-
tifi c and technological development, government programs of the Russian Federation, govern-
ment programs of constituent entities of the Russian Federation, as well as plans and targets 
of state corporations, state- owned companies and joint stock companies with a government 
stake.

Role of Science and Technologies in Ensuring the Sustainable Future 
of the Nation, Russia’s Development and Identifying its Position in the World
8. This Strategy is adopted under the circumstances where the lead in research and devel-

opment, a high speed of gaining new knowledge and manufacturing innovative products are 
treated as key factors that contribute to the competitiveness of the national economies and ef-
fi ciency of national security strategies.

9. Historically, Russia is one of the world scientifi c powers: domestic scientifi c and engi-
neering schools effi  ciently tackled the objectives of social and economic development providing 
for the national security, and made a substantial contribution to scientifi c knowledge accumu-
lated by humanity, as well as to technological breakthroughs. This was facilitated by the system 
of R&D organization, being adequate in terms of time and structure of the economy: accumula-
tion of scientists and engineers in higher school in the Russian Empire made it possible to gen-
erate and accumulate new knowledge. The USSR provided solutions to tremendous research 
and engineering tasks through the concentration of resources in the USSR Academy of Sci-
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ences and sectoral research institutes, directive planning of research and development carried 
out by the State Committee for Science and Technology of the USSR Council of Ministers and 
the State Planning Committee of the USSR.

10. In 1991 after the establishment of the Russian Federation and the transition to mar-
ket economy, the need arose to reassess the role of science in the Russian society. Since 1991, 
the state scientifi c and technological policy underwent two relevant stages:

a) stage 1 (1991-2001) — crisis optimization and adaptation to the market economy. Its 
key strategic goal was to preserve the country’s scientifi c and technological potential, 
to develop new institutional mechanisms aimed at fostering science and technologies, 
targeted funding of leading scientifi c organizations, providing conditions for interna-
tional cooperation;

b) stage 2 (since the early 2000s till present), Russia’s transition to innovation-driven 
economy, which went hand in hand with a substantial increase in science funding.

11. At present the Russian science continues to play an important role in maintaining 
the country’s security and contributing to the development of global science. The current stage 
is characterized by competitive strengths of the Russian Federation, while unresolved problems 
hinder the country’s scientifi c and technological development:

a) the substantial potential is available in some fi elds of fundamental research studies, 
which fi nds its way also within the framework of joint investment projects, including 
creation and use of megascience unique scientifi c facilities.

 However, the areas of research and development largely conform to the areas relevant 
to the last decades of the last century;

b) several hundreds of scientifi c and educational centers are involved in world-class re-
search and development. At the same time, there is substantial diff erentiation of scien-
tifi c and educational organizations in terms of performance and operational effi  ciency, 
and concentration of the research potential in just several regions of the country;

c) since 2004, the number of researchers aged up to 39 has increased by 30 per cent, and 
the general age structure of scientifi c personnel has become noticeably balanced. Rus-
sian pupils and students are usually among those who win international competitions 
in the fi eld of natural and technical sciences but not all of them fulfi l their potential 
in the area. This prevents from overcoming existing negative trends pertaining to the de-
mographic condition, qualifi cation and level of Russian researchers’mobility: when it 
comes to the global rating of engaging talents, Russia ranks between 50-59 acting as 
a human capital donor for global science;

d) considering good professional practices in implementing global technological proj-
ects, including those relating to national defence and security, we still are faced with 
the problem of unresponsiveness of the economy and society to innovations which hin-
ders the practical application of research and development outcomes (the share of in-
novative products in the general output is just 8-9 per cent; investment in intangible 
assets in Russia is 3-10 times lower than in the leading countries; the share of Russia’s 
high-tech exports in the global volume of exports is around 0.4 per cent). Transferring 
the knowledge and technologies between the defence and civilian sectors of the econ-
omy is nearly non-existent which hampers the development and use of dual purpose 
technologies;
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e) the productivity of Russian research organizations is substantially lower than in the lead-
ing countries (the United States of America, Japan, the Republic of Korea, the Chinese 
Peoples Republic): despite the fact that in terms of R&D expenditures (in 2014, Russia 
ranked ninth in the world in terms of domestic expenditures on R&D, it ranked fourth 
in terms of budgetary appropriations for commercial science) and in terms of the num-
ber of researchers, the Russian Federation is in the second group of the leading coun-
tries (the European Union countries, Australia, the Republic of Singapore, the Re-
public of Chile), in terms of effi  ciency (publications in top-rated journals, the number 
of international patents issued for the R&D outcomes, amount of income generated by 
exports of technologies and high technology products), Russia is just in the third group 
of countries (some countries of Eastern Europe and Latin America);

f) weak interaction between the research and development sector and the real sector 
of the economy, breaking of the innovation cycle result in state investments in hu-
man capital actually ensuring the increased competitive strength of other economies so 
the opportunities of retaining well qualifi ed researchers, engineers, entrepreneurs that 
manufacture breakthrough products become restricted compared with countries that 
lead in innovations;

g) priorities and tools of supporting the scientifi c and technological development 
of the Russian Federation are still inconsistent at the national, regional, industry 
and corporate levels, which makes it impossible to create production value-added 
chains of high technology products and services or ensure the maximum multiplicative 
eff ect of the use of the technologies created.

12. In spite of the available potential and competitive strengths of Russian science, the nega-
tive factors and trends, as set forth in Clause 11 of this Strategy, create the risks of Russia’s lagging 
behind the countries that rank among global leaders in technologies, can result in the deprecia-
tion of domestic investment in science and technologies, reduce independence and competitive 
strength of Russia in the world, and endanger national security. Under the conditions of signifi -
cant limitations of other opportunities for the development of the Russian Federation, the said 
risks and threats become a substantial barrier that hinders the long-term growth in the social 
welfare and strengthening of Russia’s economic sovereignty. 

II. Strategic Guidelines and Opportunities for the Scientific 
and Technological Development of the Russian Federation

Major Challenges for Society, State, and Science
13. The scientifi c and technological development of the Russian Federation is one of the state 

policy priorities and is stipulated by a set of external and internal factors (when it comes to sci-
ence and technologies) that form the system of major challenges.

14. Major challenges bring substantial risks to society, economy, and public administration 
system, but at the same time they are treated as an important factor for giving rise to new oppor-
tunities and prospects of scientifi c and technological development of the Russian Federation. 
Science and technologies are one of the tools to meet those challenges by playing a key role 
in ensuring both the sustainable development of civilization and the assessment of risks and po-
tential hazards for humanity.
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15. In terms of the scientifi c and technological development of the Russian Federation, 
the following major challenges may be deemed as the most important ones:

a) exhaustion of Russia’s economic growth opportunities based on extensive exploitation 
of raw materials. against the backdrop of the development of the digital economy and 
the emergence of a limited group of the leading countries with new production tech-
nologies which drive towards the use of renewable resources;

b) demographic transition caused by an increase in human life expectancy changes 
in the life-styles and related ageing of population which taken together results in new 
social and medical problems including the growth of global pandemic threats higher 
risks of new infections and the return of currently extinct infections;

c) health and life hazards resulted from an ineffi  cient use of natural resources and an in-
crease in anthropogenic pressure on the environment to the extent that it poses a threat 
to the renewal of natural resources;

d) a need to ensure food security and independence of Russia. competitive strength 
of domestic products in the global food markets, and reduction of technological risks 
in the agro-industrial sector;

e) qualitative changes in the global and local energy systems. A growing importance 
of the economy’s power supply capacity and stepped-up generation of power, its con-
servation. transmission and use;

f) new external security threats (including military threats, threats of losing national 
and cultural identity of Russian citizens), brought about by the growth of international 
competition and proneness to confl ict, global and regional instability and their growing 
interconnection with internal threats to national security;

g) a need for the effi  cient development of the space, eliminating disproportions in the so-
cial and economic development of the national territory, consolidating Russia’s po-
sitions in the economic, scientifi c, and military development of outer and air space, 
the World ocean, the Arctic and the Antarctic Regions.

16. Global changes in the set-up in the scientifi c, technological, and innovation activities 
lead to the emergence of the following internal factors relevant to the scientifi c and technologi-
cal development of the Russian Federation:

a) contracting an innovation cycle: the time between the acquisition of new knowledge 
and creation of technologies, products and services, and their entry into the market has 
been signifi cantly cut;

b) dissolving disciplinary and industry boundaries in research and development;
c) a dramatic increase in the volume of scientifi c and technological information, 

the emergence of fundamentally new methods of handling such information, 
and changing the forms of the organization, hardware and software tools for research 
and development;

d) toughening requirements for the qualifi cation of researchers. international competi-
tion in talented highly skilled workers and their involvement in science, engineering, 
and technology entrepreneurship;

e) enhanced importance of international standards. an emergence of a limited group 
of countries dominating in research and development in-parallel with a scientifi c 
and technological periphery, which is losing its scientifi c identity and acts as a human 
resource donor.
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17. The specifi cs of the government policy with regards to the scientifi c and technological 
development take into account major challenges and assign a new role to science and technolo-
gies as fundamental factors in addressing many national and global problems. ensuring the pos-
sibilities to forecast changes occurring in the world, considering domestic trends, expectations 
and needs of the Russian society, identifying new major challenges in time and providing an 
effi  cient response to them.

18. The timely response to major challenges should consist in creating technologies. 
products and services that would meet the national interests of the Russian Federation lead-
ing to a signifi cant improvement in the life quality. Moreover. they should be in high demand 
on global markets.

Russia’s Priorities and Prospects in the Scientific 
and Technological Development
19. The implementation of the priority areas in the development of science, engineering 

and technologies at the fi rst stage of the state scientifi c and technological policy made it possible 
to obtain results and create competencies necessary for moving to the implementation of new 
priorities of the scientifi c and technological development of the Russian Federation that meet 
major challenges.

20. In the coming 10-15 years, the priorities of the scientifi c and technological develop-
ment of the Russian Federation should include the fi elds that contribute to obtaining scientifi c 
and technological results and creating technologies that would serve as a basis for the innovative 
development of the domestic market of products and services and for Russia’s stable position 
on foreign markets. This will provide for:

a) transition to advanced digital, intelligent production technologies, robotic systems, new 
materials and design methods, the creation of systems for processing large amounts 
of data, machine learning and artifi cial intelligence;

b) transition to environmentally friendly and resource-saving energy, increasing the effi  -
ciency of extraction and deep processing of hydrocarbon raw materials, means of trans-
portation and storage of power;

c) transition to personalized medicine, high-tech health care and health saving technologies, 
through the rational use of medicines (especially antibacterial) among other factors;

d) transition to highly productive and environmentally safe farming and aqua farming, de-
velopment and introduction of the systems of effi  cient use of chemical and biological 
protection equipment for agricultural plants and animals, storage and effi  cient process-
ing of agricultural products, creation of safe and high quality foods, including func-
tional ones;

e) counteraction against technogenic, biogenous, sociocultural threats, terrorism, ideo-
logical extremism, cyber threats and other hazards to the society, economy and the state;

f) connectivity of the territory of the Russian Federation through the creation of intelli-
gent transport and telecommunications systems, as well as retaining leadership positions 
in the creation of international transport and logistics systems, development and use 
of outer and air space, the World Ocean, the Arctic and Antarctic Regions;

g) an eff ective response by the Russian society to major challenges, with due regard 
of the interaction of man and nature, man and technologies, social institutions at 
the present stage of global development, including the application of methods of hu-
manities and social sciences.
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21. It is necessary to ensure that the country is ready for major challenges that have not 
become manifest yet or met with wide public recognition, to provide for the timely assessment 
of risks resulted from the scientifi c and technological development. The Russian fundamental 
research providing for new knowledge and based upon its own logic of development should play 
a key role in this respect. Supporting fundamental research as systemically important institution 
for the long-term development of the nation is the fi rst priority of the state.

22. In the long-term prospect, more relevant are research studies relating to the understand-
ing of the processes taking place in the society and nature, development of technologies similar 
to nature, man-machine systems, climate and ecosystem management, as well as research as-
sociated with ethics of technological development, changes in social, political and economic 
relations.

23. The National Technological Initiative should become one of the main tools that would 
facilitate the transformation of fundamental knowledge, exploratory research studies and ap-
plied research studies into products and services that contribute to leadership of the Russian 
companies in the promising markets within the framework of both existing and emerging priori-
ties (including those relating to the after the year 2030 period).

Opportunities for the Scientific and Technological Development 
of the Russian Federation
24. Scientifi c and technological development of the Russian Federation can be based 

on the following alternative scenarios:
a) imports of technologies and fragmented development of research and development in-

tegrated into the global science though at subordinated positions in it;
b) leadership in specifi c fi elds of scientifi c and technological development within 

the framework of both traditional and new markets of technologies, products and ser-
vices, and building an integral national innovation system.

25. The fi rst scenario is characterised by the stagnation of the relative level of expenditures 
on research and development activities and leads to the loss of technological independence 
and competitive strengths by Russia. The second scenario involves reversing the prevailing 
negative trends, effi  cient restructuring of both corporate and state sector of research, develop-
ment and innovations, and requires a continued growth in R&D expenditures with respect 
to the GDP to bring their level closer to the respective indicators in technologically advanced 
countries.

26. Russia’s sustainable development, economic restructuring and joining the group 
of countries with high rates of GDP growth are only possible along the lines of the second sce-
nario that should be treated as a target one.

27. Implementing the second scenario will require allocating more resources in order to ob-
tain new research outcomes required for the country’s transition to the following technological 
waves, implementing a set of organizational, legal and other measures aimed at a signifi cant 
increase in the effi  ciency of R&D spending, higher investment returns in the relevant economic 
sectors to develop national research and development centers, establishing eff ective partnerships 
with foreign research centers and organizations, creating and developing private companies able 
to become leaders in new global technological markets. 
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III. Strategic Aim and Basic Objectives of the Scientific 
and Technological Development of the Russian Federation

28. The aim of the scientifi c and technological development of the Russian Federation is 
to ensure independence and competitive strength through setting up an eff ective system of build-
up and optimal use of the nation’s intellectual potential.

29. To attain the goals of the scientifi c and technological development of the Russian Fed-
eration, it is necessary to reach the following basic objectives:

a) create opportunities to identify talented youth and to facilitate their building success-
ful careers in science, technology and innovation, thereby ensuring the development 
of the country’s intellectual potential;

b) provide conditions enabling the of research and development in line with the present-
day principles of scientifi c, technological and innovation activities and with the best 
Russian and global practices; 

c) establish an effi  cient communication system in science, technologies and innovations 
by ensuring an increase in responsiveness by the economy and society to innovations 
and providing conditions for the development of research-intensive business;

d) develop an effi  cient upgraded management system for science, technologies and inno-
vations to encourage investments into research and development and to raise their ef-
fi ciency, as well as eff ectiveness and relevance of research and development;

e) promote a model for international scientifi c and technological cooperation and inter-
national integration in the research and technological development that will protect 
the identity of Russian science and state interests under internationalization of science, 
and will boost the eff ectiveness of Russian science through mutually benefi cial interna-
tional interaction. 

 IV. Government Policy in the Scientific 
and Technological Development of the Russian Federation

Principles of the Government Policy in the Scientific 
and Technological Development of the Russian Federation
30. The fundamental principles of the government policy with regards to the scientifi c 

and technological development of the Russian Federation are as follows:
a) freedom of scientifi c and technical creativity: providing research teams, organizations, 

and other participants involved in research and development with the opportunity 
of choosing and combining the areas, forms of interaction, methods to solve research 
and technological tasks while increasing their responsibility for their performance and rel-
evance of the results obtained for the development of the national economy and society;

b) consistency of support: ensuring a full cycle of acquiring new knowledge, developing 
breakthrough technologies, creating innovation breakthrough products and services, 
forming new markets and holding a steady position in them;

c) concentrating resources: concentrating intellectual, fi nancial, organizational, and in-
frastructure resources on the support of research and development, creating products 
and services required to meet major challenges facing the Russian Federation;
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d) reasonable balance: state support of research and development aimed to address both 
crucial issues within the framework of priorities of scientifi c and technological develop-
ment of the Russian Federation, and any issues initiated by researchers and stipulated 
by the internal science development logic, the state and social support of fundamental 
research as the tool of the long-term national development;

e) openness: an effi  cient interaction between scientifi c organizations and research and de-
velopment entities and the business community, society and government, as well as 
the international community on the basis of national interests;

f) targeted support and fair competition: using public mechanisms to grant access to state 
infrastructure, fi nancial and non-fi nancial resources for most eff ective research teams 
and other scientifi c, technological and innovation entities irrespective of their legal form 
and form of ownership. 

Guidelines and Measures Implementing the Government Policy 
in the Scientific and Technological Development of the Russian Federation
31. Human resources and human capital. To create opportunities tor talented youth to build 

a rewarding career in science and technology and to develop the national intellectual potential 
through:

a) long-term planning and regular updating of priority scientifi c and technological proj-
ects enabling an establishment of competitive teams that bring together researchers, de-
velopers and entrepreneurs;

b) strengthening the role of reputational mechanisms when it comes to the recognition 
of scientifi c skills and achievements of researchers, enhancing the scientists’ social status;

c) developing an up-to-date system of scientifi c and technological creativity for children 
and youth;

d) providing targeted support for young scientists and specialists in scientifi c, technologi-
cal, and innovation activities, whose achievements promote Russia’s social and eco-
nomic development;

e) creating a competitive environment in Russia that is open for world-class scientists 
and young talented researchers with high- level scientifi c results, and establishing new 
research groups focused, inter alia, on converging areas of knowledge and activity;

f) implementing, with involvement of private investment and the federal, regional and lo-
cal budget resources, the innovative projects for leading scientifi c and educational or-
ganizations aimed at building social infrastructure (fi rst of all housing) required for tar-
geted mobility of those involved in the scientifi c and technological development.

32. Infrastructure and environment. To create a R&D enabling environment in line with 
the current principles of the organization of scientifi c, technological and innovation activities 
and the best Russian practices through:

a) developing at the expense of federal, regional and local budgets, as well as private in-
vestment, the infrastructure and supporting the centers for common use of science 
and technology facilities, pilot production and engineering;

b) supporting the creation and development of mega-science unique scientifi c facilities 
and major research infrastructure facilities in the Russian Federation;

c) providing research teams with access to national and international information resources;
d) ensuring freedom from bureaucratic red tape and simplifying the procedures for the pro-

curement of materials and samples for research and development;
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e) Russian scientists and research teams participating in international projects that open 
the door to new competencies and/or resources of development given the national in-
terests of the Russian Federation;

f) developing network formats of scientifi c, technological and innovative activities, in-
cluding research, engineering and production consortia, high-tech business develop-
ment clusters;

g) supporting specifi c areas (regions) that boast a high concentration of research, develop-
ment, innovation infrastructure, production and encouraging their relations with other 
constituent entities of the Russian Federation with regards to the transfer of technolo-
gies, products, and services.

33. Interaction and cooperation. To create an effi  cient system of communication in science, 
technologies and innovations, improve social and economic responses to innovations, and de-
velop research-intensive business through:

a) providing for the conditions that contribute to reciprocal infl uencing between science 
and society by involving the society in shaping demand for the research outcomes;

b) developing tools aimed at supporting translational research and organization of a tech-
nological transfer, protection, management and security of intellectual property, ensur-
ing a rapid transition of research results to the practical application stage;

c) providing a system support of interaction of between major companies, the authorities 
of the Russian Federation and small and medium-size innovation, scientifi c and ed-
ucational organizations, as well as their involvement in the technological renewal 
of the economic sectors and building up new markets;

d) creating a government support system tor national companies to ensure their techno-
logical breakthroughs that would enable them to take a stable position in new emerging 
markets, inter alia, within the framework of the National Technological Initiative;

e) implementing an information policy aimed to develop technological culture and public 
responsiveness to innovation and to popularize important outcomes in science, tech-
nologies and innovations, achievements by distinguished scientists, engineers, entrepre-
neurs, and their role in ensuring the social and economic development of the country.

34. Management and investments. To establish an effi  cient state-of-the- art management 
system in science, technologies and innovations, and to encourage investments into R&D 
through:

a) harmonizing the state scientifi c, technological, innovation, industrial, economic 
and social policies, through creating effi  cient mechanisms of the consecutive imple-
mentation, adjustment and updating of the priorities of scientifi c and technological de-
velopment of the Russian Federation;

b) transition to the budgeting along the lines of the ‘qualifi ed customer’ model, which means 
provides for the creation of a system aimed at developing and implementing strategically 
valuable projects, accepting scientifi c and technological results, and assessing their use;

c) state customers’ focusing towards the purchase of research intensive and innovative 
products manufactured on the basis on the Russian technologies;

d) expanding access of non-governmental organizations to the involvement in promising, 
commercially attractive scientifi c and technological projects with public participation, 
and creating fl exible mechanisms to adapt to changes in the market conditions through-
out the implementation of such projects;
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e) simplifying the tax and customs administration, and creating material tax incentives 
in the fi eld of scientifi c, technological and innovation activities;

f) developing the tools of repayment, seed and venture fi nancing to create and/or upgrade 
production facilities based on the use of the Russian technologies, and providing con-
ditions enabling commercial entities, credit and fi nancial institutions as well as natural 
persons to invest in research and development;

g) developing a system of scientifi c and technological forecasting and analyzing the glob-
al trends in scientifi c development, and increasing the quality of due diligence to take 
eff ective solutions in the scientifi c, technological, social and economic development, 
public management, rational use of all kinds of resources;

h) switching to the state-of-the-art models of statistical observation, analysis and evalu-
ation of the economic and social effi  ciency of scientifi c, technological and innovation 
activities, new sectors and markets.

35. Cooperation and integration. To promote international scientifi c and technological coop-
eration and international integration in the research and technologies, which protect the identity 
of Russian science and state interests under science internationalization, and to raise an effi  ciency 
of Russian science with the help of mutually benefi cial international cooperation through:

a) setting the goals and format of cooperation with foreign states depending on the level 
of their technological development and innovation potential;

b) formulating and promoting the current scientifi c agenda of the state as a member of in-
ternational organizations, increasing the level of Russia’s participation in international 
systems of scientifi c and technical expertise and forecasting;

c) localizing, within the territory of the country, major international scientifi c projects 
with a view to resolving the issues associated with major challenges;

d) developing the mechanism of scientifi c diplomacy as a kind of public diplomacy;
e) carrying out coordinated measures providing support for the entry of Russian scien-

tifi c, educational organizations and manufacturing companies into the global markets 
of knowledge and technologies, as well as Russia’s proactive participation in the devel-
opment of technological standards and scientifi c and educational formats that contrib-
ute to its role in the formation of new markets. 

V. Outcomes and Main Stages of the Strategy Implementation

Strategy Implementation Outcomes
36. The implementation of this Strategy should change the role of science and technologies 

in the development of society, the economy and the state and lead to the following outcomes:
a) ensuring that the country is ready for existing and emerging major challenges based 

on the generation and application of new knowledge and effi  cient use of human po-
tential;

b) increasing the quality of life, ensuring national security, and strengthening Russia’s po-
sition in the global rating of the standard of living through creating required products, 
goods and services on the basis of advanced research studies; 

c) ensuring technological upgrading of traditional Russian economic sectors and increas-
ing the share of high-tech products and science-intensive sectors in the GDP on the ba-
sis of Russia’s economic restructuring;
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d) promoting Russian technologies and innovative products to new markets, generating 
growth of income from exports of high technology products, services and titles to tech-
nologies, which will result in enhancing Russia’s infl uence and competitive strengths;

e) developing an effi  cient organizational system of research and development in the so-
cial and economic fi elds ensuring their high performance and relevance, an increase 
in investments in research and development, and a rise in the share of private invest-
ments in internal R&D spending, improved image of Russia in terms of employment for 
the most promising researchers and greater signifi cance of Russian science in the world;

f) enhancing the infl uence of science on technological culture in Russia, raising public 
awareness of political, economic, cultural, information and other processes taking place 
in modern society and of various natural and social factors that aff ect such processes, 
improving the organization of social relations and preventing social confl icts.

37. As a result of implementing this Strategy, science, technologies and innovations should 
function as a single system integrated into the national social and economic systems and ensur-
ing Russia’s independence and competitive strengths.

Key Stages of the Strategy Implementation
38. This Strategy is implemented in several stages associated with the stages of develop-

ment of the economy and the budgetary system of the Russian Federation. Each of the stages is 
described through the indicators refl ecting the progress and basic outcomes obtained through 
implementing this Strategy.

39. Stage 1 of this Strategy implementation (2017 — 2019):
a) creating organizational, fi nancial and regulatory mechanisms that provide for the har-

monization of scientifi c, technological, innovation, industrial, economic and social 
policies, and Russia’s preparation to meet major challenges;

b) launching the scientifi c projects aimed at acquiring new fundamental knowledge re-
quired for long-term development, and based, inter alia, on the convergence of various 
lines of research including humanities and social sciences;

c) commencing the implementation of scientifi c and technological projects within 
the framework of priorities of the scientifi c and technological development of the Rus-
sian Federation as set forth in this Strategy;

d) developing an integral system of sustainable personnel reproduction and employment 
for the country’s scientifi c and technological development;

e) creating an environment enabling the growth of investments into science, technologies 
and innovations.

40. Stage 2 of this Strategy implementation (2020–2025) and in the longer term:
a) formulating fundamentally new scientifi c and technological solutions in the interests 

of the national economy which are based, inter alia, on technologies similar to nature;
b) carrying out measures aimed at encouraging the shift to the stage of active commercial-

ization of the intellectual activity results, and to a large scale creation of new products 
and services based on technologies that meet major challenges;

c) ensuring an increase in the exports of technologies and high technology products, 
through implementation of the National Technological Initiative among other things, 
and providing support of national companies when they enter the global market.
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41. Plans of actions for implementing each subsequent stage of this Strategy are developed at 
the stage preceding the current one. 

VI. Mechanisms of the Strategy Implementation

Management of the Strategy Implementation Tasks, Functions and Powers 
of Government Authorities of the Russian Federation
42. The implementation of this Strategy is ensured by concerted actions of the federal gov-

ernment authorities, government authorities of constituent entities of the Russian Federation, 
local authorities, national academies of science, scientifi c and educational organizations, foun-
dations for the support of scientifi c, technological and innovation activities, non-government 
organizations, business community, state corporations, state-own companies, and joint stock 
companies with public ownership.

43. The Government of the Russian Federation, with the participation of the Russian Presi-
dential Council for Science and Education, develops and approves the action plan for the imple-
mentation of the Strategy of the Scientifi c and Technological Development of the Russian Fede-
ration (hereinafter referred to as the plan) that provides for the complex use of principles, areas 
and measures of the state policy in the fi eld of scientifi c and technological development of the Rus-
sian Federation, creating the mechanisms for the detection and updating of major challenges, 
and achieving the results in terms of priorities of scientifi c and technological development as stipu-
lated by this Strategy. The plan includes the goals and measures grouped with respect to the stages 
of the implementation hereof, whose fulfi lment is ensured within the framework of the implemen-
tation of the scientifi c, technological, industrial, innovation, economic, educational and social 
policies. The plan is an integral part of this Strategy and is taken into account in the development 
and adjustment of the federal budget and state programs of the Russian Federation.

44. This Strategy is implemented by the Government of the Russian Federation in co-
operation with the federal executive authorities, government authorities of constituent entities 
of the Russian Federation, local authorities, national academies of science, scientifi c and edu-
cational organizations, foundations for the support of scientifi c, technological and innovation 
activities, non-government organizations, business community, state corporations, state com-
panies and joint stock companies with public ownership.

45. For achieving the results in terms of priorities of the scientifi c and technological de-
velopment of the Russian Federation stipulated by this Strategy, the Government of the Rus-
sian Federation, by agreement with the Russian Presidential Council for Science and Educa-
tion, develops and approves complex scientifi c and technological programs and projects that 
include all stages of the innovation cycle: from the acquisition of new fundamental knowledge 
to their practical application, creation of technologies, products and services, and their entry 
into the market.

46. Councils for priority areas of the scientifi c and technological development of the Rus-
sian Federation are established for the purposes of identifying, selecting and formulating most 
promising projects and programs. Such councils provide the expert and analytical support 
for the implementation of priorities of the national scientifi c and technological development. 
The procedure for the establishment and functioning of such councils is specifi ed by the Gov-
ernment of the Russian Federation.
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47. The activities of the councils for priority areas of the scientifi c and technological devel-
opment of the Russian Federation are coordinated by the presidium of the Russian Presidential 
Council for Science and Education.

48. The fi nancial support for the implementation of this Strategy is provided by the fed-
eral budget allocations, including those intended for the implementation of the state programs 
of the Russian Federation, and by the funds of regional and local budgets and extra-budgetary 
resources. The funding is carried out depending on the growth of effi  ciency of science, tech-
nologies and innovations through the stage increase in expenses on research and development 
and bringing them up to the level of at least two per cent of the GDP, including the balanced 
growth of private investments whose level should not be lower than that of government invest-
ments by 2035. The phased increase in the costs of research and development should also de-
pend on the performance of Russian organizations engaged in research and development.

49. The information on the results of the plan implementation is posted in the information 
and telecommunications network (Internet) in such volume and in such manner as are set forth 
by the federal executive authority authorized to develop and implement the government policy 
in the fi eld of the scientifi c and technological development of the Russian Federation.

50. The control over the implementation of the plan is exercised by the Government 
of the Russian Federation.

Monitoring the Strategy Implementation
51. For the purposes of monitoring the implementation of this Strategy, the Government 

of the Russian Federation in collaboration with the Presidium of the Russian Presidential 
Council for Science and Education approves the list of indicators relating to its implementa-
tion, with the need to monitor the trends and values of (target) indicators refl ecting the level 
of achievement of the implementation results and the objectives of this Strategy (against the val-
ues of the respective indicators of economically developed countries), including:

a) infl uence of science and technologies on the social and economic development 
of the Russian Federation, including that caused by switching to the major challenge 
model;

b) the status and effi  ciency of science, technologies and innovations;
c) quality of the public regulation and servicing for scientifi c, technological and innova-

tion activities. 
52. The implementation of this Strategy is monitored by the Government of the Rus-

sian Federation, and the completion of the plan is analyzed by the Presidium of the Russian 
Presidential Council for Science and Education.

53. The results of monitoring of the Strategy implementation and the completion of the plan 
are refl ected in the expert and analytical report by the Government of the Russian Federation 
and the Presidium of the Russian Presidential Council for Science and Education on the scien-
tifi c and technological development of the country, report thereof is to be submitted to the Pres-
ident of the Russian Federation at least once every three years.

54. The expert and analytical report is considered by the Russian Presidential Council for 
Science and Education that, based on the results of the consideration of the report, puts forward 
proposals to be considered by the President of the Russian Federation with respect to amend-
ments to this Strategy and the plan.
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Doctrine of Information Security 
of the Russian Federation
Approved by Decree of the President of the Russian Federation № 646 on 5 December 2016

I. General Provisions
1. This Doctrine constitutes a system of offi  cial views on ensuring the national security 

of the Russian Federation in the information sphere.
The Doctrine defi nes the information sphere as a combination of information, informati-

zation objects, information systems and websites within the information and telecommunica-
tions network of the Internet (hereinafter referred to as the “Internet”), communications net-
works, information technologies, entities involved in generating and processing information, 
developing and using the above technologies, and ensuring information security, as well as a set 
of mechanisms regulating public relations in the sphere.

2. The Doctrine uses the following basic notions:
a) the national interests of the Russian Federation in the information sphere (hereinaf-

ter referred to as the “national interests in the information sphere”) are the objectively 
meaningful needs of the individual, society and the State in ensuring their safety and se-
curity and sustainable development in the information sphere;

b) the threat to the information security of the Russian Federation (hereinafter referred 
to as the “information threat”) is a combination of actions and factors creating a risk 
of damaging the national interests in the information sphere;

c) the information security of the Russian Federation (hereinafter referred to as the “in-
formation security”) is the state of protection of the individual, society and the State 
against internal and external information threats, allowing to ensure the constitutional 
human and civil rights and freedoms, the decent quality and standard of living for citi-
zens, the sovereignty, the territorial integrity and sustainable socio-economic develop-
ment of the Russian Federation, as well as defence and security of the State;

d) the provision of information security is the implementation of mutually supportive 
measures (legal, organizational, investigative, intelligence, counter-intelligence, sci-
entifi c and technological, information and analytical, personnel-related, economic 
and others) to predict, detect, suppress, prevent, and respond to information threats 
and mitigate their impact;

e) information security forces are government bodies, as well as units and offi  cials of gov-
ernment bodies, local authorities and organizations tasked to address information secu-
rity issues in accordance with the legislation of the Russian Federation;

f) information security means are legal, organizational, technical and other means used by 
information security forces;

g) the information security system is a combination of information security forces engaged 
in coordinated and planned activities, and information security means they use;

h) the information infrastructure of the Russian Federation (hereinafter referred to as 
the “information infrastructure”) is a combination of informatization objects, infor-
mation systems, Internet websites and communication networks located in the territory 
of the Russian Federation, as well as in the territories under the jurisdiction of the Rus-
sian Federation or used under international treaties signed by the Russian Federation.
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3. Based on the analysis of major information threats and assessment of the state of informa-
tion security, the Doctrine defi nes the strategic objectives and key areas of information security 
taking into account the strategic national priorities of the Russian Federation.

4. The Constitution of the Russian Federation, universally recognized principles and norms 
of international law, international treaties signed by the Russian Federation, federal constitu-
tional laws, federal laws, as well as normative legal acts of the President of the Russian Federa-
tion and the Government of the Russian Federation form the legal framework of the Doctrine.

5. The Doctrine is a strategic planning document on ensuring the national security 
of the Russian Federation, which builds upon the provisions of the National Security Strategy 
of the Russian Federation approved by the Decree of the President of the Russian Federation 
No. 683 of December 31, 2015, and other strategic planning documents in this area.

6. The Doctrine provides the basis for the development of the State policy and public rela-
tions in the sphere of information security, as well as for the elaboration of measures to improve 
the information security system.

II. National Interests in the Information Sphere
7. Information technologies have become global and transboundary in their nature and are 

now an integral part of all areas of activity of the individual, society and the State. Eff ective use 
of these technologies will promote the national economic growth and the development of infor-
mation societies.

The information sphere has a crucial role to play in the implementation of the strategic na-
tional priorities of the Russian Federation.

8. National interests in the information sphere include:
a) ensuring and protecting constitutional human and civil rights and freedoms with regard 

to the receipt and use of information; privacy in the use of information technologies, 
providing information support to democratic institutions and mechanisms of interac-
tion between the State and civil society; as well as applying information technologies for 
the preservation of cultural, historical, spiritual and moral values of the multi-ethnic 
people of the Russian Federation;

b) maintaining the sustainable and smooth operation of the information infrastructure, 
primarily of the critical information infrastructure of the Russian Federation (hereinaf-
ter referred to as the “critical information infrastructure”), and the integrated telecom-
munications network of the Russian Federation, in peacetime, in the event of a direct 
threat of aggression, and in wartime;

c) developing the sector of information technologies and electronics in the Russian Fed-
eration and improving the performance of production, research and scientifi c and tech-
nological community to develop, produce and operate information security means 
and provide information security services;

d) providing the Russian and international community with reliable information 
on the State policy of the Russian Federation and its offi  cial position on socially signifi -
cant events in Russia and in the world, and applying information technologies to ensure 
the national security of the Russian Federation in the sphere of culture;

e) facilitating the development of an international information security system aimed at 
countering threats of the use of information technologies to compromise the strategic 
stability, at strengthening equal strategic partnership in the sphere of information secu-
rity, as well as protecting the information sovereignty of the Russian Federation.



85

Doctrine of Information Security of the Russian Federation

9. Realization of national interests in the information sphere aims at shaping a safe envi-
ronment for the circulation of reliable information, and an information infrastructure capable 
of resisting diff erent kinds of impacts in order to guarantee constitutional human and civil rights 
and freedoms, the sustainable socio-economic development, as well as the national security 
of the Russian Federation.

III. Major Information Threats and the State 
of Information Security

10. While a wider use of information technologies contributes to economic development 
and better functioning of social and State institutions, it also gives rise to new information threats.

The possibilities of transboundary information circulation are increasingly used for geopoliti-
cal goals, goals of a military-political nature contravening international law or for terrorist, extrem-
ist, criminal and other unlawful ends detrimental for international security and strategic stability.

Moreover, the practice of adopting information technologies without due consideration 
of their impact on information security signifi cantly increases the probability of information 
threats.

11. One of the key negative factors aff ecting the state of information security is the fact that 
a number of foreign countries are building up their information technology capacities to infl u-
ence the information infrastructure in pursuing military purposes.

At the same time, the organizations engaged in technical intelligence with regard to Russian 
government bodies, research organizations and enterprises of defence-industrial complex are 
stepping up their activities.

12. Intelligence services of certain States are increasingly using information and psycho-
logical tools with a view to destabilizing the internal political and social situation in various 
regions across the world, undermining sovereignty and violating the territorial integrity of other 
States. Religious, ethnic, human rights organizations and other organizations, as well as sepa-
rate groups of people, are involved in these activities and information technologies are exten-
sively used towards this end.

There is a trend among foreign media to publish an increasing number of materials contain-
ing biased assessments of State policy of the Russian Federation.

Russian mass media often face blatant discrimination abroad, and Russian journalists are 
prevented from performing their professional duties.

There is a growing information pressure on the population of Russia, primarily on the Rus-
sian youth, with the aim to erode Russian traditional spiritual and moral values.

13. Various terrorist and extremist organizations widely use information tools to infl uence 
individual, group and public consciousness in order to fester interethnic and social tensions, 
incite ethnic or religious hatred or hostility, spread extremist ideology, as well as recruit new 
supporters of terrorist activities. These organizations actively develop destructive tools to impact 
critical information infrastructure objects for illegal purposes.

14. There is a rise in computer crimes, primarily in credit and fi nancial sphere. The number 
of crimes related to violation of constitutional, human and civil rights and freedoms, including 
with respect to privacy, personal and family life, in the processing of personal data with the use 
of information technologies, is also increasing. The methods, means and tools used to commit 
such crimes get more and more sophisticated.
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15. Information security in the sphere of national defence is characterised by the growing 
use by certain States and organizations of information technologies for military and politi-
cal purposes, including for actions inconsistent with international law and seek to undermine 
the sovereignty, political and social stability and territorial integrity of the Russian Federation 
and its allies, and pose a threat to international peace, global and regional security.

16. Information security in the sphere of State and social security is characterised by a contin-
ued increase in the complexity, scope, and coordination of computer attacks on objects of criti-
cal information infrastructure, enhanced intelligence activities of foreign States against the Rus-
sian Federation, as well as growing risk that information technologies will be used to infringe 
on the sovereignty, territorial integrity, or political and social stability of the Russian Federation.

17. Information security in the economic sphere is characterised by a lack of competitive 
information technologies and the inadequate use of information technologies in the production 
of goods and services. The level of dependence of the domestic industry on foreign information 
technologies, such as electronic components, software, computers and telecommunications 
equipment remains high, which makes the socioeconomic development of the Russian Federa-
tion dependent on the geopolitical interests of foreign countries.

18. Information security in the sphere of science, technology and education is characterised 
by a need for greater effi  ciency in scientifi c research designed to create advanced information 
technologies, the limited use of national technologies and lack of staff  in the information securi-
ty sphere, as well as by the low level of public awareness of personal information security matters. 
At the same time, there is often no comprehensive framework for ensuring safety of information 
infrastructure, including its integrity, availability and stable functioning, using domestic infor-
mation technology and products.

19. Information security in the sphere of strategic stability and equitable strategic partner-
ship is characterised by the desire of individual States to use their technological superiority 
to dominate the information space.

Given the current global distribution of resources required to ensure safe and steady func-
tioning of the Internet, it is not possible to manage them jointly in a fair and trust-based manner.

The absence of international legal norms regulating inter-State relations in the information 
space, as well as mechanisms and procedures for their application that would take into account 
the specifi cs of information technologies makes it diffi  cult to create an international information 
security system designed to achieve strategic stability and equitable strategic partnership.

IV. Strategic Objectives and Key Areas 
of Ensuring Information Security

20. A strategic objective of ensuring information security in the fi eld of national defence is 
to protect the vital interests of the individual, society and the State from both internal and exter-
nal threats related to the use of information technologies for military and political purposes that 
run counter to international law, including for the purposes of taking hostile actions and acts 
of aggression that undermine the sovereignty and territorial integrity of States and pose a threat 
to international peace, security and strategic stability.

21. The military policy of the Russian Federation identifi es the following key areas of ensur-
ing information security in the fi eld of national defence:

a) ensuring strategic deterrence and preventing military confl icts that may be brought 
about by the use of information technologies;
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b) upgrading the information security system of the Armed Forces of the Russian Federa-
tion, other troops, military formations and bodies, including forces and means of infor-
mation confrontation;

c) forecasting, identifying and assessing information threats, including threats to the Armed 
Forces of the Russian Federation in information sphere;

d) promoting the interests of the Russian Federation’s allies in information sphere;
e) countervailing information and psychological actions, including those aimed at un-

dermining the historical foundations and patriotic traditions related to defending 
the homeland.

22. The strategic objectives of eff orts to ensure information security related to the State 
and public security are to protect the sovereignty, maintain political and social stability, and ter-
ritorial integrity of the Russian Federation, uphold fundamental human and civil rights and free-
doms, as well as to protect the critical information infrastructure.

23. The main thrusts of the information security related to State and public security are 
the following:

a) countering the use of information technologies to promote extremist ideology, spread 
xenophobia and ideas of national exceptionalism for the purposes of undermining 
the sovereignty, political and social stability, forcible changing the constitutional order 
and violating the territorial integrity of the Russian Federation;

b) suppressing the activity detrimental to the national security of the Russian Federation, 
carried out by special services and organizations of foreign States as well as by individu-
als using technical means and information technologies;

c) enhancing the protection of the critical information infrastructure and reliability of it’s 
functioning, developing mechanisms of identifi cation and prevention of information se-
curity threats and elimination of their eff ects, as well as enhancing the protection of citi-
zens and territories from the eff ects of emergencies caused by information and technical 
impacts on the objects of critical information infrastructure;

d) enhancing the safe operation of information infrastructure objects, including with 
a view to ensuring stable interaction between government bodies, preventing foreign 
control over these objects, and ensuring the integrity, smooth operation and safety 
of the unifi ed telecommunications network of the Russian Federation, as well as ensur-
ing the security of information transferred through this network and processed within 
information systems in the territory of the Russian Federation;

e) enhancing the secure and safe operation of weapons, military and special equipment 
and automated control systems;

f) enhancing the eff ectiveness of prevention of off ences involving the use of information 
technologies, and countering such off ences;

g) protecting information constituting the State secret, and other restricted access and dis-
semination information, including through improving the security of the relevant infor-
mation technologies;

h) improving the methods and techniques of the manufacturing and safe use of goods 
and provision of services based on domestic information technologies complying with 
information security requirements;

i) improving information support activities to implement the State policy of the Rus-
sian Federation;
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j) neutralizing the information impact intended to erode Russia’s traditional moral 
and spiritual values.

24. The strategic objectives of information security in the fi eld of economy are to minimize 
the impact of negative factors caused by the insuffi  cient development of the Russian sector of in-
formation technologies and electronics, to develop and produce competitive information security 
means, as well as to increase the volume and improve the quality of information security services.

25. The main thrusts of ensuring information security in the fi eld of economy are the following:
a) promoting the innovative development of the information technologies and electronics 

sector and increasing the share of its products in the national gross domestic product 
and exports;

b) eliminating the dependence of domestic industries on foreign information technologies 
and information security means by creating, developing and widely implementing Rus-
sian solutions, as well as producing goods and providing services based on such solu-
tions;

c) mproving the competitiveness of Russian companies engaged in the information tech-
nologies and electronics sector that develop, produce and operate information security 
means and provide information security services, including by creating favourable oper-
ating environment in the territory of the Russian Federation;

d) developing a competitive domestic electronic component base and technologies for 
producing electronic components, meeting the needs of the domestic market in such 
products and promoting them in the global market.

26. A strategic objective of ensuring information security in science, technology and educa-
tion is to support the innovative and accelerated development of the information security sys-
tem, as well as the information technologies and electronics sector.

27. The main thrusts of ensuring information security in science, technology and education 
are the following:

a) making Russian information technologies competitive and developing the country’s in-
formation security scientifi c and technological capability;

b) developing and implementing information technologies inherently resilient to various 
types of impact;

c) conducting research and development with a view to producing prospective information 
technologies and information security means;

d) developing human resources in the fi eld of information security and the use of informa-
tion technologies;

e) protecting citizens from information threats, including by promoting the culture of per-
sonal information security.

28. A strategic objective of information security in the fi eld of strategic stability and equal 
strategic partnership is to create a sustainable system of confl ict-free inter-State relations 
in the information space.

29. The main thrusts of ensuring information security in the fi eld of strategic stability 
and equal strategic partnership are the following:

a) protecting the sovereignty of the Russian Federation in information space through na-
tionally-owned and independent policy to pursue its national interests in information 
sphere;
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b) taking part in establishing an international information security system capable of eff ec-
tively countering the use of information technologies for military and political purposes 
that are contrary to international law, or for terrorist, extremist, criminal or other illegal 
purposes;

c) creating international legal mechanisms taking into account the specifi c nature of infor-
mation technologies and intended to prevent and settle confl icts between States in in-
formation space;

d) promoting in international organizations the position of the Russian Federation advo-
cating equitable and mutually benefi cial cooperation of all interested parties in informa-
tion sphere;

e) developing a national system of the Russian Internet segment management.

V. Institutional Framework of Information Security

30. The information security system is part of the broader national security system 
of the Russian Federation.

Information security is ensured through the combination of legislative, law enforcement, 
judicial, oversight and other activities of government bodies working in cooperation with local 
governments, organizations and citizens.

31. The information security system is functioning on the basis of distribution of compe-
tencies among the legislative, executive and judicial bodies in this sphere, with due regard for 
the competence of federal authorities, the authorities of the constituent entities of the Rus-
sian Federation and local governments determined by security laws of the Russian Federation.

32. The structure of the information security system is determined by the President 
of the Russian Federation.

33. The institutional framework of the information security system is made up of: the Council 
of the Federation of the Federal Assembly of the Russian Federation, the State Duma of the Fed-
eral Assembly of the Russian Federation, the Government of the Russian Federation, the Secu-
rity Council of the Russian Federation, federal executive bodies, the Central Bank of the Rus-
sian Federation, the Military-Industrial Commission of the Russian Federation, inter-agency 
bodies established by the President and Government of the Russian Federation, executive bodies 
of the constituent entities of the Russian Federation, local governments and judicial bodies in-
volved in information security activities in accordance with the laws of the Russian Federation.

The information security system includes the following actors: owners of critical informa-
tion objects and organizations operating such objects; mass media and mass communications; 
monetary, foreign currency, banking and other fi nancial institutions; telecommunication opera-
tors; information system operators; organizations that create and operate information and com-
munications systems; organizations that develop, produce and operate information security 
means; organizations that provide information security services; organizations that provide 
education services in this sphere; public associations and other organizations and individuals 
involved in information security under the laws of the Russian Federation.

34. Information security activities of government bodies is based on the following principles:
a) the legality of public relations in information sphere and the legal equality of all par-

ticipants of such relations arising from the constitutional right of citizens freely to seek, 
receive, transmit, produce and disseminate information in any legal manner;
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b) constructive interaction between government bodies, organizations and citizens in deal-
ing with information security tasks;

c) maintaining a balance between citizens’ demand for the free exchange of information 
and restrictions related to national security, including in information sphere;

d) the adequacy of information security forces and means determined, inter alia, through 
constant monitoring of information threats;

e) compliance with the universally recognized principles and norms of international law, 
international treaties to which the Russian Federation is a party and laws of the Rus-
sian Federation.

35. The government bodies pursue the following objectives in the sphere of information 
security:

a) protecting the rights and legitimate interests of citizens and organizations in informa-
tion sphere;

b) assessing the information security state, forecasting and identifying information threats, 
determining priority areas for their prevention and remedying their eff ects;

c) planning, implementing and assessing the eff ectiveness of information security mea-
sures;

d) organizing the activities and coordinating the interaction of information security forces 
and improving their legal, organizational, operative investigation, intelligence, counter-
intelligence, scientifi c and technical, information and analytical, staffi  ng and economic 
support;

e) developing and implementing measures of State support to organizations that develop, 
produce and operate information security means, organizations that provide informa-
tion security services, and organizations that provide education services in this sphere.

36. In their activities to develop and improve the information security system, the govern-
ment bodies pursue the following objectives:

a) strengthening the vertical management system and centralizing information security 
forces at the federal, inter-regional, regional and municipal levels, as well as at the level 
of informatization objects, and operators of information systems and communication 
networks;

b) improving the forms and methods of interaction between information security forces 
to enhance their preparedness to countering information threats, including through 
regular drills (exercises);

c) improving information, analytical and scientifi c and technical aspects of the operation 
of the information security system;

d) enhancing the effi  ciency of interaction between government agencies, local govern-
ments, organizations and citizens to perform information security tasks.

37. The Doctrine shall be implemented in accordance with sectoral strategic planning doc-
uments of the Russian Federation. To keep these documents updated, the Security Council 
of the Russian Federation shall compile a list of medium-term priority areas of information 
security taking into account the provisions of the strategic outlook for the Russian Federation.

38. The fi ndings of monitoring the implementation of this Doctrine shall be included 
in the annual report on national security and measures to enhance it presented by the Secretary 
of the Security Council of the Russian Federation to the President of the Russian Federation.
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Concept Convention on International 
Information Security
September 22, 2011

Preamble

The States Parties to the Convention,
noting the considerable progress in the development of information and communication 

technologies and means that make up the information space,
expressing their concerns about threats connected with the possible uses of these technol-

ogies and means for purposes not compatible with measures to ensure international security 
and stability, both in the military and the civilian spheres,

understanding the importance of international information securiy as one of the key ele-
ments in the system of internationl security,

confi dent that the further growth of trust and the development of cooperation between 
the States Parties on issues of international information security are essential and benefi cial 
to all parties,

taking into consideration the important role that information security plays in ensuring basic 
human rights and freedoms,

taking into account the 8 December 2010 resolution A/RES/65/41 of the General Assem-
bly of the United Nations “Developments in the fi eld of information and telecommunications 
in the context of international security”,

striving to limit threats to international information security, ensure the information security 
of States Parties, and create an information space characterized by peace, cooperation, and har-
mony,

desiring to create a legal and organizational basis for cooperation between the States Parties 
in the sphere of international information security,

referring to the 20 November 2000 resolution A/RES/55/29 of the General Assembly 
of the United Nations “Role of science and technology in the context of international security 
and disarmament”, in which, in part, it is stated that achievements in science and technology 
can be put to both civilian and military use, and that it is necessary to support and stimulate 
the development of science and technology for use in civilian activities,

acknowledging the necessity of preventing possible uses of information and communica-
tion technology for purposes not compatible with ensuring international stability and security, 
and capable of having a negative eff ect on the integrity of governmental infrastructures, causing 
damage to their security,

stressing the necessity of increasing the coordination and strengthening the cooperation 
between States in the struggle against the criminal use of information technology and noting 
the role the United Nations and other international and regional organizations can play in that 
context,

stressing the importance of the secure, uninterrupted, and stable functioning of the Internet 
and the necessity of protecting the Internet and other information and communication networks 
from possible harmful actions vulnerability to threats,
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affi  rming the necessity for a common understanding of Internet security issues and further 
cooperation on the national and international level,

affi  rming again that political authority in connection with governmental policy issues re-
lated to the Internet is a sovereign right of States, and that the governments of States have rights 
and responsibilities as regards governmental policy issues related to the Internet on an interna-
tional level,

acknowledging that trust and security when using information and communication tech-
nologies is a fundamental basis of the information society, and that it is necessary to stimulate, 
form, develop, and actively integrate a stable global culture of cybersecurity, as is noted in the 21 
December 2009 resolution A/RES/64/211 of the General Assembly of the United Nations 
“Creation of a global culture of cybersecurity and taking stock of national eff orts to protect criti-
cal information infrastructures”,

noting the necessity of activating eff orts to overcome the “digital divide” by increasing 
the ease of supply of information and communication technology to developing countries, 
and increasing their potential in relation to cutting-edge practices and professional training 
in the sphere of cybersecurity, as is noted in the 21 December 2009 resolution A/RES/64/211 
of the General Assembly of the United Nations “Creation of a global culture of cybersecurity 
and taking stock of national eff orts to protect critical information infrastructures”,

convinced of the necessity of prioritizing the creation of a common policy aimed at protect-
ing society against illegal actions in the information space, which will include passing corre-
sponding legislation and strengthening international cooperation,

recognizing the serious changes caused by the spread of digital technology, unifi cation, 
and continuing globalization of computer networks,

concerned about the threat that computer networks may also be used to commit crimes, 
and that the proof of such crimes may be kept in these networks and passed on within them,

acknowledging the necessity of cooperation between governments and private business 
in the fi ght against illegal activity in the information space and the necessity of protecting the le-
gal interests of parties involved in the use and development of information and communication 
technology,

believing that fi ghting illegal activity in the information space eff ectively requires interna-
tional cooperation that is broader, more dynamic, and more effi  cient,

convinced that this Convention is necessary in the fi ght against breeches of the confi dential-
ity, integrity, and accessibility of computer systems and networks and computer information, 
as well as the misuse of such systems, networks, and information by ensuring the punishment 
of such actions, detailed in this Convention, and in the granting of suffi  cient authority to ef-
fectively fi ght such off enses through the tracking, exposure, and investigation of such off enses 
on an internal and international level, and through the development of agreements on effi  cient 
and reliable international cooperation,

keeping in mind the necessity of ensuring the appropriate balance between maintaining law 
and order and protecting fundamental human rights, as foreseen in the 1966 International Cove-
nant on Civil and Political Rights, as well as other international human rights agreements, which 
assert the right of each individual to freely hold his or her own ideas, and to freely express these 
ideas and opinions, including the freedom to seek, receive, and distribute any kind of informa-
tion or idea, regardless of national borders,

keeping in mind also the right to a private life and the protection of personal data,
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taking into account the 1989 United Nations Convention on the Rights of the Child, and 
the Convention concerning the prohibition and immediate action for the elimination of the worst 
forms of child labour, passed by the General Conference of the International Labour Organiza-
tion in 1999,

welcoming recent events enabling the further growth of international understanding and col-
laboration in the struggle against illegal activity in the information space, including measures 
undertaken by the United Nations, the Shanghai Cooperation Organization, the European 
Union, the Asia-Pacifi c Economic Cooperation organization, the Organization of American 
States, the Association of Southeast Asian Nations, the Organisation for Economic Co-opera-
tion and Development, the Group of Eight (G8), and other international organizations and fo-
rums, have agreed to the following:

Chapter 1. Main clauses

Article 1. Subject and Aim of the Convention
The subject that this Convention seeks to regulate is the activity of governments to ensure 

international information security.
The aim of this Convention is to act against the use of information and communication 

technology to violate international peace and security, as well as to set up measures ensuring that 
the activity of governments in the information space will:

1) further general social and economic development;
2) be carried out in such a way as to be compatible with eff orts to support international peace 

and security;
3) correspond to generally accepted principles and norms of international law, including 

principles of peacefully regulating confl icts and disagreements, abstaining from the use of force, 
not interfering in internal issues, and respecting fundamental human rights and freedoms;

4) be compatible with the right of each individual to seek, receive, and distribute informa-
tion and ideas, as is affi  rmed in UN documents, while keeping in mind that this right may be 
restricted through legislation to protect the national and social security of each State, as well as 
to prevent the wrongful use of and unsanctioned interference in information resources;

5) guarantee the free exchange of technology and information, while maintaining respect for 
the sovereignty of States and their existing political, historical, and cultural specifi cities.

Article 2. Terms and definitions
The following terms and defi nitions are used for this Convention:
“access to information” — the possibility of receiving and using information;
“information security” — a state in which personal interests, society, and the government 

are protected against the threat of destructive actions and other negative actions in the infor-
mation space;

“information warfare” — confl ict between two or more States in the information space with 
the goal of infl icting damage to information systems, processes, and resources, as well as to criti-
cally important structures and other structures; undermining political, economic, and social 
systems; carrying out mass psychological campaigns against the population of a State in order 
to destabilize society and the government; as well as forcing a State to make decisions in the in-
terests of their opponents;
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“information infrastructure” — the total complex of technical means and systems of the for-
mation, conversion, transfer, use, and storage of information;

“information system” — the total amount of information stored in a database and the tech-
nology used to support the processing of that information;

“information weapon” - information technology, means, and methods intended for use 
in information warfare;

“information space” — the sphere of activity connected with the formation, creation, con-
version, transfer, use, and storage of information and which has an eff ect on individual and so-
cial consciousness, the information infrastructure, and information itself;

“information and communication technologies” — the total amount of methods, production 
processes, and programming and technical elements, integrated with the goal of forming, con-
verting, transferring, using, and storing information;

“information resources” — an information infrastructure, as well as the information itself 
and the fl ow of that information;

“confi dentiality of information” — the mandatory requirement that a party granted access 
to certain information will not transfer this information to a third party without the agreement 
of the owner;

“critically important part of the information infrastructure” — a part (element) of an infor-
mation infrastructure, actions against which could have consequences directly connected to na-
tional security, including the security of individuals, society, and the government;

“international information security” — a state of international relations that excludes the pos-
sibility of breaks in global stability or the creation of threats to the security of governments and 
the global community in the information space;

“the misuses of information resources” — the use of information resources without the nec-
essary rights, or which involves a violation of existing regulations, national legislation, or inter-
national legal norms;

“unsanctioned interference in information resources” — illegal action aff ecting the processes 
of forming, processing, converting, transferring, using, and storing information;

“information system operator” — an individual citizen or corporation whose runs an infor-
mation system, including the processing of information contained in its database;

“illegal activity in the information space” — the use of information resources and/or activity 
aff ecting them in the information space for illegal purposes;

“presentation of information” - actions aimed at the receipt of information by a certain 
group, or the transfer of information to a certain group;

“dissemination of information” - actions aimed at the receipt of information by an indefi nite 
group, or the transfer of information to an indefi nite group;

“terrorism in the information space” — the use of information resources and/or activity af-
fecting them in the information space for the purposes of terrorism;

“threat to the information space (threat to information security)” — factors that pose a dan-
ger to individuals, society, and the state, and their interests, in the information space.

Article 3. Exceptions to the application of this Convention
This Convention will not apply in those cases when the actions in question are taken within 

the information infrastructure of one State, citizen, or corporation under the jurisdiction of that 
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State, and the eff ects of those actions are only felt by citizens and corporations under the juris-
diction of that State, and no other State has grounds to assert its jurisdiction.

Article 4. The main threats to international peace and security 
in the information space

The following are seen as the main threats in the information space that could damage in-
ternational peace and stability:

1) the use of information technology and means of storing and transferring information 
to engage in hostile activity and acts of aggression;

2) purposefully destructive behavior in the information space aimed against critically im-
portant structures of the government of another State;

3) the illegal use of the information resources of another government without the permis-
sion of that government, in the information space where those resources are located;

4) actions in the information space aimed at undermining the political, economic, and so-
cial system of another government, and psychological campaigns carried out against the popula-
tion of a State with the intent of destabilizing society;

5) the use of the international information space by governmental and non-governmental 
structures, organizations, groups, and individuals for terrorist, extremist, or other criminal pur-
poses;

6) the dissemination of information across national borders, in a manner counter to the prin-
ciples and norms of international law, as well as the national legislation of the government in-
volved;

7) the use of an information infrastructure to disseminate information intended to infl ame 
national, ethnic, or religious confl ict, racist and xenophobic written materials, images or any 
other type of presenting ideas or theories that promote, enable, or incite hatred, discrimination, 
or violence against any individual or group, if the supporting reasons are based on race, skin 
color, national or ethnic origin, or religion;

8) the manipulation of the fl ow of information in the information space of other govern-
ments, disinformation or the concealment of information with the goal of adversely aff ecting 
the psychological or spiritual state of society, or eroding traditional cultural, moral, ethical, 
and aesthetic values;

9) the use, carried out in the information space, of information and communication tech-
nology and means to the detriment of fundamental human rights and freedoms;

10) the denial of access to new information and communication technologies, the creation 
of a state of technological dependence in the sphere of informatization, to the detriment of an-
other State;

11) information expansion, gaining control over the national information resources of an-
other State.

Additional factors increasing the danger of the aforementioned threats are:
1) diffi  culty in identifying the source of hostile actions, especially taking into account 

the growing activity of individuals, groups, and organizations, including criminal organizations, 
which provide intermediary services, carrying out activities in the name of others;

2) the potential danger of the inclusion of undeclared destructive capabilities in information 
and communication technology;
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3) the diff erence in the levels of information and communication technologies in use, and 
in their security, in diff erent States (“digital inequality”);

4) the diff erence in national legislation and practices as regards the formation of a secure 
and quickly restorable information infrastructure.

Article 5. Main Principles of Ensuring International Information Security
The information space belongs to humankind as a whole. Its security is instrumental in en-

suring the sustainable development of global civilization.
To create and foster an atmosphere of trust in the information space, the States Parties must 

observe the following principles:
1) the activities of each State Party in the information space must promote social and eco-

nomic development and must be consistent with the goals of maintaining world peace and se-
curity, and conform to the universally recognized principles and norms of international law, 
including the principles of peaceful reconciliation of strife and confl ict, of the non-use of force 
in international relations, of non-interference into the internal aff airs of other States, and of re-
spect for the sovereignty of States and the major human rights and freedoms;

2) as they shape the system of international information security, the States Parties shall be 
guided by the principle of indivisibility of security, which means that the security of each State 
is inextricably connected with the security of all other States and the international community 
as a whole and shall not strengthen their security at the expense of the security of other States;

3) each State Party must strive to overcome the disparity in the level of equipment of nation-
al information systems with modern information and communication technologies, to bridge 
the “digital divide” with the purpose of lowering the general threat level in the information space;

4) all States Parties in the information space enjoy sovereign equality, have equal rights 
and obligations and are possess equal rights as stakeholders in the information space irrespective 
of their economic, social, political and other diff erences;

5) each State Party has the right to make sovereign norms and govern its information space 
according to its national laws. Its sovereignty and laws apply to the information infrastructure 
located in the territory of the State Party or otherwise falling under its jurisdiction. The States 
Parties must strive to harmonize national legislation, the diff erences whereof must not create 
barriers on the road to a reliable and secure information space;

6) each State Party must observe the principle of responsibility for its own information 
space, including responsibility for its security and the nature of information it holds;

7) each State Party has the right to develop its information space without external interfer-
ence and each other State must respect that right in accordance with the principle of equal rights 
and self-determination of peoples stipulated in the Charter of the United Nations;

8) each State Party, with consideration for the lawful interests in security of other States, 
may freely and independently determine its interests in the support of information security, 
on the basis of sovereign equality, as well as freely choose the methods by which it will ensure its 
own information security in accordance with international law;

9) the States Parties acknowledge that aggressive “information warfare” is a crime against 
international peace and security;

10) the information space of States Parties should not be the object of acquisition for other 
States as a result of threats of force or the use of force;
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11) each State Party has the inalienable right to self-defense against aggressive actions against 
it in the information space, if the source of aggression can be reliably located and the retaliatory 
measures are appropriate;

12) each State Party will determine its military potential in the information space on the ba-
sis of national procedures, with consideration for the lawful interests in security of other States, 
as well as the necessity of working to strengthen international peace and security. No State Party 
will make an attempt to achieve dominance in the information space over other States;

13) a State Party may locate its forces and means of ensuring information security on the ter-
ritory of another State in accordance with an agreement, developed by both parties on a volun-
tary basis through negotiations, and in accordance with international law;

14) each State Party will take the measures necessary to ensure that the activity of inter-
national information systems for the management of the fl ow of transport and fi nance, means 
of communication, means of international information exchange, including the exchange 
of information for scientifi c and educational purposes, continues without interference, based 
on the understanding that such interference could negatively aff ect the information space as 
a whole;

15) States Parties should support and stimulate scientifi c and technical developments con-
nected with the exploration of the information space, as well as educational activity, aimed at 
forming a global culture of cybersecurity;

16) each State Party will, within the limits of its means, ensure that fundamental human 
rights and freedoms, and the rights and freedoms of citizens, and intellectual property laws, in-
cluding patents, technologies, commercial secrets, brands, and copyrights, are adhered to in its 
information space;

17) each State Party guarantees freedom of speech and expression in its information space, 
as well as protection against illegal interference into the private lives of citizens;

18) each State Party aims to maintain a balance between fundamental human rights and 
the eff ective counteraction of terrorist use of the information space;

19) States Parties do not have the right to limit or interrupt the access of citizens to the in-
formation space, except when acting to protect national and social security, or when preventing 
the illegal use of an unsanctioned interference into their national information infrastructure;

20) States Parties stimulate the partnership between business and civil society in the infor-
mation space;

21) States Parties acknowledge their responsibility to ensure that citizens, public and state 
bodies, other States, and the global community are informed about new threats to the informa-
tion space and about known methods of increasing the level of their security.

Chapter 2. Main Measures for Averting and Resolving Military 
Conflict in the Information Space

Article 6. Main Measures for Averting Military Conflict in the Information 
space

Guided by the principles laid out in Article 5, the States Parties shall take steps to antici-
pate and expose potential confl icts in the information space and take joint action to avert them 
and resolve crises and disputes peacefully.
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To this end, the States Parties shall:
1) cooperate to ensure international information security to maintain world peace and secu-

rity and to contribute to global economic stability and progress, general welfare of the peoples 
of the world and discrimination-free international cooperation;

2) take all necessary steps to prevent any destructive information action originating from 
their own territory or using the information infrastructure under their jurisdiction, as well as 
cooperate to locate the source of computer attacks carried out with the use of their territory, 
to repel these attacks and to eliminate their consequences;

3) refrain from developing and adopting plans or doctrines capable of increasing threats 
in the information space, straining relations between States or provoking “information wars”;

4) refrain from any actions aimed at a complete or partial breach of the integrity of the in-
formation space of another State;

5) refrain from using information and communication technology to interfere with the in-
ternal aff airs of another State;

6) refrain, in international relations, from threatening to use or using force against the in-
formation space of any other State with the purpose of breaching it or as a means of resolving 
confl ict;

7) refrain from organizing or encouraging the organization of any irregular forces with 
the purpose of carrying out unlawful activities in the information space of another State;

8) refrain from slander as well as from using insulting or hostile propaganda to intervene into 
or interfere in the internal aff airs of other States;

9) have the right and duty to take action against the proliferation of untruthful or distorted 
messages which could be considered as a means of interfering in the internal aff airs of other 
States or as damaging world peace and security;

10) take action aimed at limiting the proliferation of “information weapons” and the tech-
nology for their creation.

Article 7. Measures for Resolving Military Conflict in the Information Space
1) the States Parties shall resolve confl icts in the information space primarily by means 

of negotiation, investigation, mediation, reconciliation, arbitration, court trial, appeal to re-
gional bodies or agreements, or by other peaceful means of their choice so as not to endanger 
world peace and security.

2) in any international confl ict, the right of the States Parties that are involved in the confl ict 
to choose the means of “information warfare” is limited by applicable norms of international 
humanitarian law.

Chapter 3. Main Measures for Preventing the Use 
of the Information Space for Terrorist Purposes

Article 8. The Use of the Information space for Terrorist Purposes
The States Parties acknowledge the possibility of the information space being used for car-

rying out terrorist activities.
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Article 9. Main Measures for Preventing the Use of the Information space 
for Terrorist Purposes

To prevent the use of the information space for terrorist purposes, the States Parties shall:
1) take action to prevent the use of the information space for terrorist purposes and ac-

knowledge the necessity of decisive joint eff orts to this end;
2) strive to work out uniform approaches to disabling Internet resources of a terrorist nature;
3) acknowledge the need for establishing and expanding the exchange of information 

on possible computer attacks, on the signs, facts, methods, and means of using the Internet for 
terrorist purposes, and on the goals and activities of terrorist organizations in the information 
space, as well as the need for the exchange of experience and best practices on monitoring Inter-
net resources, fi nding and monitoring the content of websites of a terrorist nature, carrying out 
criminal investigations by computer experts in this sphere, and legal regulation and the organi-
zation of activities for preventing the use of the information space for terrorist purposes;

4) take such steps of legislative or other nature as may be necessary to allow law enforcement 
authorities to carry out investigative and other relevant activities aimed at preventing and sup-
pressing terrorist activities in the information space and at the elimination of the consequences 
thereof, as well as at punishing persons and organizations guilty of conducting them;

5) take necessary steps of legislative or other nature which will guarantee lawful access to spe-
cifi c parts of the information and communication infrastructure in the territory of the State Party, 
which are legally implicated in being employed for the perpetration of terrorist activities in the in-
formation space or involved in such activities elsewhere, for the perpetration of activities conducive 
to terrorist acts, or for the activities of terrorist organizations or groups, or individual terrorists.

Chapter 4. Main Measures for Counteracting Illegal Activity 
in the Information Space

Article 10. Main Measures for Counteracting Illegal Activity 
in the Information space

To counteract illegal activity in the information space, the States Parties shall:
1) strive to criminalize the use of information resources and/or the manipulation of them 

in the information space for unlawful purposes, which include the unauthorized dissemination 
of information, breaches of confi dentiality, and damaging the integrity or accessibility of infor-
mation, and also take legislative or other steps to stipulate the responsibility and hold responsible 
persons for perpetrating, attempting, being accomplices in or instigating criminalized and so-
cially dangerous actions in the information space;

2) take legislative or other steps to ensure that off enders in the information space receive ef-
fective, proportional, and convincing punishment.

Article 11. Measures on Organizing Criminal Procedures
To organize criminal procedures, the States Parties shall:
1) take legislative or other steps to stipulate powers and procedures for the purposes of con-

ducting individual criminal investigations or court trials in cases of the perpetration of criminal-
ized and socially dangerous actions in the information space;
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2) ensure the stipulation, execution, and application of powers and procedures for the pur-
poses of conducting individual criminal investigations or court trials in cases of the perpetra-
tion of criminalized and socially dangerous actions in the information space in compliance with 
the provisions and guarantees provided for by the legislation of the State and ensuring the ap-
propriate level of the protection of human rights and freedoms, as well as with the principle 
of proportionality.

3) take legislative or other steps enabling the law enforcement authorities of the State 
to take swift action for the protection of certain data, including data on information fl ows stored 
in the information and communication infrastructure, when there are reasons to believe that 
these data are especially vulnerable to loss or manipulation;

4) take legislative or other steps to guarantee timely access of the law enforcement authorities 
of the State or a person appointed by these authorities to suffi  cient amounts of data on information 
fl ows as to identify service providers and the route of a specifi c message in its information space;

5) take legislative or other steps which may be necessary to empower the law enforcement 
authorities of the State to search or gain similar access to information and communication sys-
tems and their parts and the data stored therein, as well as to storage media which may contain 
the data in question, in its territory, and to other data and information and communication sys-
tems of their information space which are reasonably implicated in storing the data in question;

6) take legislative or other steps which may be necessary to empower the law enforcement 
authorities of the State to demand from a person present in its territory and possessing infor-
mation on the functioning of the relevant information and communication system, its means 
of protection and the data stored therein, the release of this information, which would allow 
these authorities to take action, within the scope of their authority, for the purpose of carrying 
out individual criminal investigations or court trials in cases of the perpetration of criminalized 
and socially dangerous actions in the information space;

7) take legislative or other steps which may be necessary to empower the law enforcement 
authorities of the State to collect or record information by means of technology in its territory as 
well as to demand similar action from service providers carried out continuously and in coopera-
tion with the law enforcement authorities of the States;

8) take legislative or other steps to establish its jurisdiction over any criminalized and socially 
dangerous action in the information space perpetrated in the territory of the State, on board 
a vessel fl ying the fl ag of that State, and on board a plane or any other aircraft registered under 
the laws of that State.

If jurisdiction over an alleged off ence is claimed by more than one State Party, the interested 
parties hold consultations to decide on the most suitable jurisdiction for prosecution.

Chapter 5. International Cooperation in the Sphere 
of International Information Security

Article 12. Cooperation between the States Parties
1) the States Parties shall cooperate with each other according to the provisions of this Con-

vention and through other international agreements.
2) the States Parties shall, on the basis of voluntariness and reciprocity, exchange best prac-

tices on the prevention, legal investigation, and the liquidation of consequences of crimes, in-
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cluding those related to terrorism, involving the information space. The State Party has the right 
to request that the information it provides be kept confi dential. The State Party that receives 
such information has the right to refer to it when discussing issues of mutual assistance with 
the State that provided it.

Article 13. Confidence-Building Measures in the Sphere of the Military Use 
of the Information space

Each State Party must strive to promote confi dence-building measures in the sphere 
of the military use of the information space, which include:

1) the exchange of national security concepts in the information space;
2) timely exchange of information on crises and threats in the information space and 

on the steps taken to deal with them;
3) consultations on activities in the information space which may raise concerns of States 

Parties and cooperation on resolving confl icts of military nature.

Article 14. Consultative Assistance
The States Parties shall cooperate with and consult each other on any issues related 

to the goals or the implementation of the provisions of this Convention.

Closing Provisions

Article 15. Signing of the Convention
This Convention shall be open for signature by all States.

Article 16. Ratification of the Convention
This Convention is subject to ratifi cation. Instruments of ratifi cation shall be deposited with 

the Secretary-General of the United Nations.

Article 17. Accession to the Convention
This Convention shall remain open for accession by any State. The instruments of accession 

shall deposited with the Secretary-General of the United Nations.

Article 18. Entering into Force
1) This Convention shall enter into force on the thirtieth day following the date of deposit 

of the twentieth instrument of ratifi cation or accession with the Secretary-General of the United 
Nations.

2) For each State ratifying or acceding to this Convention after the deposit of the twentieth 
instrument of ratifi cation or accession, this Convention shall enter into force on the thirtieth day 
after the deposit of the instrument of ratifi cation or accession by such State.

Article 19. Amending the Convention
1) Any State Party may propose an amendment and present it to the Secretary-Gen-

eral of the United Nations. The Secretary-General then forwards the proposed amendment 
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to the States Parties requesting them to specify whether they are in favor of holding a conference 
of States Parties to consider and vote on the proposals. If, within four months of the date of this 
communication, at least one-third of the States Parties speak in favor of such a conference, 
the Secretary-General holds this conference under the auspices of the United Nations. Any 
amendment passed by the majority of the States Parties represented at the conference and taking 
part in the vote shall be submitted for approval by the General Assembly.

2) An amendment passed in accordance with paragraph 1 of this article shall enter into force 
after it is approved by the General Assembly of the United Nations and passed by a two-thirds 
majority of the States Parties.

3) When the amendment enters into force, it becomes binding for the States Parties that 
passed it, while the other States Parties remain bound by the provisions of this Convention 
and any previous amendments passed by these States.

Article 20. Reservations to the Convention
1) The Secretary-General of the United Nations receives and forwards to all parties the texts 

of reservations made by the States at the time of their ratifi cation or accession.
2) A reservation that is incompatible with the goals and objectives of the Convention is not 

permitted.
3) Reservations may be withdrawn at any time by notifi cation to the Secretary-General 

of the United Nations, who then notifi es the other States. This notifi cation enters into force 
on the date on which it is received by the Secretary-General of the United Nations.

Article 21. Denunciation of the Convention
Any State Party may denounce this Convention by written notifi cation to the Secretary-

General of the United Nations. The denunciation shall take eff ect one year following the date 
on which the notifi cation is received by the Secretary-General.

Article 22. Depositary of the Convention
The Secretary-General of the United Nations shall be appointed as the depositary of this 

Convention.

Article 23. The original of this Convention, of which the Arabic, Chinese, 
English, French, Russian and Spanish texts are equally authentic, shall 
be deposited with the Secretary-General of the United Nations.

In witness whereof, the undersigned, being duly authorized thereto by their respective Gov-
ernments, have signed this Convention.
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Concept of the Draft UN Convention
(Concept of Secure Functioning 
and Development of the Internet)
July 27, 2017

General provisions

Development of the Internet is of great importance for the humanity.
Development of technologies, services and businesses in the Internet creates new challenges 

for individuals, societies and States.
Internet has enabled the progress in the development of scientifi c knowledge, education, 

medicine, economy and other areas.
Proper functioning of the Internet became of signifi cant importance for any State, its popu-

lation and economy.
Currently we lack an open and transparent system of Internet governance.
We distinguish issues related to day-to-day technical and operational activity and issues re-

lated to governments’ activity and their roles in carrying out their commitments in international 
public policy issues, pertaining to the Internet, according to Resolution 2011/16 of 26 July 2011 
of the United Nations Economic and Social Council (ECOSOC).

We underline the importance of security, continuity and stability of the Internet and 
the need to protect the Internet from possible threats and vulnerabilities.

We affi  rm the need for a common understanding of the issues of Internet security, and for 
further cooperation at the national and international levels.

According to the UNGA Resolutions A/RES/70/237 of 23 December 2015 “Develop-
ments in the fi eld of information and telecommunications in the context of international se-
curity” and A/RES/70/125 of 16 December 2015 “Outcome document of the high-level meet-
ing of the General Assembly on the overall review of the implementation of the outcomes 
of the World Summit on the Information Society” we encourage UN Member States to promote 
multilateral consideration of existing and potential threats in the fi eld of information security.

We note the need to ensure a proper balance between law enforcement and respect for fun-
damental human rights as provided in the 1966 International Covenant on Civil and Political 
Rights as well as in other international human right treaties, which recognize the right of every-
one for freedom to hold opinions without interference and the right to freedom of expression 
including freedom to seek, receive and impart all kinds of information and ideas, regardless 
of frontiers.

We reaffi  rm the need to respect, protect and ensure fundamental human rights and to recog-
nize their importance for economic and social development, ensuring equal respect for and en-
forcement of all human rights, in particular the right to freedom of expression, the right to pri-
vacy, the right to receive information, anonymity, personal data protection online and offl  ine, 
and other relevant human rights and freedoms.

We recognize the need to mobilize eff orts of the international community to prevent using 
the Internet for purposes contrary to the UN Charter.
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We recognize the need for new international arrangements to harmonize interaction and 
the role of States, global ICT companies, enterprises, responsible for the development of stan-
dards, technologies and communications networks.

We emphasize that no single State or a group of States shall have the right to cause interfer-
ence to the Internet functioning, establish Internet norms and rules at its sole discretion, use 
mass surveillance, try to manipulate foreign public opinion or destabilize situation in sovereign 
States.

We affi  rm the importance of the Tunis Agenda for the Information Society (paragraphs 35-
38, 51, 52, 69) that identifi ed the role of all stakeholders in the Internet governance process and, 
inter alia, recognized that policy authority for Internet-related public policy issues is the sover-
eign right of States.

Purposes of Concept

Facilitate further development and improve security of the Internet, guarantee rights 
and freedoms of users.

Establish equitable international cooperation in the Internet governance.
Facilitate adoption and strengthening of measures towards a more eff ective and effi  cient 

Internet governance through improvement of national measures and international cooperation.

General principles of Internet governance

Internet governance is an open democratic process based on commonly recognized prin-
ciples and norms of international law, oriented to people’s needs, protection of their rights 
and freedoms, including personal data protection.

Internet governance shall not be subject to any unilateral political restrictions or commercial 
interests.

Internet governance is aimed at:
 — harmonization of national and international norms and standards, coordinated inter-

action at all levels of governance taking into account the right of each State to govern 
national Internet segment;

 — equal distribution of powers of one State to control the Internet governance systems 
between all States and, if necessary, other international entities;

 — establishment of international legal and organizational frameworks for Internet gover-
nance;

 — ensuring security, continuity, stability and robustness of Internet.

Principles of State behavior in the Internet governance

States have equal rights and responsibilities for international Internet-related public policy 
issues.

Access to Internet shall not be used by States as a tool to infl uence other States.
States shall refrain from actions to limit operation of and/or access to the Internet on the ter-

ritory of other States.
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States shall recognize the principles of equitability in the Internet governance as well as 
the sovereign rights of States to regulate national Internet segments.

States shall ensure safety, integrity, continuity, stability, robustness and security of national 
Internet segments, including functioning of critical infrastructure components of national In-
ternet segments.

States shall respect, protect and ensure fundamental human rights and recognize their im-
portance for social and economic development, ensuring equal respect and implementation 
of all human rights, particularly the right to freedom of expression, the right to privacy, the right 
to receive information, anonymity, protection of personal data both online and offl  ine.

States shall govern the Internet on basis of sovereign equality, recognition of network sov-
ereignty, sustainable development, protection from cross-border infl uence, ensuring security 
and reinforcing measures for secure functioning of the Internet.

States retain their national sovereignty over the information sphere of the Internet, guar-
antee protection of citizens within their jurisdictions , ensure governance, strategic robustness 
and protection of national Internet segments.

States, with balanced participation of stakeholders at the national level, have the right to in-
dependently allocate, assign and withdraw numbering and naming resources, maintain Internet 
addressing and identifi cation, support the operation, monitor and develop the national Internet 
segment.

States follow principles of cooperation and mutual assistance, contribute to the develop-
ment and application of international standards in order to create such an environment where 
users can use relevant services anywhere in the world, regardless of the applicable technology.

States shall designate national organizations responsible for national Internet segment gov-
ernance in accordance with national laws. States encourage the establishment of critical Internet 
infrastructure components on their territories.

States ensure stable functioning of the Internet and stable access of users to its services.
States encourage international cooperation for better Internet governance at the interna-

tional level, on basis of equitable participation of global community with balanced participation 
of stakeholders.

Principles of international cooperation in Internet governance

Development, adoption and monitoring over implementation of rules for ensuring stable 
functioning of Critical Internet Infrastructure shall be performed by Authorized International 
Organizations.

Internet governance based on equitable participation of global community implies separa-
tion of governance process into several functions as described below, and these functions should 
be performed by distinct organizations:

 — constitutive functions, such as development and adoption of policies, rules, procedures, 
standards and other norms that regulate relations arising during Internet governance 
process;

 — enforcement functions not related to the day-to-day governance of critical infrastruc-
ture

 — these include decision-making functions to create and allocate critical resources be-
tween diff erent parties, as well as dispute resolution;
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 — enforcement functions related to the day-to-day governance of critical infrastructure — 
these include implementation of adopted decisions on the allotment/allocation of criti-
cal resources, as well as management of critical resources and monitoring the operation 
of critical infrastructure;

 — functions to operate Critical Internet Infrastructure.
Constitutive and enforcement functions related to Internet governance are performed by 

organizations with international status which guarantees their independence from jurisdiction 
of any State.

Organizations empowered to manage Critical Internet Infrastructure perform their work 
based on contracts with Authorized International Organization, and such contracts are regularly 
reviewed.

Each function has two levels of governance, i.e. international and national, and Internet 
governance process is based on coordinated interaction of these governance levels, taking into 
account the right of sovereign State to regulate infrastructure at the national level.

Authorized International Organizations that govern the Internet perform allocation and, if 
the consent of concerned States is obtained, re allocation of numbering, identifi cation, address-
ing and naming (domain names) resources in an open and mutually agreed manner for their 
further management within national Internet segments of States.

Authorized international organizations ensure stable functioning of the Internet and access 
of users to Internet services, while States shall implement decisions of the relevant Authorized 
International Organizations.

Authorized International Organizations develop, implement and monitor the application 
of rules and standards aimed to ensure decentralization of Critical Internet Infrastructure gov-
ernance, security and stable functioning of critical infrastructure of national Internet segments 
and of the Internet as a whole.

Principles of collaboration and assistance
States should strengthen collaboration to ensure integrity, reliable functioning and security 

of national Internet segments, to establish direct relations for Internet traffi  c transit and to de-
velop Internet basic infrastructure.

States pursue policies aimed at meeting public requirements with respect to Internet ac-
cess and use, and assist in promoting the operation and development of the Internet, including 
through international cooperation mechanisms.

States consider providing wide technical assistance to each other based on corresponding 
requests, in particular to developing countries, in connection with their corresponding Internet 
development plans and programs, improving Internet security and ensuring rights and freedoms 
for its users, including material assistance, training and mutual exchange of relevant experiences 
and expertise — these measures aimed to promote international cooperation between States.

States should intensify their eff orts to maximize effi  ciency of practical and training events 
within international and regional organizations and in the frameworks of other relevant bilateral 
and multilateral agreements or arrangements.

States consider opportunities to assist each other, upon request, in the analysis, studies 
and developments of the Internet, improvement of the Internet security and ensuring users’ 
rights and freedoms in order to develop strategies and plans in these areas with participation 
of competent authorities and the public.
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A/C.3/72/12. Draft UN 
Convention on Cooperation 
in Combating Cybercrime
October 11, 2017

Preamble
 I. General provisions
 II. Criminalization and law enforcement
  Section 1. Establishment of liability
  Section 2. Law enforcement
  Section 3. Asset recovery
 III. Measures to prevent and combat offences and other unlawful acts in cyberspace
 IV. International cooperation
  Section 1. General principles of international cooperation and mutual assistance 

Section 2. Technical assistance and training
 V. Mechanisms for implementation
 VI. Final provisions
Annex I
Technical annex

Preamble
The States parties to this Convention,
Concerned about the seriousness of the problems and threats posed by crimes in the sphere 

of information and communications technologies (ICT) to the stability and security of society, 
which undermine democratic institutions and values, ethical values, and justice, and adversely 
aff ect sustainable development and the rule of law,

Concerned also that the criminal misuse of ICT off ers ample opportunities for other forms 
of criminal activities, including money-laundering,

Concerned further about instances of ICT crime involving assets worth signifi cant amounts, 
which can constitute a substantial proportion of States’ resources, and which threaten the politi-
cal stability and sustainable development of those States,

Convinced that ICT crimes constitute a transnational phenomenon that aff ects society and 
the economy of all countries, making international cooperation to prevent and combat such 
crimes essential,

Convinced also that the technological levels of the information and telecommunications 
systems of States parties should be brought up to equivalent levels through the provision of tech-
nical assistance, which plays an important role in enhancing the capacities of States to eff ectively 
prevent crimes and raise the level of information security,

Determined to prevent, detect and suppress more eff ectively international transfers of assets 
illicitly acquired as a result of ICT crimes and to strengthen international cooperation in asset 
recovery,

Bearing in mind that the prevention and eradication of ICT crimes is the responsibility of all 
States and that States must cooperate with one another to ensure the eff ectiveness of their eff orts 
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in this fi eld, with the support and involvement of individuals and groups from outside the public 
sector, such as civil society, as the overall security of the entire information environment de-
pends on the eff orts of each State,

Convinced that cyberspace should be used in strict accordance with generally accepted 
principles and norms of international law, the principles of respect for human rights and free-
doms, and the principles of peaceful settlement of disputes, 

Bearing in mind that each State has sovereignty and exercises jurisdiction over its territory 
with respect to cyberspace in accordance with its domestic law,

Bearing in mind also the principles of fairness, responsibility and equality before the law 
and the need to foster a culture that does not tolerate ICT crimes,

Have agreed as follows:

Chapter I. General provisions

Article 1. Purposes
The purposes of this Convention shall be as follows:
(a) To promote and strengthen measures aimed at eff ectively preventing and combating 

crimes and other unlawful acts in the fi eld of ICT;
(b) To prevent actions directed against the confi dentiality, integrity and availability of ICT, 

and the misuse of ICT, by criminalizing such acts, as described in this Convention, and by 
providing powers suffi  cient for eff ectively combating such off ences and other unlawful 
acts, by facilitating their detection, investigation and prosecution at both the domestic 
and international level and by developing arrangements for international cooperation;

(c) To improve the effi  ciency of international cooperation and to develop such cooperation, 
including in the area of personnel training and the provision of technical assistance for 
preventing and combating ICT crimes.

Article 2 . Scope of application
1. This Convention shall apply, in accordance with its provisions, to the prevention, inves-

tigation and prosecution of the off ences and other unlawful acts established under articles 6 
to 19 of this Convention and to the implementation of measures to detect, deter and eliminate 
the consequences of such acts, including the suspension of transactions relating to assets ob-
tained as a result of the commission of any off ence or other unlawful act established under this 
Convention, and the seizure, confi scation and return of the proceeds of such crimes.

2. For the purpose of implementing this Convention, it shall not be necessary for the off ences 
and other unlawful acts established in it to result in damage, except as otherwise provided herein.

Article 3. Protection of sovereignty
1. The States parties shall carry out their obligations under this Convention in accordance 

with the principles of State sovereignty, the sovereign equality of States and non-intervention 
in the domestic aff airs of other States.

2. This Convention shall not authorize a State party to exercise in the territory of another 
State the jurisdiction and functions that are reserved exclusively for the authorities of that other 
State under its domestic law.
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Article 4. Use of terms
For the purposes of this Convention:
(a) “Seizure of property” means the temporary prohibition of the transfer, conversion, dis-

position or movement of property, or the temporary assumption of custody or control 
of property pursuant to an order of a court or other competent authority;

(b) “Botnet” means two or more ICT devices on which malicious software has been in-
stalled and which are controlled centrally without the knowledge of users;

(c) “Malicious software” means software the purpose of which is the unauthorized modi-
fi cation, destruction, copying, and blocking of information, or neutralization of soft-
ware used to secure information;

(d) “Child pornography” shall have the meaning given to that term in the Optional Proto-
col of 25 May 2000 to the Convention on the Rights of the Child, on the sale of chil-
dren, child prostitution and child pornography;

(e) “Proceeds” means any property derived from or obtained, directly or indirectly, 
through the commission of an off ence or other unlawful act as established under this 
convention and domestic law;

(f) “Information and communications technology” (ICT) means an assemblage of meth-
ods, processes, hardware and software that have been interconnected for the purpose 
of generating, transforming, transmitting, utilizing and storing information;

(g) “Property” means assets of every kind, whether movable or immovable, tangible or 
intangible, and documents or information evidencing title to such assets or any part 
thereof;

(h) “Information” means any data (messages, records), irrespective of the form in which it 
is presented; 

(i) “Confi scation” means the forcible deprivation of property without compensation pur-
suant to an order of a court or other competent authority;

(j) “Critical infrastructure facilities” means facilities, systems and institutions of the State 
which carry out their activities in the interests of the State, national defence or security, 
including individual security;

(k) “Organized criminal group” means a structured group of two or more persons, exist-
ing for a period of time and acting in concert with the aim of committing one or more 
of the off ences established under this Convention;

(l) “Service provider” means (i) any public or private entity that provides to users of its 
services the ability to communicate by means of ICT, and (ii) any other entity 
that processes or stores electronic information on behalf of an entity referred to in (i) 
above or the users of the services provided by such entity; 

(m) “Spam” means electronic messages delivered to parties on an address list (database) 
who have not communicated to the sending party their addresses for message delivery, 
have not given their consent to be sent such messages, and are unable to refuse the de-
livery of such messages from the sending party; 

(n) “Traffi  c data” means any electronic information (excluding the contents of the trans-
ferred data) relating to the transfer of data by means of ICT and indicating, in particu-
lar, the origin, destination, route, time, date, size, duration and type of the underlying 
network service;

(o) “ICT device” means an assemblage (grouping) of hardware components used/de-
signed for automatic processing and storage of electronic information.
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Chapter II. Criminalization and law enforcement

Section 1. Establishment of liability

Article 5. Establishment of liability

1. Each State party shall adopt such legislative and other measures as are necessary to es-
tablish as an off ence or other unlawful act under its domestic law the acts envisaged in articles 
6 to 12, 15, 18 and 19 of this Convention, while applying such criminal and other penalties, in-
cluding imprisonment, that take into account the level of public danger posed by a given off ence 
and the magnitude of the damage caused.

2. Each State party shall adopt such legislative and other measures as are necessary to estab-
lish as an off ence or other unlawful act under its domestic law the acts envisaged in articles 13, 
14, 16 and 17 of this Convention.

3. Each State party shall adopt such legislative and other measures as are necessary to estab-
lish as an off ence under its domestic law the acts envisaged in articles 6, 8, 9, 10 and 15 of this 
Convention if they are committed against ICT devices of critical infrastructure facilities.

4. Each State party shall ensure that legal persons held liable under article 20 of this Conven-
tion are subject to eff ective, proportionate and dissuasive sanctions, including monetary sanc-
tions.

5. Without prejudice to the norms of general international law, this Convention shall not 
exclude the possibility of the exercise by a State party of any criminal jurisdiction established 
in accordance with its domestic law.

Article 6. Unauthorized access to electronic information
Each State party shall adopt such legislative and other measures as are necessary to establish 

as an off ence or other unlawful act under its domestic law the intentional unauthorized access 
to electronic information.

Article 7. Unauthorized interception
Each State party shall adopt such legislative and other measures as are necessary to establish 

as an off ence or other unlawful act under its domestic law the intentional interception of elec-
tronic information, carried out without appropriate authorization and/or in violation of estab-
lished rules, using technical means to intercept technical parameters of traffi  c and data pro-
cessed by means of ICT that are not intended for public use.

Article 8. Unauthorized data interference
Each State party shall adopt such legislative and other measures as are necessary to establish 

as an off ence or other unlawful act under its domestic law the intentional unauthorized modifi -
cation, blocking, destruction or copying of electronic information.

Article 9. Disruption of ICT operations
Each State party shall adopt such legislative and other measures as are necessary to recog-

nize as an off ence or other unlawful act under its domestic law any intentional unauthorized act 
aimed at disrupting ICT operations.
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Article 10. Creation, utilization and distribution of malicious software
1. Each State party shall adopt such legislative and other measures as are necessary to estab-

lish as an off ence or other unlawful act under its domestic law the intentional creation, utiliza-
tion and distribution of malicious software, except for purposes of research.

2. Each State party shall adopt such legislative and other measures as are necessary to estab-
lish as an off ence or other unlawful act under its domestic law the creation or utilization of a bot-
net for the purpose of committing any of the acts envisaged in articles 6 to 10 of this Convention.

Article 11. Distribution of spam
Each State party shall adopt such legislative and other measures as are necessary to establish 

as an off ence or other unlawful act under its domestic law the distribution of spam.

Article 12. Unauthorized trafficking in devices
Each State party shall adopt such legislative and other measures as are necessary to establish 

as an off ence or other unlawful act under its domestic law the illegal manufacture, sale, purchase 
for use, import, export or other form of transfer for use of devices designed or adapted primarily 
for the purpose of committing any of the off ences established under articles 6 to 9 of this Con-
vention.

Article 13. ICT-related theft
1. Each State party shall adopt such legislative and other measures as are necessary to estab-

lish as an off ence or other unlawful act under its domestic law the intentional theft of property by 
means of copying, modifi cation, deletion or suppression of electronic information, or any other 
interference with ICT operations.

2. Each State party may reserve the right to consider ICT-related theft to be an aggravating 
circumstance when such theft is committed in such forms as are defi ned in its domestic law.

Article 14. Offences related to child pornography
Each State party shall adopt such legislative and other measures as are necessary to establish 

as an off ence under its domestic law the production, possession, procurement and processing 
of child pornography in electronic form, as well as its distribution.

Article 15. Phishing-related offences
1. Each State party shall adopt such legislative and other measures as are necessary to es-

tablish as an off ence or other unlawful act under its domestic law the creation and use for un-
lawful purposes of electronic information capable of being mistaken for data already known 
and trusted by a user.

2. Each State party may reserve the right to consider such acts to be criminal if they are com-
mitted in conjunction with other off ences under the domestic law of that State party or involve 
the intent to commit such off ences.

Article 16. Offences related to data protected under domestic law
Each State party shall adopt such legislative and other measures as are necessary to establish 

as off ences under its domestic law the publication, by means of ICT, of electronic information 
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containing data constituting a State secret and bearing appropriate marks proving that the infor-
mation published is protected under the domestic law of another State party. 

Article 17. Use of ICT to commit acts established as offences under 
international law

1. Each State party shall adopt such legislative and other measures as are necessary to establish 
as an off ence under its domestic law the use of ICT for the purpose of committing an act estab-
lished as an off ence under any of the international treaties listed in annex I to this Convention. 

2. Upon depositing its instrument of ratifi cation, acceptance, approval or accession, a State 
that is not a party to a treaty listed in annex I to this Convention may declare that, in the ap-
plication of this Convention to that State party, the treaty shall be deemed not to be included 
in the aforementioned annex. The declaration shall cease to have eff ect as soon as the treaty 
enters into force for the State party, which shall notify the depositary of that fact.

3. When a State party ceases to be a party to a treaty listed in annex I to this Convention, it 
may make a declaration, as provided for in this article, with respect to that treaty.

Article 18. ICT-related infringement of copyright and related rights
1. Each State party shall adopt such legislative and other measures as are necessary to es-

tablish as an off ence or other unlawful act under its domestic law the infringement of copyright 
and related rights, as defi ned by the legislation of that State party, when such acts are intention-
ally committed.

2. Each State party shall adopt such legislative and other measures as are necessary to estab-
lish as an off ence under its domestic law the infringement of copyright, as defi ned under the leg-
islation of that State party, when such acts are intentionally committed using ICT. 

Article 19. Aiding, preparation for and attempt at the commission of an offence
1. Each State party shall adopt such legislative and other measures as are necessary to estab-

lish as off ences under its domestic law any form of participation, for example, as an accomplice, 
aider or abettor, in the commission of an off ence established as such by the provisions of this 
Convention.

2. Each State party may adopt such legislative and other measures as may be necessary 
to establish as off ences under its domestic law intentional actions of a person directly aimed 
at committing an off ence, even if the off ence is not carried out owing to reasons beyond that 
person’s control.

3. Each State party may adopt such legislative and other measures as may be necessary 
to establish as off ences under its domestic law the manufacture or adaptation of means or instru-
ments of crime by a person, the solicitation of accomplices, conspiring to commit an off ence or 
any other intentional creation of conditions for the commission of an off ence, even if the off ence 
is not carried out owing to reasons beyond that person’s control.

Article 20. Liability of legal persons
1. Each State party shall adopt such legislative and other legal measures as may be necessary 

to ensure that legal persons can be held liable for a criminal off ence or other unlawful act estab-
lished in accordance with this Convention, when such off ence or act was committed for their 



114

  Part II.  Projects of the Russian Federation

benefi t by any natural person, acting either individually or as part of an organ of the respective 
legal person, who holds a leadership position within it by virtue of:

(a) A power of attorney of the legal person;
(b) Authority to take decisions on behalf of the legal person;
(c) Authority to exercise control within the legal person.

2. In addition to the cases already provided for in paragraph 1 of this article, each State 
party shall take the measures necessary to ensure that a legal person can be held liable where 
the lack of supervision or control by a natural person referred to in paragraph 1 has made pos-
sible the commission of a criminal off ence or other unlawful act established in accordance with 
the provisions of this Convention for the benefi t of that legal person by a natural person acting 
under its authority.

3. Subject to the legal principles applied by the respective State party, the liability of a legal 
person may be criminal, civil or administrative. 

4. Such liability of legal persons shall be without prejudice to the liability of the natural per-
sons who have committed the off ence or other unlawful act.

Section 2. Law enforcement

Article 21. Scope of procedural provisions

1. Each State party shall adopt such legislative and other measures as may be necessary 
to establish the powers and procedures envisaged in this section for the purposes of prevent-
ing, suppressing and investigating crimes, and conducting judicial proceedings relating to such 
crimes.

2. Except as otherwise provided in article 28 of this Convention, each State party shall apply 
the powers and procedures referred to in paragraph 1 of this article to:

(a) The criminal off ences and other unlawful acts established in accordance with articles 6 
to 19 of this Convention;

(b) Other criminal off ences and other unlawful acts committed by means of ICT; 
(c) The collection of evidence, including in electronic form, relating to the commission 

of criminal off ences and other unlawful acts.

3. (a) Each State party may make a reservation to the eff ect that it retains the right to apply 
the measures referred to in article 27 of this Convention only to criminal off ences or categories 
of criminal off ences specifi ed in the reservation, provided that the range of such criminal of-
fences or categories of criminal off ences is not more restricted than the range of criminal of-
fences to which it applies the measures referred to in the provisions of article 28 of this Conven-
tion. Each State party shall consider restricting the application of such a reservation to enable 
the broadest application of the measures provided for under article 27 of this Convention;

(b) If a State party, owing to limitations in its domestic legislation in force at the time 
of the adoption of this Convention, is not able to apply the measures referred to in articles 27 
and 28 of this Convention to the data being transmitted within an information system of a ser-
vice provider, and that system (i) is being operated for the benefi t of a closed group of users, 
and (ii) does not employ an information and telecommunications network and is not connected 
with other information systems, that State party may reserve the right not to apply those mea-
sures to such data transmission. Each State party shall consider restricting the scope of such 
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a reservation to enable the broadest application of the measures provided for in the provisions 
of articles 27 and 28 of this Convention.

4. This Convention shall not apply to cases in which a crime is committed in one State, 
the alleged criminal is a citizen of that State and is present in the territory of that State, and no 
other State has any grounds to exercise its jurisdiction, in accordance with the provisions of this 
Convention.

Article 22. Conditions and safeguards
1. Each State party shall ensure that the establishment, implementation and application 

of the powers and procedures provided for in this section are subject to conditions and safe-
guards provided for under its domestic legislation, which shall ensure the adequate protection 
of human rights and freedoms, including rights arising from the obligations that the State party 
has undertaken under the International Covenant on Civil and Political Rights of 16 December 
1966 and other applicable international human rights instruments.

2. In view of the nature of the powers and procedures concerned, such conditions and safe-
guards shall include, inter alia, judicial or other independent supervision, grounds justifying 
application, and limitation of the scope and the duration of such powers or procedures.

3. To the extent that it is consistent with the public interest, in particular as regards the ad-
ministration of justice, the State party shall consider the impact of the powers and procedures 
provided for in this section on the rights, responsibility and legitimate interests of third parties.

Article 23. Expedited preservation of stored computer data
1. Each State party shall adopt such legislative and other measures as may be necessary 

to enable its competent authorities to give adequate orders or instructions or similarly ensure 
the expeditious preservation of specifi ed computer data, including traffi  c data, in particular 
where there are grounds to believe that the data is particularly vulnerable to deletion, copying or 
modifi cation.

2. If a State party gives eff ect to the provisions of paragraph 1 of this article by means of an 
order to a person to preserve specifi ed stored data in the person’s possession or control, the State 
party shall adopt such legislative and other legal measures as may be necessary to oblige that 
person to preserve such data and maintain its integrity for such period of time as in necessary, 
up to a maximum of 180 days, to enable the competent authorities to seek disclosure of the data. 
A State party may provide for such an order to be subsequently renewed.

3. Each State party shall adopt such legislative and other measures as may be necessary 
to oblige the person who is tasked with preserving the data to keep confi dential the undertaking 
of such procedures for the period of time provided for by its domestic legislation.

4. The powers and procedures referred to in this article shall be subject to the provisions 
of articles 21 and 22 of this Convention.

Article 24. Expedited preservation and partial disclosure of traffic data
1. Each State party shall adopt, in respect of traffi  c data that is to be preserved under 

the provisions of article 23 of this Convention, such legislative and other measures as may be 
necessary to:

(a) Ensure that such expeditious preservation of traffi  c data is possible, regardless of how 
many service providers were involved in the transmission of such information; and
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(b) Ensure the expeditious disclosure to the competent authorities of that State party, or 
a person designated by those authorities, of a suffi  cient amount of traffi  c data to enable 
the respective State party to identify the service providers and the path through which 
the indicated information was transmitted.

2. The powers and procedures referred to in this article shall be established in accordance 
with the provisions of articles 21 and 22 of this Convention.

Article 25. Production order
1. For the purposes set out in paragraph 1 of article 21 of this Convention, each State party 

shall adopt such legislative and other measures as may be necessary to empower its competent 
authorities to order:

(a) A person in its territory to provide specifi ed computer data in that person’s possession 
or control; 

(b) A service provider off ering its services in its territory to submit subscriber information 
in that service provider’s possession or control.

2. The powers and procedures referred to in this article shall be established in accordance 
with the provisions of articles 21 and 22 of this Convention.

3. For the purpose of this article, the term “subscriber information” shall mean any infor-
mation held by a service provider relating to subscribers to its services other than traffi  c data or 
content data, on the basis of which it is possible to establish:

(a) The type of information and communications service used, the technical provisions 
taken thereto and the period of service;

(b) The subscriber’s identity, postal or other addresses, telephone and other access num-
bers, including IP addresses and billing and payment information, available in the ser-
vice agreement or arrangement;

(c) Any other information relating to the location of information and telecommunications 
equipment that has a bearing on the service agreement or arrangement.

Article 26. Search and seizure of stored or processed computer data
1. Each State party shall adopt such legislative and other measures as may be needed to em-

power its competent authorities to seek access in the territory of that State party to:
(a) ICT devices and computer data stored therein; and
(b) Computer data storage media in which the computer data sought may be stored. 
2. Each State party shall adopt such legislative and other measures as may be necessary 

to ensure that where its competent authorities, conducting a search pursuant to the provisions 
of paragraph 1 (a) of this article, have grounds to believe that the data sought is stored on anoth-
er ICT device in the territory of that State party, such authorities shall be able to expeditiously 
conduct the search to obtain access to that other ICT device.

3. Each State party shall adopt such legislative and other measures as may be necessary 
to empower its competent authorities to seize computer data in the territory or under the juris-
diction of the State party, or similarly secure such data. These measures shall include the provi-
sion of the following powers:

(a) To seize an ICT device used to store information or to secure it in another way;
(b) To make and retain copies of such computer data;
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(c) To maintain the integrity of the relevant stored computer data; and
(d) To remove from the ICT device data stored or processed in electronic form.

4. Each State party shall adopt such legislative and other measures as may be necessary 
to empower its competent authorities to order, under the procedure established by its domes-
tic legislation, any person who has special knowledge about the functioning of the information 
system in question, information and telecommunications network, or their component parts, or 
measures applied to protect the information therein, to provide the necessary information and/
or assistance in undertaking measures referred to in paragraphs 1 to 3 of this article.

5. The powers and procedures referred to in this article shall be established in accordance 
with the provisions of articles 21 and 22 of this Convention.

Article 27. Real-time collection of traffic data
1. Each State party shall adopt such legislative and other measures as may be necessary 

to empower its competent authorities to:
(a) Collect or record, employing technical means for this purpose, the traffi  c data associ-

ated with ICT use in the territory of that State party; and
(b) Oblige service providers, to the extent that they possess the technical capacity to do so:

(i) To collect or record traffi  c data in the territory of that State party, employing techni-
cal means for this purpose; or

(ii) To cooperate with and assist the competent authorities of that State party in collect-
ing or recording in real time the traffi  c data associated with specifi ed information 
in the territory of that State party.

2. Where a State party, owing to the long-standing principles of its domestic legal system, 
cannot adopt the measures provided for in paragraph 1 (a) of this article, it may instead adopt 
such legislative and other measures as may be necessary to ensure the real-time collection or 
recording of the traffi  c data in its territory through the application of technical means in that 
territory.

3. Each State party shall adopt such legislative and other measures as may be necessary 
to oblige a service provider to keep confi dential the exercise of any power provided for in this 
article and any information relating to it. 

4. The powers and procedures referred to in this article shall be subject to the provisions 
of articles 21 and 22 of this Convention.

Article 28. Collection of information transmitted by means of ICT
1. Each State party shall adopt such legislative and other measures as may be necessary, 

in relation to off ences provided for by this Convention and established under its domestic legis-
lation, to empower its competent authorities to:

(a) Collect or record, through the application of technical means, in the territory of that 
State party, information transmitted by means of ICT; and

(b) Oblige a service provider, to the extent that it possesses the technical capacity to do so:
(i) To collect or record, through the application of technical means in the territory 

of that State party, computer information transmitted by means of ICT; or
(ii) To cooperate with and assist the competent authorities of that State party in col-

lecting or recording in real time computer information transmitted by means of ICT 
in the territory of that State party.
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2. Where a State party, owing to the long-established principles of its domestic legal system, 
cannot adopt the measures referred to in paragraph 1 (a) of this article, it may instead adopt such 
legislative and other measures as may be necessary to ensure the real-time collection or record-
ing of computer information transmitted by means of ICT in its territory through the application 
of technical means in that territory.

3. Each State party shall adopt such legislative and other measures as may be necessary 
to oblige a service provider to keep confi dential the exercise of any power provided for in this 
article and any information relating to it.

4. The powers and procedures referred to in this article shall be subject to the provisions 
of articles 21 and 22 of this Convention. 

Section 3. Asset recovery

Article 29. General provision
The States parties shall aff ord one another the widest measure of cooperation and assistance 

for the recovery of assets in accordance with the provisions of this Convention and domestic 
legislation, having regard to relevant initiatives of regional, interregional and multilateral orga-
nizations to combat money-laundering.

Article 30. Prevention and detection of transfers of proceeds of crime
1. A State party shall take such measures as may be necessary to require, in accordance with 

domestic legislation, fi nancial institutions within its jurisdiction to verify the identity of custom-
ers and benefi cial owners who reportedly may be involved in the commission of off ences pro-
vided for by this Convention, or whose family members or close associates, or other individuals 
acting on their behalf may be involved, including information on their accounts. 

2. A State party shall take all necessary measures, in accordance with its domestic legisla-
tion, to require fi nancial institutions to adopt reasonable measures of control in relation to ac-
counts that persons specifi ed in paragraph 1 of this article have attempted to open or maintain.

3. Measures referred to in paragraphs 1 and 2 of this article shall be reasonably designed 
to detect suspicious transactions for the purpose of reporting to competent authorities and should 
not be so construed as to discourage or prohibit fi nancial institutions from doing business with 
any legitimate customer.

4. In order to facilitate the implementation of the measures provided for in paragraphs 1 
and 2 of this article, each State party shall, where appropriate, notify fi nancial institutions within 
its jurisdiction, at the request of another State party or on its own initiative, of the identity of par-
ticular natural or legal persons to whose accounts such institutions will be expected to apply 
enhanced scrutiny, in addition to those whom the fi nancial institutions may otherwise identify.

5. Each State party shall implement measures to ensure that its fi nancial institutions main-
tain adequate records, over an appropriate period of time, of accounts and transactions involv-
ing the persons mentioned in paragraph 1 of this article, which should, at a minimum, contain 
information relating to the identity of the customer as well as, as far as possible, of the benefi cial 
owner.

6. With a view to preventing and detecting transfers of proceeds of off ences established in ac-
cordance with the provisions of this Convention, each State party shall implement appropriate 
and eff ective measures to prevent, with the help of its regulatory and oversight bodies, the es-
tablishment of banks that have no physical presence and that are not affi  liated with a regulated 
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fi nancial group. Moreover, States parties may consider requiring their fi nancial institutions 
to refuse to enter into or continue a correspondent banking relationship with such institutions 
and to guard against establishing relations with foreign fi nancial institutions that permit their 
accounts to be used by banks that have no physical presence and that are not affi  liated with 
a regulated fi nancial group.

7. Each State party shall consider establishing, in accordance with its domestic legislation, 
eff ective fi nancial disclosure systems for appropriate persons who may reportedly be involved 
in the commission of off ences provided for by the provisions of this Convention, and shall pro-
vide for appropriate sanctions for non-compliance. Each State party shall also consider taking 
such measures as may be necessary to permit its competent authorities to share such information 
with the competent authorities in other States parties when necessary to investigate and recover 
proceeds of off ences established in accordance with this Convention.

Article 31. Measures for direct recovery of property
Each State party shall, in accordance with its domestic legislation, adopt such legislative or 

other measures as may be necessary:
(a) To permit another State party, its citizens and stateless persons permanently residing 

in its territory and legal persons established or having permanent representation in its 
territory to initiate civil action in the courts of that State party to establish ownership 
of property acquired through the commission of an off ence or other unlawful act estab-
lished in accordance with this Convention;

(b) To permit its courts to order the payment of compensation or damages in connection with 
such off ences or other unlawful acts established in accordance with this Convention; and

(c) To permit its courts or competent authorities, when having to decide on confi scation, 
to recognize claims by another State party, its citizens and stateless persons permanently 
residing in its territory, and legal persons established or having permanent representa-
tion in its territory, to the eff ect that they are legitimate owners of property acquired 
through the commission of an off ence established in accordance with this Convention. 

Article 32. Mechanisms for recovery of property through international 
cooperation in confiscation

1. Each State party, in order to provide mutual legal assistance with respect to property ac-
quired through the commission of an off ence established in accordance with this Convention, or 
means used in the commission of such off ences, shall, in accordance with its domestic legisla-
tion:

(a) Take such measures as may be necessary to permit its competent authorities to give ef-
fect to orders of confi scation issued by courts of another State party;

(b) Take such measures as may be necessary to permit its competent authorities, where 
they have jurisdiction, to order the confi scation, by adjudication of off ences of money-
laundering, of such property of foreign origin received as a result of crimes established 
in accordance with the provisions of this Convention;

(c) Consider taking such measures as may be necessary to allow confi scation of such prop-
erty without a criminal conviction in cases where the off ender cannot be prosecuted by 
reason of death, fl ight or absence, or in other appropriate cases.
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2. Each State party, in order to provide mutual legal assistance at the request of another 
State party, shall, in accordance with its domestic legislation:

(a) Take such measures as may be necessary to permit its competent authorities to seize 
property upon a seizure order issued by a court or competent authority of the requesting 
State party that provides a reasonable basis for the requested State party to believe that 
there are suffi  cient grounds for taking such actions and that the property would even-
tually be subject to an order of confi scation for the purposes of paragraph 1 (a) of this 
article;

(b) Take such measures as may be necessary to permit its competent authorities to seize 
property upon a request that provides a reasonable basis for the requested State party 
to believe that there are suffi  cient grounds for taking such actions and that the property 
would eventually be subject to an order of confi scation for the purposes of paragraph 1 
(a) of this article; 

(c) Consider taking additional measures to permit its competent authorities to preserve 
property for confi scation, such as on the basis of a foreign arrest or criminal charge 
relating to the acquisition of such property.

Article 33. International cooperation for purposes of confiscation

1. A State party that has received a request from another State party having jurisdiction 
over an off ence established in accordance with this Convention for confi scation of property 
obtained as a result of the commission of off ences provided for by this Convention, as referred 
to in article 35, paragraph 1, of this Convention, or instrumentalities used in the commission 
of the off ence that are situated in its territory shall, to the extent possible within its domestic 
legislation:”

(a) Submit the request to its competent authorities for the purpose of obtaining an order 
of confi scation and, if such an order is granted, give eff ect to it; or

(b) Submit to its competent authorities an order of confi scation issued by a court in the ter-
ritory of the requesting State party, with a view to giving eff ect to it to the extent 
requested and to the extent to which it is related to the property situated in the ter-
ritory of the requested State party obtained as a result of the commission of off ences 
established in accordance with this Convention or to instrumentalities used for such 
off ences.

2. Following a request made by another State party having jurisdiction over an off ence 
established in accordance with this Convention, the requested State party shall take mea-
sures to identify or seize property obtained as a result of the commission of off ences estab-
lished in accordance with this Convention, or instrumentalities used for such off ences referred 
to in paragraph 1 (b) of this article, for the purpose of eventual confi scation to be ordered ei-
ther by the requesting State party or pursuant to a request by that State party under paragraph 
1 of this article.

3. The decisions or actions provided for in paragraphs 1 and 2 of this article shall be 
taken by the requested State party in accordance with the provisions of its domestic legislation 
and any bilateral or multilateral agreements or arrangements by which it may be bound in rela-
tions with the requesting State party.
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4. Each State party shall furnish to the Secretary-General of the United Nations copies 
of its laws and regulations that give eff ect to the provisions of this article and of any subsequent 
amendments to such laws and regulations or a description thereof.

5. A request submitted under this article may be refused or provisional measures lifted if 
the requested State party does not receive in a timely manner the order of the competent author-
ities of the requesting State party or documents required for the competent authorities of the re-
quested State party to adopt that decision.

6. Before lifting any provisional measure taken pursuant to this article, the requested State 
party shall, wherever possible, provide the requesting State party with an opportunity to present 
its reasons in favour of continuing the measure.

7. The provisions of this article shall not be construed as prejudicing the rights of bona fi de 
third parties.

Article 34. Special cooperation
Without prejudice to its domestic law, each State party shall endeavour to take measures 

to forward, on its own initiative and provided that it does not prejudice investigations or judi-
cial proceedings carried out by its own competent authorities, information on property derived 
from the commission of an off ence established in accordance with this Convention to another 
State party, when it considers that the disclosure of such information might provide grounds 
for the competent authorities of the receiving State party to initiate an investigation or judicial 
proceeding or might lead to a request by that State party under this chapter.

Article 35. Return and disposal of property
1. A State party which has confi scated property in accordance with the provisions of this 

chapter shall dispose of such property, including by returning it to its prior legitimate owners, 
in accordance with paragraph 3 of this article and its domestic law.

2. Each State party shall adopt all necessary legislative and other measures to enable its 
competent authorities to return confi scated property, when acting on a request made by another 
State party in accordance with this Convention, taking into account the rights of bona fi de third 
parties and in accordance with its domestic law.

3. In accordance with article 33 of this Convention and paragraphs 1 and 2 of this article, 
the requested State party shall:

(a) In the case of the embezzlement of public property confi scated in accordance with ar-
ticle 33 of this Co1nvention and on the basis of a fi nal judgment made in the request-
ing State party, a requirement that can be waived by the requested State party, return 
the confi scated property to the requesting State party;

(b) In all other cases, give priority consideration to returning the confi scated property to its 
prior legitimate owners or paying compensation or damages to the victims of the of-
fence.

4. Where appropriate, unless States parties decide otherwise, the requested State party may 
deduct reasonable expenses incurred in investigations or judicial proceedings leading to the re-
turn or disposal of confi scated property pursuant to this article.

5. With a view to reaching mutually acceptable arrangements on the fi nal disposal of confi s-
cated property, States parties may hold consultations and conclude separate agreements.
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Chapter III. Measures to prevent and combat offences and other 
unlawful acts in cyberspace

Article 36. Policies and practices to prevent and combat offences and other 
unlawful acts relating to ICT use

1. Each State party shall, in accordance with the fundamental principles of its legal sys-
tem, develop and implement or pursue an eff ective and coordinated policy to combat off ences 
and other unlawful acts relating to ICT use.

2. Each State party shall endeavour to establish and promote eff ective practices to prevent 
off ences and other unlawful acts relating to ICT use.

3. The States parties shall, as appropriate and in accordance with the fundamental principles 
of their legal systems, collaborate with each other and relevant international and regional orga-
nizations in promoting and developing the measures referred to in this article.

Article 37. Bodies responsible for preventing and combating offences and other 
unlawful acts relating to ICT use

1. Each State party shall take all legislative and other legal measures necessary to designate 
authorities responsible for activity to prevent and combat off ences and other unlawful acts relat-
ing to ICT use, and establish procedures for the interactions between such authorities.

2. Each State party shall inform the Secretary-General of the United Nations of the name 
and address of the authority/authorities who may assist other States parties in developing 
and implementing specifi c measures to prevent off ences and other unlawful acts relating to ICT 
use.

Article 38. Private sector
1. Each State party shall take measures, in accordance with the fundamental principles of its 

domestic law, to prevent off ences and other unlawful acts relating to ICT use in the private sec-
tor, enhance information security standards in the private sector and, where appropriate, impose 
and apply eff ective, proportionate and dissuasive civil, administrative and criminal sanctions for 
failure to comply with such measures.

2. Measures aimed at attaining these goals may include, inter alia:
(a) Promoting cooperation between law enforcement agencies and relevant private entities;
(b) Promoting the development of standards and procedures to ensure information security;
(c) Promoting training programmes for law enforcement, investigative, judicial and pros-

ecutorial offi  cials.

Article 39. Principles and codes of conduct for private providers of information 
and telecommunications services

1. Each private provider (or grouping of such providers) of information and telecommunica-
tions services located in the territory of a State party shall take appropriate measures, within its 
power and in accordance with the law of the State where it is located, to support the establishment 
and implementation of principles and standards for the use of international cyberspace, based 
on respect for human rights as guaranteed by fundamental instruments of the United Nations.
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2. Measures aimed at attaining these goals may include, inter alia:
(a) Cooperation among private providers of information and telecommunications services 

or groupings of such providers;
(b) Cooperation in developing principles and standards for creating an enabling environ-

ment for the construction of civilized society as an integral part of international cyber-
space.

Article 40. Raising public awareness of cybercrime prevention
1. Each State party shall take appropriate measures, within its power and in accordance with 

the fundamental principles of its domestic law, to promote the active involvement of individuals 
and groups, including non-governmental and public organizations, in the prevention of off enc-
es and other unlawful acts relating to ICT use, and to raise public awareness of those off ences, 
their causes and seriousness, as well as of the threats that they pose. This involvement should be 
backed by the following measures:

(a) The provision of eff ective public access to information;
(b) The conduct of public consciousness-raising activities to promote zero tolerance of of-

fences and other unlawful acts relating to ICT use;
(c) The conduct of public education training programmes on ICT security.

2. Each State party shall take appropriate measures to ensure that the public is aware 
of the relevant bodies responsible for combating off ences and other unlawful acts relating to ICT 
use referred to in this Convention, and provide access to such bodies for the reporting of any 
incidents that may be considered off ences and other unlawful acts in accordance with this Con-
vention.

Chapter IV. International cooperation

Section 1. General principles of international cooperation and mutual 
assistance

Article 41. General principles of international cooperation

1. The States parties shall cooperate to the fullest extent possible in accordance with the pro-
visions of this chapter and pursuant to relevant international instruments on international coop-
eration in criminal matters and agreements reached on the basis of a model or mutually agreed 
law, as well as domestic laws, with a view to preventing, suppressing, detecting and investigating 
off ences relating to ICT use.

2. When the requirement of mutual recognition must be met in order for an action to be 
regarded as an off ence for the purposes of international cooperation, that requirement shall 
be considered as applicable irrespective of whether the law of the requested State party defi nes 
the action as the same category of off ence or describes it in the same terms as the requesting 
State party, when the action constituting the off ence in respect of which assistance is requested 
is criminalized under the legislation of both States parties.

3. States parties shall consider providing mutual assistance in the investigation and prosecu-
tion of civil and administrative cases related to unlawful acts relating to ICT use, as appropriate 
and as permitted by domestic legal systems.
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4. For the purpose of mutual legal assistance and extradition between the States parties, 
neither off ence referred to in articles 6 to 18 of this Convention shall be considered as a political 
off ence, an off ence associated with a political off ence or a politically motivated off ence. Accord-
ingly, a request for legal assistance or extradition related to such off ence shall not be rejected 
solely on the grounds that it relates to a political off ence, an off ence associated with a political 
off ence or a politically motivated off ence.

Article 42. General principles of mutual legal assistance
1. The States parties shall provide mutual legal assistance for the purpose of investigations or 

judicial proceedings with respect to off ences and other unlawful acts relating to ICT use.
2. Each State party shall also take all legislative and other measures necessary to comply 

with the obligations provided for in articles 47, 48, 50 to 54, and 57 of this Convention. Each 
State party shall also consider extending (or waiving) a time limit in order to prevent the evasion 
of liability.

3. In the event of an emergency, a State party may send requests for mutual legal assistance or 
communications related thereto by expedited means of communication, including fax or email, 
provided that such means aff ord appropriate levels of security and authentication (including 
the use of encryption, where necessary), with formal confi rmation to follow, where required by 
the requested State party. The requested State party shall accept and respond to the request by 
any expedited means of communication. The requested State party may reserve the right to for-
ward a response after the receipt of the original request.

4. Unless otherwise specifi cally provided for in the articles in this chapter, mutual legal as-
sistance shall be subject to the provisions contained in the law of the requested State party or 
in applicable mutual legal assistance agreements, including the list of grounds for non-cooper-
ation to which the requested State party may refer.

Article 43. Jurisdiction
1. Each State party shall take all measures necessary to establish jurisdiction over off ences 

and other unlawful acts established in accordance with this Convention, when they are com-
mitted:

(a) In the territory of that State party; or
(b) Onboard a vessel fl ying the fl ag of that State party when the off ence was committed, or 

onboard an aircraft registered under the law of that State party at that time.

2. Subject to article 3 of this Convention, a State party may also establish its jurisdiction over 
any such off ence and other unlawful act when:

(a) The off ence is committed against a national of that State party, a stateless person perma-
nently residing in its territory, a legal person established or having a permanent represen-
tation in its territory, or a diplomatic mission or consular offi  ce of that State party; or

(b) The off ence is committed by a national of that State party or a stateless person whose 
habitual residence is in its territory; or

(c) The off ence is committed against that State party.

3. For the purposes of article 48 of this Convention, each State party shall take all measures 
necessary to establish its jurisdiction over the off ences established in accordance with this Con-
vention when the alleged off ender is present in its territory and the State party does not extradite 
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such person solely on the ground that he or she is a national of that State party or a person 
to which it has granted refugee status.

4. Each State party in whose territory an alleged perpetrator is present and which does not 
extradite such person shall, in cases provided for in paragraphs 1 and 2 of this article, without 
any exception and regardless of whether the off ence was committed in the territory of that State 
party, submit the case without further delay to its competent authorities for the purpose of legal 
prosecution in accordance with the law of that State.

5. If a State party exercising its jurisdiction under paragraph 1 or 2 of this article has been 
notifi ed or has otherwise learned that any other States parties are investigating, prosecuting or 
conducting a judicial proceeding with respect to the same act, the competent authorities of those 
States parties shall, as appropriate, consult each other with a view to coordinating their actions.

6. Without prejudice to general international law, this Convention shall not exclude 
the exercise of any criminal jurisdiction established by a State party in accordance with its 
domestic law.

Article 44. Provision of information proprio motu
1. A State party may, in accordance with its domestic law and without the prior request 

of another State party, forward information gathered during its own investigation if it believes 
that the disclosure of such information could help that other State party to initiate or conduct an 
investigation or judicial proceeding relating to off ences or other unlawful acts established in ac-
cordance with this Convention, or might result in a cooperation request from that State party 
under the provisions of this chapter.

2. Before providing such information, the State party concerned may require that the con-
fi dentiality of the information be maintained or may stipulate certain conditions for its use. If 
the receiving State party is not in a position to accede to such a request, it shall notify the provid-
ing State party, which will decide whether the information should still be provided. If the receiv-
ing State party accepts the information under the above-mentioned conditions, those conditions 
shall be binding for that State party.

Article 45. Transfer of criminal proceedings
The States parties shall consider transferring to another State party proceedings relating 

to the criminal prosecution of an off ence established in accordance with this Convention where 
such transfer is deemed to be in the interests of the proper administration of justice, in specifi c 
cases involving several jurisdictions, with the aim of ensuring the consolidation of criminal cases.

Article 46. Procedures for sending requests for mutual assistance 
in the absence of applicable international agreements

1. Where no mutual legal assistance treaty or agreement exists between the requesting and 
the requested State party, the provisions of paragraphs 2 to 8 of this article shall be applied. If 
such treaty or agreement exists, the provisions of this article shall not be applied unless the States 
parties concerned agree to apply in place of the aforementioned instruments any or all of the pro-
visions of this article as set out below.

2. (a) Each State party shall designate a central authority or authorities for the transmission 
of requests for mutual legal assistance and for responding to them, granting such requests or 
referring them to the competent authorities;
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(b) the central authority or authorities referred to in subparagraph (a) above shall commu-
nicate directly with one another;

(c) Each State party shall, on signing this Convention or depositing its instrument of ratifi -
cation, acceptance, approval or accession, inform the Secretary-General of the United Nations 
of the names and addresses of the authorities designated in accordance with this paragraph;

(d) the Secretary-General of the United Nations shall compile and update the register 
of central authorities designated by the States parties. Each State party shall ensure on a regular 
basis that the information contained in the register is current.

3. When granting a request for mutual legal assistance, the requested authority shall apply 
the law of its State. If the requesting authority so requests, the legal procedures of the requesting 
State may be applied provided that they are not inconsistent with the legislation of the requested 
State party.

4. In addition to the grounds for refusal provided for in article 43, paragraph 4, the requested 
State party may refuse legal assistance if:

(a) The request concerns an off ence which the requested State party considers to be an of-
fence against the State or related off ence;

(b) It considers that carrying out the request will undermine its sovereignty, security, ordre 
public or other vital interests.

5. The requested State party may postpone taking measures in response to the request if 
such measures interfere with criminal investigations or judicial proceedings being conducted by 
its authorities.

6. Before refusing or postponing legal assistance, the requested State party shall consider 
granting the request in part or subject to such conditions as it deems appropriate, after consulta-
tions with the requesting State party, as necessary.

7. The requested State party shall, as promptly as possible, inform the requesting State 
party of the disposition of the request for legal assistance. In the event that the request is re-
fused or its granting is postponed, the requesting State party shall be notifi ed of the reasons 
for such refusal or postponement. The requested State party shall also inform the requesting 
State party of any reasons for which the request will not be granted or will likely be granted 
after a substantial delay.

8. The requesting State party may request the requested State party to keep confi dential 
the facts and the subject matter of the request submitted in accordance with the provisions 
of this chapter, but only to the extent that this is consistent with the carrying out of the request. 
If the requested State party cannot comply with the request for confi dentiality, it shall promptly 
notify the requesting State party of this fact; the requesting State party shall then decide whether 
the request should still be made.

Article 47. Confidentiality and limitations on the use of information
1. Where no mutual legal assistance treaty or agreement exists between the requesting and 

the requested State party based on a model or mutually agreed law, the provisions of this article 
shall be applied. If such treaty, agreement or law exists, the provisions of this article shall not be 
applied unless the States parties concerned agree to apply in place of the aforementioned instru-
ments any or all of the provisions of this article set out below.

2. In response to the request, the requested State party may set conditions for the provision 
of information or material:
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(a) The information or material must be kept confi dential, if, absent such condition, the re-
quest for mutual legal assistance could not be granted;

(b) The information or material must not be disclosed in respect of other investigations or 
legal proceedings not referred to in the request.

3. If the requesting State party cannot comply with any condition referred to in paragraph 
2 of this article, it shall promptly notify the other State party to that eff ect; the other State party 
shall then decide whether such information can be provided. If the requesting State party agrees 
to comply with those conditions, they shall become binding for that State party.

4. Any State party providing information or data subject to the conditions referred to in para-
graph 2 of this article may request clarifi cation from the other State party on any of the condi-
tions imposed on the use of such information or material.

Article 48. Extradition
1. This article shall apply to the off ences established in accordance with this Conven-

tion where the person who is the subject of a request for extradition is present in the territory 
of the requested State party, provided that the off ence for which extradition is sought is punish-
able under the domestic law of both the requesting State party and the requested State party by 
imprisonment for at least one year or by a heavier penalty.

2. The criminal off ences provided for in articles 6 to 20 of this Convention shall be deemed 
extraditable off ences under any existing extradition treaty between the States parties. States par-
ties undertake to include such off ences as extraditable off ences in any future extradition treaty 
between them. A State party whose domestic law so permits, where it uses this Convention as 
the basis for extradition, shall not consider any of the off ences established in accordance with 
this Convention to be a political off ence.

3. If the request for extradition concerns several separate off ences, at least one of which is 
extraditable under this article, while others are not extraditable owing to the penalties applicable 
to them but are considered as off ences established in accordance with this Convention, the re-
quested State party may also apply this article in respect of such off ences.

4. If a State party that makes extradition conditional on the existence of a treaty receives 
a request for extradition from another State party with which it has no extradition treaty, this 
Convention may be considered as a legal basis for extradition in respect of any off ence to which 
this article applies.

5. A State party that makes extradition conditional on the existence of a treaty shall:
(a) when depositing its instrument of ratifi cation, acceptance or approval of or accession 

to this Convention, inform the Secretary-General of the United Nations whether it will 
apply this Convention as a legal basis for cooperation on extradition with other States 
parties to this Convention; and

(b) if it does not apply this Convention as a legal basis for cooperation on extradition, seek, 
where appropriate, to conclude treaties on extradition with other States parties to this 
Convention in order to apply this article.

6. States parties that do not make extradition conditional on the existence of a treaty shall 
recognize off ences to which this article is applicable as extraditable off ences as between them.

7. Extradition shall be subject to the conditions provided for in the domestic law of the re-
quested State party or in relevant extradition treaties, including, inter alia, conditions relating 
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to the minimum penalty requirements for extradition and the grounds upon which the requested 
State party may refuse extradition.

8. States parties shall, subject to their domestic law, endeavour to expedite extradition proce-
dures and to simplify evidentiary requirements relating thereto in respect of any off ence to which 
this article applies.

9. Subject to the provisions of its domestic law and its extradition treaties, the requested 
State party may, upon being satisfi ed that the circumstances so warrant and are urgent, and at 
the request of the requesting State party, take into custody a person whose extradition is sought 
and who is present in its territory or take other appropriate measures to ensure that person’s 
presence at extradition proceedings. 

10. If a State party in whose territory an alleged off ender is found does not extradite such 
a person in connection with an off ence to which this article applies, it shall, without exception, 
at the request of the State party seeking extradition, be obliged to submit the case without undue 
delay to its competent authorities for the purpose of prosecution. Those authorities shall take 
their decision and conduct their proceedings in the same manner as in the case of any other of-
fence of a grave nature under the domestic law of that State party. The States parties concerned 
shall cooperate with each other, in particular on procedural and evidentiary matters, to ensure 
that such prosecution is eff ective.

11. Where a State party is permitted under its domestic law to extradite or otherwise sur-
render one of its nationals only on the condition that the person will be returned to that State 
party to serve the sentence imposed as a result of the trial or proceeding for which the extradi-
tion or surrender of the person was sought and that State party and the State party requesting 
the extradition agree on that procedure and such other terms that they may deem appropriate, 
such conditional extradition or surrender shall be suffi  cient to discharge the obligation set forth 
in paragraph 10 of this article.

12. Any person regarding whom proceedings are being conducted in connection with 
any of the off ences to which this article applies shall be guaranteed fair treatment at all stages 
of the proceedings, including enjoyment of all the rights and guarantees provided for by the do-
mestic law of the State party in the territory of which that person is present.

13. Nothing in this Convention shall be interpreted as imposing an obligation to extradite if 
the requested State party has substantial grounds for believing that the extradition request has 
been made for the purpose of prosecuting or punishing a person on account of that person’s 
sex, race, religion, nationality or ethnic origin or that compliance with the request would cause 
prejudice to that person’s position for any one of those reasons.

14. Before refusing extradition, the requested State party shall, where appropriate, consult 
with the requesting State party in order to provide it with ample opportunities to present its views 
and to provide information relevant to the facts set forth in its request.

15. States parties shall seek to conclude bilateral and multilateral agreements or arrange-
ments to carry out extradition or enhance its eff ectiveness.

Article 49. Transfer of sentenced persons
States parties may consider entering into bilateral or multilateral agreements or arrange-

ments on the transfer to their territory of persons sentenced to imprisonment or other forms 
of deprivation of liberty for off ences established in accordance with this Convention in order that 
they may complete their sentences there.
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Article 50. Expedited preservation of electronic information
1. A State party may request another State party to order or otherwise obtain the expeditious 

preservation of information stored or processed by means of ICT in the territory of that State 
party and in respect of which the requesting Party intends to send a request for the search, sei-
zure or other preservation of that information within the framework of mutual legal assistance.

2. A request for the preservation of information made under paragraph 1 of this article shall 
specify:

(a) The name of the requesting authority;
(b) A summary of the basic facts and the nature of the investigation, prosecution or judicial 

proceeding to which the request relates;
(c) The electronic information to be preserved and its relationship to the relevant off ence;
(d) Any available data identifying the custodian of the information or the location of the ICT 

device;
(e) The rationale for the preservation of the information; 
(f) The communication that the State party intends to submit in the framework of mutual 

legal assistance requesting the search, seizure or similar preservation of the information.

3. Upon receiving a request from another State party, the requested State party shall take 
appropriate measures in accordance with its domestic law to preserve expeditiously the infor-
mation specifi ed in paragraph 1 of this article. The requested State party may fulfi l the request 
in its entirety or in part to ensure the preservation of information, even if the act constituting 
the grounds for a request is not criminalized in the requested State party.

4. A request for the preservation of information may be refused if the requested State party 
considers that the exercise of the request could prejudice its sovereignty, security or other es-
sential interests.

5. Where the requested State party believes that the execution of the request referred 
to in paragraph 1 of this article would not ensure the future preservation of information or would 
jeopardize confi dentiality or otherwise prejudice the investigation, prosecution or judicial pro-
ceeding, it shall promptly inform the requesting State party to that eff ect. on the basis of that 
notifi cation, the requesting State party shall determine whether the request should be executed.

6. Any preservation eff ected in response to the request referred to in paragraph 1 of this 
article shall be for a period of not less than 180 days, in order to enable the requesting State 
party to submit a request for the search, seizure or other preservation of information. Following 
the receipt of such a request, the requested State party shall preserve that information pending 
a decision on that request. 

Article 51 . Expedited disclosure of preserved traffic data
1. When, in the course of executing a request for the preservation of information made pur-

suant to article 50 of this Convention, the requested State party discovers that a service pro-
vider in another State was involved in the transmission of the information, the requested State 
party shall expeditiously disclose to the requesting State party a suffi  cient amount of traffi  c data 
to identify that service provider and the path through which the information whose preservation 
is sought was transmitted.

2. The request to preserve information may be refused if the requested party considers that 
executing the request may prejudice its sovereignty, security or other essential interests.
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Article 52. Law enforcement cooperation
1. The States parties shall cooperate closely with one another, consistent with their respec-

tive domestic legal and administrative systems, to enhance the eff ectiveness of law enforcement 
action to combat the off ences covered by this Convention. The States parties shall, in particular, 
adopt eff ective measures aimed at: 

(a) Enhancing and, where necessary, establishing channels of communication between 
their competent authorities, agencies and services in order to facilitate the secure 
and prompt exchange of information concerning all aspects of the off ences covered by 
this Convention, including, if the States parties concerned deem it appropriate, con-
nections to other criminal activities; 

(b) Cooperating with other States parties in conducting inquiries with respect to off ences 
covered by this Convention to discover: 
(i) The identity, whereabouts and activities of persons suspected of involvement 

in such off ences or the location of other persons concerned; 
(ii) The movement of proceeds from off ences or property obtained through the com-

mission of such off ences;
(iii) The movement of property, equipment or other assets used or intended for use 

in the commission of such off ences;
(c) Providing items that were used to commit such off ences, including instruments of crime; 

items obtained as a result of the off ences or as a reward for them; items obtained by 
the perpetrator in exchange for items obtained in such a way; and items that may have 
evidentiary value in the criminal case;

(d) Exchanging, as appropriate, information with other States parties on specifi c means 
and methods used to commit off ences covered by this Convention, including the use 
of false identities; false, altered or forged documents; or other means of concealing un-
lawful activities;

(e) Facilitating eff ective coordination between their competent authorities, agencies 
and services and promoting the exchange of personnel and other experts, including, 
subject to bilateral agreements or arrangements between the States parties concerned, 
the secondment of liaison offi  cers; 

(f) Exchanging information that is of interest and taking coordinated measures for the pur-
pose of early detection of the off ences covered by this Convention.

2. With a view to implementing this Convention, the States parties shall consider entering 
into bilateral or multilateral agreements or arrangements on direct cooperation between their 
law enforcement agencies and, where such agreements or arrangements already exist, amending 
them. In the absence of such agreements or arrangements between the States parties concerned, 
the States parties may consider this Convention as the basis for mutual law enforcement coop-
eration in respect of the off ences covered by this Convention. Whenever appropriate, States par-
ties shall make full use of agreements or arrangements, including mechanisms of international 
or regional organizations, to enhance the cooperation between their law enforcement agencies.

Article 53 . Mutual assistance regarding the real-time collection of traffic data
1. A State party shall, at the request of another State party, carry out the real-time collection 

of traffi  c data in its territory or territory under its jurisdiction and, subsequently, in accordance 
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with the procedures provided for by its domestic law, transmit the collected information, on rel-
evant grounds, if any.

2. Each State party shall consider providing mutual legal assistance in relation to off ences 
and other unlawful acts for which the real-time collection of traffi  c data is provided for by its 
domestic law.

3. A request sent in accordance with paragraph 1 of this article shall specify:
(a) The name of the requesting authority;
(b) A summary of the basic facts and the nature of the investigation, prosecution or judicial 

proceeding to which the request relates;
(c) The electronic information in relation to which the collection of the traffi  c data is re-

quired and its relationship to the relevant off ence or other unlawful act;
(d) Any available data that identifi es the owner/user of the information and the location 

of the ICT device;
(e) the period of collection of the traffi  c data;
(f) the reasons for collecting the traffi  c data;
(g) the reasons for choosing the specifi ed period for collecting the traffi  c data.

Article 54. Mutual assistance regarding the collection of electronic information
A State party shall, in its territory or territory under its jurisdiction, carry out the real-time 

collection of electronic information transmitted by means of ICT, in accordance with proce-
dures provided for by its domestic law. Such information shall be provided to another State party 
in accordance with domestic law and existing mutual legal assistance agreements.

Article 55. Joint investigations
The States parties shall consider concluding bilateral or multilateral agreements or arrange-

ments whereby, in relation to cases that are the subject of investigations, prosecutions or judicial 
proceedings in one or more States, the competent authorities concerned may establish joint in-
vestigative bodies. In the absence of such agreements or arrangements, joint investigations may 
be undertaken by agreement on a case-by-case basis. The States parties involved shall ensure 
that the sovereignty of the State party in whose territory such an investigation is to take place is 
fully respected.

Article 56. Special investigative techniques
1. With a view to eff ectively combating off ences relating to ICT use, each State par-

ty, to the extent permitted by the fundamental principles of its domestic law and subject 
to the conditions prescribed by its domestic law, shall, as far as it able, take such measures 
as may be necessary to allow for the appropriate use of special investigative techniques, such 
as electronic or other forms of surveillance, and undercover operations, by its competent au-
thorities in its territory so that the evidence gathered through such methods is acceptable 
before the courts.

2. For the purpose of investigating the off ences covered by this Convention, States parties 
are encouraged to conclude, as necessary, appropriate bilateral or multilateral agreements or 
arrangements for the use of such special investigative techniques in the context of cooperation 
at the international level. Such agreements or arrangements shall be concluded and imple-
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mented in full compliance with the principle of the sovereign equality of States and shall be 
carried out strictly in accordance with the terms of those agreements or arrangements.

3. In the absence of an agreement or arrangement as envisaged in paragraph 2 of this 
article, decisions to use such special investigative techniques at the international level shall 
be made on a case-by-case basis and may, as necessary, take into consideration fi nancial ar-
rangements and understandings with respect to the exercise of jurisdiction by the States par-
ties concerned.

Article 57. 24/7 network
1. Each State party shall designate a point of contact available on a 24-hours-a-day, 7-days-

a-week basis, in order to ensure the provision of immediate assistance for the purpose of inves-
tigations, prosecutions or judicial proceedings concerning criminal off ences related to computer 
systems and data, or for the electronic gathering of evidence relating to criminal off ences. Such 
assistance shall include facilitating or, if permitted by its domestic law and practice, directly car-
rying out the following measures:

(a) The provision of technical advice;
(b) The preservation of data to gather evidence and subsequently to provide legal informa-

tion in accordance with its domestic law and existing mutual legal assistance agree-
ments.

2. Each State party shall take measures to ensure that trained personnel and equipment are 
available in order to facilitate the operation of the network.

Section 2. Technical assistance and training

Article 58. General principles of technical assistance
1. The States parties shall, to the extent that they are able, consider aff ording one another 

the widest measure of technical assistance, especially for the benefi t of developing countries 
for their respective plans and programmes to combat ICT crimes, including material support 
and training in the areas referred to in article 60 of this Convention, as well as training and as-
sistance and the mutual exchange of relevant experience and expertise, which will facilitate in-
ternational cooperation between States parties on extradition and mutual legal assistance.

2. The States parties shall strengthen, to the extent necessary, eff orts to maximize the ef-
fectiveness of operational and training activities in international and regional organizations and 
in the framework of relevant bilateral and multilateral agreements or arrangements.

3. The States parties shall consider assisting one another, upon request, in conducting eval-
uations, studies and research relating to the types, causes and eff ects of ICT crimes committed 
in their respective countries, with a view to developing, with the participation of the competent 
authorities, society and the private sector, strategies and action plans to combat these types 
of off ences. 

4. The States parties shall consider establishing voluntary mechanisms with a view to pro-
viding fi nancial assistance for the eff orts of developing countries and countries with economies 
in transition through technical assistance programmes and projects.

5. The States parties shall entrust the United Nations Offi  ce on Drugs and Crime with 
the task of providing specialized technical assistance to States parties with a view to promoting 
the implementation of programmes and projects to combat ICT crimes.
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Article 59. Training

1. Each State party shall, as necessary, develop, implement or improve specifi c training pro-
grammes for its personnel responsible for preventing and combating ICT crimes. Such training 
programmes could cover, inter alia, the following areas: 

(a) Eff ective measures to prevent, detect and investigate ICT crimes, as well as to punish 
and combat them, including the use of electronic evidence-gathering and investigative 
techniques;

(b) Capacity building for the development and planning of a strategic policy to combat ICT 
crimes; 

(c) Training of staff  of competent authorities in the preparation of requests for mutual legal 
assistance that meet the requirements of this Convention;

(d) Prevention of the transfer of proceeds of off ences established in accordance with this 
Convention and recovery of such proceeds;

(e) Detection and blocking of transactions related to the transfer of proceeds of off ences 
established in accordance with this Convention;

(f) Surveillance of the movement of proceeds of off ences established in accordance with 
this Convention and of the methods used to transfer, conceal or disguise such proceeds;

(g) Appropriate and effi  cient legal and administrative mechanisms and methods facilitating 
the seizure of proceeds of off ences established in accordance with this Convention;

(h) Methods used in protecting victims and witnesses who cooperate with judicial authori-
ties; and

(i)`Training of staff  in national and international regulations and language training.

2. The States parties shall entrust the United Nations Offi  ce on Drugs and Crime with 
the task of providing specialized training assistance to States parties with a view to promoting 
the implementation of national programmes and projects to combat ICT crimes.

Article 60. Exchange of information
1. Each State party shall consider analysing, in consultation with relevant experts, trends 

with respect to ICT crimes in its territory, as well as the circumstances in which such off ences 
are committed. 

2. The States parties shall consider disseminating statistics and analysis concerning ICT 
crimes with a view to developing, to the extent possible, common defi nitions, standards 
and methodologies, including best practices to prevent and combat such off ences, and share 
them with one another and through international and regional organizations. 

3. Each State party shall consider monitoring its policies and practical measures to combat 
ICT crimes, as well as assessing their eff ectiveness.

Chapter V. Mechanisms for implementation

Article 61. Conference of the States Parties to the Convention
1. A Conference of the States Parties to the Convention is hereby established to improve 

the capacity of and cooperation between States parties to achieve the objectives set forth in this 
Convention and to promote and review the implementation of this Convention.
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2. The Secretary-General of the United Nations shall convene the Conference of the States 
Parties not later than one year following the entry into force of this Convention. Thereafter, 
regular sessions of the Conference shall be held in accordance with the rules of procedure ad-
opted by the Conference of the States Parties.

3. The Conference of the States Parties shall adopt rules of procedure and rules governing 
the functioning of the activities set forth in this article, including rules concerning the admis-
sion and participation of observers and the payment of expenses incurred in carrying out those 
activities.

4. The Conference of the States Parties shall agree upon activities, procedures and methods 
of work to achieve the objectives set forth in paragraph 1 of this article, including:

(a) Facilitating activities by States parties under articles 59 and 60 and chapters II to V 
of this Convention, including by encouraging voluntary contributions;

(b) Facilitating the exchange of information among States parties on patterns and trends 
with respect to ICT crimes and on successful practices for preventing and combating 
them and for the return of proceeds of crime, through, inter alia, the publication of rel-
evant information as mentioned in this article;

(c) Cooperating with relevant international and regional organizations and mechanisms 
and non-governmental organizations;

(d) Making appropriate use of relevant information produced by other international and re-
gional mechanisms for combating and preventing ICT crimes, in order to avoid unnec-
essary duplication of work;

(e) Reviewing periodically the implementation of this Convention by the States parties 
thereto;

(f) Making recommendations to improve this Convention and its implementation;
(g) Identifying the technical assistance requirements of States parties with regard to the im-

plementation of this Convention and recommending any action it may deem necessary 
in that respect.

5. For the purpose of paragraph 4 of this article, the Conference of the States Parties shall 
acquire the necessary knowledge of the measures taken by the States parties in implementing 
this Convention and the diffi  culties encountered by them in so doing, through information pro-
vided by them and through such supplemental review mechanisms as may be established by 
the Conference of the States Parties.

6. Each State party shall provide the Conference of the States Parties with information on its 
programmes, plans and practices, as well as on legislative and administrative measures to imple-
ment this Convention, as required by the Conference of the States Parties. The Conference 
of the States Parties shall examine the most eff ective ways of receiving and acting upon in-
formation, including, inter alia, information received from States parties and from competent 
international organizations. Inputs received from relevant non-governmental organizations duly 
accredited in accordance with procedures to be decided upon by the Conference of the States 
Parties may also be considered.

7. Pursuant to paragraphs 4 to 6 of this article, the Conference of the States Parties shall 
establish, if it deems necessary, any appropriate mechanism or body to assist in the eff ective 
implementation of the Convention.
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Article 62 . International Technical Commission on Combating ICT Crime
1. In accordance with this Convention, the Conference of the States Parties shall create 

and establish the International Technical Commission on Combating ICT Crime to assist States 
in the review of the implementation of the Convention.

2. The Commission shall be a permanent body, consisting of 23 members and shall be cre-
ated on the basis of the principles of mixed representation: two thirds of the members shall rep-
resent the Conference of the States Parties, and one third shall represent the governing bodies 
of the International Telecommunication Union.

3. The members of the Commission shall be experts with signifi cant direct experience in di-
plomacy, international law, communications technologies or relevant research.

4. The members of the Commission shall serve for a term of fi ve years and may be reap-
pointed.

5. The sessions of the Commission shall be convened at least once a year and shall be held at 
the Commission’s headquarters at the United Nations Offi  ce on Drugs and Crime, or at a time 
and place indicated or approved by the Conference of the States Parties.

6. The Commission shall adopt its own rules of procedure, which are to be approved by 
the Conference of the States Parties.

7. The Commission shall assess the technological progress made in the fi eld of ICT.
8. The Commission, through the Conference of the States Parties, shall report on the results 

of its work to the States parties and interested international organizations.
9. If necessary, the Commission shall make recommendations to the Conference of the States 

Parties on amendments to the technical annex to this Convention. Decisions on such recom-
mendations shall be taken by consensus.

10. Upon the recommendation of the Commission, the Conference of the States Parties 
may suggest to the States Parties amendments to the technical annex to this Convention.

Article 63. Secretariat
1. The Secretary-General of the United Nations shall provide the necessary secretariat ser-

vices to the Conference of the States Parties to the Convention.
2. The Secretariat shall:
(a) Make arrangements and provide the necessary services for the sessions of the Confer-

ence of the States Parties and the International Technical Commission;
(b) Upon request, assist States parties in providing information to the Conference 

of the States Parties; and
(c) Ensure the necessary coordination with the secretariats of other relevant international 

and regional organizations.

Chapter VI. Final provisions

Article 64. Implementation of the Convention
1. Each State party shall take the necessary measures, including legislative and adminis-

trative measures, in accordance with the fundamental principles of its domestic law, to ensure 
the implementation of its obligations under this Convention. 
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2. Each State party may adopt stricter or more severe measures than those provided for by 
this Convention for the prevention and combating of ICT crimes.

Article 65. Settlement of disputes
l. The States parties shall endeavour to settle disputes concerning the interpretation or ap-

plication of this Convention through negotiation.
2. Any dispute between two or more States parties concerning the interpretation or appli-

cation of this Convention that cannot be settled through negotiation within a reasonable time 
shall, at the request of one of those States parties, be submitted to arbitration. If six months after 
the date of the request for arbitration, the States parties concerned are unable to agree on ar-
rangements for the arbitration, any one of those States parties may refer the dispute to the Inter-
national Court of Justice by request in accordance with the Statute of the Court.

3. Each State party may, at the time of its signature, ratifi cation, acceptance or approval 
of or accession to this Convention, declare that it does not consider itself bound by paragraph 2 
of this article. The other States parties shall not be bound by the provisions of paragraph 2 of this 
article with respect to any State party that has made such a reservation.

4. A State party that has made a reservation in accordance with paragraph 3 of this article 
may at any time withdraw that reservation by notifi cation to the Secretary-General of the Unit-
ed Nations.

Article 66. Signature, ratification, acceptance, approval and accession
1. This Convention shall be open for signature by all States.
2. This Convention shall also be open for signature by regional organizations, provided 

that at least one of its members has signed this Convention in accordance with paragraph 1 
of this article.3. This Convention shall be subject to ratifi cation, acceptance or approval. In-
struments of ratifi cation, acceptance or approval shall be deposited with the Secretary-General 
of the United Nations.

Article 67. Entry into force
1. This Convention shall enter into force on the ninetieth day after the date of deposit 

of the thirtieth instrument of ratifi cation, acceptance, approval or accession. For the purposes 
of this paragraph, any such instrument deposited by a regional economic integration organiza-
tion shall not be counted as additional to those deposited by member States of such organization.

2. For each State party or regional economic integration organization ratifying, accepting, 
approving or acceding to this Convention after the deposit of the thirtieth instrument of such 
action, this Convention shall enter into force on the thirtieth day after the date of deposit by such 
State party or organization of the relevant instrument or on the date this Convention enters into 
force pursuant to paragraph 1 of this article, whichever is later.

Article 68. Amendments
1. Five years after the entry into force of this Convention, a State party may propose an 

amendment and fi le it with the Secretary-General of the United Nations, who shall there-
upon communicate the proposed amendment to the States parties and to the Conference 
of the States Parties to the Convention for the purposes of considering and deciding on the pro-
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posal. The Conference of the States Parties shall make every eff ort to achieve consensus on each 
amendment. If all eff orts to achieve consensus have been exhausted and no agreement has been 
reached, the amendment shall, as a last resort, require for its adoption a two-thirds majority vote 
of the States parties.

2. Regional economic integration organizations, in matters within their competence, shall 
exercise their right to vote under this article with a number of votes equal to the number of their 
States parties. Such organizations shall not exercise their right to vote if their member States 
exercise theirs and vice versa.

3. An amendment adopted in accordance with paragraph 1 of this article shall be subject 
to ratifi cation, acceptance or approval by States parties.

4. An amendment adopted in accordance with paragraph 1 of this article shall enter into 
force in respect of a State party 90 days after the date of the deposit with the Secretary-Gen-
eral of the United Nations of an instrument of ratifi cation, acceptance or approval of such an 
amendment.

5. When an amendment enters into force, it shall be binding on those States parties which 
have expressed their consent to be bound by it. Other States parties shall continue to be bound 
by the provisions of this Convention or any earlier amendments that they have ratifi ed, accepted 
or approved.

Article 69. Reservations
Each State party may declare that it will exercise the right to make a reservation regarding 

the application of this Convention, when signing or depositing its instrument of ratifi cation or 
accession, by means of a notifi cation in writing addressed to the Secretary-General of the United 
Nations. Reservations to articles 14, 16 and 17 and article 48, paragraph 10, will not be accepted.

Article 70. Revision of annex I
1. Any State party may propose amendments to the list of international legal instruments 

contained in annex I to this Convention.
2. The Secretariat shall be responsible for monitoring newly adopted international legal in-

struments that may aff ect the scope of application of this Convention and shall submit proposed 
amendments to annex I to the next session of the Conference of the States Parties.

3. Proposed amendments should pertain only to universal and regional international legal 
instruments which have entered into force and are directly related to international crime. 

4. The Secretary-General shall transmit draft amendments proposed in accordance with 
paragraph 1 of this article to the States parties. If one third of the total number of the States parties 
which have ratifi ed this Convention notify the Secretary-General of their objections to the entry 
into force of the amendment within six months from the date of transmittal of the draft amend-
ment, such amendment shall not enter into force. 

5. If within six months from the transmittal of the draft amendment fewer than one third 
of the total number of the States parties that have ratifi ed this Convention fi le with the Secre-
tary-General their objections to the entry into force of the amendment, such an amendment 
shall enter into force for the States parties not objecting to it 30 days after the end of the six-
month period for fi ling objections.

6. The Conference of the States Parties shall adopt an amendment by a two-thirds majority 
vote of all States parties that have ratifi ed this Convention. Such an amendment shall enter into 
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force for the States parties that have expressed their consent to apply the amendment 30 days 
after the date of the adoption of the amendment.

7. If, after an amendment has entered into force in accordance with the provisions 
of this article, any State party has sent to the Secretary-General a notifi cation of its objection 
to the amendment, such amendment shall enter into force for the respective State party 30 days 
after the date on which it notifi es the Secretary-General of acceptance of the amendment.

Article 71. Denunciation
1. A State party may denounce this Convention by written notifi cation to the Secretary-

General of the United Nations. Such denunciation shall become eff ective one year after the date 
of receipt of the notifi cation by the Secretary-General.

2. A regional economic integration organization shall cease to be a party to this Convention 
when all States participating in such organization have denounced this Convention.

Article 72. Depositary and languages
1. The Secretary-General of the United Nations is hereby designated as the depositary 

of this Convention.
2. The original of this Convention, of which the Arabic, Chinese, English, French, Rus-

sian and Spanish texts are equally authentic, shall be deposited with the Secretary-General 
of the United Nations.

IN WITNESS WHEREOF, the undersigned plenipotentiaries, being duly authorized by 
their respective Governments, have signed this Convention.

Annex I
1. Convention on Off ences and Certain Other Acts Committed on Board Aircraft (Tokyo, 14 Sep-

tember 1963)
2. Convention for the Suppression of Unlawful Seizure of Aircraft (The Hague, 16 December 1970)
3. Convention on the Prevention and Punishment of Crimes against Internationally Protected Per-

sons, including Diplomatic Agents (New York, 14 December 1973)
4. International Convention against the Taking of Hostages (New York, 17 December 1979)
5. Convention on the Physical Protection of Nuclear Material (Vienna, 3 March 1980)
6. Convention for the Suppression of Unlawful Acts against the Safety of Maritime Navigation 

(Rome, 10 March 1988)
7. International Convention for the Suppression of Terrorist Bombings (New York, 15 December 

1997)
8. International Convention for the Suppression of the Financing of Terrorism (New York, 9 De-

cember 1999)
9. International Convention for the Suppression of Acts of Nuclear Terrorism (New York, 13 April 

2005)
10. Convention on Extradition and Mutual Legal Assistance in Counter-terrorism (New York, 16 

May 2008)
11. United Nations Convention against Transnational Organized Crime (New York, 15 November 

2000)
12. United Nations Convention against Corruption (New York, 31 October 2003) 
13. Convention on the Suppression of Unlawful Acts relating to International Civil Aviation (Bei-

jing, 10 September 2010) [replacing the 1971 Convention for the Suppression of Unlawful Acts against 
the Safety of Civil Aviation]
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Draft UN Convention on Cooperation in Combating Cybercrime  

14. Single Convention on Narcotic Drugs (New York, 30 March 1961)
15. Convention on Psychotropic Substances (Vienna, 21 February 1971)
16. United Nations Convention against Illicit Traffi  c in Narcotic Drugs and Psychotropic Substances 

(Vienna, 19 December 1988)

Technical annex
Type Name Description

1. Software
Worms a malicious program that spreads itself through local and global com-

puter networks
Viruses  a malicious self-replicating program
Тrojans a malicious program that performs unauthorized functions 

in the system
Rootkit a program or program kit designed to hide the presence of an in-

truder or a malicious program in the system
Bootkit a program modifying the MBR boot sector
Exploit a program or a sequence of commands taking advantage of software 

vulnerabilities to attack the computer system. The attack may be 
aimed at gaining control of the system (privilege escalation) or its 
failure (DoS attack)

Constructor Programs for developing malicious programs
Cryptor a program for hiding malicious software
Backdoor a malicious software for hidden control of the computer
Bruteforcer a program for cracking passwords
Кeylogger a malicious program capturing keystrokes
Sniff er a network traffi  c analyser
Кeygen Key generator
Ttraffi  c Generator a malicious program generating spurious traffi  c
Clicker a malicious program that simulates banners and clicks on them 

2. Hardware
Skimmer An attachable device that captures information from the magnetic 

stripe of a card for subsequent copying
Encoder (reader) a device that reads/records information on a magnetic stripe
Embosser a device for embossing plastic cards 

3. Special intelligence technical tools
SITT 1 Devices for the hidden obtaining and recording of acoustic informa-

tion
SITT 2 Devices for hidden visual observation and recording
SITT 3 Devices for hidden eavesdropping on telephone conversations
SITT 4 Devices for the hidden capturing and recording of information from 

technical communications channels
SITT 5 Devices for the hidden control of email messages and transmissions
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SITT 6 Devices for the hidden examination of items and documents
SITT 7 Devices for hidden access to and examination of premises, vehicles 

and other facilities
SITT 8 Devices for the hidden control of movements of vehicles and other 

items
SITT 9 Devices for the hidden obtaining (modifying, erasing) of information 

from technical media designed for its storage, processing and transfer
SITT 10 Devices for hidden identity check
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1. RESOLUTIONS AND THE RELATED DOCUMENTS 
ON THE INTERNATIONAL INFORMATION SECURITY: 

RUSSIAN INITIATIVES 

LETTERS TO THE SECRETARY-GENERAL 
OF THE UNITED NATIONS

Fifty-third session
First Committee
Agenda item 63
(A/C.1/53/3, 30 September 1998)
Role of science and technology in the context 
of international security,
disarmament and other related fi elds

Letter dated 23 September 1998 from the Minister 
for Foreign Affairs of the Russian Federation 
addressed to the Secretary-General
I have the honour to transmit herewith a letter dated 23 September 1998 addressed to you 

from the Minister for Foreign Aff airs of the Russian Federation, Mr. I. S. Ivanov (see annex).
I should be grateful if you would have the text of this letter and its annex circulated as a doc-

ument of the General Assembly under agenda item 63.
(Signed) Sergei Lavrov

Annex
to the letter dated 23 September 1998 
from the Permanent Representative of the Russian Federation to the United 
Nations addressed to the Secretary-General

For a number of years, the General Assembly has been considering at its sessions the item 
entitled “Role of science and technology in the context of international security, disarmament 
and other related fi elds”. We believe that this issue is still topical; moreover, it has recently begun 
to acquire new meaning as a result of the qualitatively new stage of the scientifi c and technologi-
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cal revolution that is occurring throughout the world: the rapid development and application 
of new information technologies and means of telecommunication.

The information revolution, which aff ects virtually all aspects of modern life, is opening 
up broad prospects for the rapid and harmonious development of world civilization, expanding 
opportunities for mutually advantageous cooperation among States and is sharply increasing 
mankind’s creative potential. Today it is possible to talk about the formation of a truly global 
information area for the international community, in which information is taking on the attri-
butes of the most valuable element of both national and universal property, its strategic resource.

At the same time, it is essential to consider the - perhaps for the time being only potential but 
nevertheless serious — threat of developments in the information fi eld being used for purposes 
incompatible with the objectives of maintaining international stability and security, the obser-
vance of the principles of non-use of force, non-interference in internal aff airs and respect for 
human rights and freedoms. In our opinion, such a threat requires that preventive measures 
be taken today. We cannot permit the emergence of a fundamentally new area of international 
confrontation, which may lead to an escalation of the arms race based on the latest develop-
ments of the scientifi c and technological revolution and, as a result, divert an enormous amount 
of resources that are so necessary for peaceful creativity and development.

I am referring to the creation of information weapons and the threat of information wars, 
which we understand as actions taken by one country to damage the information resources 
and systems of another country while at the same time protecting its own infrastructure.

The unprecedented level of information available to the public and, at the same time, 
the vulnerability of a society’s information structure has lead to the risk of the emergence of such 
an information weapon, the destructive “eff ect” of which may be comparable to that of weapons 
of mass destruction.

In these circumstances, there is a real threat that information resources may be used for ter-
rorist or criminal purposes, the consequences of which may be disastrous.

All these apprehensions lead us to the conclusion that the time has come for the question 
of international information security to be a topic for substantive and purposeful discussion 
in the United Nations.

I request that you consider this letter as an explanatory memorandum, in accordance with 
the rules of procedure of the General Assembly, and circulate it together with the attached draft 
resolution (see appendix) as a document of the General Assembly under agenda item 63.

(Signed) I. Ivanov

Appendix

 Developments in the field of information and telecommunications 
in the context of international security

Russian Federation: draft resolution
The General Assembly,
Recalling its resolutions on the role of science and technology in the context of international 

security in which, inter alia, it recognized that scientifi c and technological developments could 
have both civilian and military applications and that progress in science and technology for civil-
ian applications needed to be maintained and encouraged,
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Acknowledging with satisfaction that considerable progress has been achieved in developing 
and applying the latest information technologies and means of telecommunication,

Affi  rming that it sees in this process the broadest positive opportunities for the further de-
velopment of civilization, the expansion of opportunities for cooperation among States, the en-
hancement of mankind’s creative potential and the formation of a global information area for 
the international community,

Recalling in this connection the approaches and principles for creating such a community, 
which were outlined at the international Conference on the Information Society and Develop-
ment, held in Midrand, South Africa, in 1996,

Noting that the dissemination and use of information technologies and means aff ect the in-
terests of the entire international community and their optimum inventory is possible only 
in the context of broad international cooperation,

Expressing concern that these technologies and means may potentially be used for purposes 
incompatible with the objectives of ensuring international security and stability and the obser-
vance of the principles of non-use of force, non-interference in internal aff airs and respect for 
human rights and freedoms,

Considering it also necessary to prevent the emergence of information technologies and means 
whose military applications may be compared to the use of weapons of mass destruction,

Concerned that new information technologies may be used to improve existing weapons 
of mass destruction or create new systems of such weapons,

Expressing the anxiety that the scale and, at the same time, vulnerability of the global in-
formation structure poses the real threat that it may be used for terrorist or criminal purposes, 
the results of which may be disastrous,

1. Proposes that States Members of the United Nations increase their consideration at 
the bilateral and multilateral levels of existing and potential threats in the fi eld of infor-
mation security;

2. Calls upon the Secretary-General and United Nations bodies to provide assistance 
in this process;

3. Invites all Member States to inform the Secretary-General of their views and assess-
ments concerning the following questions:
(a) overall view of problems related to the use of information technologies for miliary 

purposes;
(b) defi nition of the concepts “information weapon”, and “information war”, and oth-

er hostile or unsanctioned use of information and telecommunications systems 
and information resources;

(c) advisability of developing international legal regimes to prohibit the development, 
production or use of particularly dangerous forms of information weapons, and 
of taking measures to combat information terrorism and crime, including the es-
tablishment of an international system (centre) for monitoring threats to the secu-
rity of global information and telecommunications systems;

4. Requests the Secretary-General to summarize the views and assessments concerning 
problems of information security and to submit a report to the General Assembly at its 
fi fty-fourth session;

5. Decides to include in the provisional agenda of its fi fty-fourth session the item entitled 
“Developments in the fi eld of information and telecommunications in the context of in-
ternational security”.
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Sixty-sixth session 
Item 93 of the provisional agenda (A/66/150)
Developments in the fi eld of information 
and  telecommunications in the context of international security

Letter dated 12 September 2011 
from the Permanent Representatives 
of China, the Russian Federation, Tajikistan 
and Uzbekistan to the United Nations addressed 
to the Secretary-General
Recent years have witnessed the considerable progress achieved in developing and apply-

ing the latest information and telecommunication technologies, which could potentially be 
used for purposes that are inconsistent with the objectives of maintaining international sta-
bility and security. It is of great signifi cance that the common challenges in the sphere of in-
formation security should be dealt with through international cooperation and in the spirit 
of mutual respect. To that end, China, Russia, Tajikistan and Uzbekistan have jointly elabo-
rated in the form of a potential General Assembly resolution on an international code of con-
duct for information security and call for international deliberations within the United Na-
tions framework on such an international code, with the aim of achieving the earliest possible 
consensus on international norms and rules guiding the behavior of States in the information 
space (see annex).

It would be highly appreciated if you could circulate the present letter and its annex as 
a document of the sixty-sixth session of the General Assembly, under item 93 of the provisional 
agenda.

(Signed) Li Baodong 
Permanent Representative of the People’s Republic of China

to the United Nations

(Signed) Vitaly Churkin 
Permanent Representative of the Russian Federation

to the United Nations

(Signed) Sirodjidin Aslov 
Permanent Representative of the Republic of Tajikistan

to the United Nations

(Signed) Murad Askarov 
Permanent Representative of the Republic of Uzbekistan

to the United Nations 
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Annex
to the letter dated 12 September 2011 from the Permanent Representatives 
of China, the Russian Federation, Tajikistan and Uzbekistan 
to the United Nations addressed to the Secretary-General

[Original: Chinese, English and Russian]

 International code of conduct for information security

The General Assembly,
Recalling its resolutions on the role of science and technology in the context of international 

security, in which, inter alia, it recognized that scientifi c and technological developments could 
have both civilian and military applications and that progress in science and technology for civil-
ian applications needed to be maintained and encouraged,

Noting that considerable progress has been achieved in developing and applying the latest 
information technologies and means of telecommunication,

Recognizing the need to prevent the potential use of information and communication tech-
nologies for purposes that are inconsistent with the objectives of maintaining international 
stability and security and may adversely aff ect the integrity of the infrastructure within States, 
to the detriment of their security,

Underlining the need for enhanced coordination and cooperation among States in combat-
ing the criminal misuse of information technologies and, in that context, stressing the role that 
can be played by the United Nations and other international and regional organizations,

Highlighting the importance of the security, continuity and stability of the Internet and 
the need to protect the Internet and other information and communications technology networks 
from threats and vulnerabilities, and reaffi  rming the need for a common understanding of the is-
sues of Internet security and for further cooperation at the national and international levels,

Reaffi  rming that policy authority for Internet-related public issues is the sovereign right 
of States, which have rights and responsibilities for international Internet-related public policy 
issues,

Recognizing that confi dence and security in the use of information and communications 
technologies are among the main pillars of the information society and that a robust global 
culture of cybersecurity needs to be encouraged, promoted, developed and vigorously imple-
mented, pursuant to General Assembly resolution 64/211 of 21 December 2009, entitled “Cre-
ation of a global culture of cybersecurity and taking stock of national eff orts to protect critical 
information infrastructures”,

Stressing the need for enhanced eff orts to close the digital divide by facilitating the transfer 
of information technology and capacity-building to developing countries in the areas of cyber-
security best practices and training, pursuant to resolution 64/211,

Adopts the international code of conduct for information security as follows: 

Purpose and scope
The purpose of the present code is to identify the rights and responsibilities of States in in-

formation space, promote their constructive and responsible behaviours and enhance their co-
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operation in addressing the common threats and challenges in information space, so as to en-
sure that information and communications technologies, including networks, are to be solely 
used to benefi t social and economic development and people’s well-being, with the objective 
of maintaining international stability and security.

Adherence to the code is voluntary and open to all States.

Code of conduct
Each State voluntarily subscribing to the code pledges:
(a) To comply with the Charter of the United Nations and universally recognized norms 

governing international relations that enshrine, inter alia, respect for the sovereignty, territorial 
integrity and political independence of all States, respect for human rights and fundamental 
freedoms and respect for the diversity of history, culture and social systems of all countries;

(b) Not to use information and communications technologies, including networks, to carry 
out hostile activities or acts of aggression, pose threats to international peace and security or 
proliferate information weapons or related technologies;

(c) To cooperate in combating criminal and terrorist activities that use information and com-
munications technologies, including networks, and in curbing the dissemination of information 
that incites terrorism, secessionism or extremism or that undermines other countries’ political, 
economic and social stability, as well as their spiritual and cultural environment;

(d) To endeavour to ensure the supply chain security of information and communica-
tions technology products and services, in order to prevent other States from using their re-
sources, critical infrastructures, core technologies and other advantages to undermine the right 
of the countries that have accepted the code of conduct, to gain independent control of in-
formation and communications technologies or to threaten the political, economic and social 
security of other countries;

(e) To reaffi  rm all the rights and responsibilities of States to protect, in accordance with rel-
evant laws and regulations, their information space and critical information infrastructure from 
threats, disturbance, attack and sabotage;

(f) To fully respect rights and freedom in information space, including rights and freedom 
to search for, acquire and disseminate information on the premise of complying with relevant 
national laws and regulations;

(g) To promote the establishment of a multilateral, transparent and democratic interna-
tional Internet management system to ensure an equitable distribution of resources, facilitate 
access for all and ensure a stable and secure functioning of the Internet;

(h) To lead all elements of society, including its information and communication partner-
ships with the private sector, to understand their roles and responsibilities with regard to in-
formation security, in order to facilitate the creation of a culture of information security and 
the protection of critical information infrastructures;

(i) To assist developing countries in their eff orts to enhance capacity-building on informa-
tion security and to close the digital divide;

(j) To bolster bilateral, regional and international cooperation, promote the important role 
of the United Nations in formulating international norms, peaceful settlements of international 
disputes and improvements in international cooperation in the fi eld of information security, 
and enhance coordination among relevant international organizations;

(k) To settle any dispute resulting from the application of the code through peaceful means 
and to refrain from the threat or use of force.
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Sixty-ninth session
Agenda item 91
Developments in the fi eld of information 
and telecommunications in the context 
of international security

Letter dated 9 January 2015 
from the Permanent Representatives of China, 
Kazakhstan, Kyrgyzstan, the Russian Federation, 
Tajikistan and Uzbekistan to the United Nations 
addressed to the Secretary-General
(A/69/723)
Recent years have witnessed considerable progress in the development and applica-

tion of new information and communication technologies, which potentially could be used 
for purposes that are inconsistent with the objectives of maintaining international stability 
and security. An international consensus is now emerging on the need to strengthen inter-
national cooperation and formulate relevant international norms, in order to address com-
mon challenges in the sphere of information security. To that end, China, Russia, Tajikistan 
and Uzbekistan jointly submitted an international code of conduct for information security 
to the General Assembly in 2011 at its sixty-sixth session, which was subsequently co-spon-
sored by Kyrgyzstan and Kazakhstan. The code of conduct gave rise to extensive interna-
tional attention and discussion after it was distributed as a document of the General Assem-
bly (A/66/359). Consequently, we revised the code of conduct, taking into full consideration 
the comments and suggestions from all parties. We now have the honour to enclose herewith 
the Chinese, Russian and English versions of the revised code of conduct (see annex). With 
this, we hope to push forward the international debate on international norms on information 
security, and help forge an early consensus on this issue.

It would be highly appreciated if you could circulate the present letter and its annex as 
a document of the sixty-ninth session of the General Assembly under item 91 of the agenda.

(Signed) Liu Jieyi
Permanent Representative of the People’s Republic of China

to the United Nations

(Signed) Kairat Abdrakhmanov 
Permanent Representative of the Republic of Kazakhstan

to the United Nations

(Signed) Talaibek Kydyrov 
Permanent Representative of the Kyrgyz Republic

to the United Nations
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(Signed) Vitaly Churkin 
Permanent Representative of the Russian Federation

to the United Nations

(Signed) Mahmadamin Mahmadaminov 
Permanent Representative of the Republic of Tajikistan

to the United Nations

(Signed) Muzaff arbek Madrakhimov 
Permanent Representative of the Republic of Uzbekistan

to the United Nations 

Annex
to the letter dated 9 January 2015 from the Permanent Representatives 
of China, Kazakhstan, Kyrgyzstan, the Russian Federation, Tajikistan 
and Uzbekistan to the United Nations addressed to the Secretary-General

[Original: Chinese and Russian]

International code of conduct for information security

The General Assembly,
Recalling its resolutions on the role of science and technology in the context of international 

security, in which, inter alia, it recognized that scientifi c and technological developments could 
have both civilian and military applications and that progress in science and technology for civil-
ian applications needed to be maintained and encouraged,

Recalling also its resolutions 53/70 of 4 December 1998, 54/49 of 1 December 1999, 55/28 
of 20 November 2000, 56/19 of 29 November 2001, 57/53 of 22 November 2002, 58/32 of 8 De-
cember 2003, 59/61 of 3 December 2004, 60/45 of 8 December 2005, 61/54 of 6 December 
2006, 62/17 of 5 December 2007, 63/37 of 2 December 2008, 64/25 of 2 December 2009, 65/41 
of 8 December 2010, 66/24 of 2 December 2011, 67/27 of 3 December 2012 and 68/243 of 27 De-
cember 2013, on developments in the fi eld of information and telecommunications in the con-
text of international security,

Noting that considerable progress has been achieved in developing and applying the latest 
information technologies and means of telecommunication,

Recognizing the need to prevent the potential use of information and communication tech-
nologies for purposes that are inconsistent with the objectives of maintaining international 
stability and security and may adversely aff ect the integrity of the infrastructure within States, 
to the detriment of their security,

Underlining the need for enhanced coordination and cooperation among States in combat-
ing the criminal misuse of information technologies and, in that context, stressing the role that 
can be played by the United Nations and other international and regional organizations,

Highlighting the importance of the security, continuity and stability of the Internet and 
the need to protect the Internet and other information and communication technology net-
works from threats and vulnerabilities, and reaffi  rming the need for a common understanding 
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of the issues of Internet security and for further cooperation at the national and international 
levels,

Reaffi  rming that policy authority for Internet-related public issues is the sovereign right 
of States, which have rights and responsibilities for international Internet-related public policy 
issues,

Bearing in mind the assessments and recommendations contained in the report of the Group 
of Governmental Experts established in 2012 on the basis of equitable geographical distribution, 
in fulfi lment of resolution 66/24, and which, in accordance with its mandate, considered exist-
ing and potential threats in the sphere of information security and possible cooperative mea-
sures to address them, including norms, rules or principles of responsible behaviour of States 
and confi dence-building measures in the information space, and conducted a study on relevant 
international concepts aimed at strengthening the security of global information and telecom-
munications systems,

Stressing the need to develop a common understanding of how norms derived from exist-
ing international law relevant to the use of information and communication technologies by 
States, a measure essential to reduce risks to international peace, security and stability, will ap-
ply to State behaviour and the use of information and communication technologies by States, 
in accordance with paragraph 16 of the report of the Group of Governmental Experts (A/68/98 
of 24 June 2013),

Noting that, given the unique attributes of information and communication technologies, 
additional norms could be developed over time, in accordance with paragraph 16 of the report 
of the Group of Governmental Experts,

Recognizing that confi dence and security in the use of information and communications 
technologies are among the main pillars of the information society and that a robust global 
culture of cybersecurity needs to be encouraged, promoted, developed and vigorously im-
plemented, pursuant to General Assembly resolution 64/211, entitled “Creation of a global 
culture of cybersecurity and taking stock of national eff orts to protect critical information 
infrastructures”,

Stressing the need for enhanced eff orts to close the digital divide by facilitating the transfer 
of information technology and capacity-building to developing countries in the areas of cyber-
security best practices and training, pursuant to that General Assembly resolution,

Adopts the following international code of conduct for information security:

1. Purpose and scope
The purpose of the present code of conduct is to identify the rights and responsibilities 

of States in the information space, promote constructive and responsible behaviour on their 
part and enhance their cooperation in addressing common threats and challenges in the infor-
mation space, in order to establish an information environment that is peaceful, secure, open 
and founded on cooperation, and to ensure that the use of information and communications 
technologies and information and communications networks facilitates the comprehensive eco-
nomic and social development and well-being of peoples, and does not run counter to the ob-
jective of ensuring international peace and security.

Adherence to the code is voluntary and open to all States.
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2. Code of conduct
Each State voluntarily subscribing to this Code of Conduct pledges:
(1) To comply with the Charter of the United Nations and universally recognized norms 

governing international relations that enshrine, inter alia, respect for the sovereignty, territorial 
integrity and political independence of all States, respect for human rights and fundamental 
freedoms and respect for the diversity of history, culture and social systems of all countries;

(2) Not to use information and communications technologies and information and com-
munications networks to carry out activities which run counter to the task of maintaining inter-
national peace and security;

(3) Not to use information and communications technologies and information and com-
munications networks to interfere in the internal aff airs of other States or with the aim of under-
mining their political, economic and social stability;

(4) To cooperate in combating criminal and terrorist activities that use information and com-
munications technologies and information and communications networks, and in curbing 
the dissemination of information that incites terrorism, separatism or extremism or that in-
fl ames hatred on ethnic, racial or religious grounds;

(5) To endeavour to ensure the supply chain security of information and communications 
technology goods and services, in order to prevent other States from exploiting their dominant 
position in information and communications technologies, including dominance in resourc-
es, critical infrastructures, core technologies, information and communications technology 
goods and services and information and communications networks to undermine States ’ right 
to independent control of information and communications technology goods and services, or 
to threaten their political, economic and social security;

(6) To reaffi  rm the rights and responsibilities of all States, in accordance with the relevant 
norms and rules, regarding legal protection of their information space and critical information 
infrastructure against damage resulting from threats, interference, attack and sabotage;

(7) To recognize that the rights of an individual in the offl  ine environment must also be pro-
tected in the online environment; to fully respect rights and freedoms in the information space, 
including the right and freedom to seek, receive and impart information, taking into account 
the fact that the International Covenant on Civil and Political Rights (article 19) attaches to that 
right special duties and responsibilities. It may therefore be subject to certain restrictions, but 
these shall only be such as are provided by law and are necessary:

(a) for respect of the rights or reputations of others;
(b) for the protection of national security or of public order (ordre public), or of public 

health or morals;

(8) All States must play the same role in, and carry equal responsibility for, international 
governance of the Internet, its security, continuity and stability of operation, and its develop-
ment in a way which promotes the establishment of multilateral, transparent and democratic 
international Internet governance mechanisms which ensure an equitable distribution of re-
sources, facilitate access for all and ensure the stable and secure functioning of the Internet;

(9) All States must cooperate fully with other interested parties in encouraging a deeper 
understanding by all elements in society, including the private sector and civil-society institu-
tions, of their responsibility to ensure information security, by means including the creation 
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of a culture of information security and the provision of support for eff orts to protect critical 
information infrastructure;

(10) To develop confi dence-building measures aimed at increasing predictability and reduc-
ing the likelihood of misunderstanding and the risk of confl ict. Such measures will include, inter 
alia, voluntary exchange of information regarding national strategies and organizational struc-
tures for ensuring a State’s information security, the publication of white papers and exchanges 
of best practice, wherever practical and advisable;

(11) To assist developing countries in their eff orts to enhance capacity-building on informa-
tion security and to close the digital divide;

(12) To bolster bilateral, regional and international cooperation, promote a prominent role 
for the United Nations in areas such as encouraging the development of international legal 
norms for information security, peaceful settlement of international disputes, qualitative im-
provements in international cooperation in the fi eld of information security; and to enhance 
coordination among relevant international organizations;

(13) To settle any dispute resulting from the application of this code of conduct through 
peaceful means, and to refrain from the threat or use of force.

CONTRIBUTIONS 
BY THE RUSSIAN FEDERATION

A/54/213. Developments in the field of information 
and telecommunications in the context 
of international security

Report of the Secretary-General 
Extraction

I. Introduction

1. The General Assembly, by paragraphs 2 and 3 of its resolution 53/70 of 4 December 1998, 
entitled “Developments in the fi eld of information and telecommunications in the context of in-
ternational security”, invited all Member States to inform the Secretary-General of their views 
and assessments on the following questions: (a) general appreciation of the issues of information 
security, (b) defi nition of basic notions related to information security, including unauthorized 
interference with or misuse of information and telecommunications systems and information 
resources, and (c) advisability of developing international principles that would enhance the se-
curity of global information and telecommunications systems and help to combat information 
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terrorism and criminality, and requested the Secretary-General to submit a report to it at its 
fi fty-fourth session.

2. On 19 March 1999, the Secretary-General addressed a note verbale to Member States 
requesting them to provide their views pursuant to the invitation of the Assembly. The replies 
received from Governments are reproduced below.

II . Replies received from Governments

<...>
RUSSIAN FEDERATION

[Original: Russian] 
[9 June 1999]

General comments
1. One of the characteristic features of the current stage of world scientifi c and technological 

progress is the global information revolution — the rapid development and universal application 
of the most recent information technologies and global means of telecommunication. Aff ecting 
all areas of the vital activities of States, the information revolution is opening up new opportuni-
ties for developing international cooperation and is creating a global information area in which 
information is becoming an extremely valuable part of a country’s wealth and its strategic re-
sources.

2. At the same time, it is becoming clear that, along with the positive aspects of that process, 
there is also a real threat that developments in the information fi eld can be used for purposes that 
are inconsistent with the objectives of maintaining international stability and security and com-
plying with the principles of the sovereign equality of States, the peaceful settlement of disputes 
and confl icts, non-use of force, non-interference in internal aff airs and respect for human rights 
and freedoms.

3. The use of the most recent information technologies to build up the military potential 
of countries alters the global and regional balance of forces and gives rise to tension between 
traditional and emerging centres of power and infl uence.

4. A fundamentally new area of confrontation in the international arena is in the making, 
and there is the danger that scientifi c and technological developments in the fi eld of informa-
tion and communications might lead to an escalation of the arms race. In such a situation, both 
the national security of individual States and the overall system of international collective secu-
rity at the regional and global levels are aff ected.

5. We are referring to the creation of an “information weapon”, the use of which, depending 
on the level of a society’s information technology and the vulnerability of its vital structures, can 
have devastating consequences, comparable to the eff ect of weapons of mass destruction. It is 
obvious that such a weapon can be used by terrorist, extremist or criminal groups, as well as by 
individual lawbreakers.

6. Thus, the universality, secrecy or impersonality of the information weapon, the possibil-
ity of its widespread use across national borders and its economy and overall effi  ciency make it 
an extremely dangerous means of exerting infl uence, and contemporary international law has 
virtually no means of regulating the development and application of such a weapon.
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7. In this connection, there is an obvious need for international legal regulation of the world-
wide development of civilian and military information technology, and for the formulation of 
a coordinated international policy on information safety that meets the needs of international 
security.

Proposed measures
8. The basis for the international community’s further eff orts in this area can be General As-

sembly resolution 53/70, entitled “Developments in the fi eld of information and telecommunica-
tions in the context of international security”, which the Assembly adopted by consensus on 4 De-
cember 1998; the draft resolution on the subject was introduced by the Russian Federation.

9. The General Assembly must adopt resolutions on the question of information security 
with a view to reducing the threat of the use of information for terrorist, criminal or military 
purposes.

10. It is essential that the joint consideration of the situation in the area of information se-
curity should be continued in order to identify all existing positions and views and to take them 
into consideration in common eff orts to advance the concept of information security.

11. As common approaches and trends are identifi ed, work should begin on the development 
of international principles (e.g., a regime, a code of conduct for States) with a view to strength-
ening international information security. At the outset, these principles could take the form of 
a multilateral declaration; they would subsequently be incorporated into a multilateral inter-
national legal instrument. Work in this area should also be conducted within the framework 
of the Conference on Disarmament at Geneva.

12. At the same time, the international community should consider and adopt the afore-
mentioned principles as a package, that is, bearing in mind threats of a military, terrorist or 
criminal nature and with a view to applying those principles to both the military and civilian 
spheres.

Main threats to international information security
13. The main threats to international information security are:
(a) Creation and use of means of infl uencing or damaging another State’s information re-

sources and systems;
(b) Deliberate use of information to infl uence another State’s vital structures;
(c) Use of information with a view to undermining a State’s political and social system; 

psychological manipulation of a population for the purpose of destabilizing society;
(d) Actions by States to dominate and control the information area, prevent access 

to the most recent information technologies and create a situation in which other States 
are technologically dependent in the information sphere;

(e) Actions by international terrorist, extremist or criminal associations, organizations, 
groups or individual lawbreakers that pose a threat to a State’s information resources 
and vital structures;

(f) Formulation and adoption by States of plans or doctrines providing for the possibility 
of waging information wars and capable of provoking an arms race and causing tension 
in relations among States, and of leading to information wars per se;

(g) Use of information technologies and means to the detriment of human rights and free-
doms in the fi eld of information;
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(h) Uncontrolled transboundary dissemination of information, in contravention of the prin-
ciples and norms of international law and the domestic legislation of specifi c countries;

(i) Manipulation of information fl ows, disinformation and concealment of informa-
tion with a view to undermining a society’s psychological and spiritual environment 
and eroding traditional cultural, moral, ethical and aesthetic values;

(j) Information expansion and acquisition of a monopoly over another State’s national 
information and telecommunication infrastructures, including conditions for their op-
eration in the international information area.

Main tasks and objectives for developing an international information 
security regime
14. There is a need to create an international legal basis for:
(a) Identifying the characteristic features of and classifying information wars;
(b) Identifying the characteristic features of and classifying information weapons, as well as 

methods and means that may be regarded as information weapons;
(c) Restricting traffi  c in information weapons;
(d) Prohibiting the development, dissemination or use of particularly dangerous types 

of information weapons;
(e) Preventing the threat of information wars;
(f) Prohibiting the use of information technologies and means for hostile purposes and, 

in particular, against agreed categories of facilities;
(g) Acknowledging that the use of information weapons against vital structures is compa-

rable to the consequences of the use of weapons of mass destruction;
(h) Creating conditions for the equitable and safe international exchange of information, 

based on a balance of interests of the individual, society and the State;
(i) Preventing threats of the use of information technologies and means for terrorist or 

other criminal purposes;
(j) Preventing the threat of the use of information technologies and means to infl uence 

social consciousness with a view to destabilizing a society and State;
(k) Developing a procedure for mutual notifi cation and prevention of the unsanctioned use 

of information to infl uence other States;
(l) Creating a mechanism to settle confl ict situations in the area of information security;
(m) Creating an international system for certifying information technologies and means (in-

cluding software and hardware) with a view to guaranteeing their information security;
(n) Developing a system of international cooperation among law-enforcement agencies 

with a view to preventing crime in the information sphere;
(o) Creating a mechanism for monitoring compliance with the conditions of the interna-

tional information safety regime;
(p) Harmonizing national legislation in order to ensure information safety.

Basic notions related to international information security
15. Basic notions related to international information security include:
(a) Information area. The sphere of activity involving the creation, transformation or use 

of information, including individual and social consciousness, the information and tel-
communications infrastructure and information itself;
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(b) Information resources. Information infrastructure (hardware and systems for creat-
ing, processing, storing and transmitting information), including data fi les and bases, 
and information and information fl ows;

(c) Information war. Confrontation between States in the information fi eld, with a view 
to damaging information systems, processes and resources and vital structures, and un-
dermining another State’s political and social systems, as well as the mass psychological 
manipulation of a State’s population and the destabilization of society;

(d) Information weapon. Means and methods used with a view to damaging another State’s 
information resources, processes and systems; use of information to the detriment of 
a State’s defence, administrative, political, social, economic or other vital systems, and 
the mass manipulation of a State’s population with a view to destabilizing society and 
the State;

(e) Information security. Protection of the basic interests of the individual, society and 
the State in the information area, including the information and telecommunications 
infrastructure and information per se with respect to its characteristics, such as integrity, 
objectivity, accessibility and confi dentiality;

(f) Threat to information security. Factors that endanger the basic interests of the individual, 
society and the State in the information area;

(g) International information security. The state of international relations that excludes 
the violation of international stability and the creation of a threat to the security of States 
and the international community in the information area;

(h) Illegal use of information and telecommunications systems and information resources. Use 
of telecommunications and information systems and resources without the relevant au-
thorization or in violation of the applicable rules, legislation or norms of international 
law;

(i) Unsanctioned interference in information and telecommunications systems and information 
resources. Interference in the collection, processing, accumulation, storage, search for, 
dissemination or use of information with a view to disrupting the normal functioning 
of information systems, or the violation of the integrity, confi dentiality or accessibility 
of information resources;

(j) Vital structures. A State’s facilities, systems and institutions, deliberate infl uence 
on the information resources of which may have consequences that directly aff ect na-
tional security (transport, energy supply, credit and fi nance, communications, State ad-
ministrative bodies, the defence system, law-enforcement agencies, strategic informa-
tion resources, scientifi c establishments and scientifi c and technological developments, 
installations that pose heightened technological and environmental risks, and bodies for 
eliminating the consequences of natural disasters or other emergency situations);

(k) International information terrorism. The use of telecommunications or information sys-
tems and resources, or the infl uencing of those systems or resources, in the interna-
tional information area for terrorist purposes;

(l) International information crime. The use of telecommunications or information systems 
and resources, or the infl uencing of those systems or resources, in the international in-
formation area for illegal purposes.

<...>
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A/55/140. Developments in the field of information 
and telecommunications in the context 
of international security

Report of the Secretary-General
Extraction

I. Introduction

1. The General Assembly, by paragraphs 2 and 3 of its resolution 54/49 of 1 December 
1999 on developments in the fi eld of information and telecommunications in the context of in-
ternational security, invited all Member States to inform the Secretary-General of their views 
and assessments on the following questions: (a) general appreciation of the issues of information 
security, (b) defi nition of basic notions related to information security, including unauthorized 
interference with or misuse of information and telecommunications systems and information re-
sources, and (c) advisability of developing international principles that would enhance the se-
curity of global information and telecommunications systems and help to combat information 
terrorism and criminality, and requested the Secretary-General to submit a report to it at its 
fi fty- fi fth session.

2. On 14 March 2000, the Secretary-General addressed a note verbale to Member States 
requesting them to provide their views pursuant to the invitation of the Assembly. The replies 
received to date from Governments are reproduced in chapter II of the present report. Any other 
replies received will be issued as addenda to the present report.

II . Replies received from Governments

<...>
RUSSIAN FEDERATION

[Original: Russian] 
[12 May 1999]

Principles of international information security

Use of terms
The following terms are used for the purposes of these Principles:
1. Information area — the sphere of activity involving the creation, transformation or use 

of information, including individual and social consciousness, the information and telecom-
munications infrastructure, and information itself.

2. Information resources — information infrastructure (hardware and systems for the cre-
ation, processing, storage and transmission of information), including bit maps, databases, in-
formation itself and data fl ows.
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3. Information war — confrontation between States in the information area for the purpose 
of damaging information systems, processes and resources and vital structures, undermining 
political, economic and social systems as well as the massive psychological manipulation of 
a population in order to destabilize society and the State.

4. Information weapons — ways and means used for the purpose of damaging the informa-
tion resources, processes and systems of a State, exerting an adverse infl uence, through infor-
mation, on the defence, administrative, political, social, economic and other vital systems of 
a State, as well as the massive psychological manipulation of a population in order to destabilize 
society and the State.

5. Information security — a situation in which the basic interests of the individual, of society 
and of the State in the information area, including the information and telecommunications in-
frastructure and information itself with respect to its characteristics such as integrity, objectivity, 
availability and confi dentiality, are protected.

6. Threat to information security — factors that endanger the basic interests of the individual, 
of society and of the State in the information area.

7. International information security — a situation in international relations that pre-
cludes the violation of global stability and the creation of a threat to the security of States and 
of the world community in the information area.

8. Illegal use of information and telecommunications systems and information resources — 
the use of telecommunications and information systems and resources without the relevant en-
titlement or in violation of the established rules or legislation or the norms of international law.

9. Unauthorized interference in information and telecommunications systems and information 
resources — interference in the processes of the compilation, processing, accumulation, stor-
age, presentation, retrieval, dissemination or use of information in order to disrupt the normal 
functioning of information systems or impair the integrity, confi dentiality or accessibility of in-
formation resources.

10. Vital structures — facilities, systems and institutions of a State, deliberate infl uence 
on the information resources of which may have consequences that directly aff ect national secu-
rity (transport, power supply, credit and fi nance, communications, State administrative bodies, 
defence system, law enforcement agencies, strategic information resources, scientifi c facilities 
and scientifi c and technological developments, installations entailing a high degree of techno-
logical or ecological risk, bodies for the mitigation of the eff ects of natural disasters or other 
emergencies).

11. International information terrorism — the use of telecommunications and information 
systems and resources and exerting infl uence on such systems or resources in the international 
information area for terrorist purposes.

12. International information crime — the use of telecommunications and information sys-
tems and resources and exerting infl uence on such systems and resources in the international 
information area for illegal purposes.

Principle I
1. The activities of each State and of other subjects of international law in the international 

information area must be conducive to overall social and economic development and be con-
ducted in a manner consistent with the objectives of maintaining global stability and security, 
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and with the sovereign rights of other States, security interests, the principles of the peaceful 
settlement of disputes and confl icts, the non-use of force, non-interference in internal aff airs 
and respect for human rights and freedoms.

2. Such activities must also be consistent with the right of everyone to seek, receive and dis-
seminate information and ideas, as set forth in the relevant documents of the United Nations, 
bearing in mind that this right may be restricted by law in order to protect the security interests 
of each State.

3. At the same time, each State and other subjects of international law must have equal rights 
to protect their information resources and vital structures from illegal use or from unauthorized 
interference in information, and shall be able to rely on the support of the world community 
in the attainment of those rights.

Principle II

States shall strive to restrict threats in the fi eld of international information security and with 
that end in view shall refrain from:

(a) The development, creation and use of means of infl uencing or damaging another State’s 
information resources and systems;

(b) The deliberate use of information to infl uence another State’s vital structures;
(c) The use of information to undermine the political, economic and social system of other 

States, or to engage in the psychological manipulation of a population in order to desta-
bilize society;

(d) Unauthorized interference in information and telecommunications systems and infor-
mation resources, as well their unlawful use;

(e) Actions tending to establish domination or control in the information area;
(f) Preventing access to the most recent information technologies and the creation of con-

ditions of technological dependency in the information fi eld to the detriment of other 
States;

(g) Encouraging the activities of international terrorist, extremist or criminal associations, 
organizations, groups or individual law breakers that pose a threat to the information 
resources and vital structures of States;

(h) Formulating and adopting plans or doctrines envisaging the possibility of waging infor-
mation wars and capable of instigating an arms race as well as causing tension in rela-
tions between States and specifi cally giving rise to information wars;

(i) The use of information technologies and tools to the detriment of fundamental human 
rights and freedoms in the fi eld of information;

(j) The transboundary dissemination of information in contravention of the principles 
and norms of international law and of the domestic legislation of specifi c countries;

(k) The manipulation of information fl ows, disinformation and the concealment of in-
formation in order to corrupt the psychological and spiritual environment of society, 
and erode traditional cultural, moral, ethical and aesthetic values;

(l) Expansion in the fi eld of information and the acquisition of control over the national in-
formation and telecommunications infrastructures of another State, including the con-
ditions for their operation in the international information area.
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Principle III
The United Nations and appropriate agencies of the United Nations system shall promote 

international cooperation for the purpose of limiting threats in the fi eld of international infor-
mation security and creating, for that purpose, an international legal basis to:

(a) Identify the defi ning features of information wars and to classify them;
(b) Identify the characteristic features of information weapons, and of tools that may be 

regarded as information weapons, and to classify them;
(c) Restrict traffi  c in information weapons;
(d) Prohibit the development, dissemination or use of information weapons;
(e) Prevent the threat of the outbreak of information wars;
(f) Recognize the danger of using information weapons against vital structures as being 

comparable to the threat of use of weapons of mass destruction;
(g) Create conditions for the equitable and safe international exchange of information 

based on the generally recognized rules and principles of international law;
(h) Prevent the use of information technologies and tools for terrorist or other criminal 

purposes;
(i) Prevent the use of information technologies and tools to infl uence social consciousness 

in order to destabilize society and the State;
(j) Develop a procedure for the exchange of information on and the prevention of unau-

thorized transboundary infl uence through information;
(k) Create an international monitoring system for tracking threats that may arise in the in-

formation fi eld;
(l) Create a mechanism for monitoring compliance with the conditions of the internation-

al information security regime;
(m) Create a mechanism to resolve confl ict situations in the area of information security;
(n) Create an international system for the certifi cation of information and telecommunica-

tions technologies and tools (including software and hardware) with a view to guaran-
teeing their information security;

(o) Develop a system of international cooperation among law enforcement agencies with 
a view to preventing and suppressing crime in the information area;

(p) Harmonize, on a voluntary basis, national legislation in order to ensure information 
security.

Principle IV
States and other subjects of international law must bear international responsibility for 

the activities in the information area that are carried out by them, whether under their jurisdic-
tion or under the auspices of international organizations of which they are members, as well as 
for the conformity of any such activities with the principles set forth in this document.

Principle V
Any dispute between States or other subjects of international law that may arise from the ap-

plication of these Principles shall be resolved through the use of the established procedures for 
the peaceful settlement of disputes.
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56/164/Add.1 Developments in the field of information 
and telecommunications in the context 
of international security

Report of the Secretary-General
Addendum

II . Replies received from Governments

RUSSIAN FEDERATION

[Original: Russian] 
[21 June 2001]

General appreciation of the issues of information security

Threats to international information security
In paragraph 1 of its resolution 55/28, the General Assembly calls on Member States to pro-

mote the consideration of existing and potential threats in the fi eld of information security. 
In the draft proposal by the Russian Federation, entitled “Principles of international informa-
tion security” (cf. A/55/140, chap. II), threats to information security are defi ned as factors that 
endanger the basic interests of the individual, of society and of the State in the information area.

In the view of the Russian Federation, these threats include:

1. Development, creation and use of means of infl uencing or damaging another State’s infor-
mation resources and telecommunications systems.

 — Electronic or psychoelectronic means used by illegal (unconstitutional) armed organi-
zations, terrorist groups or individuals for the temporary or permanent neutralization 
of electronic installations or systems.

 — Means of infl uencing the programme resources of electronic control modules for 
the purpose of destroying them or altering their operational algorithm.

 — Means of infl uencing the information communication process for the purpose of halt-
ing or disrupting it through interference with the signal distribution environment and 
the functioning of the algorithm.

 — Means of spreading disinformation or creating in the information area a virtual picture 
partially or totally misrepresenting reality.

 — Means of acting on the human mind and the subconscious to produce disorientation, 
loss of will power or temporary destabilization.

2. Deliberate use of information to infl uence another State’s vital structures.
The information weapon is particularly dangerous when used against military and civilian 

buildings and State systems and institutions, the disruption of the normal functioning of which 
constitutes a direct threat to national security.
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Unauthorized penetration, for example into computerized power control systems, could 
bring about a total paralysis of a country’s life support infrastructure and, if nuclear power sta-
tions are involved, cause a catastrophic result comparable to the Chernobyl tragedy.

Criminal or terrorist associations obtaining unauthorized access to information concerning 
scientifi c and technical defence-related or dual-purpose studies could use it to produce the most 
advanced types of weapon for their own criminal purposes or for political blackmail.

Databases and other information resources of law-enforcement bodies could be distorted 
or completely obliterated by the use of information from outside, which would gravely interfere 
with the fi ght against crime and the maintenance of law and order.

Infl uencing information resources in the area of credit and fi nance, for example by the un-
authorized transfer or outright theft of bank resources, the “closing” of accounts and, in par-
ticular, mounting electronic attacks to block the computer networks of central banking insti-
tutions, could obviously not only create crisis situations in that particular area but also bring 
about the country’s total economic collapse and, inevitably, cause serious complications in its 
international relations.

Massive destruction of the telecommunications infrastructure through the use of informa-
tion weapons amounts to an attack on State control and decision-making systems.

Hostile use of information to attack anti-aircraft, anti-missile and other defence communi-
cation and control systems leaves a State defenceless before a potential aggressor and deprives it 
of the possibility of exercising its legitimate right of self-defence.

Deliberate disorganization of the production process could also have a disastrous eff ect 
on enterprises posing heightened technological or environmental risks in the chemical, biologi-
cal and fuel industries.

Disorganization of the communication, control and transportation systems of services dedi-
cated to saving lives and dealing with natural disasters or other emergency situations could often 
increase the loss of life and property in such situations.

3. Use of information with a view to undermining other States’ economic and social systems 
and psychological manipulation of a population for the purpose of destabilizing society.

The deliberate use of information to damage an opponent or a competitor is hardly a new 
invention. Today, however, owing to the widespread use of modern telecommunication tech-
nologies and the formation of global information networks, the potential for such misuse has 
greatly increased. The opportunities for carrying out massive or total information attacks mean 
that, rather than being of an auxiliary nature, information weapons become a basic instrument 
of combat.

At the same time, the fi eld of information is becoming a principal defi ning factor in the life 
of every society and actively impinges on virtually every aspect of State security. As progress is 
made in information technology, this infl uence will grow. Pressure arising out of the predomi-
nance of a limited range of information sources might be used for the deliberate creation of 
a negative psychological eff ect on a country’s population as a whole or on the staff  of critically 
important structures, administrative and government services and legislative bodies.

Causing people to feel unable to resolve their own problems, to mistrust the country’s in-
stitutions or to feel hopeless, attacking their will power or provoking religious, ethnic or other 
confl icts undermines the foundations of the State and destabilizes society. Ultimately, such 
a situation could lead to antagonism between social groups, to civil war and to total disintegra-
tion of the State.
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4. Unsanctioned interference in information and telecommunications systems and information 
resources and their illegal use.

Practically every modern Government encounters or may encounter unsanctioned interfer-
ence in its information systems; indeed, there is a clear trend towards an increase in such activity. 
The danger of such interference is that it may set off  a chain reaction of dangerous consequenc-
es: the experience of hackers may be used by criminal groups and their “achievements” may 
in turn be used as a weapon to carry out hostile, or even military, actions at the inter-State level.

Moreover, modern conditions of social and economic development exacerbate the contra-
dictions between society’s requirements for wider access to and free exchange of information, 
on the one hand, and the obvious need to maintain restrictions on such access and exchange, 
on the other.

At the same time, although each country may defi ne in its laws and regulations what it 
means by unsanctioned interference in information systems or their illegal use, this varies widely 
from country to country, ranging from a minor administrative infringement to a criminal of-
fence. Many countries have not determined their attitude to such activities at all.

It is thus possible for a lawbreaker to operate on international information system channels 
from his home territory, staying fully within his own national legislation, and yet remain outside 
the jurisdiction of the State with respect to which he has actually broken the law.

One way out might be to improve technological protection for information networks, but 
only for States which possess the requisite technical — and, above all, fi nancial — resources.

Logically, such a situation points to the necessity of harmonizing existing national legis-
lation and establishing a universal, international legal basis of accountability for such crimes 
and off ences.

5. Actions to dominate and control the information area.
The globalization process is characterized, in relation to the information area, by such fea-

tures as a higher degree of standardization, which facilitates access by countries having a de-
veloped economic and information structure to the telecommunication markets of developing 
States. The less developed countries have no choice but to accept these standards and permit 
the use of the new technologies in their information area. Given the liberalization of the infor-
mation technology market and free information exchange, they fi nd themselves in the dominant 
information fi eld of other States, with results that may be detrimental to their national security.

6. Preventing access to the most recent information technologies and creating a situation 
in which other States are technologically dependent in the information sphere.

The reasons for preventing or restricting access by other countries to the most recent infor-
mation technologies are similar to those relating to any other form of high technology. A restric-
tion may, on the one hand, be imposed out of purely economic considerations, a desire to mo-
nopolize a given aspect of the market, or else it may have a political origin, such as sanctions, 
actions in response to “unfriendly” countries or national security considerations. Either way, 
there may well exist a desire to maintain or create a situation in which some States are techno-
logically dependent on others in the fi eld of information.

In any case, the fact is that in the twenty-fi rst century information technologies have as-
sumed critical importance for all States, which must have access to them in order to survive.

It should be borne in mind that a crucial factor in the creation of an information weapon is 
that the applicable information technologies will generally be found initially in the civilian sec-
tor and may only later be transferred to the military sector.
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In view of all these factors, the question of restricted access to information technologies 
should obviously arise only in the context of the prevention of their use as weapons or as a tool 
in the production of new types of destructive weapon, or else for illegal purposes or for purposes 
detrimental to general security. Any other reasons for placing restrictive conditions on any future 
international information security regime should be considered unacceptable.

7. Aiding action by international terrorist, extremist or criminal associations, organizations, 
groups or individual lawbreakers that pose a threat to a State’s information resources and vital 
structures.

The unprecedented development of corporate, State and international information systems 
and the simultaneous expansion of opportunities of access to them have attained such a level 
that today practically every member of the international community will be exposed to a real 
risk of electronic attack by criminals or terrorists. The likelihood of such a risk will, of course, 
increase in proportion to the development of the global infrastructure of such systems and will 
inevitably take on a transboundary dimension.

Crime and terrorism using information systems are both illegal activities, although they dif-
fer in their aims. A criminal using information systems acts for purely mercenary or destruc-
tive reasons, while terrorists operate in cyberspace for the same purposes as political terrorism 
in general.

The means of carrying out such activities may include a variety of information weapons.
Using special computer programmes, techniques and technology, terrorists are able to:

 — Destroy, distort or manipulate various aspects of the information infrastructure;
 — Steal important information;
 — Alter offi  cial and factual data for their own purposes;
 — Take over or block channels of the mass media for the dissemination of disinformation, 

panic- mongering, threats of terrorist action or statements of their own demands;
 — Disable communications systems by means of artifi cial overload;
 — Disseminate threats of terrorist action in the information space, with serious p o l i t i -

cal, economic, social or other dangerous consequences.
The tactics of information terrorism are that the terrorist act should have dangerous con-

sequences, become widely known and be generally talked about. Unprotected information sys-
tems unfortunately off er ample opportunities for this.

8. Formulation and adoption by States of plans or doctrines providing for the possibility 
of waging information wars and capable of provoking an arms race and causing tension in relations 
among States, and of leading to information wars per se

One of the main elements of the defence strategy of many technologically advanced States 
today is to build up a mass of information which has military potential, both defensive and of-
fensive. This strategy is enshrined in the corresponding national doctrines. In view of the grow-
ing role of information warfare and the means of information combat, there is greater scru-
tiny of traditional defi nitions of threats to national sovereignty, the observance of the principles 
and norms of international law, the nature of economic competition and the role of individual 
States in international aff airs. Increasing attention is also being paid to strategic information 
warfare, which is a wholly new form of confl ict.

The combination of economic and information power makes it possible to avoid traditional 
“harsh” forms of coercion using military force, yet be just as eff ective in infl uencing the devel-
opment of a given international political situation.
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The reasoning behind these new strategies is as follows:
 — the development of information technologies does not prompt such a sharply negative 

reaction among other countries as a constant build-up of conventional weapons or, even 
more, weapons of mass destruction;

 — the emphasis on developing information systems is attractive, because such systems cor-
respond more closely to the concept of dual-purpose technologies and in many cases 
may have both military and civilian commercial uses;

 — a State which is a leader in the development and application of information technolo-
gies reinforces its monopoly on the acquisition of strategic information and is thus able 
to react all the more eff ectively at times of international tension.

Another factor is that the use of information weapons can signifi cantly reduce losses 
and damage in comparison with “traditional” military action. That is obviously why eff orts are 
made to convey the impression that information operations are “humane”.

On the other hand, every State can obviously see the advantages and the risks connected 
with the development of information technologies and will make every eff ort to react adequately 
to a changed situation. The future development of plans and doctrines for information warfare 
may well lead to a signifi cant increase in the number of countries in possession of an arsenal 
of information weapons and thus to the start of an arms race at a new technical level. The weap-
ons control situation could ultimately return to the state of aff airs characteristic of the cold war 
period.

9. Use of information technologies and means to the detriment of basic human rights and free-
doms in the fi eld of information.

The individual’s interests in the fi eld of information lie in the use of his or her right and free-
dom of access to information for the purposes of lawful activity or spiritual or intellectual devel-
opment, in the maintenance of personal and family privacy, private correspondence and other 
electronic communications and in the protection of personal honour and dignity.

The development and widespread use of the most recent information technologies 
and means are currently creating unprecedented opportunities for realizing the right to infor-
mation. The growth in the use of information technologies in everyday life and the develop-
ment of information networks has the corollary, however, that ever more information concern-
ing the private lives of individuals is becoming available on open databases. At the same time, 
there is a danger of unlawful restrictions by the authorities on access by individuals to the open 
information resources provided by federal bodies, local authority bodies, archives or any other 
open, socially signifi cant information.

Any future international information security regime should provide for a harmonized ban 
on the collection, storage, use or dissemination of information about a person’s private life with-
out his or her agreement and on restrictions to public access to information, except where sanc-
tioned in law.

10. Transboundary dissemination of information, in contravention of the principles and norms 
of international law and the domestic legislation of specifi c countries.

The globalization of the information area has blurred the traditional concepts of geo-
graphical, State and administrative boundaries or areas of jurisdiction that normally delim-
it national security. That being so, the need arises to defi ne clearly where risks may arise, 
whether internally or externally. For example, a hostile military information operation against 
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another State could be disguised as the action of “local” criminals. In other words, States 
that were previously in a position to ensure a legal regime of information exchange at their 
own internal level fi nd themselves defenceless, in the new situation, against the transmission 
from abroad to their territory of information which may be unlawful or destructive, including 
pornography, disinformation, information indicative of racial discrimination or intolerance, 
information aimed at inciting social, national or religious hatred, information of a subver-
sive nature or information emanating from and serving the interests of international criminal 
and terrorist groups.

11. Manipulation of information fl ows, disinformation and concealment of information with 
a view to undermining a society’s psychological and spiritual environment and eroding traditional 
cultural, moral, ethical and aesthetic values.

The workings of the information environment and information activities can substantially 
alter public perceptions and the behaviour of large groups in society. A particular risk is pre-
sented by such forms of infl uence as manipulation — a kind of psychological pressure which, 
when exerted, arouses in an individual or social group feelings that do not correspond with 
reality. An unstable, tense political situation increases the eff ectiveness of such manipulation. 
Feeding widespread disinformation into the system or else concealing true information in such 
a situation makes the objective assessment of events and contributory factors impossible. Public 
opinion is particularly open to such infl uences.

Backed up by all the power available to the modern information structure, such actions can 
lead to the destruction of a society’s psychological environment and its cultural and other spiri-
tual values, creating a war of cultures. The demoralization of society then creates the conditions 
for obliterating that nation’s self-awareness and crushing its will to resist potential aggression.

А/58/373. Developments in the field of information 
and telecommunications in the context 
of international security

Report of the Secretary-General
Extraction

I. Introduction

1. In paragraph 3 of its resolution 57/53 on developments in the fi eld of information and tele-
communications in the context of international security, the General Assembly invited all Mem-
ber States to continue to inform the Secretary-General of their views and assessments on the fol-
lowing questions: (a) general appreciation of the issues of information security; (b) defi nition 
of basic notions related to information security, including unauthorized interference with or 
misuse of information and telecommunication systems and information resources; and (c) 
the context of relevant international concepts aimed at strengthening the security of global in-
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formation and telecommunication systems. In paragraph 4 of the resolution, the General As-
sembly requested the Secretary-General to consider existing and potential threats in the sphere 
of information security and possible cooperative measures to address them, and to conduct 
a study, with the help of a group of governmental experts to be established in 2004 and whose 
members would be appointed by him on the basis of equitable geographical distribution, as well 
as with the help of Member States in a position to render such assistance, and to submit a report 
on the outcome of the study to the General Assembly at its sixtieth session.

2. By a note verbale dated 18 February 2003, all Member States were invited to inform 
the Secretary-General of their views and assessments on the subject. To date, seven replies have 
been received, the texts of which are reproduced in section II below. Additional replies received 
will be issued as addenda to the present report.

II. Replies received from Member States

RUSSIAN FEDERATION

[Original: Russian] 
[28 April  2003]

Issues connected with the work of the group of governmental 
experts on information security
1. In accordance with General Assembly resolutions 56/19 of 29 November 2001 and 57/53 

of 22 November 2002 on developments in the fi eld of information and telecommunications 
in the context of international security, which were adopted by consensus, a group of govern-
mental experts is to be established in 2004. Under those resolutions, the group of governmen-
tal experts will be asked to consider existing and potential threats in the sphere of information 
security and possible cooperative measures to address them, conduct a study of relevant inter-
national concepts aimed at strengthening the security of global information and telecommuni-
cation systems and submit a report on the outcome of the study to the General Assembly at its 
sixtieth session.

2. The Russian Federation believes that international information security continues to be 
important and is increasingly topical and has now become a central issue in the national se-
curity of States and part of the overall system of international security and strategic stability. 
The use of information and telecommunication technologies and methods is directly related 
to the establishment of military and political security in countries throughout the world, and it 
should therefore be considered in a global, comprehensive and non-discriminatory manner with 
the participation of as many countries as possible on the basis of the principle of equitable geo-
graphical distribution.

3. Consideration of the issue under the auspices of the United Nations would provide just 
such an approach. As an important international organization which most fully represents 
the interests of all countries and plays a coordinating role in the area of disarmament, the Unit-
ed Nations provides a foundation for a balanced and eff ective system of global security.

4. We believe that General Assembly resolutions 53/70 of 4 December 1998, 54/49 of 1 
December 1999, 55/28 of 20 November 2000, 56/19 of 29 November 2001 and 57/53 of 22 
November 2002 have played an important part in exploring the whole range of issues connected 
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with international information security and developing suitable recommendations. By tradi-
tion, they were adopted by consensus and therefore refl ect the views of the whole international 
community, as well as the assessments of States on issues of information security contained 
in reports of the Secretary-General of the United Nations (A/54/213, A/55/140 and Corr.1 
and Add.1, A/56/164 and Add.1 and A/57/166 and Add.1).

5. The seminar on international information security matters organized by the United 
Nations Institute for Disarmament Research and the Department for Disarmament Aff airs 
of the United Nations Secretariat in Geneva in August 1999, in accordance with the recom-
mendations set out in resolution 53/70, in which representatives of more than 50 countries 
participated, played an important role in determining the approach to current issues relating 
to international information security.

6. The seminar confi rmed that information security was an urgent matter and that it was 
time to include it in the international agenda. It also provided an opportunity to determine 
a variety of ways of addressing the essential nature of the issue. There are currently no gener-
ally accepted appropriate international standards or instruments dealing with questions of in-
formation security from the standpoint of measures to reduce existing and potential global 
threats to information security.

7. There is therefore a need for a joint eff ort, involving as many countries as possible, 
to study existing concepts and approaches in this area and analyse current international legal 
provisions relating to various aspects of international information security.

8. We believe that the establishment of the group of governmental experts on informa-
tion security will move international, multilateral discussion of this matter to a qualitatively 
new phase. The group will give the international community a unique opportunity to examine 
the entire range of issues involved.

9. The Russian Federation would like to play a constructive part in the work of the group 
of governmental experts and would therefore like to raise a number of issues which it believes 
might be included in the group’s agenda. 

10. In considering issues of international information security, it is important, above all, 
to adhere to such human values as guaranteed universal, free, equitable and secure interna-
tional exchanges of information on the basis of generally accepted standards and principles 
of international law.

11. The group should take into account the assessments received from States, in accor-
dance with the General Assembly resolutions on international information security and other 
material which may be referred to it for consideration.

12. In our view, the group could focus on the following issues, which we consider of cen-
tral importance:

13. First, it should agree on an appropriate conceptual system of international information 
security. The main goals at that stage of the activities of the group of governmental experts 
could be to develop basic defi nitions relating to information networks, resources and systems, 
information infrastructure and information weapons, and to determine characteristics, hall-
marks, descriptions and classifi cation of threats to information security.

14. Second, it should examine the factors infl uencing international information security. 
This is a complicated and complex fi eld and the international community must take a compre-
hensive approach, taking into account terrorist, criminal or military threats, in both the civil 
and military fi elds.
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15. In the emerging global information society, information and communications tech-
nologies are interlinked and transcend borders. For that reason, within the global information 
community, international information security is inextricably and naturally connected with 
questions relating to the identifi cation of the source of threats of an internal or external na-
ture and issues of State sovereignty and respect for human rights and freedoms, in particular 
the right to non-interference in one’s personal life. These and related matters could provide 
a basis for discussion within the group of governmental experts.

16. The next stage could be to determine mutually acceptable measures to prevent the use 
of information technologies and methods for terrorist and other criminal purposes, as well 
as measures to restrict the use of information weapons, particularly when such weapons are 
targeted at the critical infrastructure of States. It would seem that the goals at that stage would 
be to examine the potential for developing procedures for mutual notifi cation and the preven-
tion of unsanctioned cross-border infl uence of information technology, the establishment of 
a system of international monitoring to track threats which may appear in the information 
area, a mechanism to monitor implementation of the arrangements for international informa-
tion security, and a mechanism to resolve confl ict situations relating to information security, 
and the establishment of conditions to govern an international system of certifi cation of infor-
mation and telecommunication technologies and methods (including those connected with 
software) in order to guarantee information security.

17. Thought should be given to the possible avenues of international cooperation between 
law enforcement agencies to prevent and halt off ences in information space and, in particular, 
to identify sources of cyber attack. The issue of harmonizing the national legislation of in-
dividual countries governing information security should be considered in order to achieve 
a uniform classifi cation of information security off ences and liability for actions classifi ed as 
criminal.

18. It is also proposed that consideration should be given to the possibility of providing 
international assistance to countries which have suff ered cyber attacks, in order to mitigate 
the eff ects of disruption to their normal operations, especially attacks to their critical State 
infrastructures.

19. In the longer term, eff orts should perhaps be made to develop a multilateral, mutually 
acceptable international legal document aimed at strengthening international legal security 
arrangements. This would provide that States and other subjects of international law must 
bear international liability for activities in information space which they carry out or which are 
carried out from territory under their jurisdiction.

20. The Russian Federation believes that the basis of a universal international information 
security regime might be the obligation on participants to refrain from activities in informa-
tion space aimed at causing harm to the information networks, systems, resources and pro-
cesses of another State or to its infrastructure, or aimed at disrupting its political, economic 
and social system or psychologically manipulating the population in order to destabilize soci-
ety and the State.
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UNITED NATIONS GENERAL ASSEMBLY 
RESOLUTIONS AND PROJECTS

Resolution adopted be the General Assembly
[on the report of the First Committee (A/53/576)]

A/53/70. Developments in the field of information 
and telecommunications in the context 
of international security

The General Assembly,
Recalling its resolutions on the role of science and technology in the context of international 

security, in which, inter alia, it recognized that scientifi c and technological developments could 
have both civilian and military applications and that progress in science and technology for civil-
ian applications needed to be maintained and encouraged,

Noting that considerable progress has been achieved in developing and applying the latest 
information technologies and means of telecommunication,

Affi  rming that it sees in this process the broadest positive opportunities for the further de-
velopment of civilization, the expansion of opportunities for cooperation for the common good 
of all States, the enhancement of the creative potential of mankind, and additional improve-
ments in the circulation of information in the global community,

Recalling in this connection the approaches and principles outlined at the Information So-
ciety and Development Conference, held at Midrand, South Africa, from 13 to 15 May 1996,

Taking note of the results of the Ministerial Conference on Terrorism, held in Paris on 30 July 
1996, and of the recommendations it made1,

Noting that the dissemination and use of information technologies and means aff ect the in-
terests of the entire international community and that optimum eff ectiveness is enhanced by 
broad international cooperation,

Expressing concern that these technologies and means can potentially be used for purpos-
es that are inconsistent with the objectives of maintaining international stability and security 
and may adversely aff ect the security of States,

Considering that it is necessary to prevent the misuse or exploitation of information resourc-
es or technologies for criminal or terrorist purposes,

1. Calls upon Member States to promote at multilateral levels the consideration of existing 
and potential threats in the fi eld of information security;

2. Invites all Member States to inform the Secretary-General of their views and assess-
ments on the following questions:
(a) General appreciation of the issues of information security;

1 See A/RES/53/70.
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(b) Defi nition of basic notions related to information security, including unauthor-
ized interference with or misuse of information and telecommunications systems 
and information resources;

(c) Advisability of developing international principles that would enhance the security 
of global information and telecommunications systems and help to combat infor-
mation terrorism and criminality;

3. Requests the Secretary-General to submit a report to the General Assembly at its fi fty-
fourth session;

4. Decides to include in the provisional agenda of its fi fty-fourth session an item entitled 
“Developments in the fi eld of information and telecommunications in the context of in-
ternational security”.

79th plenary meeting 
4 December 1998

Resolution adopted be the General Assembly
[on the report of the First Committee (A/54/558)]

A/54/49. Developments in the field of information 
and telecommunications in the context 
of international security

The General Assembly,
Recalling its resolution 53/70 of 4 December 1998,
Recalling also its resolutions on the role of science and technology in the context of interna-

tional security, in which, inter alia, it recognized that scientifi c and technological developments 
could have both civilian and military applications and that progress in science and technology 
for civilian applications needed to be maintained and encouraged,

Noting that considerable progress has been achieved in developing and applying the latest 
information technologies and means of telecommunication,

Affi  rming that it sees in this process the broadest positive opportunities for the further de-
velopment of civilization, the expansion of opportunities for cooperation for the common good 
of all States, the enhancement of the creative potential of mankind and additional improvements 
in the circulation of information in the global community,

Recalling in this connection the approaches and principles outlined at the Information So-
ciety and Development Conference, held at Midrand, South Africa, from 13 to 15 May 1996,

Taking note of the results of the Ministerial Conference on Terrorism, held in Paris on 30 July 
1996, and of the recommendations it made1, 

1 A/51/261, annex.
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Noting that the dissemination and use of information technologies and means aff ect the in-
terests of the entire international community and that optimum eff ectiveness is enhanced by 
broad international cooperation,

Expressing concern that these technologies and means can potentially be used for purpos-
es that are inconsistent with the objectives of maintaining international stability and security 
and may adversely aff ect the security of States in both civilian and military fi elds,

Considering that it is necessary to prevent the misuse or exploitation of information resourc-
es or technologies for criminal or terrorist purposes,

Noting the contribution of those Member States that have submitted their assessments on is-
sues of information security to the Secretary-General pursuant to paragraphs 1 to 3 of resolution 
53/70,

Taking note of the report of the Secretary-General containing those assessments1, 
Welcoming the timely initiative taken by the Secretariat and the United Nations Institute for 

Disarmament Research in convening an international meeting of experts at Geneva in August 
1999 on developments in the fi eld of information and telecommunications in the context of in-
ternational security,

Considering that the assessments of Member States contained in the report of the Secretary-
General and the international meeting of experts have contributed to a better understanding 
of the substance of issues of international information security, related notions and possible 
measures to limit the threats emerging in this fi eld,

1. Calls upon Member States to promote further at multilateral levels the consideration 
of existing and potential threats in the fi eld of information security;

2. Invites all Member States to continue to inform the Secretary-General of their views 
and assessments on the following questions:
(a) General appreciation of the issues of information security;
(b) Defi nition of basic notions related to information security, including unauthor-

ized interference with or misuse of information and telecommunications systems 
and information resources;

(c) Advisability of developing international principles that would enhance the security 
of global information and telecommunications systems and help to combat infor-
mation terrorism and criminality;

3. Requests the Secretary-General to submit a report to the General Assembly at its fi fty-
fi fth session;

4. Decides to include in the provisional agenda of its fi fty-fi fth session the item entitled 
“Developments in the fi eld of information and telecommunications in the context of in-
ternational security”.

69th plenary meeting 
1 December 1999

1 A/54/213.
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Resolution adopted by the General Assembly
[on the report of the First Committee (A/55/554)]

A/55/28. Developments in the field of information 
and telecommunications in the context 
of international security

The General Assembly,
Recalling its resolutions 53/70 of 4 December 1998 and 54/49 of 1 December 1999,
Recalling also its resolutions on the role of science and technology in the context of interna-

tional security, in which, inter alia, it recognized that scientifi c and technological developments 
could have both civilian and military applications and that progress in science and technology 
for civilian applications needed to be maintained and encouraged,

Noting that considerable progress has been achieved in developing and applying the latest 
information technologies and means of telecommunication,

Affi  rming that it sees in this process the broadest positive opportunities for the further de-
velopment of civilization, the expansion of opportunities for cooperation for the common good 
of all States, the enhancement of the creative potential of mankind and additional improvements 
in the circulation of information in the global community,

Recalling in this connection the approaches and principles outlined at the Information So-
ciety and Development Conference, held at Midrand, South Africa, from 13 to 15 May 1996,

Bearing in mind the results of the Ministerial Conference on Terrorism, held in Paris 
on 30 July 1996, and the recommendations it made1, 

Noting that the dissemination and use of information technologies and means aff ect the in-
terests of the entire international community and that optimum eff ectiveness is enhanced by 
broad international cooperation,

Expressing concern that these technologies and means can potentially be used for purpos-
es that are inconsistent with the objectives of maintaining international stability and security 
and may adversely aff ect the security of States in both civil and military fi elds,

Noting the contribution of those Member States that have submitted their assessments on is-
sues of information security to the Secretary-General pursuant to paragraphs 1 to 3 of resolu-
tions 53/70 and 54/49,

Taking note of the reports of the Secretary-General containing those assessments2,
Welcoming the initiative taken by the Secretariat and the United Nations Institute for Dis-

armament Research in convening an international meeting of experts at Geneva in August 1999 
on developments in the fi eld of information and telecommunications in the context of interna-
tional security, as well as its results,

Considering that the assessments of the Member States contained in the reports of the Sec-
retary-General and the international meeting of experts have contributed to a better understand-
ing of the substance of issues of international information security and related notions,

1 See A/51/261, annex.
2 A/54/213 and A/55/140 and Corr. 1 and Add. 1.
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1. Calls upon Member States to promote further at multilateral levels the consideration 
of existing and potential threats in the fi eld of information security, as well as possible 
measures to limit the threats emerging in this fi eld;

2. Considers that the purpose of such measures could be served through the examination 
of relevant international concepts aimed at strengthening the security of global informa-
tion and telecommunications systems;

3. Invites all Member States to continue to inform the Secretary-General of their views 
and assessments on the following questions:
(a) General appreciation of the issues of information security;
(b) Defi nition of basic notions related to information security, including unauthor-

ized interference with or misuse of information and telecommunications systems 
and information resources;

(c) The content of the concepts mentioned in paragraph 2 of the present resolution;

4. Requests the Secretary-General to submit a report based on replies received from Mem-
ber States to the General Assembly at its fi fty-sixth session;

5. Decides to include in the provisional agenda of its fi fty-sixth session the item entitled 
“Developments in the fi eld of information and telecommunications in the context of in-
ternational security”.

69th plenary meeting 
20 November 2000

Resolution adopted by the General Assembly
[on the report of the First Committee (A/56/533)]

A/56/19. Developments in the field of information 
and telecommunications in the context 
of international security

The General Assembly,
Recalling its resolutions 53/70 of 4 December 1998, 54/49 of 1 December 1999 and 55/28 

of 20 November 2000,
Recalling also its resolutions on the role of science and technology in the context of interna-

tional security, in which, inter alia, it recognized that scientifi c and technological developments 
could have both civilian and military applications and that progress in science and technology 
for civilian applications needed to be maintained and encouraged,

Noting that considerable progress has been achieved in developing and applying the latest 
information technologies and means of telecommunication,

Affi  rming that it sees in this process the broadest positive opportunities for the further de-
velopment of civilization, the expansion of opportunities for cooperation for the common good 
of all States, the enhancement of the creative potential of mankind and additional improvements 
in the circulation of information in the global community,
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Recalling, in this connection, the approaches and principles outlined at the Information 
Society and Development Conference, held at Midrand, South Africa, from 13 to 15 May 1996,

Bearing in mind the results of the Ministerial Conference on Terrorism, held in Paris 
on 30 July 1996, and the recommendations that it made1, 

Noting that the dissemination and use of information technologies and means aff ect the in-
terests of the entire international community and that optimum eff ectiveness is enhanced by 
broad international cooperation,

Expressing concern that these technologies and means can potentially be used for purpos-
es that are inconsistent with the objectives of maintaining international stability and security 
and may adversely aff ect the security of States in both civil and military fi elds,

Considering that it is necessary to prevent the use of information resources or technologies 
for criminal or terrorist purposes,

Noting the contribution of those Member States that have submitted their assessments on is-
sues of information security to the Secretary-General pursuant to paragraphs 1 to 3 of resolu-
tions 53/70, 54/49 and 55/28,

Taking note of the reports of the Secretary-General containing those assessments2,
Welcoming the initiative taken by the Secretariat and the United Nations Institute for Dis-

armament Research in convening an international meeting of experts at Geneva in August 1999 
on developments in the fi eld of information and telecommunications in the context of interna-
tional security, as well as its results,

Considering that the assessments of the Member States contained in the reports of the Sec-
retary-General and the international meeting of experts have contributed to a better understand-
ing of the substance of issues of international information security and related notions,

1. Calls upon Member States to promote further at multilateral levels the consideration 
of existing and potential threats in the fi eld of information security, as well as possible 
measures to limit the threats emerging in this fi eld, consistent with the need to preserve 
the free fl ow of information;

2. Considers that the purpose of such measures could be served through the examination 
of relevant international concepts aimed at strengthening the security of global informa-
tion and telecommunications systems;

3. Invites all Member States to continue to inform the Secretary-General of their views 
and assessments on the following questions:
(a) General appreciation of the issues of information security;
(b) Defi nition of basic notions related to information security, including unauthor-

ized interference with or misuse of information and telecommunications systems 
and information resources;

(c) The content of the concepts mentioned in paragraph 2 of the present resolution;

4. Requests the Secretary-General to consider existing and potential threats in the sphere 
of information security and possible cooperative measures to address them, and to con-
duct a study on the concepts referred to in paragraph 2 of the present resolution, with 
the assistance of a group of governmental experts, to be established in 2004, appointed 
by him on the basis of equitable geographical distribution and with the help of Member 

1 See A/51/261, annex.
2 A/54/213, A/55/140 and Corr. 1 and Add.1, and A/56/164 and Add. 1.
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States in a position to render such assistance, and to submit a report on the outcome 
of the study to the General Assembly at its sixtieth session;

5. Decides to include in the provisional agenda of its fi fty-seventh session the item entitled 
“Developments in the fi eld of information and telecommunications in the context of in-
ternational security”.

68th plenary meeting 
29 November 2001

Resolution adopted by the General Assembly
[on the report of the First Committee (A/57/505)]

A/57/53. Developments in the field of information 
and telecommunications in the context 
of international security

The General Assembly,
Recalling its resolutions 53/70 of 4 December 1998, 54/49 of 1 December 1999, 55/28 

of  November 2000 and 56/19 of 29 November 2001,
Recalling also its resolutions on the role of science and technology in the context of interna-

tional security, in which, inter alia, it recognized that scientifi c and technological developments 
could have both civilian and military applications and that progress in science and technology 
for civilian applications needed to be maintained and encouraged,

Noting that considerable progress has been achieved in developing and applying the latest 
information technologies and means of telecommunication,

Affi  rming that it sees in this process the broadest positive opportunities for the further de-
velopment of civilization, the expansion of opportunities for cooperation for the common good 
of all States, the enhancement of the creative potential of humankind and additional improve-
ments in the circulation of information in the global community,

Recalling, in this connection, the approaches and principles outlined at the Information 
Society and Development Conference, held in Midrand, South Africa, from 13 to 15 May 1996,

Bearing in mind the results of the Ministerial Conference on Terrorism, held in Paris 
on 30 July 1996, and the recommendations that it made1,

Noting that the dissemination and use of information technologies and means aff ect the in-
terests of the entire international community and that optimum eff ectiveness is enhanced by 
broad international cooperation,

Expressing concern that these technologies and means can potentially be used for purpos-
es that are inconsistent with the objectives of maintaining international stability and security 
and may adversely aff ect the integrity of the infrastructure of States to the detriment of their 
security in both civil and military fi elds,

1 See A/51/261, annex.
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Considering that it is necessary to prevent the use of information resources or technologies 
for criminal or terrorist purposes,

Noting the contribution of those Member States that have submitted their assessments on is-
sues of information security to the Secretary-General pursuant to paragraphs 1 to 3 of resolu-
tions 53/70, 54/49, 55/28 and 56/19,

Taking note of the reports of the Secretary-General containing those assessments1,
Welcoming the initiative taken by the Secretariat and the United Nations Institute for Dis-

armament Research in convening an international meeting of experts in Geneva in August 1999 
on developments in the fi eld of information and telecommunications in the context of interna-
tional security, as well as its results,

Considering that the assessments of the Member States contained in the reports of the Sec-
retary-General and the international meeting of experts have contributed to a better understand-
ing of the substance of issues of international information security and related notions,

Confi rming the request to the Secretary-General contained in paragraph 4 of its resolution 
56/19,

1. Calls upon Member States to promote further at multilateral levels the consideration 
of existing and potential threats in the fi eld of information security, as well as possible 
measures to limit the threats emerging in this fi eld, consistent with the need to preserve 
the free fl ow of information;

2. Considers that the purpose of such measures could be served through the examination 
of relevant international concepts aimed at strengthening the security of global informa-
tion and telecommunications systems;

3. Invites all Member States to continue to inform the Secretary-General of their views 
and assessments on the following questions:
(a) General appreciation of the issues of information security;
(b)1Defi nition of basic notions related to information security, including unauthor-

ized interference with or misuse of information and telecommunications systems 
and information resources;

(c) The content of the concepts mentioned in paragraph 2 of the present resolution;

4. Requests the Secretary-General to consider existing and potential threats in the sphere 
of information security and possible cooperative measures to address them, and to con-
duct a study on the concepts referred to in paragraph 2 of the present resolution, with 
the assistance of a group of governmental experts, to be established in 2004, appointed 
by him on the basis of equitable geographical distribution and with the help of Member 
States in a position to render such assistance, and to submit a report on the outcome 
of the study to the General Assembly at its sixtieth session;

5. Decides to include in the provisional agenda of its fi fty-eighth session the item entitled 
“Developments in the fi eld of information and telecommunications in the context of in-
ternational security”.

57th plenary meeting 
22 November 2002

1 A/54/213, A/55/140 and Corr.1 and Add.1, A/56/164 and Add.1 and A/57/166 and Add.1.
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  Part III.  United Nations Documents

Resolution adopted by the General Assembly 
on 8 December 2003
[on the report of the First Committee (A/58/457)]

A/58/32. Developments in the field of information 
and telecommunications in the context 
of international security

The General Assembly,
Recalling its resolutions 53/70 of 4 December 1998, 54/49 of 1 December 1999, 55/28 

of 20 November 2000, 56/19 of 29 November 2001 and 57/53 of 22 November 2002,
Recalling also its resolutions on the role of science and technology in the context of in-

ternational security, in which, inter alia, it recognized that scientifi c and technological de-
velopments could have both civilian and military applications and that progress in science 
and technology for civilian applications needed to be maintained and encouraged,

Noting that considerable progress has been achieved in developing and applying the latest 
information technologies and means of telecommunication,

Affi  rming that it sees in this process the broadest positive opportunities for the further 
development of civilization, the expansion of opportunities for cooperation for the common 
good of all States, the enhancement of the creative potential of humankind and additional 
improvements in the circulation of information in the global community,

Recalling, in this connection, the approaches and principles outlined at the Information 
Society and Development Conference, held in Midrand, South Africa, from 13 to 15 May 
1996,

Bearing in mind the results of the Ministerial Conference on Terrorism, held in Paris 
on 30 July 1996, and the recommendations that it made1,

Noting that the dissemination and use of information technologies and means aff ect the in-
terests of the entire international community and that optimum eff ectiveness is enhanced by 
broad international cooperation,

Expressing its concern that these technologies and means can potentially be used for pur-
poses that are inconsistent with the objectives of maintaining international stability and se-
curity and may adversely aff ect the integrity of the infrastructure of States to the detriment 
of their security in both civil and military fi elds,

Considering that it is necessary to prevent the use of information resources or technologies 
for criminal or terrorist purposes,

Noting the contribution of those Member States that have submitted their assessments 
on issues of information security to the Secretary-General pursuant to paragraphs 1 to 3 
of resolutions 53/70, 54/49, 55/28, 56/19 and 57/53,

Taking note of the reports of the Secretary-General containing those assessments2,

1 See A/51/261, annex.
2 A/54/213, A/55/140 and Corr.1 and Add.1, A/56/164 and Add.1, A/57/166 and Add. 1 and A/58/373.
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Welcoming the initiative taken by the Secretariat and the United Nations Institute for 
Disarmament Research in convening an international meeting of experts in Geneva in Au-
gust 1999 on developments in the fi eld of information and telecommunications in the context 
of international security, as well as its results,

Considering that the assessments of the Member States contained in the reports of the Sec-
retary-General and the international meeting of experts have contributed to a better under-
standing of the substance of issues of international information security and related notions,

Confi rming the request to the Secretary-General contained in paragraph 4 of its resolu-
tions 56/19 and 57/53,

1. Calls upon Member States to promote further at multilateral levels the consideration 
of existing and potential threats in the fi eld of information security, as well as possible 
measures to limit the threats emerging in this fi eld, consistent with the need to pre-
serve the free fl ow of information;

2. Considers that the purpose of such measures could be served through the examination 
of relevant international concepts aimed at strengthening the security of global infor-
mation and telecommunications systems;

3. Invites all Member States to continue to inform the Secretary-General of their views 
and assessments on the following questions:
(a) General appreciation of the issues of information security;
(b) Defi nition of basic notions related to information security, including unauthor-

ized interference with or misuse of information and telecommunications systems 
and information resources;

(c) The content of the concepts mentioned in paragraph 2 of the present resolution;

4. Requests the Secretary-General to consider existing and potential threats in the sphere 
of information security and possible cooperative measures to address them, and 
to conduct a study on the concepts referred to in paragraph 2 of the present resolu-
tion, with the assistance of a group of governmental experts, to be established in 2004, 
appointed by him on the basis of equitable geographical distribution and with the help 
of Member States in a position to render such assistance, and to submit a report 
on the outcome of the study to the General Assembly at its sixtieth session;

5. Decides to include in the provisional agenda of its fi fty-ninth session the item entitled 
“Developments in the fi eld of information and telecommunications in the context 
of international security”.

71st plenary meeting 
8 December 2003
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  Part III.  United Nations Documents

Resolution adopted by the General Assembly 
on 3 December 2004
[on the report of the First Committee (A/59/454)]

A/59/61. Developments in the field of information 
and telecommunications in the context 
of international security

The General Assembly,
Recalling its resolutions 53/70 of 4 December 1998, 54/49 of 1 December 1999, 55/28 

of 20 November 2000, 56/19 of 29 November 2001, 57/53 of 22 November 2002 and 58/32 
of 8 December 2003,

Recalling also its resolutions on the role of science and technology in the context of in-
ternational security, in which, inter alia, it recognized that scientifi c and technological de-
velopments could have both civilian and military applications and that progress in science 
and technology for civilian applications needed to be maintained and encouraged,

Noting that considerable progress has been achieved in developing and applying the latest 
information technologies and means of telecommunication,

Affi  rming that it sees in this process the broadest positive opportunities for the further 
development of civilization, the expansion of opportunities for cooperation for the common 
good of all States, the enhancement of the creative potential of humankind and additional 
improvements in the circulation of information in the global community,

Recalling, in this connection, the approaches and principles outlined at the Information 
Society and Development Conference, held in Midrand, South Africa, from 13 to 15 May 
1996,

Bearing in mind the results of the Ministerial Conference on Terrorism, held in Paris 
on 30 July 1996, and the recommendations that it made1,

Noting that the dissemination and use of information technologies and means aff ect the in-
terests of the entire international community and that optimum eff ectiveness is enhanced by 
broad international cooperation,

Expressing its concern that these technologies and means can potentially be used for pur-
poses that are inconsistent with the objectives of maintaining international stability and se-
curity and may adversely aff ect the integrity of the infrastructure of States to the detriment 
of their security in both civil and military fi elds,

Considering that it is necessary to prevent the use of information resources or technologies 
for criminal or terrorist purposes,

Noting the contribution of those Member States that have submitted their assessments 
on issues of information security to the Secretary-General pursuant to paragraphs 1 to 3 
of resolutions 53/70, 54/49, 55/28, 56/19, 57/53 and 58/32,

1 See A/51/261, annex.
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Taking note of the reports of the Secretary-General containing those assessments1,
Welcoming the initiative taken by the Secretariat and the United Nations Institute for 

Disarmament Research in convening an international meeting of experts in Geneva in Au-
gust 1999 on developments in the fi eld of information and telecommunications in the context 
of international security, as well as its results,

Considering that the assessments of the Member States contained in the reports of the Sec-
retary-General and the international meeting of experts have contributed to a better under-
standing of the substance of issues of international information security and related notions,

1. Calls upon Member States to promote further at multilateral levels the consideration 
of existing and potential threats in the fi eld of information security, as well as possible 
measures to limit the threats emerging in this fi eld, consistent with the need to pre-
serve the free fl ow of information;

2. Considers that the purpose of such measures could be served through the examination 
of relevant international concepts aimed at strengthening the security of global infor-
mation and telecommunications systems;

3. Invites all Member States to continue to inform the Secretary-General of their views 
and assessments on the following questions:
(a) General appreciation of the issues of information security;
(b) Defi nition of basic notions related to information security, including unauthor-

ized interference with or misuse of information and telecommunications systems 
and information resources;

(c) the content of the concepts mentioned in paragraph 2 above;

4. Notes with satisfaction that the Secretary-General is considering existing and poten-
tial threats in the sphere of information security and possible cooperative measures 
to address them, and is conducting a study on the concepts referred to in paragraph 2 
above, with the assistance of the group of governmental experts, established in 2004 
pursuant to resolution 58/32, and will submit a report on the outcome of the study 
to the General Assembly at its sixtieth session;

5. Also notes with satisfaction that the group of governmental experts established by 
the Secretary-General held its fi rst session from 12 to 16 July 2004 in New York 
and that it intends to convene two more sessions in 2005 to fulfi ll its mandate speci-
fi ed in resolution 58/32;

6. Decides to include in the provisional agenda of its sixtieth session the item entitled 
“Developments in the fi eld of information and telecommunications in the context 
of international security”.

66th plenary meeting
3 December 2004

1 A/54/213, A/55/140 and Corr.1 and Add.1, A/56/164 and Add.1, A/57/166 and Add.1, A/58/373 and A/59/116 
and Add.1.
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Resolution adopted by the General Assembly 
on 8 December 2005
[on the report of the First Committee (A/60/452)]

A/60/45. Developments in the field of information 
and telecommunications in the context 
of international security

The General Assembly,
Recalling its resolutions 53/70 of 4 December 1998, 54/49 of 1 December 1999, 55/28 

of 20 November 2000, 56/19 of 29 November 2001, 57/53 of 22 November 2002, 58/32 of 8 De-
cember 2003, and 59/61 of 3 December 2004,

Recalling also its resolutions on the role of science and technology in the context of interna-
tional security, in which, inter alia, it recognized that scientifi c and technological developments 
could have both civilian and military applications and that progress in science and technology 
for civilian applications needed to be maintained and encouraged,

Noting that considerable progress has been achieved in developing and applying the latest 
information technologies and means of telecommunication,

Affi  rming that it sees in this process the broadest positive opportunities for the further de-
velopment of civilization, the expansion of opportunities for cooperation for the common good 
of all States, the enhancement of the creative potential of humankind and additional improve-
ments in the circulation of information in the global community,

Recalling, in this connection, the approaches and principles outlined at the Information 
Society and Development Conference, held in Midrand, South Africa, from 13 to 15 May 1996,

Bearing in mind the results of the Ministerial Conference on Terrorism, held in Paris 
on 30 July 1996, and the recommendations that it made1,

Bearing in mind also the results of the fi rst phase of the World Summit on the Information 
Society, held in Geneva from 10 to 12 December 20032,

Noting that the dissemination and use of information technologies and means aff ect the in-
terests of the entire international community and that optimum eff ectiveness is enhanced by 
broad international cooperation,

Expressing its concern that these technologies and means can potentially be used for pur-
poses that are inconsistent with the objectives of maintaining international stability and security 
and may adversely aff ect the integrity of the infrastructure of States to the detriment of their 
security in both civil and military fi elds,

Considering that it is necessary to prevent the use of information resources or technologies 
for criminal or terrorist purposes,

Noting the contribution of those Member States that have submitted their assessments on is-
sues of information security to the Secretary-General pursuant to paragraphs 1 to 3 of resolu-
tions 53/70, 54/49, 55/28, 56/19, 57/53, 58/32 and 59/61,

1 See A/51/261, annex.
2 See A/C.2/59/3.
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Taking note of the reports of the Secretary-General containing those assessments1,
Welcoming the initiative taken by the Secretariat and the United Nations Institute for Dis-

armament Research in convening an international meeting of experts in Geneva in August 1999 
on developments in the fi eld of information and telecommunications in the context of interna-
tional security, as well as its results,

Considering that the assessments of the Member States contained in the reports of the Sec-
retary-General and the international meeting of experts have contributed to a better understand-
ing of the substance of issues of international information security and related notions,

Bearing in mind that the Secretary-General, in fulfi lment of resolution 58/32, established 
in 2004 a group of governmental experts, which, in accordance with its mandate, considered 
existing and potential threats in the sphere of information security and possible cooperative 
measures to address them and conducted a study on relevant international concepts aimed at 
strengthening the security of global information and telecommunications systems,

Taking note of the report of the Secretary-General on the Group of Governmental Experts 
on Developments in the Field of Information and Telecommunications in the Context of Inter-
national Security, prepared on the basis of the results of the Group’s work2, 

1. Calls upon Member States to promote further at multilateral levels the consideration 
of existing and potential threats in the fi eld of information security, as well as possible 
measures to limit the threats emerging in this fi eld, consistent with the need to preserve 
the free fl ow of information;

2. Considers that the purpose of such measures could be served through the examination 
of relevant international concepts aimed at strengthening the security of global informa-
tion and telecommunications systems;

3. Invites all Member States to continue to inform the Secretary-General of their views 
and assessments on the following questions:
(a) General appreciation of the issues of information security;
(b) Eff orts taken at the national level to strengthen information security and promote 

international cooperation in this fi eld;
(c) The content of the concepts mentioned in paragraph 2 above;
(d) Possible measures that could be taken by the international community to strength-

en information security at the global level;
4. Requests the Secretary-General, with the assistance of a group of governmental experts, 

to be established in 2009 on the basis of equitable geographical distribution, to continue 
to study existing and potential threats in the sphere of information security and possible 
cooperative measures to address them, as well as the concepts referred to in paragraph 2 
above, and to submit a report on the results of this study to the General Assembly at its 
sixty-fi fth session;

5. Decides to include in the provisional agenda of its sixty-fi rst session the item entitled 
“Developments in the fi eld of information and telecommunications in the context of in-
ternational security”.

61st plenary meeting
8 December 2005

1  A/54/213, A/55/140 and Corr.1 and Add.1, A/56/164 and Add.1, A/57/166 and Add.1, A/58/373, A/59/116 
and Add.1 and A/60/95 and Add.1.

2 A/60/202.
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Resolution adopted by the General Assembly 
on 6 December 2006
[on the report of the First Committee (A/61/389)]

A/61/54. Developments in the field of information 
and telecommunications in the context 
of international security

The General Assembly,
Recalling its resolutions 53/70 of 4 December 1998, 54/49 of 1 December 1999, 55/28 

of 20 November 2000, 56/19 of 29 November 2001, 57/53 of 22 November 2002, 58/32 of 8 De-
cember 2003, 59/61 of 3 December 2004 and 60/45 of 8 December 2005,

Recalling also its resolutions on the role of science and technology in the context of interna-
tional security, in which, inter alia, it recognized that scientifi c and technological developments 
could have both civilian and military applications and that progress in science and technology for 
civilian applications needed to be maintained and encouraged,

Noting that considerable progress has been achieved in developing and applying the latest in-
formation technologies and means of telecommunication,

Affi  rming that it sees in this process the broadest positive opportunities for the further develop-
ment of civilization, the expansion of opportunities for cooperation for the common good of all 
States, the enhancement of the creative potential of humankind and additional improvements 
in the circulation of information in the global community,

Recalling, in this connection, the approaches and principles outlined at the Information Soci-
ety and Development Conference, held in Midrand, South Africa, from 13 to 15 May 1996,

Bearing in mind the results of the Ministerial Conference on Terrorism, held in Paris on 30 July 
1996, and the recommendations that it made1,

Bearing in mind also the results of the World Summit on the Information Society, held in Ge-
neva from 10 to 12 December 2003 (fi rst phase) and in Tunis from 16 to 18 November 2005 (second 
phase)2,

Noting that the dissemination and use of information technologies and means aff ect the in-
terests of the entire international community and that optimum eff ectiveness is enhanced by broad 
international cooperation,

Expressing its concern that these technologies and means can potentially be used for purposes 
that are inconsistent with the objectives of maintaining international stability and security and may 
adversely aff ect the integrity of the infrastructure of States to the detriment of their security in both 
civil and military fi elds,

Considering that it is necessary to prevent the use of information resources or technologies for 
criminal or terrorist purposes,

Noting the contribution of those Member States that have submitted their assessments on is-
sues of information security to the Secretary-General pursuant to paragraphs 1 to 3 of resolutions 
53/70, 54/49, 55/28, 56/19, 57/53, 58/32, 59/61 and 60/45,

1 See A/51/261, annex.
2 See A/C.2/59/3 and A/60/687.
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Taking note of the reports of the Secretary-General containing those assessments1,
Welcoming the initiative taken by the Secretariat and the United Nations Institute for Dis-

armament Research in convening an international meeting of experts in Geneva in August 1999 
on developments in the fi eld of information and telecommunications in the context of interna-
tional security, as well as its results,

Considering that the assessments of the Member States contained in the reports of the Secre-
tary-General and the international meeting of experts have contributed to a better understanding 
of the substance of issues of international information security and related notions,

Bearing in mind that the Secretary-General, in fulfi lment of resolution 58/32, established 
in 2004 a group of governmental experts, which, in accordance with its mandate, considered exist-
ing and potential threats in the sphere of information security and possible cooperative measures 
to address them and conducted a study on relevant international concepts aimed at strengthening 
the security of global information and telecommunications systems,

Taking note of the report of the Secretary-General on the Group of Governmental Experts 
on Developments in the Field of Information and Telecommunications in the Context of Interna-
tional Security, prepared on the basis of the results of the Group’s work2, 

1. Calls upon Member States to promote further at multilateral levels the consideration of ex-
isting and potential threats in the fi eld of information security, as well as possible measures to limit 
the threats emerging in this fi eld, consistent with the need to preserve the free fl ow of information;

2. Considers that the purpose of such measures could be served through the examination 
of relevant international concepts aimed at strengthening the security of global informa-
tion and telecommunications systems;

3. Invites all Member States to continue to inform the Secretary-General of their views 
and assessments on the following questions:
(a) General appreciation of the issues of information security;
(b) Eff orts taken at the national level to strengthen information security and promote in-

ternational cooperation in this fi eld;
(c) The content of the concepts mentioned in paragraph 2 above;
(d) Possible measures that could be taken by the international community to strengthen 

information security at the global level;
4. Requests the Secretary-General, with the assistance of a group of governmental experts, 

to be established in 2009 on the basis of equitable geographical distribution, to continue 
to study existing and potential threats in the sphere of information security and possible 
cooperative measures to address them, as well as the concepts referred to in paragraph 2 
above, and to submit a report on the results of this study to the General Assembly at its 
sixty-fi fth session;

5. Decides to include in the provisional agenda of its sixty-second session the item entitled 
“Developments in the fi eld of information and telecommunications in the context of in-
ternational security”.

67th plenary meeting 
6 December 2006

1 A/54/213, A/55/140 and Corr.1 and Add.1, A/56/164 and Add.1, A/57/166 and Add.1, A/58/373, A/59/116 
and Add.1, A/60/95 and Add.1 and A/61/161.

2 A/60/202.
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Resolution adopted by the General Assembly 
on 5 December 2007
[on the report of the First Committee (A/62/386)]

A/62/17. Developments in the field of information 
and telecommunications in the context 
of international security

The General Assembly,
Recalling its resolutions 53/70 of 4 December 1998, 54/49 of 1 December 1999, 55/28 of 20 No-

vember 2000, 56/19 of 29 November 2001, 57/53 of 22 November 2002, 58/32 of 8 December 
2003, 59/61 of 3 December 2004, 60/45 of 8 December 2005 and 61/54 of 6 December 2006,

Recalling also its resolutions on the role of science and technology in the context of interna-
tional security, in which, inter alia, it recognized that scientifi c and technological developments 
could have both civilian and military applications and that progress in science and technology 
for civilian applications needed to be maintained and encouraged,

Noting that considerable progress has been achieved in developing and applying the latest 
information technologies and means of telecommunication,

Affi  rming that it sees in this process the broadest positive opportunities for the further de-
velopment of civilization, the expansion of opportunities for cooperation for the common good 
of all States, the enhancement of the creative potential of humankind and additional improve-
ments in the circulation of information in the global community,

Recalling, in this connection, the approaches and principles outlined at the Information 
Society and Development Conference, held in Midrand, South Africa, from 13 to 15 May 1996,

Bearing in mind the results of the Ministerial Conference on Terrorism, held in Paris 
on 30 July 1996, and the recommendations that it made1,

Bearing in mind also the results of the World Summit on the Information Society, held 
in Geneva from 10 to 12 December 2003 (fi rst phase) and in Tunis from 16 to 18 November 2005 
(second phase)2,

Noting that the dissemination and use of information technologies and means aff ect the in-
terests of the entire international community and that optimum eff ectiveness is enhanced by 
broad international cooperation,

Expressing its concern that these technologies and means can potentially be used for pur-
poses that are inconsistent with the objectives of maintaining international stability and security 
and may adversely aff ect the integrity of the infrastructure of States to the detriment of their 
security in both civil and military fi elds,

Considering that it is necessary to prevent the use of information resources or technologies 
for criminal or terrorist purposes,

Noting the contribution of those Member States that have submitted their assessments on is-
sues of information security to the Secretary-General pursuant to paragraphs 1 to 3 of resolu-
tions 53/70, 54/49, 55/28, 56/19, 57/53, 58/32, 59/61, 60/45 and 61/54,

1 See A/51/261, annex.
2 See A/C.2/59/3 and A/60/687.
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Taking note of the reports of the Secretary-General containing those assessments1,
Welcoming the initiative taken by the Secretariat and the United Nations Institute for Dis-

armament Research in convening an international meeting of experts in Geneva in August 1999 
on developments in the fi eld of information and telecommunications in the context of interna-
tional security, as well as its results,

Considering that the assessments of the Member States contained in the reports of the Sec-
retary-General and the international meeting of experts have contributed to a better understand-
ing of the substance of issues of international information security and related notions,

Bearing in mind that the Secretary-General, in fulfi lment of resolution 58/32, established 
in 2004 a group of governmental experts, which, in accordance with its mandate, considered 
existing and potential threats in the sphere of information security and possible cooperative 
measures to address them and conducted a study on relevant international concepts aimed at 
strengthening the security of global information and telecommunications systems,

Taking note of the report of the Secretary-General on the Group of Governmental Experts 
on Developments in the Field of Information and Telecommunications in the Context of Inter-
national Security, prepared on the basis of the results of the Group’s work2, 

1. Calls upon Member States to promote further at multilateral levels the consideration 
of existing and potential threats in the fi eld of information security, as well as possible 
measures to limit the threats emerging in this fi eld, consistent with the need to preserve 
the free fl ow of information;

2. Considers that the purpose of such measures could be served through the examination 
of relevant international concepts aimed at strengthening the security of global information 
and telecommunications systems;

3. Invites all Member States to continue to inform the Secretary-General of their views 
and assessments on the following questions:

(a) General appreciation of the issues of information security;
(b) Eff orts taken at the national level to strengthen information security and promote inter-

national cooperation in this fi eld;
(c) the content of the concepts mentioned in paragraph 2 above;
(d) Possible measures that could be taken by the international community to strengthen 

information security at the global level;
4. Requests the Secretary-General, with the assistance of a group of governmental experts, 

to be established in 2009 on the basis of equitable geographical distribution, to continue 
to study existing and potential threats in the sphere of information security and possible 
cooperative measures to address them, as well as the concepts referred to in paragraph 2 
above, and to submit a report on the results of this study to the General Assembly at its 
sixty-fi fth session;

5. Decides to include in the provisional agenda of its sixty-third session the item entitled 
“Developments in the fi eld of information and telecommunications in the context of in-
ternational security”.

61st plenary meeting 
5 December 2007

1   A/54/213, A/55/140 and Corr.1 and Add.1, A/56/164 and Add.1, A/57/166 and Add.1, A/58/373, A/59/116 
and Add.1, A/60/95 and Add.1, A/61/161 and Add.1. 

2 A/60/202. 
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Resolution adopted by the General Assembly 
on 2 December 2008
[on the report of the First Committee (A/63/385)]

A/63/37. Developments in the field of information 
and telecommunications in the context 
of international security

The General Assembly,
Recalling its resolutions 53/70 of 4 December 1998, 54/49 of 1 December 1999, 55/28 

of 20 November 2000, 56/19 of 29 November 2001, 57/53 of 22 November 2002, 58/32 of 8 De-
cember 2003, 59/61 of 3 December 2004, 60/45 of 8 December 2005, 61/54 of 6 December 2006 
and 62/17 of 5 December 2007,

Recalling also its resolutions on the role of science and technology in the context of interna-
tional security, in which, inter alia, it recognized that scientifi c and technological developments 
could have both civilian and military applications and that progress in science and technology 
for civilian applications needed to be maintained and encouraged,

Noting that considerable progress has been achieved in developing and applying the latest 
information technologies and means of telecommunication,

Affi  rming that it sees in this process the broadest positive opportunities for the further de-
velopment of civilization, the expansion of opportunities for cooperation for the common good 
of all States, the enhancement of the creative potential of humankind and additional improve-
ments in the circulation of information in the global community,

Recalling, in this connection, the approaches and principles outlined at the Information 
Society and Development Conference, held in Midrand, South Africa, from 13 to 15 May 1996,

Bearing in mind the results of the Ministerial Conference on Terrorism, held in Paris 
on 30 July 1996, and the recommendations that it made1,

Bearing in mind also the results of the World Summit on the Information Society, held 
in Geneva from 10 to 12 December 2003 (fi rst phase) and in Tunis from 16 to 18 November 2005 
(second phase)2,

Noting that the dissemination and use of information technologies and means aff ect the in-
terests of the entire international community and that optimum eff ectiveness is enhanced by 
broad international cooperation,

Expressing its concern that these technologies and means can potentially be used for pur-
poses that are inconsistent with the objectives of maintaining international stability and security 
and may adversely aff ect the integrity of the infrastructure of States to the detriment of their 
security in both civil and military fi elds,

Considering that it is necessary to prevent the use of information resources or technologies 
for criminal or terrorist purposes,

Noting the contribution of those Member States that have submitted their assessments on is-
sues of information security to the Secretary-General pursuant to paragraphs 1 to 3 of resolu-
tions 53/70, 54/49, 55/28, 56/19, 57/53, 58/32, 59/61, 60/45, 61/54 and 62/17,

1 See A/51/261, annex.
2 See A/C.2/59/3 and A/60/687.
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Taking note of the reports of the Secretary-General containing those assessments1, 
Welcoming the initiative taken by the Secretariat and the United Nations Institute for Dis-

armament Research in convening international meetings of experts in Geneva in August 1999 
and April 2008 on developments in the fi eld of information and telecommunications in the con-
text of international security, as well as the results of those meetings,

Considering that the assessments of the Member States contained in the reports of the Sec-
retary-General and the international meetings of experts have contributed to a better under-
standing of the substance of issues of international information security and related notions,

Bearing in mind that the Secretary-General, in fulfi lment of resolution 58/32, established 
in 2004 a group of governmental experts, which, in accordance with its mandate, considered 
existing and potential threats in the sphere of information security and possible cooperative 
measures to address them and conducted a study on relevant international concepts aimed at 
strengthening the security of global information and telecommunications systems,

Taking note of the report of the Secretary-General on the Group of Governmental Experts 
on Developments in the Field of Information and Telecommunications in the Context of Inter-
national Security, prepared on the basis of the results of the Group’s work2, 

1. Calls upon Member States to promote further at multilateral levels the consideration 
of existing and potential threats in the fi eld of information security, as well as possible 
measures to limit the threats emerging in this fi eld, consistent with the need to preserve 
the free fl ow of information;

2. Considers that the purpose of such measures could be served through the examination 
of relevant international concepts aimed at strengthening the security of global informa-
tion and telecommunications systems;

3. Invites all Member States to continue to inform the Secretary-General of their views 
and assessments on the following questions:
(a) General appreciation of the issues of information security;
(b) Eff orts taken at the national level to strengthen information security and promote 

international cooperation in this fi eld;
(c) The content of the concepts mentioned in paragraph 2 above;
(d) Possible measures that could be taken by the international community to strength-

en information security at the global level;
4. Requests the Secretary-General, with the assistance of a group of governmental experts, 

to be established in 2009 on the basis of equitable geographical distribution, to continue 
to study existing and potential threats in the sphere of information security and possible 
cooperative measures to address them, as well as the concepts referred to in paragraph 2 
above, and to submit a report on the results of this study to the General Assembly at its 
sixty-fi fth session;

5. Decides to include in the provisional agenda of its sixty-fourth session the item entitled 
“Developments in the fi eld of information and telecommunications in the context of in-
ternational security”.

61st plenary meeting
2 December 2008

1 A/54/213, A/55/140 and Corr.1 and Add.1, A/56/164 and Add.1, A/57/166 and Add.1, A/58/373, A/59/116 
and Add.1, A/60/95 and Add.1, A/61/161 and Add.1 and A/62/98 and Add.1. 

2 A/60/202.
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Resolution adopted by the General Assembly 
on 2 December 2009
[on the report of the First Committee (A/64/386)]

A/64/25. Developments in the field of information 
and telecommunications in the context 
of international security

The General Assembly,
Recalling its resolutions 53/70 of 4 December 1998, 54/49 of 1 December 1999, 55/28 

of 20 November 2000, 56/19 of 29 November 2001, 57/53 of 22 November 2002, 58/32 of 8 De-
cember 2003, 59/61 of 3 December 2004, 60/45 of 8 December 2005, 61/54 of 6 December 
2006, 62/17 of 5 December 2007 and 63/37 of 2 December 2008,

Recalling also its resolutions on the role of science and technology in the context of interna-
tional security, in which, inter alia, it recognized that scientifi c and technological developments 
could have both civilian and military applications and that progress in science and technology 
for civilian applications needed to be maintained and encouraged,

Noting that considerable progress has been achieved in developing and applying the latest 
information technologies and means of telecommunication,

Affi  rming that it sees in this process the broadest positive opportunities for the further de-
velopment of civilization, the expansion of opportunities for cooperation for the common good 
of all States, the enhancement of the creative potential of humankind and additional improve-
ments in the circulation of information in the global community,

Recalling, in this connection, the approaches and principles outlined at the Information 
Society and Development Conference, held in Midrand, South Africa, from 13 to 15 May 1996,

Bearing in mind the results of the Ministerial Conference on Terrorism, held in Paris 
on 30 July 1996, and the recommendations that it made1,

Bearing in mind also the results of the World Summit on the Information Society, held 
in Geneva from 10 to 12 December 2003 (fi rst phase) and in Tunis from 16 to 18 November 2005 
(second phase)2,

Noting that the dissemination and use of information technologies and means aff ect the in-
terests of the entire international community and that optimum eff ectiveness is enhanced by 
broad international cooperation,

Expressing its concern that these technologies and means can potentially be used for pur-
poses that are inconsistent with the objectives of maintaining international stability and security 
and may adversely aff ect the integrity of the infrastructure of States to the detriment of their 
security in both civil and military fi elds,

Considering that it is necessary to prevent the use of information resources or technologies 
for criminal or terrorist purposes,

1 See A/51/261, annex.
2 See A/C.2/59/3 and A/60/687.
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Noting the contribution of those Member States that have submitted their assessments on is-
sues of information security to the Secretary-General pursuant to paragraphs 1 to 3 of resolu-
tions 53/70, 54/49, 55/28, 56/19, 57/53, 58/32, 59/61, 60/45, 61/54, 62/17 and 63/37,

Taking note of the reports of the Secretary-General containing those assessments1,
Welcoming the initiative taken by the Secretariat and the United Nations Institute for Dis-

armament Research in convening international meetings of experts in Geneva in August 1999 
and April 2008 on developments in the fi eld of information and telecommunications in the con-
text of international security, as well as the results of those meetings,

Considering that the assessments of the Member States contained in the reports of the Sec-
retary-General and the international meetings of experts have contributed to a better under-
standing of the substance of issues of international information security and related notions,

Bearing in mind that the Secretary-General, in fulfi lment of resolution 58/32, established 
in 2004 a group of governmental experts, which, in accordance with its mandate, considered 
existing and potential threats in the sphere of information security and possible cooperative 
measures to address them and conducted a study on relevant international concepts aimed at 
strengthening the security of global information and telecommunications systems,

Taking note of the report of the Secretary-General on the Group of Governmental Experts 
on Developments in the Field of Information and Telecommunications in the Context of Inter-
national Security, prepared on the basis of the results of the Group’s work2, 

1. Calls upon Member States to promote further at multilateral levels the consideration 
of existing and potential threats in the fi eld of information security, as well as possible 
measures to limit the threats emerging in this fi eld, consistent with the need to preserve 
the free fl ow of information;

2. Considers that the purpose of such measures could be served through the examination 
of relevant international concepts aimed at strengthening the security of global informa-
tion and telecommunications systems;

3. Invites all Member States to continue to inform the Secretary-General of their views 
and assessments on the following questions:
(a) General appreciation of the issues of information security;
(b) Eff orts taken at the national level to strengthen information security and promote 

international cooperation in this fi eld;
(c) The content of the concepts mentioned in paragraph 2 above;
(d) Possible measures that could be taken by the international community to strength-

en information security at the global level;

4. Requests the Secretary-General, with the assistance of the group of governmental ex-
perts, established in 2009 on the basis of equitable geographical distribution pursu-
ant to General Assembly resolution 63/37, to continue to study existing and potential 
threats in the sphere of information security and possible cooperative measures to ad-
dress them, as well as the concepts referred to in paragraph 2 above, and to submit a re-
port on the results of this study to the Assembly at its sixty-fi fth session;

1 A/54/213, A/55/140 and Corr.1 and Add.1, A/56/164 and Add.1, A/57/166 and Add.1, A/58/373, A/59/116 
and Add.1, A/60/95 and Add.1, A/61/161 and Add.1, A/62/98 and Add.1 and A/64/129 and Add.1.

2 A/60/202.



192

  Part III.  United Nations Documents

5. Notes with satisfaction the holding, in Geneva in November 2009, of the fi rst session 
of the group of governmental experts established by the Secretary- General and the in-
tention of the group to convene three more sessions in 2010 in order to fulfi l its mandate 
as specifi ed in resolution 63/37;

6. Decides to include in the provisional agenda of its sixty-fi fth session the item entitled 
“Developments in the fi eld of information and telecommunications in the context of in-
ternational security”.

55th plenary meeting
2 December 2009

Resolution adopted by the General Assembly 
on 8 December 2010
[on the report of the First Committee (A/65/405)]

A/65/41. Developments in the field of information 
and telecommunications in the context 
of international security

The General Assembly,
Recalling its resolutions 53/70 of 4 December 1998, 54/49 of 1 December 1999, 55/28 

of  November 2000, 56/19 of 29 November 2001, 57/53 of 22 November 2002, 58/32 of 8 De-
cember 2003, 59/61 of 3 December 2004, 60/45 of 8 December 2005, 61/54 of 6 December 
2006, 62/17 of 5 December 2007, 63/37 of 2 December 2008 and 64/25 of 2 December 2009,

Recalling also its resolutions on the role of science and technology in the context of interna-
tional security, in which, inter alia, it recognized that scientifi c and technological developments 
could have both civilian and military applications and that progress in science and technology 
for civilian applications needed to be maintained and encouraged,

Noting that considerable progress has been achieved in developing and applying the latest 
information technologies and means of telecommunication,

Affi  rming that it sees in this process the broadest positive opportunities for the further de-
velopment of civilization, the expansion of opportunities for cooperation for the common good 
of all States, the enhancement of the creative potential of humankind and additional improve-
ments in the circulation of information in the global community,

Recalling, in this connection, the approaches and principles outlined at the Information 
Society and Development Conference, held in Midrand, South Africa, from 13 to 15 May 
1996,

Bearing in mind the results of the Ministerial Conference on Terrorism, held in Paris 
on 30 July 1996, and the recommendations that it made1,

1 See A/51/261, annex.
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Bearing in mind also the results of the World Summit on the Information Society, held 
in Geneva from 10 to 12 December 2003 (fi rst phase) and in Tunis from 16 to 18 November 2005 
(second phase)1,

Noting that the dissemination and use of information technologies and means aff ect the in-
terests of the entire international community and that optimum eff ectiveness is enhanced by 
broad international cooperation,

Expressing concern that these technologies and means can potentially be used for purpos-
es that are inconsistent with the objectives of maintaining international stability and security 
and may adversely aff ect the integrity of the infrastructure of States to the detriment of their 
security in both civil and military fi elds,

Considering that it is necessary to prevent the use of information resources or technologies 
for criminal or terrorist purposes,

Noting the contribution of those Member States that have submitted their assessments on is-
sues of information security to the Secretary-General pursuant to paragraphs 1 to 3 of resolu-
tions 53/70, 54/49, 55/28, 56/19, 57/53, 58/32, 59/61, 60/45, 61/54, 62/17, 63/37 and 64/25,

Taking note of the reports of the Secretary-General containing those assessments2, 
Welcoming the initiative taken by the Secretariat and the United Nations Institute for Dis-

armament Research in convening international meetings of experts in Geneva in August 1999 
and April 2008 on developments in the fi eld of information and telecommunications in the con-
text of international security, as well as the results of those meetings,

Considering that the assessments of the Member States contained in the reports of the Sec-
retary-General and the international meetings of experts have contributed to a better under-
standing of the substance of issues of international information security and related notions,

Bearing in mind that the Secretary-General, in fulfi lment of resolution 60/45, established 
in 2009, on the basis of equitable geographical distribution, a group of governmental experts, 
which, in accordance with its mandate, considered existing and potential threats in the sphere 
of information security and possible cooperative measures to address them and conducted 
a study on relevant international concepts aimed at strengthening the security of global infor-
mation and telecommunications systems,

Welcoming the eff ective work of the Group of Governmental Experts on Developments 
in the Field of Information and Telecommunications in the Context of International Security 
and the relevant outcome report transmitted by the Secretary- General3, 

Taking note of the assessments and recommendations contained in the report of the Group 
of Governmental Experts,

1. Calls upon Member States to promote further at multilateral levels the consideration 
of existing and potential threats in the fi eld of information security, as well as possible 
strategies to address the threats emerging in this fi eld, consistent with the need to pre-
serve the free fl ow of information;

2. Considers that the purpose of such strategies could be served through further exami-
nation of relevant international concepts aimed at strengthening the security of global 
information and telecommunications systems;

1 See A/C.2/59/3, annex, and A/60/687.
2 A/54/213, A/55/140 and Corr.1 and Add.1, A/56/164 and Add.1, A/57/166 and Add.1, A/58/373, A/59/116 

and Add.1, A/60/95 and Add.1, A/61/161 and Add.1, A/62/98 and Add.1, A/64/129 and Add.1 and A/65/154.
3 See A/65/201.
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3. Invites all Member States, taking into account the assessments and recommendations 
contained in the report of the Group of Governmental Experts on Developments 
in the Field of Information and Telecommunications in the Context of International 
Security,4 to continue to inform the Secretary-General of their views and assessments 
on the following questions:
(a) General appreciation of the issues of information security;
(b) Eff orts taken at the national level to strengthen information security and promote 

international cooperation in this fi eld;
(c) The content of the concepts mentioned in paragraph 2 above;
(d) Possible measures that could be taken by the international community to strength-

en information security at the global level;

4. Requests the Secretary-General, with the assistance of a group of governmental experts, 
to be established in 2012 on the basis of equitable geographical distribution, taking into 
account the assessments and recommendations contained in the above-mentioned re-
port, to continue to study existing and potential threats in the sphere of information 
security and possible cooperative measures to address them, as well as the concepts 
referred to in paragraph 2 above, and to submit a report on the results of this study 
to the Assembly at its sixty-eighth session;

5. Decides to include in the provisional agenda of its sixty-sixth session the item entitled 
“Developments in the fi eld of information and telecommunications in the context of in-
ternational security”.

60th plenary meeting
8 December 2010

Resolution adopted by the General Assembly 
on 2 December 2011
[on the report of the First Committee (A/66/407)]

A/66/24. Developments in the field of information 
and telecommunications in the context 
of international security

The General Assembly,
Recalling its resolutions 53/70 of 4 December 1998, 54/49 of 1 December 1999, 55/28 

of 20 November 2000, 56/19 of 29 November 2001, 57/53 of 22 November 2002, 58/32 of 8 De-
cember 2003, 59/61 of 3 December 2004, 60/45 of 8 December 2005, 61/54 of 6 December 2006, 
62/17 of 5 December 2007, 63/37 of 2 December 2008, 64/25 of 2 December 2009 and 65/41 
of 8 December 2010,

Recalling also its resolutions on the role of science and technology in the context of interna-
tional security, in which, inter alia, it recognized that scientifi c and technological developments 
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could have both civilian and military applications and that progress in science and technology 
for civilian applications needed to be maintained and encouraged,

Noting that considerable progress has been made in developing and applying the latest 
information technologies and means of telecommunication,

Affi  rming that it sees in this process the broadest positive opportunities for the further 
development of civilization, the expansion of opportunities for cooperation for the common 
good of all States, the enhancement of the creative potential of humankind and additional 
improvements in the circulation of information in the global community,

Recalling, in this connection, the approaches and principles outlined at the Information 
Society and Development Conference, held in Midrand, South Africa, from 13 to 15 May 
1996,

Bearing in mind the results of the Ministerial Conference on Terrorism, held in Paris 
on 30 July 1996, and the recommendations that were made1,

Bearing in mind also the results of the World Summit on the Information Society, held 
in Geneva from 10 to 12 December 2003 (fi rst phase) and in Tunis from 16 to 18 November 
2005 (second phase)2, 

Noting that the dissemination and use of information technologies and means aff ect the in-
terests of the entire international community and that optimum eff ectiveness is enhanced by 
broad international cooperation,

Expressing concern that these technologies and means can potentially be used for purposes 
that are inconsistent with the objectives of maintaining international stability and security 
and may adversely aff ect the integrity of the infrastructure of States to the detriment of their 
security in both civil and military fi elds,

Considering that it is necessary to prevent the use of information resources or technologies 
for criminal or terrorist purposes,

Noting the contribution of those Member States that have submitted their assessments 
on issues of information security to the Secretary-General pursuant to paragraphs 1 to 3 
of resolutions 53/70, 54/49, 55/28, 56/19, 57/53, 58/32, 59/61, 60/45, 61/54, 62/17, 63/37, 
64/25 and 65/41,

Taking note of the reports of the Secretary-General containing those assessments3,
Welcoming the initiative taken by the Secretariat and the United Nations Institute for 

Disarmament Research in convening international meetings of experts in Geneva in August 
1999 and April 2008 on developments in the fi eld of information and telecommunications 
in the context of international security, as well as the results of those meetings,

Considering that the assessments of the Member States contained in the reports of the Sec-
retary-General and the international meetings of experts have contributed to a better under-
standing of the substance of issues of international information security and related notions,

Bearing in mind that the Secretary-General, in fulfi lment of resolution 60/45, established 
in 2009, on the basis of equitable geographical distribution, a group of governmental experts, 
which, in accordance with its mandate, considered existing and potential threats in the sphere 

1 See A/51/261, annex.
2 See A/C.2/59/3, annex and A/60/687.
3 A/54/213, A/55/140 and Corr.1 and Add.1, A/56/164 and Add.1, A/57/166 and Add.1, A/58/373, A/59/116 

and Add.1, A/60/95 and Add.1, A/61/161 and Add.1, A/62/98 and Add.1, A/64/129 and Add.1, A/65/154 and A/66/152 
and Add.1. 
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of information security and possible cooperative measures to address them and conducted 
a study on relevant international concepts aimed at strengthening the security of global infor-
mation and telecommunications systems,

Welcoming the eff ective work of the Group of Governmental Experts on Developments 
in the Field of Information and Telecommunications in the Context of International Security 
and the relevant report transmitted by the Secretary-General1, 

Taking note of the assessments and recommendations contained in the report of the Group 
of Governmental Experts,

1. Calls upon Member States to promote further at multilateral levels the consideration 
of existing and potential threats in the fi eld of information security, as well as possible 
strategies to address the threats emerging in this fi eld, consistent with the need to pre-
serve the free fl ow of information;

2. Considers that the purpose of such strategies could be served through further exami-
nation of relevant international concepts aimed at strengthening the security of global 
information and telecommunications systems;

3. Invites all Member States, taking into account the assessments and recommenda-
tions contained in the report of the Group of Governmental Experts on Developments 
in the Field of Information and Telecommunications in the Context of International 
Security,4 to continue to inform the Secretary-General of their views and assessments 
on the following questions:
(a) General appreciation of the issues of information security;
(b) Eff orts taken at the national level to strengthen information security and promote 

international cooperation in this fi eld;
(c) The content of the concepts mentioned in paragraph 2 above;
(d) Possible measures that could be taken by the international community to strength-

en information security at the global level;

4. Requests the Secretary-General, with the assistance of a group of governmental experts, 
to be established in 2012 on the basis of equitable geographical distribution, taking into 
account the assessments and recommendations contained in the above-mentioned re-
port, to continue to study existing and potential threats in the sphere of information 
security and possible cooperative measures to address them, including norms, rules or 
principles of responsible behaviour of States and confi dence-building measures with 
regard to information space, as well as the concepts referred to in paragraph 2 above, 
and to submit to the General Assembly at its sixty-eighth session a report on the results 
of this study;

5. Decides to include in the provisional agenda of its sixty-seventh session the item entitled 
“Developments in the fi eld of information and telecommunications in the context of in-
ternational security”.

71st plenary meeting 
2 December 2011

1  See A/65/201.
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Resolution adopted by the General Assembly 
on 3 December 2012
[on the report of the First Committee (A/67/404)]

A/67/27. Developments in the field of information 
and telecommunications in the context 
of international security

The General Assembly,
Recalling its resolutions 53/70 of 4 December 1998, 54/49 of 1 December 1999, 55/28 

of 20 November 2000, 56/19 of 29 November 2001, 57/53 of 22 November 2002, 58/32 of 8 
December 2003, 59/61 of 3 December 2004, 60/45 of 8 December 2005, 61/54 of 6 December 
2006, 62/17 of 5 December 2007, 63/37 of 2 December 2008, 64/25 of 2 December 2009, 65/41 
of 8 December 2010 and 66/24 of 2 December 2011,

Recalling also its resolutions on the role of science and technology in the context of interna-
tional security, in which, inter alia, it recognized that scientifi c and technological developments 
could have both civilian and military applications and that progress in science and technology 
for civilian applications needed to be maintained and encouraged,

Noting that considerable progress has been made in developing and applying the latest infor-
mation technologies and means of telecommunication,

Affi  rming that it sees in this process the broadest positive opportunities for the further de-
velopment of civilization, the expansion of opportunities for cooperation for the common good 
of all States, the enhancement of the creative potential of humankind and additional improve-
ments in the circulation of information in the global community,

Recalling, in this connection, the approaches and principles outlined at the Information 
Society and Development Conference, held in Midrand, South Africa, from 13 to 15 May 1996,

Bearing in mind the results of the Ministerial Conference on Terrorism, held in Paris 
on 30 July 1996, and the recommendations that were made1, 

Bearing in mind also the results of the World Summit on the Information Society, held 
in Geneva from 10 to 12 December 2003 (fi rst phase) and in Tunis from 16 to 18 November 2005 
(second phase)2, 

Noting that the dissemination and use of information technologies and means aff ect the in-
terests of the entire international community and that optimum eff ectiveness is enhanced by 
broad international cooperation,

Expressing concern that these technologies and means can potentially be used for purpos-
es that are inconsistent with the objectives of maintaining international stability and security 
and may adversely aff ect the integrity of the infrastructure of States to the detriment of their 
security in both civil and military fi elds,

Considering that it is necessary to prevent the use of information resources or technologies 
for criminal or terrorist purposes,

1 See A/51/261, annex.
2 A/C.2/59/3, annex, and A/60/687.
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Noting the contribution of those Member States that have submitted their assessments on is-
sues of information security to the Secretary-General pursuant to paragraphs 1 to 3 of resolu-
tions 53/70, 54/49, 55/28, 56/19, 57/53, 58/32, 59/61, 60/45, 61/54, 62/17, 63/37, 64/25, 65/41 
and 66/24,

Taking note of the reports of the Secretary-General containing those assessments1,
Welcoming the initiative taken by the Secretariat and the United Nations Institute for Dis-

armament Research in convening international meetings of experts in Geneva in August 1999 
and April 2008 on developments in the fi eld of information and telecommunications in the con-
text of international security, as well as the results of those meetings,

Considering that the assessments of Member States contained in the reports of the Secre-
tary-General and the international meetings of experts have contributed to a better understand-
ing of the substance of issues of international information security and related notions,

Bearing in mind that the Secretary-General, in fulfi lment of resolution 60/45, established 
in 2009, on the basis of equitable geographical distribution, a group of governmental experts, 
which, in accordance with its mandate, considered existing and potential threats in the sphere 
of information security and possible cooperative measures to address them and conducted 
a study on relevant international concepts aimed at strengthening the security of global infor-
mation and telecommunications systems,

Welcoming the eff ective work of the Group of Governmental Experts on Developments 
in the Field of Information and Telecommunications in the Context of International Security 
and the relevant report transmitted by the Secretary-General2, 

Taking note of the assessments and recommendations contained in the report of the Group 
of Governmental Experts,

1. Calls upon Member States to promote further at multilateral levels the consideration 
of existing and potential threats in the fi eld of information security, as well as possible 
strategies to address the threats emerging in this fi eld, consistent with the need to pre-
serve the free fl ow of information;

2. Considers that the purpose of such strategies could be served through further exami-
nation of relevant international concepts aimed at strengthening the security of global 
information and telecommunications systems;

3. Invites all Member States, taking into account the assessments and recommenda-
tions contained in the report of the Group of Governmental Experts on Developments 
in the Field of Information and Telecommunications in the Context of International 
Security,4 to continue to inform the Secretary-General of their views and assessments 
on the following questions:
(a) General appreciation of the issues of information security;
(b) Eff orts taken at the national level to strengthen information security and promote 

international cooperation in this fi eld;
(c) The content of the concepts mentioned in paragraph 2 above;
(d) Possible measures that could be taken by the international community to strength-

en information security at the global level;

1 A/54/213, A/55/140 and Corr.1 and Add.1, A/56/164 and Add.1, A/57/166 and Add.1, A/58/373, A/59/116 
and Add.1, A/60/95 and Add.1, A/61/161 and Add.1, A/62/98 and Add.1, A/64/129 and Add.1, A/65/154, A/66/152 
and Add.1 and A/67/167. 

2 See A/65/201.
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4. Welcomes the commencement of the work of the Group of Governmental Experts, au-
thorizes the Group, taking into account the assessments and recommendations con-
tained in the above-mentioned report, to continue to study existing and potential threats 
in the sphere of information security and possible cooperative measures to address them, 
including norms, rules or principles of responsible behaviour of States and confi dence-
building measures with regard to information space, as well as the concepts referred 
to in paragraph 2 above, and requests the Secretary-General to submit to the General 
Assembly at its sixty-eighth session a report on the results of the study;

5. Decides to include in the provisional agenda of its sixty-eighth session the item entitled 
“Developments in the fi eld of information and telecommunications in the context of in-
ternational security”.

48th plenary meeting 
3 December 2012

Resolution adopted by the General Assembly 
on 27 December 2013
[on the report of the First Committee (A/68/406)]

A/68/243. Developments in the field of information 
and telecommunications in the context 
of international security

The General Assembly,
Recalling its resolutions 53/70 of 4 December 1998, 54/49 of 1 December 1999, 55/28 

of 20 November 2000, 56/19 of 29 November 2001, 57/53 of 22 November 2002, 58/32 of 8 De-
cember 2003, 59/61 of 3 December 2004, 60/45 of 8 December 2005, 61/54 of 6 December 
2006, 62/17 of 5 December 2007, 63/37 of 2 December 2008, 64/25 of 2 December 2009, 65/41 
of 8 December 2010, 66/24 of 2 December 2011 and 67/27 of 3 December 2012,

Recalling also its resolutions on the role of science and technology in the context of interna-
tional security, in which, inter alia, it recognized that scientifi c and technological developments 
could have both civilian and military applications and that progress in science and technology 
for civilian applications needed to be maintained and encouraged,

Noting that considerable progress has been achieved in developing and applying the latest 
information technologies and means of telecommunication,

Affi  rming that it sees in this process the broadest positive opportunities for the further de-
velopment of civilization, the expansion of opportunities for cooperation for the common good 
of all States, the enhancement of the creative potential of humankind and additional improve-
ments in the circulation of information in the global community,

Recalling, in this connection, the approaches and principles outlined at the Information 
Society and Development Conference, held in Midrand, South Africa, from 13 to 15 May 1996,
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Bearing in mind the results of the Ministerial Conference on Terrorism, held in Paris 
on 30 July 1996, and the recommendations that were made1, 

Bearing in mind also the results of the World Summit on the Information Society, held 
in Geneva from 10 to 12 December 2003 (fi rst phase) and in Tunis from 16 to 18 November 
2005 (second phase)2, 

Noting that the dissemination and use of information technologies and means aff ect the in-
terests of the entire international community and that optimum eff ectiveness is enhanced by 
broad international cooperation,

Expressing concern that these technologies and means can potentially be used for purposes 
that are inconsistent with the objectives of maintaining international stability and security 
and may adversely aff ect the integrity of the infrastructure of States to the detriment of their 
security in both civil and military fi elds,

Considering that it is necessary to prevent the use of information resources or technologies 
for criminal or terrorist purposes,

Noting the importance of respect for human rights and fundamental freedoms in the use 
of information and communications technologies,

Noting also the contribution of those Member States that have submitted their assess-
ments on issues of information security to the Secretary-General pursuant to paragraphs 1 
to 3 of resolutions 53/70, 54/49, 55/28, 56/19, 57/53, 58/32, 59/61, 60/45, 61/54, 62/17, 
63/37, 64/25, 65/41, 66/24 and 67/27,

Taking note of the reports of the Secretary-General containing those assessments3,
Welcoming the initiative taken by the Secretariat and the United Nations Institute for 

Disarmament Research in convening international meetings of experts in Geneva in August 
1999 and April 2008 on developments in the fi eld of information and telecommunications 
in the context of international security, as well as the results of those meetings,

Considering that the assessments of Member States contained in the reports of the Sec-
retary-General and the international meetings of experts have contributed to a better under-
standing of the substance of issues of international information security and related notions,

Bearing in mind that the Secretary-General, in fulfi lment of resolution 66/24, established 
in 2012, on the basis of equitable geographical distribution, a group of governmental experts, 
which, in accordance with its mandate, considered existing and potential threats in the sphere 
of information security and possible cooperative measures to address them, including norms, 
rules or principles of responsible behaviour of States and confi dence-building measures in in-
formation space, and conducted a study on relevant international concepts aimed at strength-
ening the security of global information and telecommunications systems,

Welcoming the eff ective work of the Group of Governmental Experts on Developments 
in the Field of Information and Telecommunications in the Context of International Security 
and the relevant outcome report transmitted by the Secretary- General4, 

1 See A/51/261, annex.
2 See A/C.2/59/3 and A/60/687..
3 A/54/213, A/55/140 and Corr.1 and Add.1, A/56/164 and Add.1, A/57/166 and Add.1, A/58/373, A/59/116 

and Add.1, A/60/95 and Add.1, A/61/161 and Add.1, A/62/98 and Add.1, A/64/129 and Add.1, A/65/154, A/66/152 
and Add.1, A/67/167 and A/68/156 and Add.1.

4 A/68/98.
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Taking note of the assessments and recommendations contained in the report of the Group 
of Governmental Experts,

1. Calls upon Member States to promote further at multilateral levels the consideration 
of existing and potential threats in the fi eld of information security, as well as possible 
strategies to address the threats emerging in this fi eld, consistent with the need to pre-
serve the free fl ow of information;

2. Considers that the purpose of such strategies could be served through further examina-
tion of relevant international concepts aimed at strengthening the security of global 
information and telecommunications systems;

3. Invites all Member States, taking into account the assessments and recommendations 
contained in the report of the Group of Governmental Experts on Developments 
in the Field of Information and Telecommunications in the Context of International 
Security,4 to continue to inform the Secretary-General of their views and assessments 
on the following questions:
(a) General appreciation of the issues of information security;
(b) Eff orts taken at the national level to strengthen information security and to pro-

mote international cooperation in this fi eld;
(c) The content of the concepts mentioned in paragraph 2 above;
(d) Possible measures that could be taken by the international community to strength-

en information security at the global level;

4. Requests the Secretary-General, with the assistance of a group of governmental ex-
perts, to be established in 2014 on the basis of equitable geographical distribution, 
taking into account the assessments and recommendations contained in the above-
mentioned report, to continue to study, with a view to promoting common understand-
ings, existing and potential threats in the sphere of information security and possible 
cooperative measures to address them, including norms, rules or principles of respon-
sible behavior of States and confi dence-building measures, the issues of the use of in-
formation and communications technologies in confl icts and how international law 
applies to the use of information and communications technologies by States, as well 
as the concepts referred to in paragraph 2 above, and to submit to the General Assem-
bly at its seventieth session a report on the results of the study;

5. Decides to include in the provisional agenda of its sixty-ninth session the item entitled 
“Developments in the fi eld of information and telecommunications in the context 
of international security”.

72nd plenary meeting 
27 December 2013
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Resolution adopted by the General Assembly 
on 2 December 2014
[on the report of the First Committee (A/69/435)]

A/69/28. Developments in the field of information 
and telecommunications in the context 
of international security

The General Assembly,
Recalling its resolutions 53/70 of 4 December 1998, 54/49 of 1 December 1999, 55/28 

of 20 November 2000, 56/19 of 29 November 2001, 57/53 of 22 November 2002, 58/32 of 8 De-
cember 2003, 59/61 of 3 December 2004, 60/45 of 8 December 2005, 61/54 of 6 December 
2006, 62/17 of 5 December 2007, 63/37 of 2 December 2008, 64/25 of 2 December 2009, 
65/41 of 8 December 2010, 66/24 of 2 December 2011, 67/27 of 3 December 2012 and 68/243 
of 27 December 2013,

Recalling also its resolutions on the role of science and technology in the context of interna-
tional security, in which, inter alia, it recognized that scientifi c and technological developments 
could have both civilian and military applications and that progress in science and technology 
for civilian applications needed to be maintained and encouraged,

Noting that considerable progress has been achieved in developing and applying the latest 
information technologies and means of telecommunication,

Affi  rming that it sees in this process the broadest positive opportunities for the further de-
velopment of civilization, the expansion of opportunities for cooperation for the common good 
of all States, the enhancement of the creative potential of humankind and additional improve-
ments in the circulation of information in the global community,

Recalling, in this connection, the approaches and principles outlined at the Information 
ociety and Development Conference, held in Midrand, South Africa, from 13 to 15 May 1996,

Bearing in mind the results of the Ministerial Conference on Terrorism, held in Paris 
on 30 July 1996, and the recommendations that were made1, 

Bearing in mind also the results of the World Summit on the Information Society, held 
in Geneva from 10 to 12 December 2003 (fi rst phase) and in Tunis from 16 to 18 November 2005 
(second phase)2, 

Noting that the dissemination and use of information technologies and means aff ect the in-
terests of the entire international community and that optimum eff ectiveness is enhanced by 
broad international cooperation,

Expressing concern that these technologies and means can potentially be used for purpos-
es that are inconsistent with the objectives of maintaining international stability and security 
and may adversely aff ect the integrity of the infrastructure of States to the detriment of their 
security in both civil and military fi elds,

1 See A/51/261, annex.
2 See A/C.2/59/3 and A/60/687.
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Considering that it is necessary to prevent the use of information resources or technologies 
for criminal or terrorist purposes,

Noting the importance of respect for human rights and fundamental freedoms in the use 
of information and communications technologies,

Noting also the contribution of those Member States that have submitted their assessments 
on issues of information security to the Secretary-General pursuant to paragraphs 1 to 3 of reso-
lutions 53/70, 54/49, 55/28, 56/19, 57/53, 58/32, 59/61, 60/45, 61/54, 62/17, 63/37, 64/25, 
65/41, 66/24, 67/27 and 68/243,

Taking note of the reports of the Secretary-General containing those assessments1, 
Welcoming the initiative taken by the Secretariat and the United Nations Institute for Dis-

armament Research in convening international meetings of experts in Geneva in August 1999 
and April 2008 on developments in the fi eld of information and telecommunications in the con-
text of international security, as well as the results of those meetings,

Considering that the assessments of Member States contained in the reports of the Secre-
tary-General and the international meetings of experts have contributed to a better understand-
ing of the substance of issues of international information security and related notions,

Bearing in mind that the Secretary-General, in fulfi lment of resolution 66/24, established 
in 2012, on the basis of equitable geographical distribution, a group of governmental experts, 
which, in accordance with its mandate, considered existing and potential threats in the sphere 
of information security and possible cooperative measures to address them, including norms, 
rules or principles of responsible behavior of States and confi dence-building measures in infor-
mation space, and conducted a study on relevant international concepts aimed at strengthening 
the security of global information and telecommunications systems,

Welcoming the eff ective work of the Group of Governmental Experts on Developments 
in the Field of Information and Telecommunications in the Context of International Security 
and the relevant outcome report transmitted by the Secretary-General2, 

Taking note of the assessments and recommendations contained in the report of the Group 
of Governmental Experts,

1. Calls upon Member States to promote further at multilateral levels the consideration 
of existing and potential threats in the fi eld of information security, as well as possible 
strategies to address the threats emerging in this fi eld, consistent with the need to pre-
serve the free fl ow of information;

2. Considers that the purpose of such strategies could be served through further exami-
nation of relevant international concepts aimed at strengthening the security of global 
information and telecommunications systems;

3. Invites all Member States, taking into account the assessments and recommendations 
contained in the report of the Group of Governmental Experts on Developments 
in the Field of Information and Telecommunications in the Context of International 
Security,4 to continue to inform the Secretary-General of their views and assessments 
on the following questions:

1 A/54/213, A/55/140 and Corr.l and Add.l, A/56/164 and Add.l, A/57/166 and Add.l, A/58/373, A/59/116 
and Add.l, A/60/95 and Add.1, A/61/161 and Add.l, A/62/98 and Add.l, A/64/129 and Add.l, A/65/154, A/66/152 
and Add.l, A/67/167, A/68/156 and Add.1 and A/69/112 and Add.1.

2 A/68/98.
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(a) General appreciation of the issues of information security;
(b) Eff orts taken at the national level to strengthen information security and to promote 

international cooperation in this fi eld;
(c) The content of the concepts mentioned in paragraph 2 above;
(d) Possible measures that could be taken by the international community to strength-

en information security at the global level;
4. Welcomes the commencement of the work of the Group of Governmental Experts, 

and authorizes the Group, taking into account the assessments and recommendations 
contained in the above-mentioned report, to continue to study, with a view to promot-
ing common understandings, existing and potential threats in the sphere of information 
security and possible cooperative measures to address them, including norms, rules or 
principles of responsible behaviour of States and confi dence-building measures, the is-
sues of the use of information and communications technologies in confl icts and how 
international law applies to the use of information and communications technolo-
gies by States, as well as the concepts referred to in paragraph 2 above, and to submit 
to the General Assembly at its seventieth session a report on the results of the study;

5. Decides to include in the provisional agenda of its seventieth session the item entitled 
“Developments in the fi eld of information and telecommunications in the context of in-
ternational security”.

62nd plenary meeting
2 December 2014

Resolution adopted by the General Assembly 
on 23 December 2015
[on the report of the First Committee (A/70/455)]

A/70/237. Developments in the field of information 
and telecommunications in the context 
of international security

The General Assembly,
Recalling its resolutions 53/70 of 4 December 1998, 54/49 of 1 December 1999, 55/28 

of 20 November 2000, 56/19 of 29 November 2001, 57/53 of 22 November 2002, 58/32 of 8 De-
cember 2003, 59/61 of 3 December 2004, 60/45 of 8 December 2005, 61/54 of 6 December 
2006, 62/17 of 5 December 2007, 63/37 of 2 December 2008, 64/25 of 2 December 2009, 65/41 
of 8 December 2010, 66/24 of 2 December 2011, 67/27 of 3 December 2012, 68/243 of 27 De-
cember 2013 and 69/28 of 2 December 2014,

Recalling also its resolutions on the role of science and technology in the context of interna-
tional security, in which, inter alia, it recognized that scientifi c and technological developments 
could have both civilian and military applications and that progress in science and technology 
for civilian applications needed to be maintained and encouraged,
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Bearing in mind the results of the World Summit on the Information Society at its fi rst phase, 
held in Geneva from 10 to 12 December 2003, and at its second phase, held in Tunis from 16 
to 18 November 20051,

Noting that considerable progress has been achieved in developing and applying the latest 
information technologies and means of telecommunication,

Affi  rming that it sees in this process the broadest positive opportunities for the further de-
velopment of civilization, the expansion of opportunities for cooperation for the common good 
of all States, the enhancement of the creative potential of humankind and additional improve-
ments in the circulation of information in the global community,

Noting that the dissemination and use of information technologies and means aff ect the in-
terests of the entire international community and that optimum eff ectiveness is enhanced by 
broad international cooperation, 

Expressing concern that these technologies and means can potentially be used for purpos-
es that are inconsistent with the objectives of maintaining international stability and security 
and may adversely aff ect the integrity of the infrastructure of States to the detriment of their 
security in both civil and military fi elds,

Considering that it is necessary to prevent the use of information resources or technologies 
for criminal or terrorist purposes,

Noting the importance of respect for human rights and fundamental freedoms in the use 
of information and communications technologies,

Noting also the contribution of those Member States that have submitted their assessments 
on issues of information security to the Secretary-General pursuant to paragraphs 1 to 3 of reso-
lutions 53/70, 54/49, 55/28, 56/19, 57/53, 58/32, 59/61, 60/45, 61/54, 62/17, 63/37, 64/25, 
65/41, 66/24, 67/27, 68/243 and 69/28,

Taking note of the reports of the Secretary-General containing those assessments2,
Considering that the assessments of Member States contained in the reports of the Secre-

tary-General have contributed to a better understanding of the substance of issues of interna-
tional information security and related notions,

Bearing in mind that the Secretary-General, in fulfi lment of resolution 68/243, established 
in 2014, on the basis of equitable geographical distribution, a group of governmental experts, 
which, in accordance with its mandate, considered existing and potential threats in the sphere 
of information security and possible cooperative measures to address them, including norms, 
rules or principles of responsible behaviour of States and confi dence-building measures, the is-
sues of the use of information and communications technologies in confl icts and how inter-
national law applies to the use of information and communications technologies by States, 
and conducted a study on relevant international concepts aimed at strengthening the security 
of global information and telecommunications systems,

Welcoming the eff ective work of the Group of Governmental Experts on Developments 
in the Field of Information and Telecommunications in the Context of International Security 
and the relevant outcome report transmitted by the Secretary-General3, 

Stressing the importance of the assessments and recommendations contained in the report 
of the Group of Governmental Experts,

1 See A/C.2/59/3 and A/60/687.
2 A/54/213, A/55/140 and Corr.l and Add.l, A/56/164 and Add.l, A/57/166 and Add.l, A/58/373, A/59/116 

and Add.l, A/60/95 and Add.1, A/61/161 and Add.l, A/62/98 and Add.l, A/64/129 and Add.l, A/65/154, A/66/152 
and Add.l, A/67/167, A/68/156 and Add.1, A/69/112 and Add.1 and A/70/172 and Add.1. 

3 A/70/174.
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Welcoming the conclusion of the Group of Governmental Experts in its 2013 report that 
international law, and in particular the Charter of the United Nations, is applicable and es-
sential to maintaining peace and stability and promoting an open, secure, stable, accessi-
ble and peaceful information and communications technology environment, that voluntary 
and non-binding norms, rules and principles of responsible behaviour of States in the use 
of information and communications technologies can reduce risks to international peace, 
security and stability, and that, given the unique attributes of such technologies, additional 
norms can be developed over time, 

1. Welcomes the 2015 report of the Group of Governmental Experts on Developments 
in the Field of Information and Telecommunications in the Context of International 
Security1;

2. Calls upon Member States:
(a) To be guided in their use of information and communications technologies by 

the 2015 report of the Group of Governmental Experts;
(b) To promote further, at multilateral levels, the consideration of existing and poten-

tial threats in the fi eld of information security, as well as possible strategies to ad-
dress the threats emerging in this fi eld, consistent with the need to preserve the free 
fl ow of information;

3. Considers that the purpose of such measures could be served through further exami-
nation of relevant international concepts aimed at strengthening the security of global 
information and telecommunications systems;

4. Invites all Member States, taking into account the assessments and recommendations 
contained in the report of the Group of Governmental Experts, to continue to inform 
the Secretary-General of their views and assessments on the following questions:
(a) General appreciation of the issues of information security;
(b) Eff orts taken at the national level to strengthen information security and promote 

international cooperation in this fi eld;
(c) The content of the concepts mentioned in paragraph 3 above;
(d) Possible measures that could be taken by the international community to strength-

en information security at the global level;
5. Requests the Secretary-General, with the assistance of a group of governmental experts, 

to be established in 2016 on the basis of equitable geographical distribution, taking into 
account the assessments and recommendations contained in the above-mentioned re-
port, to continue to study, with a view to promoting common understandings, exist-
ing and potential threats in the sphere of information security and possible cooperative 
measures to address them and how international law applies to the use of information 
and communications technologies by States, as well as norms, rules and principles 
of responsible behaviour of States, confi dence-building measures and capacity-building 
and the concepts referred to in paragraph 3 above, and to submit a report on the results 
of the study to the General Assembly at its seventy-second session;

6. Decides to include in the provisional agenda of its seventy-fi rst session the item entitled 
“Developments in the fi eld of information and telecommunications in the context of in-
ternational security”.

82nd plenary meeting 
23 December 2015

1 A/68/98.
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Resolution adopted by the General Assembly 
on 5 December 2016
[on the report of the First Committee (A/78/445)]

A/71/28. Developments in the field of information 
and telecommunications in the context 
of international security

The General Assembly,
Recalling its resolutions 53/70 of 4 December 1998, 54/49 of 1 December 1999, 55/28 

of 20 November 2000, 56/19 of 29 November 2001, 57/53 of 22 November 2002, 58/32 of 8 De-
cember 2003, 59/61 of 3 December 2004, 60/45 of 8 December 2005, 61/54 of 6 December 
2006, 62/17 of 5 December 2007, 63/37 of 2 December 2008, 64/25 of 2 December 2009, 65/41 
of 8 December 2010, 66/24 of 2 December 2011, 67/27 of 3 December 2012, 68/243 of 27 De-
cember 2013, 69/28 of 2 December 2014 and 70/237 of 23 December 2015,

Recalling also its resolutions on the role of science and technology in the context of interna-
tional security, in which, inter alia, it recognized that scientifi c and technological developments 
could have both civilian and military applications and that progress in science and technology 
for civilian applications needed to be maintained and encouraged,

Bearing in mind the results of the World Summit on the Information Society at its fi rst phase, 
held in Geneva from 10 to 12 December 2003, and at its second phase, held in Tunis from 
16 to 18 November 20051, and recalling its resolution 70/125 of 16 December 2015,

Noting that considerable progress has been achieved in developing and applying the latest 
information technologies and means of telecommunication,

Affi  rming that it sees in this process the broadest positive opportunities for the further de-
velopment of civilization, the expansion of opportunities for cooperation for the common good 
of all States, the enhancement of the creative potential of humankind and additional improve-
ments in the circulation of information in the global community,

Noting that the dissemination and use of information technologies and means aff ect the in-
terests of the entire international community and that optimum eff ectiveness is enhanced by 
broad international cooperation,

Expressing concern that these technologies and means can potentially be used for purpos-
es that are inconsistent with the objectives of maintaining international stability and security 
and may adversely aff ect the integrity of the infrastructure of States to the detriment of their 
security in both civil and military fi elds,

Considering that it is necessary to prevent the use of information resources or technologies 
for criminal or terrorist purposes,

Noting the importance of respect for human rights and fundamental freedoms in the use 
of information and communications technologies,

1 See A/C.2/59/3 and A/60/687.
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Noting also the contribution of those Member States that have submitted their assessments 
on issues of information security to the Secretary-General pursuant to paragraphs 1 to 3 of reso-
lutions 53/70, 54/49, 55/28, 56/19, 57/53, 58/32, 59/61, 60/45, 61/54, 62/17, 63/37, 64/25, 
65/41, 66/24, 67/27, 68/243, 69/28 and 70/237,

Taking note of the reports of the Secretary-General containing those assessments1,
Considering that the assessments of Member States contained in the reports of the Secre-

tary-General have contributed to a better understanding of the substance of issues of interna-
tional information security and related notions,

Welcoming the eff ective work of the Group of Governmental Experts on Developments 
in the Field of Information and Telecommunications in the Context of International Security 
and the relevant outcome report transmitted by the Secretary-General, 

Stressing the importance of the assessments and recommendations contained in the report 
of the Group of Governmental Experts,

Welcoming the conclusions of the Group of Governmental Experts, in its 20132 and 20153 re-
ports,4 that international law, and in particular the Charter of the United Nations, is applicable 
and essential to maintaining peace and stability and promoting an open, secure, stable, acces-
sible and peaceful information and communications technology environment, that voluntary 
and non -binding norms, rules and principles of responsible behaviour of States in the use of in-
formation and communications technologies can reduce risks to international peace, security 
and stability, and that, given the unique attributes of such technologies, additional norms can 
be developed over time,

1. Calls upon Member States:
(a) To be guided in their use of information and communications technologies 

by the 2015 report of the Group of Governmental Experts on Developments 
in the Field of Information and Telecommunications in the Context of Interna-
tional Security4;

(b) To promote further, at multilateral levels, the consideration of existing and poten-
tial threats in the fi eld of information security, as well as possible strategies to ad-
dress the threats emerging in this fi eld, consistent with the need to preserve the free 
fl ow of information;

2. Considers that the purpose of such measures could be served through further exami-
nation of relevant international concepts aimed at strengthening the security of global 
information and telecommunications systems;

3. Invites all Member States, taking into account the assessments and recommendations 
contained in the report of the Group of Governmental Experts, to continue to inform 
the Secretary-General of their views and assessments on the following questions:
(a) General appreciation of the issues of information security;
(b) Eff orts taken at the national level to strengthen information security and promote 

international cooperation in this fi eld;

1 A/54/213, A/55/140 and Corr.l and Add.l, A/56/164 and Add.1, A/57/166 and Add.l, A/58/373, A/59/116 
and Add.l, A/60/95 and Add.l, A/61/161 and Add.l, A/62/98 and Add.l, A/64/129 and Add.l, A/65/154, A/66/152 
and Add.l, A/67/167, A/68/156 and Add.l, A/69/112 and Add.l, A/70/172 and Add.l and A/71/172.

2 A/170/174.
3 A/68/98.
4 A/68/98.
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(c) The content of the concepts mentioned in paragraph 2 above;
(d) Possible measures that could be taken by the international community to strength-

en information security at the global level;

4. Welcomes the commencement of the work of the Group of Governmental Experts, es-
tablished by the Secretary-General pursuant to resolution 70/237 on the basis of eq-
uitable geographical distribution, which, in accordance with its mandate, taking into 
account the assessments and recommendations contained in the above- mentioned 
report, should continue to study, with a view to promoting common understandings, 
existing and potential threats in the sphere of information security and possible cooper-
ative measures to address them and how international law applies to the use of informa-
tion and communications technologies by States, as well as norms, rules and principles 
of responsible behaviour of States, confi dence — building measures and capacity-build-
ing and the concepts referred to in paragraph 2 above, and submit a report on the results 
of the study to the General Assembly at its seventy-second session;

5. Decides to include in the provisional agenda of its seventy-second session the item en-
titled “Developments in the fi eld of information and telecommunications in the context 
of international security”.

51st plenary meeting
5 December 2016

Project of the Resolution adopted 
by the General Assembly
A/C.1/72/L.44. Developments in the field of information 

and telecommunications in the context 
of international security

12 October 2017

Algeria, Angola, Argentina, Belarus, Benin, Bolivia (Plurinational State of), Brazil, 
China, Cuba, Democratic People’s Republic of Korea, Democratic Republic 
of the Congo, Egypt, Eritrea, Ghana, Guinea, India, Indonesia, Kazakhstan, Kenya, Lao 
People’s Democratic Republic, Mongolia, Myanmar, Nicaragua, Russian Federation, 
Sierra Leone, Sudan, Suriname, Syrian Arab Republic, Tajikistan, Thailand, Venezuela 
(Bolivarian Republic of), Viet Nam and Zimbabwe: draft decision

The General Assembly decides to include in the provisional agenda of its seventy-third 
session the item entitled “Developments in the fi eld of information and telecommunications 
in the context of international security”.
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Resolution adopted by the General Assembly
on 5 December 2018
[on the report of the First Committee (A/73/505)]

A/73/27 Developments in the field of information 
and telecommunications in the context of international 
security

The General Assembly,
Recalling its resolutions 36/103 of 9 December 1981, 43/78 H of 7 December 1988, 53/70 

of 4 December 1998, 54/49 of 1 December 1999, 55/28 of 20 November 2000, 56/19 of 29 No-
vember 2001, 57/53 of 22 November 2002, 58/32 of 8 December 2003, 59/61 of 3 December 
2004, 60/45 of 8 December 2005, 61/54 of 6 December 2006, 62/17 of 5 December 2007, 63/37 
of 2 December 2008, 64/25 of 2 December 2009, 65/41 of 8 December 2010, 66/24 of 2 Decem-
ber 2011, 67/27 of 3 December 2012, 68/243 of 27 December 2013, 69/28 of 2 December 2014, 
70/237 of 23 December 2015 and 71/28 of 5 December 2016,

Noting that considerable progress has been achieved in developing and applying the latest 
information technologies and means of telecommunication,

Underscoring the aspirations of the international community to the peaceful use of informa-
tion and communications technologies (ICTs) for the common good of humankind and to fur-
ther the sustainable development of all countries, irrespective of their scientifi c and technologi-
cal development,

Noting that capacity-building is essential for cooperation of States and confi dence-building 
in the fi eld of ICT security,

Recognizing that some States may require assistance in their eff orts to bridge the divide 
in the security of ICTs and their use, 

Noting that providing assistance, upon request, to build capacity in the area of ICT security 
is essential for international security, 

Affi  rming that capacity-building measures should seek to promote the use of ICTs for peace-
ful purposes,

Confi rming that ICTs are dual-use technologies and can be used for both legitimate and ma-
licious purposes,

Expressing concern that a number of States are developing ICT capabilities for military pur-
poses and that the use of ICTs in future confl icts between States is becoming more likely,

Stressing that it is in the interest of all States to promote the use of ICTs for peaceful pur-
poses, with the objective of shaping a community of shared future for humankind in cyberspace, 
and that States also have an interest in preventing confl ict arising from the use of ICTs,

Noting that the United Nations should play a leading role in promoting dialogue among 
Member States to develop common understandings on the security of and the use of ICTs, as 
well as in developing common understandings on the application of international law and norms, 
rules and principles for responsible State behaviour in this sphere, encourage regional eff orts, 
promote confi dence-building and transparency measures and support capacity-building and 
the dissemination of best practices,
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Expressing concern that embedding harmful hidden functions in ICTs could be used in ways 
that would aff ect secure and reliable ICT use and the ICT supply chain for products and ser-
vices, erode trust in commerce and damage national security,

Considering that it is necessary to prevent the use of information resources or technologies 
for criminal or terrorist purposes,

Underlining the importance of respect for human rights and fundamental freedoms in the use 
of ICTs,

Welcoming the eff ective work of the Group of Governmental Experts on Developments 
in the Field of Information and Telecommunications in the Context of International Security 
and the relevant outcome reports transmitted by the Secretary-General1, 

Welcoming also that, in considering the application of international law to State use of ICTs, 
the Group of Governmental Experts, in its 2015 report,2 identifi ed as of central importance 
the commitments of States to the following principles of the Charter of the United Nations 
and other international law: sovereign equality; the settlement of international disputes by peace-
ful means in such a manner that international peace and security and justice are not endangered; 
refraining in their international relations from the threat or use of force against the territorial in-
tegrity or political independence of any State, or in any other manner inconsistent with the pur-
poses of the United Nations; respect for human rights and fundamental freedoms; and non-
intervention in the internal aff airs of other States,

Confi rming the conclusions of the Group of Governmental Experts, in its 20132 and 20153 
reports, that international law, and in particular the Charter of the United Nations, is applicable 
and essential to maintaining peace and stability and promoting an open, secure, stable, accessi-
ble and peaceful ICT environment, that voluntary and non-binding norms, rules and principles 
of responsible behaviour of States in the use of ICTs can reduce risks to international peace, se-
curity and stability, and that, given the unique attributes of such technologies, additional norms 
can be developed over time,

Confi rming also that State sovereignty and international norms and principles that fl ow from 
sovereignty apply to the State conduct of ICT-related activities and to their jurisdiction over ICT 
infrastructure within their territory,

Reaffi  rming the right and duty of States to combat, within their constitutional preroga-
tives, the dissemination of false or distorted news, which can be interpreted as interference 
in the internal aff airs of other States or as being harmful to the promotion of peace, cooperation 
and friendly relations among States and nations,

Recognizing the duty of a State to abstain from any defamatory campaign, vilifi cation or 
hostile propaganda for the purpose of intervening or interfering in the internal aff airs of other 
States,

Stressing that, while States have a primary responsibility for maintaining a secure and peace-
ful ICT environment, eff ective international cooperation would benefi t from identifying mech-
anisms for the participation, as appropriate, of the private sector, academia and civil society 
organizations,

1. Welcomes the following set of international rules, norms and principles of responsible 
behaviour of States, enshrined in the reports of the Group of Governmental Experts on Devel-

1 A/65/201, A/68/98 and A/70/174.
2 A/70/174.
3 A/68/98.
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opments in the Field of Information and Telecommunications in the Context of International 
Security of 2013 and 2015 adopted by consensus and recommended in resolution 71/28 entitled 
“Developments in the fi eld of information and telecommunications in the context of interna-
tional security”, adopted by the General Assembly on 5 December 2016:

1.1. Consistent with the purposes of the United Nations, including to maintain interna-
tional peace and security, States should cooperate in developing and applying measures 
to increase stability and security in the use of ICTs and to prevent ICT practices that are 
acknowledged to be harmful or that may pose threats to international peace and security.

1.2. States must meet their international obligations regarding internationally wrongful acts 
attributable to them under international law. However, the indication that an ICT activ-
ity was launched or otherwise originates from the territory or objects of the ICT infra-
structure of a State may be insuffi  cient in itself to attribute the activity to that State. Ac-
cusations of organizing and implementing wrongful acts brought against States should 
be substantiated. In case of ICT incidents, States should consider all relevant informa-
tion, including the larger context of the event, the challenges of attribution in the ICT 
environment and the nature and extent of the consequences.

1.3. States should not knowingly allow their territory to be used for internationally wrongful 
acts using ICTs. States must not use proxies to commit internationally wrongful acts 
using ICTs and should seek to ensure that their territory is not used by non-State actors 
to commit such acts.

1.4. States should consider how best to cooperate to exchange information, assist each other, 
prosecute terrorist and criminal use of ICTs and implement other cooperative measures 
to address such threats. States may need to consider whether new measures need to be 
developed in this respect.

1.5. States, in ensuring the secure use of ICTs, should respect Human Rights Council reso-
lutions 20/8 of 5 July 20121 and 26/13 of 26 June 20142 on the promotion, protection 
and enjoyment of human rights on the Internet, as well as General Assembly resolutions 
68/167 of 18 December 2013 and 69/166 of 18 December 2014 on the right to privacy 
in the digital age, to guarantee full respect for human rights, including the right to free-
dom of expression.

1.6. A State should not conduct or knowingly support ICT activity contrary to its obligations 
under international law that intentionally damages critical infrastructure or otherwise 
impairs the use and operation of critical infrastructure to provide services to the public.

1.7. States should take appropriate measures to protect their critical infrastructure from ICT 
threats, taking into account General Assembly resolution 58/199 of 23 December 2003 
on the creation of a global culture of cybersecurity and the protection of critical infor-
mation infrastructures, and other relevant resolutions.

1.8. States should respond to appropriate requests for assistance by another State whose 
critical infrastructure is subject to malicious ICT acts. States should also respond to ap-
propriate requests to mitigate malicious ICT activity aimed at the critical infrastructure 
of another State emanating from their territory, taking into account due regard for sov-
ereignty.

1 See Offi  cial Records of the General Assembly, Sixty-seventh Session, Supplement No. 53 and corrigendum 
(A/67/53 and A/67/53/Corr.1), chap. IV, sect. A.

2 Ibid., Sixty-ninth Session, Supplement No. 53 (A/69/53), chap. V, sect. A.



213

1. Resolutions and the Related Documents on the International Information Security

1.9. States should take reasonable steps to ensure the integrity of the supply chain so that 
end users can have confi dence in the security of ICT products.

1.10. States should seek to prevent the proliferation of malicious ICT tools and techniques 
and the use of harmful hidden functions.

1.11. States should encourage responsible reporting of ICT vulnerabilities and share as-
sociated information on available remedies for such vulnerabilities to limit and pos-
sibly eliminate potential threats to ICTs and ICT-dependent infrastructure.

1.12. States should not conduct or knowingly support activity to harm the information 
systems of the authorized emergency response teams (sometimes known as com-
puter emergency response teams or cybersecurity incident response teams) of an-
other State. A State should not use authorized emergency response teams to engage 
in malicious international activity.

1.13. States should encourage the private sector and civil society to play an appropriate 
role to improve security of and in the use of ICTs, including supply chain security 
for ICT products and services. States should cooperate with the private sector and 
the organizations of civil society in the sphere of implementation of rules of respon-
sible behaviour in information space with regard to their potential role;

2. Calls upon Member States to promote further, at multilateral levels, the consideration 
of existing and potential threats in the fi eld of information security, as well as possible strate-
gies to address the threats emerging in this fi eld, consistent with the need to preserve the free 
fl ow of information;

3. Considers that the purpose of such measures could be served through further examina-
tion of relevant international concepts aimed at strengthening the security of global informa-
tion and telecommunications systems;

4. Invites all Member States, taking into account the assessments and recommendations 
contained in the reports of the Group of Governmental Experts on Developments in the Field 
of Information and Telecommunications in the Context of International Security,1 to contin-
ue to inform the Secretary-General of their views and assessments on the following questions:

(a) General appreciation of the issues of information security;
(b) Eff orts taken at the national level to strengthen information security and promote 

international cooperation in this fi eld;
(c) The content of the concepts mentioned in paragraph 3 above;
(d) Possible measures that could be taken by the international community to strength-

en information security at the global level;

5. Decides to convene, beginning in 2019, with a view to making the United Nations 
negotiation process on security in the use of information and communications technolo-
gies more democratic, inclusive and transparent, an open-ended working group acting on 
a consensus basis, to continue, as a priority, to further develop the rules, norms and prin-
ciples of responsible behaviour of States listed in paragraph 1 above, and the ways for their 
implementation; if necessary, to introduce changes to them or elaborate additional rules 
of behaviour; to study the possibility of establishing regular institutional dialogue with broad 
participation under the auspices of the United Nations; and to continue to study, with a view 
to promoting common understandings, existing and potential threats in the sphere of infor-
mation security and possible cooperative measures to address them and how international 
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law applies to the use of information and communications technologies by States, as well as 
confi dence-building measures and capacity-building and the concepts referred to in para-
graph 3 above, and to submit a report on the results of the study to the General Assembly 
at its seventy-fi fth session, and to provide the possibility of holding, from within voluntary 
contributions, intersessional consultative meetings with the interested parties, namely busi-
ness, non-governmental organizations and academia, to share views on the issues within 
the group’s mandate;

6. Also decides that the open-ended working group shall hold its organizational session 
in June 2019 in order to agree on the organizational arrangements connected with the group;

7. Further decides to include in the provisional agenda of its seventy-fourth session the item 
entitled “Developments in the fi eld of information and telecommunications in the context of in-
ternational security”.

45th plenary meeting 
5 December 2018

Resolution adopted by the General Assemblyon 
on 17 December 2018
[on the report of the First Committee (A/73/590)]

A/73/187 Countering the use of information 
and communications technologies 
for criminal purposes

The General Assembly, 
Noting that information and communications technologies, while having enormous po-

tential for the development of States, create new opportunities for criminals and lead to a rise 
in crime, 

Noting also the potential of emerging technologies, including artifi cial intelligence, in pre-
venting and combating the use of information and communications technologies for criminal 
purposes, 

Concerned by the increase in the rate and diversity of crimes committed in the digital 
world and their impact on the stability of critical infrastructure of States and enterprises and 
on the well-being of individuals, 

Recognizing that diverse criminals, including traffi  ckers in persons, are taking advantage 
of information and communications technologies to carry out criminal activities, 

Stressing the need to enhance coordination and cooperation among States in combating 
the use of information and communications technologies for criminal purposes, including by 
providing technical assistance to developing countries upon their request to improve national 
legislation and build the capacity of national authorities to deal with such use in all its forms, 
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including its prevention, detection, investigation and prosecution, and emphasizing in this 
context the role that the United Nations, in particular the Commission on Crime Prevention 
and Criminal Justice, plays, 

Recalling Commission on Crime Prevention and Criminal Justice1 resolution 22/8 
of 26 April 2013, in which the Commission welcomed the eff orts of the United Nations Offi  ce 
on Drugs and Crime in fulfi lling its mandate to provide technical assistance and capacity-
building on cybercrime, 

Noting the work, carried out by the Commission on Crime Prevention and Criminal Jus-
tice, under the auspices of which an open-ended intergovernmental expert group was estab-
lished to counter the use of information and communications technologies for criminal pur-
poses, 

Recalling its resolution 65/230 of 21 December 2010, in which the General Assembly en-
dorsed the Salvador Declaration on Comprehensive Strategies for Global Challenges: Crime 
Prevention and Criminal Justice Systems and Their Development in a Changing World2, 

Considering the discussions held during the fi rst to fourth meetings of the open-ended 
intergovernmental expert group, held in Vienna from 17 to 21 January 2011, 25 to 28 February 
2013, 10 to 13 April 2017 and 3 to 5 April 2018, about the need to further enhance international 
discussion and cooperation against cybercrime, 

Noting the importance of the international and regional instruments in the fi ght against 
cybercrime and the ongoing eff orts to examine options to strengthen existing and propose new 
national and international legal or other responses to the use of information and communica-
tions technologies for criminal purposes, 

Recalling its resolutions 53/70 of 4 December 1998, 54/49 of 1 December 1999, 55/28 
of 20 November 2000, 56/19 of 29 November 2001, 57/53 of 22 November 2002, 58/32 
of 8 December 2003, 59/61 of 3 December 2004, 60/45 of 8 December 2005, 61/54 of 6 De-
cember 2006, 62/17 of 5 December 2007, 63/37 of 2 December 2008, 64/25 of 2 December 
2009, 65/41 of 8 December 2010, 66/24 of 2 December 2011, 66/181 of 19 December 2011, 
67/27 of 3 December 2012, 68/193 of 18 December 2013, 68/243 of 27 December 2013, 69/28 
of 2 December 2014, 70/237 of 23 December 2015, 71/28 of 5 December 2016, 72/196 of 19 
December 2017, 

Taking note of the reports of the Group of Governmental Experts on Developments 
in the Field of Information and Telecommunications in the Context of International Security3, 

Taking note also of resolution 26/4 of 26 May 2017 of the Commission on Crime Prevention 
and Criminal Justice4, in which the Commission expressed appreciation for the work done by 
the Expert Group to Conduct a Comprehensive Study on Cybercrime and requested the Expert 
Group to continue its work with a view to examining options to strengthen existing responses 
and to propose new national and international legal or other responses to cybercrime, 

Reaffi  rming the importance of respect for human rights and fundamental freedoms 
in the use of information and communications technologies, 

1 See Offi  cial Records of the Economic and Social Council, 2013, Supplement No. 10 (E/2013/30), chap. I, sect. D.
2 Resolution 65/230, annex. 
3 A/65/201, A/68/98 and A/70/174. 
4 See Offi  cial Records of the Economic and Social Council, 2017, Supplement No. 10 (E/2017/30), chap. I, sect. D.
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1. Requests the Secretary-General to seek the views of Member States on the challenges 
they face in countering the use of information and communications technologies for criminal 
purposes and to present a report based on those views for consideration by the General Assembly 
at its seventy-fourth session; 

2. Decides that the additional costs that may arise from the implementation of paragraph 1 
of the present resolution should be met from voluntary contributions; 

3. Also decides to include in the provisional agenda of its seventy-fourth session an item 
entitled “Countering the use of information and communications technologies for criminal pur-
poses”.

56th plenary meeting 
17 December 2018
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Resolution adopted by the General Assembly
[on the report of the Third Committee (A/55/593)] 

A/55/63. Combating the criminal misuse 
of information technologies 

4 December 2000

The General Assembly,
Recalling the United Nations Millennium Declaration1, in which Member States resolved 

to ensure that the benefi ts of new technologies, especially information and communication 
technologies, in conformity with recommendations contained in the Ministerial Declaration 
of the high-level segment of the substantive session of 2000 of the Economic and Social Coun-
cil2, are available to all,

Recalling also its resolution 45/121 of 14 December 1990, in which it endorsed the recom-
mendations of the Eighth United Nations Congress on the Prevention of Crime and the Treat-
ment of Off enders3, and noting in particular the resolution on computer-related crimes4, 
in which the Eighth Congress called upon States to intensify their eff orts to combat computer-
related abuses more eff ectively,

Emphasizing the contributions that the United Nations, in particular the Commission 
on Crime Prevention and Criminal Justice, can make in the promotion of more effi  cient and ef-
fective law enforcement and administration of justice and of the highest standards of fairness 
and human dignity,

Recognizing that the free fl ow of information can promote economic and social develop-
ment, education and democratic governance,

1 See resolution 55/2. 
2 See A/55/3, chap. III. For the fi nal text, see Offi  cial Records of the General Assembly, Fifty-fi fth Session, 

Supplement No. 3. 
3 Eighth United Nations Congress on the Prevention of Crime and the Treatment of Off enders, Havana, 27 August — 

7 September 1990: report prepared by the Secretariat (United Nations publication, Sales No. E.91.IV.2), chap I. 
4 Ibid., sect. C, resolution 9. 
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Noting signifi cant advancements in the development and application of information tech-
nologies and means of telecommunication,

Expressing concern that technological advancements have created new possibilities for crim-
inal activity, in particular the criminal misuse of information technologies,

Noting that reliance on information technologies, while it may vary from State to State, has 
resulted in a substantial increase in global cooperation and coordination, with the result that 
the criminal misuse of information technologies may have a grave impact on all States,

Recognizing that gaps in the access to and use of information technologies by States can di-
minish the eff ectiveness of international cooperation in combating the criminal misuse of infor-
mation technologies, and noting the need to facilitate the transfer of information technologies, 
in particular to developing countries,

Noting the necessity of preventing the criminal misuse of information technologies,
Recognizing the need for cooperation between States and private industry in combating 

the criminal misuse of information technologies,
Underlining the need for enhanced coordination and cooperation among States in combat-

ing the criminal misuse of information technologies, and, in this context, stressing the role that 
can be played by both the United Nations and regional organizations,

Welcoming the work of the Tenth United Nations Congress on the Prevention of Crime and 
the Treatment of Off enders1, 

Noting the work of the Committee of Experts on Crime in Cyberspace of the Council of Eu-
rope on a draft convention on cybercrime, the principles agreed to by the Ministers of Justice 
and the Interior of the Group of Eight in Washington, D.C., on 10 December 1997, which were 
endorsed by the heads of State of the Group of Eight in Birmingham, United Kingdom of Great 
Britain and Northern Ireland, on 17 May 1998, the work of the Conference of the Group of Eight 
on a dialogue between government and industry on safety and confi dence in cyberspace, held 
in Paris from 15 to 17 May 2000, and the recommendations approved on 3 March 2000 by 
the Third Meeting of Ministers of Justice or of Ministers or Attorneys General of the Americas, 
convened in San Jose, Costa Rica, from 1 to 3 March 2000 within the framework of the Orga-
nization of American States2, 

1. Notes with appreciation the eff orts of the above-mentioned bodies to prevent the crimi-
nal misuse of information technologies, and also notes the value of, inter alia, the fol-
lowing measures to combat such misuse:
(a) States should ensure that their laws and practice eliminate safe havens for those who 

criminally misuse information technologies;
(b) Law enforcement cooperation in the investigation and prosecution of international 

cases of criminal misuse of information technologies should be coordinated among 
all concerned States;

(c) Information should be exchanged between States regarding the problems that they 
face in combating the criminal misuse of information technologies;

(d) Law enforcement personnel should be trained and equipped to address the criminal 
misuse of information technologies;

1 See Tenth United Nations Congress on the Prevention of Crime and the Treatment of Off enders, Vienna, 10–17 
April 2000: report prepared by the Secretariat (United Nations publication, Sales No. E.00.IV.8).

2 See REMJA-III/doc.14/00 rev. 2, chap. IV.
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(e) Legal systems should protect the confi dentiality, integrity and availability of data 
and computer systems from unauthorized impairment and ensure that criminal 
abuse is penalized;

f) Legal systems should permit the preservation of and quick access to electronic data 
pertaining to particular criminal investigations;

(g) Mutual assistance regimes should ensure the timely investigation of the criminal 
misuse of information technologies and the timely gathering and exchange of evi-
dence in such cases;

(h) the general public should be made aware of the need to prevent and combat 
the criminal misuse of information technologies;

(i) To the extent practicable, information technologies should be designed to help 
to prevent and detect criminal misuse, trace criminals and collect evidence;

(j) The fi ght against the criminal misuse of information technologies requires the de-
velopment of solutions taking into account both the protection of individual free-
doms and privacy and the preservation of the capacity of Governments to fi ght such 
criminal misuse;

2. Invites States to take into account the above-mentioned measures in their eff orts to com-
bat the criminal misuse of information technologies;

3. Decides to maintain the question of the criminal misuse of information technologies 
on the agenda of its fi fty-sixth session, as part of the item entitled “Crime prevention and crimi-
nal justice”.

81st plenary meeting 
4 December 2000

Resolution adopted by the General Assembly
[on the report of the Third Committee (A/56/574)]

A/56/121. Combating the criminal misuse 
of information technologies 

19 December 2001

The General Assembly,
Recalling the United Nations Millennium Declaration1, in which Member States resolved 

to ensure that the benefi ts of new technologies, especially information and communications 
technologies, in conformity with the recommendations contained in the ministerial declaration 
of the high-level segment of the substantive session of 2000 of the Economic and Social Coun-
cil2, are available to all, and its resolution 55/63 of 4 December 2000, in which it invited Member 
States to take into account measures to combat the criminal misuse of information technologies,

1 See resolution 55/2. 
2 See Offi  cial Records of the General Assembly, Fifty-fi fth Session, Supplement No. 3 (A/55/3/Rev. 1), chap. III, 

para. 17.
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Recognizing that the free fl ow of information can promote economic and social develop-
ment, education and democratic governance,

Noting the signifi cant advancements in the development and application of information 
technologies and means of telecommunication,

Expressing concern that technological advancements have created new possibilities for crim-
inal activity, in particular the criminal misuse of information technologies,

Noting that reliance on information technologies, while it may vary from State to State, has 
resulted in a substantial increase in global cooperation and coordination, with the result that 
the criminal misuse of information technologies may have a grave impact on all States,

Recognizing that gaps in the access to and use of information technologies by States can 
diminish the eff ectiveness of international cooperation in combating the criminal misuse of in-
formation technologies, and recognizing also the need to facilitate the transfer of information 
technologies, in particular to developing countries,

Noting the necessity of preventing the criminal misuse of information technologies,
Recognizing the need for cooperation between States and the private sector in combating 

the criminal misuse of information technologies,
Underlining the need for enhanced coordination and cooperation among States in combat-

ing the criminal misuse of information technologies, and, in this context, stressing the role that 
can be played by the United Nations and other international and regional organizations,

Welcoming the work of the Tenth United Nations Congress on the Prevention of Crime and 
the Treatment of Off enders,

Recognizing with appreciation the work of the Commission on Crime Prevention and Crim-
inal Justice at its ninth and tenth sessions and the subsequent preparation of a plan of action 
against high-technology and computer-related crime, which recognizes, inter alia, the need for 
eff ective law enforcement and the need to maintain eff ective protections for privacy and other 
related basic rights, as well as the need to take into account ongoing work in other forums1,

Noting the work of international and regional organizations in combating high- technology 
crime, including the work of the Council of Europe in elaborating the Convention on Cyber-
crime2, as well as the work of those organizations in promoting dialogue between government 
and the private sector on safety and confi dence in cyberspace,

1. Invites Member States, when developing national law, policy and practice to combat 
the criminal misuse of information technologies, to take into account, as appropriate, 
the work and achievements of the Commission on Crime Prevention and Criminal Jus-
tice and of other international and regional organizations;

2. Takes note of the value of the measures set forth in its resolution 55/63, and again invites 
Member States to take them into account in their eff orts to combat the criminal misuse 
of information technologies;

3. Decides to defer consideration of this subject, pending work envisioned in the plan of ac-
tion against high-technology and computer-related crime of the Commission on Crime 
Prevention and Criminal Justice.

88th plenary meeting 
19 December 2001

1 See Offi  cial Records of the Economic and Social Council, 2001, Supplement No. 10 (E/2001/30/Rev.1), part 
two, chap. I.

2 Council of Europe, European Treaty Series, No. 185.
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Resolution adopted by the General Assembly
[on the report of the Second Committee (A/57/529/Add.3)]

A/57/239. Creation of a global culture of cybersecurity

20 December 2002

The General Assembly,
Noting the growing dependence of Governments, businesses, other organizations and in-

dividual users on information technologies for the provision of essential goods and services, 
the conduct of business and the exchange of information,

Recognizing that the need for cybersecurity increases as countries increase their participa-
tion in the information society,

Recalling its resolutions 55/63 of 4 December 2000 and 56/121 of 19 December 2001 
on establishing the legal basis for combating the criminal misuse of information technologies,

Recalling also its resolutions 53/70 of 4 December 1998, 54/49 of 1 December 1999, 55/28 
of 20 November 2000, 56/19 of 29 November 2001 and 57/53 of 22 November 2002 on devel-
opments in the fi eld of information and telecommunications in the context of international 
security,

Aware that eff ective cybersecurity is not merely a matter of government or law enforce-
ment practices, but must be addressed through prevention and supported throughout society,

Aware also that technology alone cannot ensure cybersecurity and that priority must be 
given to cybersecurity planning and management throughout society,

Recognizing that, in a manner appropriate to their roles, government, business, other 
organizations, and individual owners and users of information technologies must be aware 
of relevant cybersecurity risks and preventive measures and must assume responsibility for 
and take steps to enhance the security of these information technologies,

Recognizing also that gaps in access to and the use of information technologies by States 
can diminish the eff ectiveness of international cooperation in combating the criminal mis-
use of information technology and in creating a global culture of cybersecurity, and noting 
the need to facilitate the transfer of information technologies, in particular to developing 
countries,

Recognizing further the importance of international cooperation for achieving cyberse-
curity through the support of national eff orts aimed at the enhancement of human capacity, 
increased learning and employment opportunities, improved public services and better quality 
of life by taking advantage of advanced, reliable and secure information and communication 
technologies and networks and by promoting universal access,

Noting that, as a result of increasing interconnectivity, information systems and networks 
are now exposed to a growing number and a wider variety of threats and vulnerabilities which 
raise new security issues for all,

Noting also the work of relevant international and regional organizations on enhancing 
cybersecurity and the security of information technologies,

1. Takes note of the elements annexed to the present resolution, with a view to creating 
a global culture of cybersecurity;
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2. Invites all relevant international organizations to consider, inter alia, these elements for 
the creation of such a culture in any future work on cybersecurity;

3. Invites Member States to take into account these elements, inter alia, in their eff orts 
to develop throughout their societies a culture of cybersecurity in the application 
and use of information technologies;

4. Invites Member States and all relevant international organizations to take, inter alia, 
these elements and the need for a global culture of cybersecurity into account in their 
preparations for the World Summit on the Information Society, to be held at Geneva 
from 10 to 12 December 2003 and at Tunis in 2005;

5. Stresses the necessity to facilitate the transfer of information technology and capacity-
building to developing countries, in order to help them to take measures in cybersecurity.

78th plenary meeting 
20 December 2002

Annex
Elements for creating a global culture of cybersecurity

Rapid advances in information technology have changed the way Governments, businesses, 
other organizations and individual users who develop, own, provide, manage, service and use 
information systems and networks (“participants”) must approach cybersecurity. A global cul-
ture of cybersecurity will require that all participants address the following nine complementary 
elements:

(a) Awareness. Participants should be aware of the need for security of information systems 
and networks and what they can do to enhance security;

(b) Responsibility. Participants are responsible for the security of information systems 
and networks in a manner appropriate to their individual roles. They should review their 
own policies, practices, measures and procedures regularly, and should assess whether 
they are appropriate to their environment;

(c) Response. Participants should act in a timely and cooperative manner to prevent, detect 
and respond to security incidents. They should share information about threats and vul-
nerabilities, as appropriate, and implement procedures for rapid and eff ective coopera-
tion to prevent, detect and respond to security incidents. This may involve cross-border 
information-sharing and cooperation;

(d) Ethics. Given the pervasiveness of information systems and networks in modern soci-
eties, participants need to respect the legitimate interests of others and recognize that 
their action or inaction may harm others;

(e) Democracy. Security should be implemented in a manner consistent with the values rec-
ognized by democratic societies, including the freedom to exchange thoughts and ideas, 
the free fl ow of information, the confi dentiality of information and communication, 
the appropriate protection of personal information, openness and transparency;

f) Risk assessment. All participants should conduct periodic risk assessments that iden-
tify threats and vulnerabilities; are suffi  ciently broad-based to encompass key internal 
and external factors, such as technology, physical and human factors, policies and third-
party services with security implications; allow determination of the acceptable level 
of risk; and assist in the selection of appropriate controls to manage the risk of potential 
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harm to information systems and networks in the light of the nature and importance 
of the information to be protected;

(g) Security design and implementation. Participants should incorporate security as an es-
sential element in the planning and design, operation and use of information systems 
and networks;

(h) Security management. Participants should adopt a comprehensive approach to security 
management based on risk assessment that is dynamic, encompassing all levels of par-
ticipants’ activities and all aspects of their operations;

(i) Reassessment. Participants should review and reassess the security of information sys-
tems and networks and should make appropriate modifi cations to security policies, 
practices, measures and procedures that include addressing new and changing threats 
and vulnerabilities.

Resolution adopted by the General Assembly
[on the report of the Second Committee (A/58/481/Add.2)]

A/58/199. Creation of a global culture of cybersecurity 
and the protection of critical information infrastructures

23 December 2003

The General Assembly,
Recalling its resolutions 57/239 of 20 December 2002 on the creation of a global culture 

of cybersecurity, 55/63 of 4 December 2000 and 56/121 of 19 December 2001 on establish-
ing the legal basis for combating the criminal misuse of information technologies, and 53/70 
of 4 December 1998, 54/49 of 1 December 1999, 55/28 of 20 November 2000, 56/19 of 29 No-
vember 2001 and 57/53 of 22 November 2002 on developments in the fi eld of information 
and telecommunications in the context of international security,

Recognizing the growing importance of information technologies for the promotion of so-
cio-economic development and the provision of essential goods and services, the conduct 
of business and the exchange of information for Governments, businesses, other organizations 
and individual users,

Noting the increasing links among most countries’ critical infrastructures — such as those 
used for, inter alia, the generation, transmission and distribution of energy, air and maritime 
transport, banking and fi nancial services, e-commerce, water supply, food distribution and pub-
lic health — and the critical information infrastructures that increasingly interconnect and af-
fect their operations,

Recognizing that each country will determine its own critical information infrastructures,
Recognizing also that this growing technological interdependence relies on a complex net-

work of critical information infrastructure components,
Noting that, as a result of increasing interconnectivity, critical information infrastructures 

are now exposed to a growing number and a wider variety of threats and vulnerabilities that raise 
new security concerns,
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Noting also that eff ective critical infrastructure protection includes, inter alia, identifying 
threats to and reducing the vulnerability of critical information infrastructures, minimizing 
damage and recovery time in the event of damage or attack, and identifying the cause of damage 
or the source of attack,

Recognizing that eff ective protection requires communication and cooperation nationally 
and internationally among all stakeholders and that national eff orts should be supported by ef-
fective, substantive international and regional cooperation among stakeholders,

Recognizing also that gaps in access to and the use of information technologies by States 
can diminish the eff ectiveness of cooperation in combating the criminal misuse of information 
technology and in creating a global culture of cybersecurity, and noting the need to facilitate 
the transfer of information technologies, in particular to developing countries,

Recognizing further the importance of international cooperation for achieving cybersecurity 
and the protection of critical information infrastructures through the support of national eff orts 
aimed at the enhancement of human capacity, increased learning and employment opportuni-
ties, improved public services and better quality of life by taking advantage of advanced, reliable 
and secure information and communication technologies and networks and by promoting uni-
versal access,

Noting the work of relevant international and regional organizations on enhancing the secu-
rity of critical information infrastructures,

Recognizing that eff orts to protect critical information infrastructures should be undertaken 
with due regard for applicable national laws concerning privacy protection and other relevant 
legislation,

1. Takes note of the elements set out in the annex to the present resolution for protecting 
critical information infrastructures;

2. Invites all relevant international organizations, including relevant United Nations bodies, 
to consider, as appropriate, inter alia, these elements for protecting critical information 
infrastructures in any future work on cybersecurity or critical infrastructure protection;

3. Invites Member States to consider, inter alia, these elements in developing their strate-
gies for reducing risks to critical information infrastructures, in accordance with na-
tional laws and regulations;

4. Invites Member States and all relevant international organizations to take, inter alia, 
these elements and the need for critical information infrastructure protection into ac-
count in their preparations for the second phase of the World Summit on the Informa-
tion Society, to be held in Tunis from 16 to 18 November 2005;

5. Encourages Member States and relevant regional and international organizations that 
have developed strategies to deal with cybersecurity and the protection of critical infor-
mation infrastructures to share their best practices and measures that could assist other 
Member States in their eff orts to facilitate the achievement of cybersecurity;

6. Stresses the necessity for enhanced eff orts to close the digital divide, to achieve universal 
access to information and communication technologies and to protect critical informa-
tion infrastructures by facilitating the transfer of information technology and capacity-
building, in particular to developing countries, especially the least developed countries, 
so that all States may benefi t fully from information and communication technologies 
for their socio-economic development.

78th plenary meeting 
23 December 2003
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Annex
Elements for protecting critical information infrastructures

1. Have emergency warning networks regarding cyber-vulnerabilities, threats and incidents.
2. Raise awareness to facilitate stakeholders’ understanding of the nature and extent of their 

critical information infrastructures and the role each must play in protecting them.
3. Examine infrastructures and identify interdependencies among them, thereby enhancing 

the protection of such infrastructures.
4. Promote partnerships among stakeholders, both public and private, to share and analyse 

critical infrastructure information in order to prevent, investigate and respond to damage to or 
attacks on such infrastructures.

5. Create and maintain crisis communication networks and test them to ensure that they will 
remain secure and stable in emergency situations.

6. Ensure that data availability policies take into account the need to protect critical infor-
mation infrastructures.

7. Facilitate the tracing of attacks on critical information infrastructures and, where appro-
priate, the disclosure of tracing information to other States.

8. Conduct training and exercises to enhance response capabilities and to test continuity 
and contingency plans in the event of an information infrastructure attack, and encourage stake-
holders to engage in similar activities.

9. Have adequate substantive and procedural laws and trained personnel to enable States 
to investigate and prosecute attacks on critical information infrastructures and to coordinate 
such investigations with other States, as appropriate.

10. Engage in international cooperation, when appropriate, to secure critical information 
infrastructures, including by developing and coordinating emergency warning systems, sharing 
and analysing information regarding vulnerabilities, threats and incidents and coordinating in-
vestigations of attacks on such infrastructures in accordance with domestic laws.

11. Promote national and international research and development and encourage the ap-
plication of security technologies that meet international standards.

Resolution adopted by the General Assembly
[on the report of the Second Committee (A/64/422/Add.3)]

A/64/211. Creation of a global culture of cybersecurity 
and taking stock of national efforts to protect critical 
information infrastructures

21 December 2009

The General Assembly,
Recalling its resolutions 55/63 of 4 December 2000 and 56/121 of 19 December 2001 

on combating the criminal misuse of information technologies, 57/239 of 20 December 
2002 on the creation of a global culture of cybersecurity and 58/199 of 23 December 2003 
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on the creation of a global culture of cybersecurity and the protection of critical information 
infrastructures, 

Recalling also its resolutions 53/70 of 4 December 1998, 54/49 of 1 December 1999, 55/28 
of 20 November 2000, 56/19 of 29 November 2001, 57/53 of 22 November 2002, 58/32 of 8 De-
cember 2003, 59/61 of 3 December 2004, 60/45 of 8 December 2005, 61/54 of 6 December 
2006, 62/17 of 5 December 2007 and 63/37 of 2 December 2008 on developments with respect 
to information technologies in the context of international security, 

Recalling further the outcomes of the World Summit on the Information Society, held 
in Geneva from 10 to 12 December 2003 (fi rst phase) and in Tunis from 16 to 18 November 2005 
(second phase)1, 

Recognizing that confi dence and security in the use of information and communications 
technologies are among the main pillars of the information society and that a robust global 
culture of cybersecurity needs to be encouraged, promoted, developed and vigorously imple-
mented, 

Recognizing also the increasing contribution made by networked information technologies 
to many of the essential functions of daily life, commerce and the provision of goods and ser-
vices, research, innovation and entrepreneurship, and to the free fl ow of information among 
individuals and organizations, Governments, business and civil society, 

Recognizing further that, in a manner appropriate to their roles, Governments, business, or-
ganizations and individual owners and users of information technologies must assume responsi-
bility for and take steps to enhance the security of these information technologies, 

Recognizing the importance of the mandate of the Internet Governance Forum as a multi-
stakeholder dialogue to discuss various matters, including public policy issues related to key 
elements of Internet governance in order to foster sustainability, robustness, security, stability 
and development of the Internet, and reiterating that all Governments should have an equal role 
and responsibility for international Internet governance and for ensuring the stability, security 
and continuity of the Internet, 

Reaffi  rming the continuing need to enhance cooperation, to enable Governments, on an 
equal footing, to carry out their roles and responsibilities in international public policy issues 
pertaining to the Internet, but not the day-to-day technical and operational matters that do not 
impact on international public policy issues, 

Recognizing that each country will determine its own critical information infrastructures, 
Reaffi  rming the need to harness the potential of information and communications technol-

ogies to promote the achievement of the internationally agreed development goals, including 
the Millennium Development Goals, recognizing that gaps in access to and use of information 
technologies by States can diminish their economic prosperity, and reaffi  rming also the eff ec-
tiveness of cooperation in combating the criminal misuse of information technology and in cre-
ating a global culture of cybersecurity, 

Stressing the need for enhanced eff orts to close the digital divide in order to achieve uni-
versal access to information and communications technologies and to protect critical informa-
tion infrastructures by facilitating the transfer of information technology and capacity-building 
to developing countries, especially the least developed countries, in the areas of cybersecurity 
best practices and training, 

1 See A/C.2/59/3 and A/60/687.
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Expressing concern that threats to the reliable functioning of critical information infrastruc-
tures and to the integrity of the information carried over those networks are growing in both 
sophistication and gravity, aff ecting domestic, national and international welfare, 

Affi  rming that the security of critical information infrastructures is a responsibility Govern-
ments must address systematically and an area in which they must lead nationally, in coordina-
tion with relevant stakeholders, who in turn must be aware of relevant risks, preventive measures 
and eff ective responses in a manner appropriate to their respective roles, 

Recognizing that national eff orts should be supported by international information-sharing 
and collaboration, so as to eff ectively confront the increasingly transnational nature of such 
threats, 

Noting the work of relevant regional and international organizations on enhancing cyber-
security, and reiterating their role in encouraging national eff orts and fostering international 
cooperation, 

Noting also the 2009 report of the International Telecommunication Union on securing in-
formation and communication networks and best practices for developing a culture of cyberse-
curity, which focused on a comprehensive national approach to cybersecurity consistent with 
free speech, the free fl ow of information and due process of law, 

Recognizing that national eff orts to protect critical information infrastructures benefi t from 
a periodic assessment of their progress, 

1. Invites Member States to use, if and when they deem appropriate, the annexed voluntary 
self-assessment tool for national eff orts to protect critical information infrastructures 
in order to assist in assessing their eff orts in this regard to strengthen their cybersecurity, 
so as to highlight areas for further action, with the goal of increasing the global culture 
of cybersecurity; 

2. Member States and relevant regional and international organizations that have developed 
strategies to deal with cybersecurity and the protection of critical information infrastruc-
tures to share their best practices and measures that could assist other Member States 
in their eff orts to facilitate the achievement of cybersecurity by providing such information 
to the Secretary-General for compilation and dissemination to Member States.

66th plenary meeting
21 December 2009

Annex
Voluntary self-assessment tool for national efforts 
to protect critical information infrastructures1

Taking stock of cybersecurity needs and strategies
1. Assess the role of information and communications technologies in your national econ-

omy, national security, critical infrastructures (such as transportation, water and food supplies, 
public health, energy, fi nance, emergency services) and civil society. 

1 This is a voluntary tool that may be used by Member States, in part or in its entirety, if and when they  deem 
appropriate, in order to assist in their eff orts to protect their critical information infrastructures and strengthen their 
cybersecurity.
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2. Determine the cybersecurity and critical information infrastructure protection risks 
to your economy, national security, critical infrastructures and civil society that must be man-
aged. 

3. Understand the vulnerabilities of the networks in use, the relative levels of threat faced 
by each sector at present and the current management plan; note how changes in the economic 
environment, national security priorities and civil society needs aff ect these calculations. 

4. Determine the goals of the national cybersecurity and critical information infrastructure 
protection strategy; describe its goals, the current level of implementation, measures that exist 
to gauge its progress, its relation to other national policy objectives and how such a strategy fi ts 
within regional and international initiatives. 

Stakeholder roles and responsibilities
5. Determine key stakeholders with a role in cybersecurity and critical information in-

frastructure protection and describe the role of each in the development of relevant policies 
and operations, including: 

 — National Government ministries or agencies, noting primary points of contact and re-
sponsibilities of each;

 — Other government (local and regional) participants;
 — Non-governmental actors, including industry, civil society and academia;
 — Individual citizens, noting whether average users of the Internet have access to basic 

training in avoiding threats online and whether there is a national awareness-raising 
campaign regarding cybersecurity.

Policy processes and participation
6. Identify formal and informal venues that currently exist for Government-industry col-

laboration in the development of cybersecurity and critical information infrastructure protec-
tion policy and operations; determine participants, role(s) and objectives, methods for obtaining 
and addressing input, and adequacy in achieving relevant cybersecurity and critical information 
infrastructure protection goals. 

7. Identify other forums or structures that may be needed to integrate the government 
and non-government perspectives and knowledge necessary to realize national cybersecurity 
and critical information infrastructure protection goals. 

Public-private cooperation
8. Collect all actions taken and plans to develop collaboration between government and 

the private sector, including any arrangements for information-sharing and incident manage-
ment. 

9. Collect all current and planned initiatives to promote shared interests and address com-
mon challenges among both critical infrastructure participants and private-sector actors mutu-
ally dependent on the same interconnected critical infrastructure. 

Incident management and recovery
10. Identify the Government agency that serves as the coordinator for incident manage-

ment, including capability for watch, warning, response and recovery functions; the cooperating 
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Government agencies; non-governmental cooperating participants, including industry and oth-
er partners; and any arrangements in place for cooperation and trusted information-sharing. 

11. Separately, identify national level computer incident response capacity, including any 
computer incident response team with national responsibilities and its roles and responsibilities, 
including existing tools and procedures for the protection of Government computer networks, 
and existing tools and procedures for the dissemination of incident-management information. 

12. Identify networks and processes of international cooperation that may enhance inci-
dent response and contingency planning, identifying partners and arrangements for bilateral 
and multilateral cooperation, where appropriate. 

Legal frameworks
13. Review and update legal authorities (including those related to cybercrime, privacy, data 

protection, commercial law, digital signatures and encryption) that may be outdated or obsolete 
as a result of the rapid uptake of and dependence upon new information and communications 
technologies, and use regional and international conventions, arrangements and precedents 
in these reviews. Ascertain whether your country has developed necessary legislation for the in-
vestigation and prosecution of cybercrime, noting existing frameworks, for example, General 
Assembly resolutions 55/63 and 56/121 on combating the criminal misuse of information tech-
nologies, and regional initiatives, including the Council of Europe Convention on Cybercrime. 

14. Determine the current status of national cybercrime authorities and procedures, includ-
ing legal authorities and national cybercrime units, and the level of understanding among pros-
ecutors, judges and legislators of cybercrime issues. 

15. Assess the adequacy of current legal codes and authorities in addressing the current 
and future challenges of cybercrime, and of cyberspace more generally. 

16. Examine national participation in international eff orts to combat cybercrime, such as 
the round-the-clock Cybercrime Point of Contact Network. 

17. Determine the requirements for national law enforcement agencies to cooperate with 
international counterparts to investigate transnational cybercrime in those instances in which 
infrastructure is situated or perpetrators reside in national territory, but victims reside elsewhere. 

Developing a global culture of cybersecurity
18. Summarize actions taken and plans to develop a national culture of cybersecurity re-

ferred to in General Assembly resolutions 57/239 and 58/199, including implementation of a cy-
bersecurity plan for Government-operated systems, national awareness-raising programmes, 
outreach programmes to, among others, children and individual users, and national cybersecu-
rity and critical information infrastructure protection training requirements.
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Resolution adopted by the General Assembly
[on the report of the Second Committee (A/64/422/Add.3)]

A/73/266. Advancing responsible State behaviour in cyberspace 
in the context of international security 

22 December 2018

The General Assembly,
Recalling  its resolutions 53/70 of 4 December 1998, 54/49 of 1 December 1999, 55/28 

of 20 November 2000, 56/19 of 29 November 2001, 57/53 of 22 November 2002, 58/32 of 
8 December 2003, 59/61 of 3 December 2004, 60/45 of 8 December 2005, 61/54 of 6 De-
cember 2006, 62/17 of 5 December 2007, 63/37 of 2 December 2008, 64/25 of 2 December 
2009, 65/41 of 8 December 2010, 66/24 of 2 December 2011, 67/27 of 3 December 2012, 
68/243 of 27 December 2013, 69/28 of 2 December 2014, 70/237 of 23 December 2015 and 
71/28 of 5 December 2016, as well as its decision 72/512 of 4 December 2017, 

Noting that considerable progress has been achieved in developing and applying the lat-
est information technologies and means of telecommunication, 

Affi  rming that it sees in this progress the broadest positive opportunities for the further 
development of civilization, the expansion of opportunities for cooperation for the common 
good of all States, the enhancement of the creative potential of humankind and additional 
improvements in the circulation of information in the global community, 

Noting that the dissemination and use of information technologies and means aff ect the 
interests of the entire international community and that optimum eff ectiveness is enhanced 
by broad international cooperation, 

Confi rming that information and communications technologies are dual-use technolo-
gies and can be used for both legitimate and malicious purposes, 

Stressing that it is in the interest of all States to promote the use of information and com-
munications technologies for peaceful purposes and to prevent confl ict arising from the use 
of information and communications technologies, 

Expressing concern that these technologies and means can potentially be used for pur-
poses that are inconsistent with the objectives of maintaining international stability and se-
curity and may adversely aff ect the integrity of the infrastructure of States, to the detriment 
of their security in both civil and military fi elds, 

Underscoring the need for enhanced coordination and cooperation among States in 
combating the criminal misuse of information technologies, 

Underlining the importance of respect for human rights and fundamental freedoms in 
the use of information and communications technologies, 

Welcoming the eff ective work of the Group of Governmental Experts on Developments 
in the Field of Information and Telecommunications in the Context of International Secu-
rity and the 20101, 20132 and 20153 reports transmitted by the Secretary-General, 

1 A/65/201.
2 A/68/98.
3 A/70/174.
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Stressing the importance of the assessments and recommendations contained in the re-
ports of the Group of Governmental Experts, 

Confi rming the conclusions of the Group of Governmental Experts, in its 2013 and 2015 
reports, that international law, and in particular the Charter of the United Nations, is ap-
plicable and essential to maintaining peace and stability and promoting an open, secure, sta-
ble, accessible and peaceful information and communications technology environment, that 
voluntary and non-binding norms, rules and principles of responsible behaviour of States in 
the use of information and communications technologies can reduce risks to international 
peace, security and stability, and that, given the unique attributes of such technologies, ad-
ditional norms can be developed over time, 

Confi rming also the conclusions of the Group of Governmental Experts that voluntary 
confi dence-building measures can promote trust and assurance among States and help to re-
duce the risk of confl ict by increasing predictability and reducing misperception and thereby 
make an important contribution to addressing the concerns of States over the use of infor-
mation and communications technologies by States and could be a signifi cant step towards 
greater international security, 

Confi rming further the conclusions of the Group of Governmental Experts that provid-
ing assistance to build capacity in the area of information and communications technology 
security is also essential for international security, by improving the capacity of States for 
cooperation and collective action and promoting the use of such technologies for peaceful 
purposes, 

Stressing that, while States have a primary responsibility for maintaining a secure and 
peaceful information and communications technology environment, eff ective international 
cooperation would benefi t from identifying mechanisms for the participation, as appropri-
ate, of the private sector, academia and civil society organizations, 

1. Calls upon Member States: 
(a) To be guided in their use of information and communications technologies by 

the 20101, 20132 and 20153 reports of the Group of Governmental Experts on 
Developments in the Field of Information and Telecommunications in the Con-
text of International Security; 

(b) To support the implementation of cooperative measures, as identifi ed in the re-
ports of the Group of Governmental Experts, to address the threats emerging in 
this fi eld and ensure an open, interoperable, reliable and secure information and 
communications technology environment consistent with the need to preserve 
the free fl ow of information; 

2. Invites all Member States, taking into account the assessments and recommenda-
tions contained in the reports of the Group of Governmental Experts, to continue to 
inform the Secretary-General of their views and assessments on the following ques-
tions: 
(a) Eff orts taken at the national level to strengthen information security and pro-

mote international cooperation in this fi eld; 

1 A/65/201.
2 A/68/98.
3 A/70/174.
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(b) The content of the concepts mentioned in the reports of the Group of Govern-
mental Experts; 

3. Requests the Secretary-General, with the assistance of a group of governmental ex-
perts, to be established in 2019 on the basis of equitable geographical distribution, 
proceeding from the assessments and recommendations contained in the above-
mentioned reports, to continue to study, with a view to promoting common under-
standings and eff ective implementation, possible cooperative measures to address 
existing and potential threats in the sphere of information security, including norms, 
rules and principles of responsible behaviour of States, confi dence-building mea-
sures and capacity-building, as well as how international law applies to the use of 
information and communications technologies by States, and to submit a report on 
the results of the study, including an annex containing national contributions of 
participating governmental experts on the subject of how international law applies to 
the use of information and communications technologies by States, to the General 
Assembly at its seventy-sixth session;

4. Requests the Offi  ce for Disarmament Aff airs of the Secretariat, through existing 
resources and voluntary contributions, on behalf of the members of the group of 
governmental experts, to collaborate with relevant regional organizations, such as 
the African Union, the European Union, the Organization of American States, the 
Organization for Security and Cooperation in Europe and the Regional Forum of 
the Association of Southeast Asian Nations, to convene a series of consultations to 
share views on the issues within the mandate of the group in advance of its sessions; 

5. Requests the Chair of the group of governmental experts to organize two two-day 
informal consultative meetings, open-ended so that all Member States can engage 
in interactive discussions and share their views, which the Chair shall convey to the 
group of governmental experts for consideration; 

6. Decides to include in the provisional agenda of its seventy-fourth session the item 
entitled “Developments in the fi eld of information and telecommunications in the 
context of international security”. 

65th plenary meeting
22 December 2018
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BRAZILIAN–GERMANY INITIATIVE

Resolution adopted by the General Assembly
A/68/167. The right to privacy in the digital age
18 December 2013

Argentina, Austria, Bolivia (Plurinational State of), Brazil, Chile, Cuba, Democratic 
People’s Republic of Korea, Ecuador, France, Germany, Guatemala, Indonesia, Ireland, 
Liechtenstein, Luxembourg, Mexico, Nicaragua, Peru, Slovenia, Spain, Switzerland, 
Timor-Leste and Uruguay: revised draft resolution

The right to privacy in the digital age

The General Assembly,
Reaffi  rming the purposes and principles of the Charter of the United Nations,
Reaffi  rming also the human rights and fundamental freedoms enshrined in the Univer-

sal Declaration of Human Rights and relevant international human rights treaties, includ-
ing the International Covenant on Civil and Political Rights and the International Covenant 
on Economic, Social and Cultural Rights,

Reaffi  rming further the Vienna Declaration and Programme of Action,
Noting that the rapid pace of technological development enables individuals all over 

the world to use new information and communication technologies and at the same time en-
hances the capacity of Governments, companies and individuals to undertake surveillance, in-
terception and data collection, which may violate or abuse human rights, in particular the right 
to privacy, as set out in article 12 of the Universal Declaration of Human Rights and article 17 
of the International Covenant on Civil and Political Rights, and is therefore an issue of increas-
ing concern,

Reaffi  rming the human right to privacy, according to which no one shall be subjected to ar-
bitrary or unlawful interference with his or her privacy, family, home or correspondence, and 
the right to the protection of the law against such interferences, and recognizing that the exercise 
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of the right to privacy is important for the realization of the right to freedom of expression and 
to hold opinions without interference, and one of the foundations of a democratic society,

Stressing the importance of the full respect for the freedom to seek, receive and impart in-
formation, including the fundamental importance of access to information and democratic par-
ticipation,

Welcoming the report of the Special Rapporteur on the promotion and protection of the right 
to freedom of opinion and expression1, submitted to the Human Rights Council at its twenty-
third session, on the implications of States’ surveillance of communications on the exercise 
of the human rights to privacy and to freedom of opinion and expression,

Emphasizing that unlawful or arbitrary surveillance and/or interception of communica-
tions, as well as unlawful or arbitrary collection of personal data, as highly intrusive acts, violate 
the rights to privacy and freedom of expression and may contradict the tenets of a democratic 
society,

Noting that while concerns about public security may justify the gathering and protection 
of certain sensitive information, States must ensure full compliance with their obligations under 
international human rights law,

Deeply concerned at the negative impact that surveillance and/or interception of communi-
cations, including extraterritorial surveillance and/or interception of communications, as well 
as the collection of personal data, in particular when carried out on a mass scale, may have 
on the exercise and enjoyment of human rights,

Reaffi  rming that States must ensure that any measures taken to combat terrorism are in com-
pliance with their obligations under international law, in particular international human rights, 
refugee and humanitarian law,

1. Reaffi  rms the right to privacy, according to which no one shall be subjected to arbitrary 
or unlawful interference with his or her privacy, family, home or correspondence, and 
the right to the protection of the law against such interference, as set out in article 12 
of the Universal Declaration of Human Rights and article 17 of the International Cov-
enant on Civil and Political Rights;

2. Recognizes the global and open nature of the Internet and the rapid advancement in in-
formation and communication technologies as a driving force in accelerating progress 
towards development in its various forms;

3. Affi  rms that the same rights that people have offl  ine must also be protected online, in-
cluding the right to privacy;

4. Calls upon all States: 
(a) To respect and protect the right to privacy, including in the context of digital com-

munication;
(b) To take measures to put an end to violations of those rights and to create the condi-

tions to prevent such violations, including by ensuring that relevant national legisla-
tion complies with their obligations under international human rights law;

(c) To review their procedures, practices and legislation regarding the surveillance 
of communications, their interception and collection of personal data, including 
mass surveillance, interception and collection, with a view to upholding the right 
to privacy by ensuring the full and eff ective implementation of all their obligations 
under international human rights law;

1 A/HRC/23/40 and Corr.1.
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(d) To establish or maintain existing independent, eff ective domestic oversight mecha-
nisms capable of ensuring transparency, as appropriate, and accountability for State 
surveillance of communications, their interception and collection of personal data;

5. Requests the United Nations High Commissioner for Human Rights to present a re-
port on the protection and promotion of the right to privacy in the context of domestic 
and extraterritorial surveillance and/or interception of digital communications and col-
lection of personal data, including on a mass scale, to the Human Rights Council at 
its twenty-seventh session and to the General Assembly at its sixty-ninth session, with 
views and recommendations, to be considered by Member States;

6. Decides to examine the question at its sixty-ninth session, under the sub-item entitled 
“Human rights questions, including alternative approaches for improving the eff ective 
enjoyment of human rights and fundamental freedoms” of the item entitled “Promo-
tion and protection of human rights”.
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A/60/202. Group of Governmental Experts on Developments 
in the Field of Information and Telecommunications 
in the Context of International Security

Report of the Secretary-General
5 August 2005

СONTENS

 I. Introduction

 II. Organizational matters

Annex
 List of members of the Group of Governmental Experts on Developments in the Field 

of Information and Telecommunications in the Context of International Security

I. Introduction
1. In its resolution 58/32 of 8 December 2003, entitled “Developments in the fi eld of in-

formation and telecommunications in the context of international security”, the General As-
sembly requested the Secretary-General to consider existing and potential threats in the sphere 
of information security and possible cooperative measures to address them. The Assembly also 
requested the Secretary-General to conduct a study of relevant international concepts aimed at 
strengthening the security of global information and telecommunication systems, with the as-
sistance of a group of governmental experts, appointed by him on the basis of equitable geo-
graphical distribution, and to submit a report on the outcome of the study to the Assembly at its 
sixtieth session.

II. Organizational matters
2. In accordance with the terms of the resolution, the Secretary-General appointed a group 

of governmental experts from 15 States: Belarus, Brazil, China, France, Germany, India, Jor-
dan, Malaysia, Mali, Mexico, the Republic of Korea, the Russian Federation, South Africa, 
the United Kingdom of Great Britain and Northern Ireland and the United States of America. 
The list of experts is contained in the annex.

3. The Group of Governmental Experts met in three sessions, the fi rst from 12 to 16 July 
2004 at United Nations Headquarters, the second from 28 March to 1 April 2005 in Gene-



237

4. Reports of the Group of Governmental Experts

va, and the third from 11 to 22 July 2005 at United Nations Headquarters. At its fi rst session, 
the Group unanimously elected Andrey V. Krutskikh of the Russian Federation as its Chairman. 

4. The Monitoring, Database and Information Branch of the Department for Disarmament 
Aff airs served as secretariat to the Group.

5. In accordance with its mandate as contained in resolution 58/32, the Group had a com-
prehensive, in-depth exchange of views on developments in the fi eld of information and telecom-
munications in the context of international security. Furthermore, the Group took into account 
the views expressed in the replies received from Member States in response to General Assembly 
resolutions 53/70 of 4 December 1998, 54/49 of 1 December 1999, 55/28 of 20 November 2000, 
56/19 of 29 November 2001, 57/53 of 22 November 2002, 58/32 of 8 December 2003 and 59/61 
of 3 December 2004, respectively entitled “Developments in the fi eld of information and telecom-
munications in the context of international security”, as well as contributions and background pa-
pers made available by individual members of the Group. However, given the complexity of the is-
sues involved, no consensus was reached on the preparation of a fi nal report.
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A/65/201. Group of Governmental Experts on Developments 
in the Field of Information and Telecommunications 
in the Context of International Security

Note by the Secretary-General
The Secretary-General has the honour to transmit herewith the report of the Group 

of Governmental Experts on Developments in the Field of Information and Telecommunica-
tions in the Context of International Security. The Group was established pursuant to paragraph 
4 of General Assembly resolution 60/45.

Report of the Group of Governmental Experts 
on Developments in the Field of Information 
and Telecommunications in the Context 
of International Security
Summary

Existing and potential threats in the sphere of information security are among the most 
serious challenges of the twenty-fi rst century. Threats emanate from a wide variety 
of sources and manifest themselves in disruptive activities that target individuals, busi-
nesses, national infrastructure and Governments alike. Their eff ects carry signifi cant risk 
for public safety, the security of nations and the stability of the globally linked international 
community as a whole. 

The growing use of information and communications technologies (ICTs) in criti-
cal infrastructure creates new vulnerabilities and opportunities for disruption. Because 
of the complex interconnectivity of telecommunications and the Internet, any ICT device 
can be the source or target of increasingly sophisticated misuse. Since ICTs are inherently 
dual-use in nature, the same technologies that support robust e-commerce can also be used 
to threaten international peace and national security. 

The origin of a disruption, the identity of the perpetrator or the motivation for it can 
be diffi  cult to ascertain. Often, the perpetrators of such activities can only be inferred from 
the target, the eff ect or other circumstantial evidence, and they can act from virtually any-
where. These attributes facilitate the use of ICTs for disruptive activities. Uncertainty re-
garding attribution and the absence of a common understanding creates the risk of insta-
bility and misperception.

 There is increased reporting that States are developing ICTs as instruments of warfare 
and intelligence, and for political purposes. Of increasing concern are individuals, groups 
or organizations, including criminal organizations, that engage as proxies in disruptive on-
line activities on behalf of others. The growing sophistication and scale of criminal activity 
increases the potential for harmful action. While there are few indications of terrorist use 
of ICTs to execute disruptive operations, it may intensify in the future. 

Confronting the challenges of the twenty-fi rst century depends on successful coop-
eration among like-minded partners. Collaboration among States, and between States, 
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the private sector and civil society, is important and measures to improve information 
security require broad international cooperation to be eff ective. The report of the Group 
of Governmental Experts off ers recommendations for further dialogue among States to re-
duce risk and protect critical national and international infrastructure.

СONTENTS

Foreword by the Secretary-General

Letter of transmittal

 I. Introduction

 II. Threats, risks and vulnerabilities

 III. Cooperative measures

 IV. Recommendations

Annex

Foreword by the Secretary-General

A decade ago we could not have foreseen how deeply information technologies and tele-
communications would be integrated into our daily lives, or how much we would come to rely 
on them. These technologies have created a globally linked international community and, while 
this linkage brings immense benefi ts, it also brings vulnerability and risk.

Considerable progress has been made in addressing the implications of the new technolo-
gies. But the task is arduous and we have only begun to develop the norms, laws and modes 
of cooperation needed for this new information environment.

With that in mind, I appointed a group of governmental experts from 15 States to study 
existing and potential threats in this sphere, and to recommend ways to address them. I thank 
the Chair of the Group and the experts for their diligent and careful work, which has produced 
this report, a concise statement of the problem and of possible next steps. 

The General Assembly has an important role to play in the process of making information 
technology and telecommunications more secure, both nationally and internationally. Dialogue 
among Member States will be essential for developing common perspectives. Practical coopera-
tion is also vital, to share best practices, exchange information and build capacity in developing 
countries, and to reduce the risk of misperception, which could hinder the international com-
munity’s ability to manage major incidents in cyberspace.

This is a rich agenda for future work. The present report is meant to serve as an initial step 
towards building the international framework for security and stability that these new technol-
ogies require. I commend its analysis and recommendations to Member States and to a wide 
global audience.

Letter of transmittal
16 July 2010а

I have the honour to submit herewith the report of the Group of Governmental Experts 
on Developments in the Field of Information and Telecommunications in the Context of In-
ternational Security. The Group was established in 2009 pursuant to paragraph 4 of General 
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Assembly resolution 60/45. As Chair of the Group, I am pleased to inform you that consensus 
was reached on the report. 

In that resolution, entitled “Developments in the fi eld of information and telecommuni-
cations in the context of international security”, the General Assembly requested that a group 
of governmental experts be established in 2009, on the basis of equitable geographical distribution, 
to continue to study existing and potential threats in the sphere of information security and pos-
sible cooperative measures to address them, as well as concepts aimed at strengthening the secu-
rity of global information and telecommunications systems. The Secretary-General was requested 
to submit a report on the results of that study to the General Assembly at its sixty-fi fth session. 

In accordance with the terms of the resolution, experts were appointed from 15 States: Be-
larus, Brazil, China, Estonia, France, Germany, India, Israel, Italy, Qatar, the Republic of Ko-
rea, the Russian Federation, South Africa, the United Kingdom of Great Britain and Northern 
Ireland and the United States of America. The list of experts is contained in the annex.

The Group of Governmental Experts met in four sessions: the fi rst from 24 to 26 Novem-
ber 2009 in Geneva; the second from 11 to 15 January 2010 at United Nations Headquarters; 
the third from 21 to 25 June 2010 in Geneva; and the fourth from 12 to 16 July at United Nations 
Headquarters. 

The Group had a comprehensive, in-depth exchange of views on developments in the fi eld 
of information and telecommunications in the context of international security. Furthermore, 
the Group took into account the views expressed in the replies received from Member States 
in response to General Assembly resolutions 60/45, 61/54, 62/17 and 63/37, respectively enti-
tled “Developments in the fi eld of information and telecommunications in the context of inter-
national security”, as well as contributions and background papers made available by individual 
members of the Group. 

The Group wishes to express its appreciation for the contribution of the United Nations In-
stitute for Disarmament Research, which served as consultant to the Group and which was rep-
resented by James Lewis and Kerstin Vignard. The Group also wishes to express its appreciation 
to Ewen Buchanan, Information Offi  cer of the Information and Outreach Branch of the Offi  ce 
for Disarmament Aff airs of the Secretariat, who served as Secretary of the Group, and to other 
Secretariat offi  cials who assisted the Group.

(Signed) Andrey V. Krutskikh
Chairman of the Group

I. Introduction

1. Existing and potential threats in the sphere of information security are among the most seri-
ous challenges of the twenty-fi rst century. These threats may cause substantial damage to econ-
omies and national and international security. Threats emanate from a wide variety of sources, 
and manifest themselves in disruptive activities that target individuals, businesses, national infra-
structure and Governments alike. Their eff ects carry signifi cant risk for public safety, the security 
of nations and the stability of the globally linked international community as a whole. 

2. Information and communication technologies (ICTs) have unique attributes that make it 
diffi  cult to address threats that States and other users may face. ICTs are ubiquitous and widely 
available. They are neither inherently civil nor military in nature, and the purpose to which they 
are put depends mainly on the motives of the user. Networks in many cases are owned and op-
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erated by the private sector or individuals. Because of the complex interconnectivity of tele-
communications and the Internet, any ICT device can be the source or target of increasingly 
sophisticated misuse. Malicious use of ICTs can easily be concealed. The origin of a disruption, 
the identity of the perpetrator or the motivation can be diffi  cult to ascertain. Often, the perpe-
trators of such activities can only be inferred from the target, the eff ect or other circumstantial 
evidence. Threat actors can operate with substantial impunity from virtually anywhere. These 
attributes facilitate the use of ICTs for disruptive activities. 

3. Considering the implications of these developments for international security, the United 
Nations General Assembly asked the Secretary-General, with the assistance of governmen-
tal experts, to study both threats in the sphere of information security and relevant interna-
tional concepts and to suggest possible cooperative measures that could strengthen the security 
of global information and communication systems. 

II. Threats, risks and vulnerabilities
4. The global network of ICTs has become an arena for disruptive activity. The motives for 

disruption vary widely, from simply demonstrating technical prowess, to the theft of money or 
information, or as an extension of State confl ict. The source of these threats includes non-State 
actors such as criminals and, potentially, terrorists, as well as States themselves. ICTs can be 
used to damage information resources and infrastructures. Because they are inherently dual-use 
in nature, the same ICTs that support robust e-commerce can also be used to threaten interna-
tional peace and national security.

5. Many malicious tools and methodologies originate in the eff orts of criminals and hackers. 
The growing sophistication and scale of criminal activity increases the potential for harmful actions. 

6. Thus far, there are few indications of terrorist attempts to compromise or disable ICT 
infrastructure or to execute operations using ICTs, although they may intensify in the future. At 
the present time terrorists mostly rely on these technologies to communicate, collect informa-
tion, recruit, organize, promote their ideas and actions, and solicit funding, but could eventually 
adopt the use of ICTs for attack. 

7. There is increased reporting that States are developing ICTs as instruments of warfare 
and intelligence, and for political purposes. Uncertainty regarding attribution and the absence 
of common understanding regarding acceptable State behaviour may create the risk of instabil-
ity and misperception. 

8. Of increasing concern are individuals, groups or organizations, including criminal orga-
nizations, that engage as proxies in disruptive online activities on behalf of others. Such proxies, 
whether motivated by fi nancial gain or other reasons, can off er an array of malicious services 
to State and non-State actors.

9. The growing use of ICTs in critical infrastructures creates new vulnerabilities and oppor-
tunities for disruption, as does the growing use of mobile communications devices and web-run 
services. 

10. States are also concerned that the ICT supply chain could be infl uenced or subverted 
in ways that would aff ect the normal, secure and reliable use of ICTs. The inclusion of mali-
cious hidden functions in ICTs can undermine confi dence in products and services, erode trust 
in commerce and aff ect national security.

11. The varying degrees of ICT capacity and security among diff erent States increases 
the vulnerability of the global network. Diff erences in national laws and practices may create 
challenges to achieving a secure and resilient digital environment. 
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III. Cooperative measures
12. The risks associated with globally interconnected networks require concerted responses. 

Member States over the past decade have repeatedly affi  rmed the need for international co-
operation against threats in the sphere of ICT security in order to combat the criminal misuse 
of information technology, to create a global culture of cybersecurity and to promote other es-
sential measures that can reduce risk. 

13. Over the past decade, eff orts to combat the threat of cybercrime have been conducted 
internationally, in particular, within the Shanghai Cooperation Organization, the Organization 
of American States, the Asia-Pacifi c Economic Cooperation Forum, the Association of South-
east Asian Nations (ASEAN) Regional Forum, the Economic Community of West African 
States, the African Union, the European Union, the Organization for Security and Cooperation 
in Europe and the Council of Europe, as well as through bilateral eff orts between States.

14. Non-criminal areas of transnational concern should receive appropriate attention. 
These include the risk of misperception resulting from a lack of shared understanding regard-
ing international norms pertaining to State use of ICTs, which could aff ect crisis management 
in the event of major incidents. This argues for the elaboration of measures designed to enhance 
cooperation where possible. Such measures could also be designed to share best practices, man-
age incidents, build confi dence, reduce risk and enhance transparency and stability.

15. As disruptive activities using information and communications technologies grow more 
complex and dangerous, it is obvious that no State is able to address these threats alone. Con-
fronting the challenges of the twenty-fi rst century depends on successful cooperation among 
like-minded partners. Collaboration among States, and between States, the private sector 
and civil society, is important and measures to improve information security require broad in-
ternational cooperation to be eff ective. Therefore, the international community should examine 
the need for cooperative actions and mechanisms.

16. Existing agreements include norms relevant to the use of ICTs by States. Given the unique 
attributes of ICTs, additional norms could be developed over time. 

17. Capacity-building is of vital importance to achieve success in ensuring global ICT secu-
rity, to assist developing countries in their eff orts to enhance the security of their critical national 
information infrastructure, and to bridge the current divide in ICT security. Close international 
cooperation will be needed to build capacity in States that may require assistance in addressing 
the security of their ICTs.

IV. Recommendations

18. Taking into account the existing and potential threats, risks and vulnerabilities in the fi eld 
of information security, the Group of Governmental Experts considers it useful to recommend 
further steps for the development of confi dence-building and other measures to reduce the risk 
of misperception resulting from ICT disruptions:

(i) Further dialogue among States to discuss norms pertaining to State use of ICTs, 
to reduce collective risk and protect critical national and international infrastructure;

(ii) Confi dence-building, stability and risk reduction measures to address the implica-
tions of State use of ICTs, including exchanges of national views on the use of ICTs 
in confl ict;



244

  Part III.  United Nations Documents

(iii) Information exchanges on national legislation and national information and com-
munications technologies security strategies and technologies, policies and best 
practices;

(iv) Identifi cation of measures to support capacity-building in less developed countries;
(v) Finding possibilities to elaborate common terms and defi nitions relevant to Gen-

eral Assembly resolution 64/25.

Annex
 List of members of the Group of Governmental Experts 

on Developments in the Field of Information and Telecommunications 
in the Context of International Security

Mr. Vladimir N. Gerasimovich
Head of the Department of International Security and Arms Control
Ministry of Foreign Aff airs
Belarus
Mr. Aleksandr Ponomarev (third session)
Counsellor of the Permanent Mission of the Republic of Belarus to the 
United Nations Offi  ce at Geneva
Mr. Alexandre Mariano Feitosa
Commander
Brazilian Marine Corps, Brazilian Navy
Policy, Strategy and International Aff airs Secretariat
Ministry of Defence
Brazil
Mr. Li Song (fi rst and second sessions)
Deputy Director General
Department of Arms Control and Disarmament
Ministry of Foreign Aff airs
China
Mr. Kang Yong (third and fourth sessions)
Deputy Director General
Department of Arms Control and Disarmament
Ministry of Foreign Aff airs
China
Mr. Linnar Viik
Associate Professor
Estonian IT College
Estonia
Mr. Aymeric Simon
Relations internationales
Agence nationale de la sécurité des systèmes d’information
Secrétariat général de la défense et de la sécurité nationale
France



245

4. Reports of the Group of Governmental Experts

Mr. Gregor Koebel
Head of the Division for Conventional Arms Control
Federal Foreign Offi  ce
Germany
Mr. B. J. Srinath
Senior Director
Indian Computer Emergency Response Team
Department of Information Technology
India
Ms. Rodica Radian-Gordon
Director
Arms Control Department
Ministry of Foreign Aff airs
Israel
Mr. Vincenzo Della Corte (fi rst and third sessions)
Director of Communication Security Sector
Presidency of the Council of Ministers
Italy
Mr. Walter Mecchia (second and fourth sessions)
Communication Security Sector
Presidency of the Council of Ministers
Italy
Mr. Rashid A. Al-Mohannadi (fi rst session)
Commander of the Land Forces Signal Company
Amiri Signal Corps
Qatar
Mr. Saad M. R. Al-Kaabi
Lieutenant Colonel (Engineer)
Ministry of Defence
Qatar
Mr. Lew Kwang-chul
Ambassador
Ministry of Foreign Aff airs and Trade
Republic of Korea
Mr. Andrey V. Krutskikh
Deputy Director
Department of New Challenges and Threats
Ministry of Foreign Aff airs
Russian Federation
Ms. Palesa Banda (fi rst session)
Deputy Director, Internet Governance
Department of Communication
South Africa



246

  Part III.  United Nations Documents

Maj. Gen. Mario Silvino Brazzoli
Government Information Technology Offi  cer
Department of Defence
South Africa
Mr. Gavin Willis
International Relations Team
National Technical Authority for Information Assurance (CESG)
United Kingdom of Great Britain and Northern Ireland
Ms. Michele G. Markoff 
Senior Policy Adviser
Offi  ce of Cyber Aff airs
US Department of State
United States of America

A/68/98. Group of Governmental Experts on Developments 
in the Field of Information and Telecommunications 
in the Context of International Security

Note by the Secretary-General
The Secretary-General has the honour to transmit herewith the report of the Group 

of Governmental Experts on Developments in the Field of Information and Telecommunica-
tions in the Context of International Security. The Group was established pursuant to paragraph 
4 of General Assembly resolution 66/24.

Report of the Group of Governmental Experts 
on Developments in the Field of Information 
and Telecommunications in the Context 
of International Security
Summary

Information and Communication Technologies (ICTs) have reshaped the interna-
tional security environment. These technologies bring immense economic and social 
benefi ts. ICTs can also be used for purposes that are inconsistent with international 
peace and security, producing a noticeable increase in risk in recent years as they are 
used for crime and other disruptive activities. Malicious use of ICTs by actors who often 
operate with impunity is easily concealed and attribution to a specifi c perpetrator can 
be diffi  cult. This creates an environment that facilitates the use of ICTs for increasingly 
sophisticated exploits.
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Member States have frequently affi  rmed the need for cooperative action against 
threats resulting from the malicious use of ICTs. International cooperation is essential 
to reduce risk and enhance security. Further progress in cooperation at the interna-
tional level will require actions to promote a peaceful, secure, open and cooperative ICT 
environment. Cooperative measures that could enhance stability and security include 
norms, rules and principles of responsible behaviour by States, voluntary measures 
to increase transparency, confi dence and trust among States and capacity-building 
measures. States must lead in these eff orts, but eff ective cooperation would benefi t from 
the appropriate participation of the private sector and civil society.

Recognizing the comprehensiveness of the challenge, taking into account existing 
and potential threats, and building upon the recommendations contained in the re-
port of the Group of Governmental Experts on Developments in the Field of Infor-
mation and Telecommunications in the Context of International Security of July 2010 
(A/65/201), the Group of Governmental Experts off ers in the present report its recom-
mendations to promote peace and stability in State use of ICTs.

The report recognizes that the application of norms derived from existing interna-
tional law relevant to the use of ICTs by States is essential to reduce risks to international 
peace, security and stability. The report recommends further study to promote com-
mon understandings on how such norms apply to State behaviour and the use of ICTs 
by States. Given the unique attributes of ICTs, the report notes that additional norms 
could be developed over time.

 The report refl ects the Group’s conclusion that international law and in partic-
ular the United Nations Charter, is applicable and is essential to maintaining peace 
and stability and promoting an open, secure, peaceful and accessible ICT environment. 
The Group also concluded that State sovereignty and the international norms and prin-
ciples that fl ow from it apply to States’ conduct of ICT-related activities and to their 
jurisdiction over ICT infrastructure with their territory; States must meet their interna-
tional obligations regarding internationally wrongful acts attributable to them. The re-
port contains recommendations on voluntary measures to build trust, transparency 
and confi dence, as well as international cooperation to build capacity for ICT security, 
especially in developing countries. The Group recommends the holding of regular in-
stitutional dialogue on these issues under the auspices of the United Nations as well as 
regular dialogue in other forums, to advance these measures. Member States should 
give active consideration to the present report and assess how they might take up these 
recommendations for further development and implementation.
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Foreword by the Secretary-General

Information and communications technologies (ICTs) are woven into the fabric of daily 
life. While all nations appreciate the enormous benefi ts of ICTs, there is also broad recognition 
that misuse poses risks to international peace and security. 

The present report contains recommendations developed by a group of governmental ex-
perts from fi fteen States to address existing and potential threats from States, their proxies or 
non-State actors through the use of ICTs. It builds on the 2010 recommendations of a previous 
group of experts which included the need for further work on norms, ways to increase confi -
dence and capacity-building measures. 

I appreciate the report’s focus on the centrality of the Charter of the United Nations and in-
ternational law as well as the importance of States exercising responsibility. The recommenda-
tions point the way forward for anchoring ICT security in the existing framework of international 
law and understandings that govern State relations and provide the foundation for international 
peace and security. 

As the group notes, the United Nations plays an important role in promoting dialogue 
among Member States on the issue of security in the use of ICTs and in further developing in-
ternational cooperation in this fi eld. 

I thank the Chair of the Group and the experts for their diligent work. The report provides 
a sound basis for future eff orts to enhance security and stability in the use of ICTs. I commend 
its recommendations to the General Assembly as a crucial step in the global eff ort to minimize 
the risks associated with ICTs while optimizing their value.

Letter of transmittal
7 June 2013

I have the honour to submit herewith the report of the Group of Governmental Experts 
on Developments in the Field of Information and Telecommunications in the Context of In-
ternational Security. The Group was appointed in 2012 pursuant to paragraph 4 of General As-
sembly resolution 66/24. As Chair of the Group, I am pleased to inform you that consensus was 
reached on the report. 

In its resolution, “Developments in the fi eld of information and telecommunications 
in the context of international security”, the General Assembly requested that a group of gov-
ernmental experts be established in 2012, on the basis of equitable geographical distribution, 
to continue to study existing and potential threats in the sphere of information security and pos-
sible cooperative measures to address them including norms, rules or principles of responsible 
behaviour of States and confi dence-building measures with regard to information space, as well 
as the concepts aimed at strengthening the security of global information and telecommunica-
tions systems. The Group was also asked to take into account the assessments and recommenda-
tions of a previous group (A/65/201). The Secretary-General was requested to submit a report 
on the results of the study to the General Assembly at its sixty-eighth session. 

In accordance with the terms of the resolution, experts were appointed from 15 States: Ar-
gentina, Australia, Belarus, Canada, China, Egypt, Estonia, France, Germany, India, Indone-
sia, Japan, the Russian Federation, the United Kingdom of Great Britain and Northern Ireland 
and the United States of America. The list of experts is contained in the annex.
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The Group of Governmental Experts had a comprehensive, in-depth exchange of views 
on developments in the fi eld of information and telecommunications in the context of interna-
tional security. The Group met in three sessions: the fi rst from 6 to 10 August 2012 at United 
Nations Headquarters; the second from 14 to 18 January 2013 at Geneva; the third from 3 to 7 
June 2013 at United Nations Headquarters. 

The Group wishes to express appreciation for the contribution of the United Nations Insti-
tute for Disarmament Research, which served as consultant to the Group, and which was rep-
resented by James Lewis, Kerstin Vignard (second and third sessions) and Ben Baseley-Walker 
(fi rst session). The Group also wishes to express appreciation to Ewen Buchanan of the United 
Nations Offi  ce for Disarmament Aff airs, who served as Secretary of the Group, and to other 
Secretariat offi  cials who assisted the Group. 

(Signed) Deborah Stokes
Chair of the Group

I. Introduction

1. The use of information and communication technologies (ICTs) has reshaped the inter-
national security environment. These technologies bring immense economic and social ben-
efi ts; they can also be used for purposes that are inconsistent with international peace and secu-
rity. There has been a noticeable increase in risk in recent years as ICTs are used for crime and 
the conduct of disruptive activities.

2. International cooperation is essential to reduce risk and enhance security. For this rea-
son, the General Assembly requested the Secretary-General, with the assistance of a group 
of governmental experts, to continue to study possible cooperative measures to address exist-
ing and potential threats (resolution 66/24), and submit a report to the sixty-eighth session 
of the Assembly. The present report builds upon the 2010 report (A/65/201) from the previous 
Group of Governmental Experts, which examined this topic and made recommendations for 
future work.

3. The 2010 report recommended further dialogue among States on norms pertaining to State 
use of ICTs to reduce collective risk and protect critical national and international infrastructure. 
It called for measures on confi dence-building, stability and risk reduction, including exchanges 
of national views on the use of ICTs in confl ict, information exchanges on national legislation, ICT 
security strategies, policies, technologies and best practices. The 2010 report stressed the impor-
tance of building capacity in States that may require assistance in addressing the security of their 
ICTs and suggested additional work to elaborate common terms and defi nitions.

4. Numerous bilateral, regional and multilateral initiatives since 2010 highlight the growing 
importance accorded to greater security of and in the use of ICTs, reducing risks to public safety, 
improving the security of nations and enhancing global stability. It is in the interest of all States 
to promote the use of ICTs for peaceful purposes. States also have an interest in preventing 
confl ict arising from the use of ICTs. Common understandings on norms, rules and principles 
applicable to the use of ICTs by States and voluntary confi dence-building measures can play an 
important role in advancing peace and security. Although the work of the international com-
munity to address this challenge to international peace and security is at an early stage, a num-
ber of measures concerning norms, rules and principles for responsible State behaviour can be 
identifi ed for further consideration.
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Threats, risks and vulnerabilities
5. ICTs are dual-use technologies and can be used for both legitimate and malicious pur-

poses. Any ICT device can be the source or the target of misuse. The malicious use of ICTs can 
be easily concealed and attribution to a specifi c perpetrator can be diffi  cult, allowing for increas-
ingly sophisticated exploits by actors who often operate with impunity. The global connectivity 
of ICT networks exacerbates this problem. The combination of global connectivity, vulnerable 
technologies and anonymity facilitates the use of ICTs for disruptive activities.

6. Threats to individuals, businesses, national infrastructure and Governments have grown 
more acute and incidents more damaging. The sources of these threats comprise both State 
and non-State actors. In addition, individuals, groups, or organizations, including criminal or-
ganizations, may act as proxies for States in the conduct of malicious ICT actions. The potential 
for the development and the spread of sophisticated malicious tools and techniques, such as 
bot-nets, by States or non-State actors may further increase the risk of mistaken attribution 
and unintended escalation. The absence of common understandings on acceptable State behav-
iour with regard to the use of ICTs increases the risk to international peace and security.

7. Terrorist groups use ICTs to communicate, collect information, recruit, organize, plan 
and coordinate attacks, promote their ideas and actions and solicit funding. If such groups ac-
quire attack tools, they could carry out disruptive ICT activities.

8. States are concerned that embedding harmful hidden functions in ICTs could be used 
in ways that would aff ect secure and reliable ICT use and the ICT supply chain for products 
and services, erode trust in commerce and damage national security.

9. The expanding use of ICTs in critical infrastructures and industrial control systems cre-
ates new possibilities for disruption. The rapid increase in the use of mobile communications 
devices, web services, social networks and cloud computing services expands the challenges 
to security.

10. Diff erent levels of capacity for ICT security among diff erent States can increase vulner-
ability in an interconnected world. Malicious actors exploit networks no matter where they are 
located. These vulnerabilities are amplifi ed by disparities in national law, regulations and prac-
tices related to the use of ICTs.

II. Building cooperation for a peaceful, secure, resilient 
and open ICT environment

11. Member States have repeatedly affi  rmed the need for cooperative action against threats 
resulting from the malicious use of ICTs. Further progress in cooperation at the international level 
will require an array of actions to promote a peaceful, secure, open and cooperative ICT environ-
ment. Consideration should be given to cooperative measures that could enhance international 
peace, stability and security. These include common understandings on the application of relevant 
international law and derived norms, rules and principles of responsible behaviour of States.

12. While States must lead in addressing these challenges, eff ective cooperation would ben-
efi t from the appropriate participation of the private sector and civil society.

13. The United Nations should play a leading role in promoting dialogue among Member 
States to develop common understandings on the security of and in the use of ICTs, encourage 
regional eff orts, promote confi dence-building and transparency measures and support capacity-
building and the dissemination of best practices.
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14. In addition to work in the United Nations system, valuable eff orts are being made by 
international organizations and regional entities such as the African Union; the Association 
of Southeast Asian Nations (ASEAN) Regional Forum; the Asia Pacifi c Economic Cooperation 
Forum; the Council of Europe; the Economic Community of West African States; the Euro-
pean Union; the League of Arab States; the Organization of American States; the Organization 
for Security and Cooperation in Europe (OSCE); and the Shanghai Cooperation Organization. 
Future work on security in the use of ICTs should take these eff orts into account.

15. Recognizing the comprehensiveness of the challenge, taking into account existing 
and potential threats, risks and vulnerabilities and building upon the assessments and recom-
mendations contained in the July 2010 report of the Group of Governmental Experts on Devel-
opments in the Field of Information and Telecommunications in the Context of International 
Security (A/65/201), the Group recommends the following measures.

III. Recommendations on norms, rules and principles 
of responsible behaviour by States

16. The application of norms derived from existing international law relevant to the use 
of ICTs by States is an essential measure to reduce risks to international peace, security and sta-
bility. Common understandings on how such norms shall apply to State behaviour and the use 
of ICTs by States requires further study. Given the unique attributes of ICTs, additional norms 
could be developed over time.

17. The Group considered the views and assessments of Member States on developments 
in the fi eld of information and telecommunications in the context of international security pro-
vided in response to the invitation from the General Assembly contained in its resolutions 64/25, 
65/41 and 66/24, as well as other measures contained in resolutions 55/63, 56/121, 57/239, 
58/199 and 64/211.

18. The Group noted document A/66/359, circulated by the Secretary-General at the re-
quest of the Permanent Representatives of China, the Russian Federation, Tajikistan and Uz-
bekistan, containing a draft international code of conduct for information security, which was 
subsequently co-sponsored by Kazakhstan and Kyrgyzstan.

19. International law, and in particular the Charter of the United Nations, is applicable 
and is essential to maintaining peace and stability and promoting an open, secure, peaceful 
and accessible ICT environment.

20. State sovereignty and international norms and principles that fl ow from sovereignty ap-
ply to State conduct of ICT-related activities, and to their jurisdiction over ICT infrastructure 
within their territory.

21. State eff orts to address the security of ICTs must go hand-in-hand with respect for hu-
man rights and fundamental freedoms set forth in the Universal Declaration of Human Rights 
and other international instruments.

22. States should intensify cooperation against criminal or terrorist use of ICTs, harmonize 
legal approaches as appropriate and strengthen practical collaboration between respective law 
enforcement and prosecutorial agencies.

23. States must meet their international obligations regarding internationally wrongful acts 
attributable to them. States must not use proxies to commit internationally wrongful acts. States 
should seek to ensure that their territories are not used by non-State actors for unlawful use of ICTs.
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24. States should encourage the private sector and civil society to play an appropriate role 
to improve security of and in the use of ICTs, including supply chain security for ICT products 
and services.

25. Member States should consider how best to cooperate in implementing the above norms 
and principles of responsible behaviour, including the role that may be played by private sector 
and civil society organizations. These norms and principles complement the work of the United 
Nations and regional groups and are the basis for further work to build confi dence and trust.

IV. Recommendations on confidence building measures 
and the exchange of information

26. Voluntary confi dence-building measures can promote trust and assurance among States 
and help reduce the risk of confl ict by increasing predictability and reducing misperception. 
They can make an important contribution to addressing the concerns of States over the use 
of ICTs by States and could be a signifi cant step towards greater international security. States 
should consider the development of practical confi dence-building measures to help increase 
transparency, predictability and cooperation, including: 

(a) The exchange of views and information on a voluntary basis on national strategies 
and policies, best practices, decision-making processes, relevant national organizations 
and measures to improve international cooperation. The extent of such information will 
be determined by the providing States. This information could be shared bilaterally, 
in regional groups or in other international forums;

(b) The creation of bilateral, regional and multilateral consultative frameworks for confi -
dence-building, which could entail workshops, seminars and exercises to refi ne nation-
al deliberations on how to prevent disruptive incidents arising from State use of ICTs 
and how these incidents might develop and be managed;

(c) Enhanced sharing of information among States on ICT security incidents, involving 
the more eff ective use of existing channels or the development of appropriate new chan-
nels and mechanisms to receive, collect, analyse and share information related to ICT 
incidents, for timely response, recovery and mitigation actions. States should consider 
exchanging information on national points of contact, in order to expand and improve 
existing channels of communication for crisis management, and supporting the devel-
opment of early warning mechanisms;

(d) Exchanges of information and communication between national Computer Emergency 
Response Teams (CERTs) bilaterally, within CERT communities, and in other forums, 
to support dialogue at political and policy levels;

(e) Increased cooperation to address incidents that could aff ect ICT or critical infrastruc-
ture that rely upon ICT-enabled industrial control systems. This could include guidelines 
and best practices among States against disruptions perpetrated by non-State actors;

(f) Enhanced mechanisms for law enforcement cooperation to reduce incidents that 
could otherwise be misinterpreted as hostile State actions would improve interna-
tional security.

27. These initial eff orts at confi dence-building can provide practical experience and usefully 
guide future work. States should encourage and build upon progress made bilaterally and mul-
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tilaterally, including in regional groups such as the African Union, the ASEAN Regional Fo-
rum, the European Union, the League of Arab States, the Organization of American States, 
the OSCE, the Shanghai Cooperation Organization and others. In building upon those eff orts, 
States should promote complementarity of measures and facilitate the dissemination of best 
practices, taking into account the diff erences among nations and regions.

28. While States must lead in the development of confi dence-building measures, their work 
would benefi t from the appropriate involvement of the private sector and civil society.

29. Given the pace of ICT development and the scope of the threat, the Group believes 
there is a need to enhance common understandings and intensify practical cooperation. In this 
regard, the Group recommends regular institutional dialogue with broad participation un-
der the auspices of the United Nations, as well as regular dialogue through bilateral, regional 
and multilateral forums, and other international organizations. 

V. Recommendations on capacity-building measures

30. Capacity-building is of vital importance to an eff ective cooperative global eff ort on se-
curing ICTs and their use. Some States may require assistance in their eff orts to: improve the se-
curity of critical ICT infrastructure; develop technical skill and appropriate legislation, strategies 
and regulatory frameworks to fulfi l their responsibilities; and bridge the divide in the security 
of ICTs and their use.

31. In this regard, States working with international organizations, including United Na-
tions agencies and the private sector, should consider how best to provide technical and other 
assistance to build capacities in ICT security and their use in countries requiring assistance, 
particularly developing countries. 

32. Building on the work of previous United Nations resolutions and reports, including 
resolution 64/211 on capacity-building, States should consider the following measures:

(a) Supporting bilateral, regional, multilateral and international capacity building eff orts 
to secure ICT use and ICT infrastructures; to strengthen national legal frameworks, law 
enforcement capabilities and strategies; to combat the use of ICTs for criminal and ter-
rorist purposes; and to assist in the identifi cation and dissemination of best practices;

(b) Creating and strengthening incident response capabilities, including CERTs, 
and strengthening CERT-to-CERT cooperation;

(c) Supporting the development and use of e-learning, training and awareness-raising with 
respect to ICT security to help overcome the digital divide and to assist developing 
countries in keeping abreast of international policy developments;

(d) Increasing cooperation and transfer of knowledge and technology for managing ICT 
security incidents, especially for developing countries;

(e) Encouraging further analysis and study by research institutes and universities on mat-
ters related to ICT security. Given their specifi c mandates to support States Members 
of the United Nations and the international community, States should consider how 
the relevant United Nations research and training institutes could play a role in this 
regard. 

33. The Group recognized that progress in securing the use of ICTs, including through 
capacity-building, would also contribute to the achievement of Millennium Development Goal 
8, to “develop a global partnership for development”.
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VI. Conclusion 

34. Progress in international security in the use of ICTs by States will be iterative, with each 
step building on the last. A technological environment shaped by change and a steady increase 
in the number of new ICT users make this iterative approach necessary. The present report con-
tains recommendations that build on previous work. Their implementation and refi nement will 
help increase confi dence among all stakeholders. The Group recommends that Member States 
give active consideration to the report and assess how they might take up these recommenda-
tions for further development and implementation.
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A/70/174. Group of Governmental Experts on Developments 
in the Field of Information and Telecommunications 
in the Context of International Security

Note by the Secretary-General
The Secretary-General has the honour to transmit herewith the report of the Group 

of Governmental Experts on Developments in the Field of Information and Telecommunica-
tions in the Context of International Security. The Group was established pursuant to paragraph 
4 of General Assembly resolution 68/243.

Report of the Group of Governmental Experts 
on Developments in the Field of Information 
and Telecommunications in the Context 
of International Security
Summary

Information and communications technologies (ICTs) provide immense opportu-
nities and continue to grow in importance for the international community. However, 
there are disturbing trends that create risks to international peace and security. Eff ective 
cooperation among States is essential to reduce those risks.

The 2015 Group of Governmental Experts on Developments in the Field of Infor-
mation and Telecommunications in the Context of International Security examined ex-
isting and potential threats arising from the use of ICTs by States and considered actions 
to address them, including norms, rules, principles and confi dence-building measures. 
In addition, the Group examined how international law applies to the use of ICTs by 
States. Building on the work of previous Groups, the present Group made important 
progress in those areas.

The present report signifi cantly expands the discussion of norms. The Group rec-
ommended that States cooperate to prevent harmful ICT practices and should not 
knowingly allow their territory to be used for internationally wrongful acts using ICT. 
It called for the increased exchange of information and assistance to prosecute terrorist 
and criminal use of ICTs. In doing so, the Group emphasized that States should guar-
antee full respect for human rights, including privacy and freedom of expression.

One important recommendation was that a State should not conduct or knowingly 
support ICT activity that intentionally damages or otherwise impairs the use and op-
eration of critical infrastructure. States should also take appropriate measures to pro-
tect their critical infrastructure from ICT threats. States should not harm the informa-
tion systems of the authorized emergency response teams of another State or use those 
teams to engage in malicious international activity. States should encourage the respon-
sible reporting of ICT vulnerabilities and take reasonable steps to ensure the integrity 
of the supply chain and prevent the proliferation of malicious ICT tools, techniques or 
harmful hidden functions.
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Confi dence-building measures increase cooperation and transparency and reduce 
the risk of confl ict. The Group identifi ed a number of voluntary confi dence-building 
measures to increase transparency and suggested that States consider additional ones 
to strengthen cooperation. The Group called for regular dialogue with broad par-
ticipation under the auspices of the United Nations and through bilateral, regional 
and multilateral forums. While States have a primary responsibility to maintain a secure 
and peaceful ICT environment, international cooperation would benefi t from the ap-
propriate participation of the private sector, academia and civil society.

Capacity-building is essential for cooperation and confi dence-building. The 2013 
report of the Group (see A/68/98) called for the international community to assist 
in improving the security of critical ICT infrastructure, help to develop technical skills 
and advise on appropriate legislation, strategies and regulation. The present Group reit-
erated those conclusions and emphasized that all States can learn from each other about 
threats and eff ective responses to them.

The Group emphasized the importance of international law, the Charter 
of the United Nations and the principle of sovereignty as the basis for increased security 
in the use of ICTs by States. While recognizing the need for further study, the Group 
noted the inherent right of States to take measures consistent with international law 
and as recognized in the Charter. The Group also noted the established international 
legal principles, including, where applicable, the principles of humanity, necessity, pro-
portionality and distinction.

In its thinking on future work, the Group proposed that the General Assembly con-
sider convening a new Group of Governmental Experts in 2016.

The Group asks Member States to actively consider their recommendations and as-
sess how they might be taken up for further development and implementation.
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Foreword by the Secretary-General

Few technologies have been as powerful as information and communications technologies 
(ICTs) in reshaping economies, societies and international relations. Cyberspace touches ev-
ery aspect of our lives. The benefi ts are enormous, but these do not come without risk. Mak-
ing cyberspace stable and secure can be achieved only through international cooperation, and 
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the foundation of this cooperation must be international law and the principles of the Charter 
of the United Nations. 

The present report contains recommendations developed by governmental experts from 
20 States to address existing and emerging threats from uses of ICTs, by States and non-State ac-
tors alike, that may jeopardize international peace and security. The experts have built on con-
sensus reports issued in 2010 and 2013, and off er ideas on norm-setting, confi dence-building, 
capacity-building and the application of international law. 

Among the complex issues that have emerged is the growing malicious use of ICTs by ex-
tremists, terrorists and organized criminal groups. The present report provides suggestions that 
can help to address this worrisome trend and contribute to the formulation of my forthcoming 
plan of action on preventing violent extremism. 

All States have a stake in making cyberspace more secure. Our eff orts in this realm must up-
hold the global commitment to foster an open, safe and peaceful Internet. In that spirit, I com-
mend the present report to the General Assembly and to a wide global audience as a crucial 
contribution to the vital eff ort to secure the ICT environment.

Letter of transmittal
26 June 2015

I have the honour to submit herewith the report of the Group of Governmental Experts 
on Developments in the Field of Information and Telecommunications in the Context of Inter-
national Security. The Group was established in 2014 pursuant to paragraph 4 of General As-
sembly resolution 68/243 on developments in the fi eld of information and telecommunications 
in the context of international security. As Chair of the Group, I am pleased to inform you that 
consensus was reached on the report. 

In its resolution, the General Assembly requested that a group of governmental experts be 
established in 2014, on the basis of equitable geographical distribution, to continue to study, with 
a view to promoting common understandings, existing and potential threats in the sphere of in-
formation security and possible cooperative measures to address them, including norms, rules 
or principles of responsible behaviour of States and confi dence-building measures, the issues 
of the use of information and communications technologies in confl icts and how international 
law applies to the use of information and communications technologies by States, as well as 
the concepts aimed at strengthening the security of global information and telecommunications 
systems. The Group was also asked to take into account the assessments and recommendations 
of a previous Group (see A/68/98). The Secretary-General was requested to submit a report 
on the results of the study to the Assembly at its seventieth session. 

In accordance with the terms of the resolution, experts were appointed from 20 States: 
Belarus, Brazil, China, Colombia, Egypt, Estonia, France, Germany, Ghana, Israel, Japan, 
Kenya, Malaysia, Mexico, Pakistan, the Republic of Korea, the Russian Federation, Spain, 
the United Kingdom of Great Britain and Northern Ireland and the United States of America. 
The list of experts is contained in the annex.

The Group had a comprehensive, in-depth exchange of views on developments in the fi eld 
of information and telecommunications in the context of international security. It met in four 
sessions: the fi rst from 21 to 25 July 2014 at United Nations Headquarters, the second from 
12 to 16 January 2014 in Geneva and the third from 13 to 17 April 2015 and the fourth from 
22 to 26 June 2015, both at United Nations Headquarters. 
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(Signed) Carlos Luís Dantas Coutinho Perez
Chair of the Group

I. Introduction

1. Pursuant to General Assembly resolution 68/243 on developments in the fi eld of infor-
mation and telecommunications in the context of international security, the Secretary-General, 
on the basis of equitable geographical distribution, established a group of governmental experts 
to continue to study, with a view to promoting common understandings, existing and potential 
threats in the sphere of information security and possible cooperative measures to address them, 
including norms, rules or principles of responsible behaviour of States and confi dence-build-
ing measures, the issues of the use of information and communications technologies (ICTs) 
in confl icts and how international law applies to the use of ICTs by States, as well as relevant 
international concepts aimed at strengthening the security of global information and telecom-
munications systems.

2. An open, secure, stable, accessible and peaceful ICT environment is essential for all 
and requires eff ective cooperation among States to reduce risks to international peace and se-
curity. The present report refl ects the recommendations of the Group of Governmental Experts 
on Developments in the Field of Information and Telecommunications in the Context of Inter-
national Security and builds upon the work of previous Groups (see A/65/201 and A/68/98). 
The Group examined relevant international concepts and possible cooperative measures perti-
nent to its mandate. It reaffi  rmed that it is in the interest of all States to promote the use of ICTs 
for peaceful purposes and to prevent confl ict arising from their use.

II. Existing and emerging threats

3. ICTs provide immense opportunities for social and economic development and continue 
to grow in importance for the international community. There are, however, disturbing trends 
in the global ICT environment, including a dramatic increase in incidents involving the mali-
cious use of ICTs by State and non-State actors. These trends create risks for all States, and 
the misuse of ICTs may harm international peace and security.

4. A number of States are developing ICT capabilities for military purposes. The use of ICTs 
in future confl icts between States is becoming more likely. 

5. The most harmful attacks using ICTs include those targeted against the critical infra-
structure and associated information systems of a State. The risk of harmful ICT attacks against 
critical infrastructure is both real and serious. 
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6. The use of ICTs for terrorist purposes, beyond recruitment, fi nancing, training and in-
citement, including for terrorist attacks against ICTs or ICT-dependent infrastructure, is an 
increasing possibility that, if left unaddressed, may threaten international peace and security. 

7. The diversity of malicious non-State actors, including criminal groups and terrorists, 
their diff ering motives, the speed at which malicious ICT actions can occur and the diffi  culty 
of attributing the source of an ICT incident all increase risk. States are rightfully concerned 
about the danger of destabilizing misperceptions, the potential for confl ict and the possibility 
of harm to their citizens, property and economy. 

8. Diff erent levels of capacity for ICT security among States can increase vulnerability in an 
interconnected world.

III. Norms, rules and principles for the responsible 
behaviour of States

9. The ICT environment off ers both opportunities and challenges to the international com-
munity in determining how norms, rules and principles can apply to State conduct of ICT-re-
lated activities. One objective is to identify further voluntary, non-binding norms for responsible 
State behaviour and to strengthen common understandings to increase stability and security 
in the global ICT environment. 

10. Voluntary, non-binding norms of responsible State behaviour can reduce risks to inter-
national peace, security and stability. Accordingly, norms do not seek to limit or prohibit action 
that is otherwise consistent with international law. Norms refl ect the expectations of the inter-
national community, set standards for responsible State behaviour and allow the international 
community to assess the activities and intentions of States. Norms can help to prevent confl ict 
in the ICT environment and contribute to its peaceful use to enable the full realization of ICTs 
to increase global social and economic development. 

11. Previous reports of the Group refl ected an emerging consensus on responsible State be-
haviour in the security and use of ICTs derived from existing international norms and com-
mitments. The task before the present Group was to continue to study, with a view to promot-
ing common understandings, norms of responsible State behaviour, determine where existing 
norms may be formulated for application to the ICT environment, encourage greater acceptance 
of norms and identify where additional norms that take into account the complexity and unique 
attributes of ICTs may need to be developed. 

12. The Group noted the proposal of China, Kazakhstan, Kyrgyzstan, the Russian Federa-
tion, Tajikistan and Uzbekistan for an international code of conduct for information security 
(see A/69/723). 

13. Taking into account existing and emerging threats, risks and vulnerabilities, and building 
upon the assessments and recommendations contained in the 2010 and 2013 reports of the pre-
vious Groups, the present Group off ers the following recommendations for consideration by 
States for voluntary, non-binding norms, rules or principles of responsible behaviour of States 
aimed at promoting an open, secure, stable, accessible and peaceful ICT environment: 

(a) Consistent with the purposes of the United Nations, including to maintain international 
peace and security, States should cooperate in developing and applying measures to in-
crease stability and security in the use of ICTs and to prevent ICT practices that are ac-
knowledged to be harmful or that may pose threats to international peace and security;
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(b) In case of ICT incidents, States should consider all relevant information, including 
the larger context of the event, the challenges of attribution in the ICT environment and 
the nature and extent of the consequences;

(c) States should not knowingly allow their territory to be used for internationally wrongful 
acts using ICTs; 

(d) States should consider how best to cooperate to exchange information, assist each other, 
prosecute terrorist and criminal use of ICTs and implement other cooperative measures 
to address such threats. States may need to consider whether new measures need to be 
developed in this respect;

(e) States, in ensuring the secure use of ICTs, should respect Human Rights Council reso-
lutions 20/8 and 26/13 on the promotion, protection and enjoyment of human rights 
on the Internet, as well as General Assembly resolutions 68/167 and 69/166 on the right 
to privacy in the digital age, to guarantee full respect for human rights, including 
the right to freedom of expression;

(f) A State should not conduct or knowingly support ICT activity contrary to its obligations 
under international law that intentionally damages critical infrastructure or otherwise 
impairs the use and operation of critical infrastructure to provide services to the public; 

(g) States should take appropriate measures to protect their critical infrastructure from 
ICT threats, taking into account General Assembly resolution 58/199 on the creation 
of a global culture of cybersecurity and the protection of critical information infrastruc-
tures, and other relevant resolutions; 

(h) States should respond to appropriate requests for assistance by another State whose criti-
cal infrastructure is subject to malicious ICT acts. States should also respond to appropri-
ate requests to mitigate malicious ICT activity aimed at the critical infrastructure of an-
other State emanating from their territory, taking into account due regard for sovereignty; 

(i) States should take reasonable steps to ensure the integrity of the supply chain so that end 
users can have confi dence in the security of ICT products. States should seek to prevent 
the proliferation of malicious ICT tools and techniques and the use of harmful hidden 
functions; 

(j) States should encourage responsible reporting of ICT vulnerabilities and share asso-
ciated information on available remedies to such vulnerabilities to limit and possibly 
eliminate potential threats to ICTs and ICT-dependent infrastructure;

(k) States should not conduct or knowingly support activity to harm the information systems 
of the authorized emergency response teams (sometimes known as computer emergency 
response teams or cybersecurity incident response teams) of another State. A State should 
not use authorized emergency response teams to engage in malicious international activity.

14. The Group observed that, while such measures may be essential to promote an open, 
secure, stable, accessible and peaceful ICT environment, their implementation may not imme-
diately be possible, in particular for developing countries, until they acquire adequate capacity. 

15. Given the unique attributes of ICTs, additional norms could be developed over time.

IV. Confidence-building measures 

16. Confi dence-building measures strengthen international peace and security. They can 
increase interstate cooperation, transparency, predictability and stability. In their work to build 
confi dence to ensure a peaceful ICT environment, States should take into consideration 
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the Guidelines for Confi dence-building Measures adopted by the Disarmament Commission 
in 1988 and endorsed by consensus by the General Assembly in resolution 43/78 (H). To en-
hance trust and cooperation and reduce the risk of confl ict, the Group recommends that States 
consider the following voluntary confi dence-building measures: 

(a) The identifi cation of appropriate points of contact at the policy and technical levels 
to address serious ICT incidents and the creation of a directory of such contacts;

(b) The development of and support for mechanisms and processes for bilateral, regional, 
subregional and multilateral consultations, as appropriate, to enhance inter-State confi -
dence-building and to reduce the risk of misperception, escalation and confl ict that may 
stem from ICT incidents;

(c)  Encouraging, on a voluntary basis, transparency at the bilateral, subregional, regional 
and multilateral levels, as appropriate, to increase confi dence and inform future work. 
This could include the voluntary sharing of national views and information on various 
aspects of national and transnational threats to and in the use of ICTs; vulnerabilities 
and identifi ed harmful hidden functions in ICT products; best practices for ICT security; 
confi dence-building measures developed in regional and multilateral forums; and nation-
al organizations, strategies, policies and programmes relevant to ICT security;

(d) The voluntary provision by States of their national views of categories of infrastructure 
that they consider critical and national eff orts to protect them, including information 
on national laws and policies for the protection of data and ICT-enabled infrastructure. 
States should seek to facilitate cross-border cooperation to address critical infrastruc-
ture vulnerabilities that transcend national borders. These measures could include: 

(i) A repository of national laws and policies for the protection of data and ICT-enabled 
infrastructure and the publication of materials deemed appropriate for distribution 
on these national laws and policies;
(ii) the development of mechanisms and processes for bilateral, subregional, regional 

and multilateral consultations on the protection of ICT-enabled critical infrastruc-
ture;

(iii) the development on a bilateral, subregional, regional and multilateral basis of tech-
nical, legal and diplomatic mechanisms to address ICT-related requests; 

(iv) the adoption of voluntary national arrangements to classify ICT incidents in terms 
of the scale and seriousness of the incident, for the purpose of facilitating the ex-
change of information on incidents.

17. States should consider additional confi dence-building measures that would strengthen 
cooperation on a bilateral, subregional, regional and multilateral basis. These could include 
voluntary agreements by States to: 

(a) Strengthen cooperative mechanisms between relevant agencies to address ICT security 
incidents and develop additional technical, legal and diplomatic mechanisms to address 
ICT infrastructure-related requests, including the consideration of exchanges of per-
sonnel in areas such as incident response and law enforcement, as appropriate, and en-
couraging exchanges between research and academic institutions;

(b) Enhance cooperation, including the development of focal points for the exchange of in-
formation on malicious ICT use and the provision of assistance in investigations;

(c) Establish a national computer emergency response team and/or cybersecurity incident 
response team or offi  cially designate an organization to fulfi l this role. States may wish 
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to consider such bodies within their defi nition of critical infrastructure. States should 
support and facilitate the functioning of and cooperation among such national response 
teams and other authorized bodies;

(d) Expand and support practices in computer emergency response team and cybersecu-
rity incident response team cooperation, as appropriate, such as information exchange 
about vulnerabilities, attack patterns and best practices for mitigating attacks, including 
coordinating responses, organizing exercises, supporting the handling of ICT-related 
incidents and enhancing regional and sector-based cooperation;

(e) Cooperate, in a manner consistent with national and international law, with requests 
from other States in investigating ICT-related crime or the use of ICTs for terrorist pur-
poses or to mitigate malicious ICT activity emanating from their territory.

18. The Group reiterates that, given the pace of ICT development and the scope of the threat, 
there is a need to enhance common understandings and intensify cooperation. In this regard, 
the Group recommends regular institutional dialogue with broad participation under the aus-
pices of the United Nations, as well as regular dialogue through bilateral, regional and multilat-
eral forums and other international organizations.

V. International cooperation and assistance in ICT security 
and capacity-building

19. States bear primary responsibility for national security and the safety of their citizens, 
including in the ICT environment, but some States may lack suffi  cient capacity to protect their 
ICT networks. A lack of capacity can make the citizens and critical infrastructure of a State 
vulnerable or make it an unwitting haven for malicious actors. International cooperation and as-
sistance can play an essential role in enabling States to secure ICTs and ensure their peaceful 
use. Providing assistance to build capacity in the area of ICT security is also essential for in-
ternational security, by improving the capacity of States for cooperation and collective action. 
The Group agreed that capacity-building measures should seek to promote the use of ICTs for 
peaceful purposes.

20. The Group endorsed the recommendations on capacity-building in the 2010 and 2013 re-
ports. The 2010 report recommended that States identify measures to support capacity-building 
in less developed countries. The 2013 report called upon the international community to work 
together in providing assistance to: improve the security of critical ICT infrastructure; develop 
technical skills and appropriate legislation, strategies and regulatory frameworks to fulfi l their 
responsibilities; and bridge the divide in the security of ICTs and their use. The present Group 
also emphasized that capacity-building involves more than a transfer of knowledge and skills 
from developed to developing States, as all States can learn from each other about the threats 
that they face and eff ective responses to those threats.

21. Continuing the work begun through previous United Nations resolutions and reports, 
including General Assembly resolution 64/211, entitled “Creation of a global culture of cyberse-
curity and taking stock of national eff orts to protect critical information infrastructures”, States 
should consider the following voluntary measures to provide technical and other assistance 
to build capacity in securing ICTs in countries requiring and requesting assistance: 

(a) Assist in strengthening cooperative mechanisms with national computer emergency re-
sponse teams and other authorized bodies;
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(b) Provide assistance and training to developing countries to improve security in the use 
of ICTs, including critical infrastructure, and exchange legal and administrative best 
practices;

(c) Assist in providing access to technologies deemed essential for ICT security;
(d) Create procedures for mutual assistance in responding to incidents and addressing short-

term problems in securing networks, including procedures for expedited assistance; 
(e) Facilitate cross-border cooperation to address critical infrastructure vulnerabilities that 

transcend national borders;
(f) Develop strategies for sustainability in ICT security capacity-building eff orts;
(g) Prioritize ICT security awareness and capacity-building in national plans and budgets, 

and assign it appropriate weight in development and assistance planning. This could in-
clude ICT security awareness programmes designed to educate and inform institutions 
and individual citizens. Such programmes could be carried out in conjunction with 
eff orts by international organizations, including the United Nations and its agencies, 
the private sector, academia and civil society organizations;

(h) Encourage further work in capacity-building, such as on forensics or on cooperative 
measures to address the criminal or terrorist use of ICTs. 

22. The development of regional approaches to capacity-building would be benefi cial, as 
they could take into account specifi c cultural, geographic, political, economic or social aspects 
and allow a tailored approach.

23. In the interest of ICT security capacity-building, States may consider forming bilateral 
and multilateral cooperation initiatives that would build on established partnership relations. 
Such initiatives would help to improve the environment for eff ective mutual assistance between 
States in their response to ICT incidents and could be further developed by competent interna-
tional organizations, including the United Nations and its agencies, the private sector, academia 
and civil society organizations.

VI. How international law applies to the use of ICTs

24. The 2013 report stated that international law, and in particular the Charter of the United 
Nations, is applicable and is essential to maintaining peace and stability and promoting an open, 
secure, stable, accessible and peaceful ICT environment. Pursuant to its mandate, the present 
Group considered how international law applies to the use of ICTs by States.

25. The adherence by States to international law, in particular their Charter obligations, is 
an essential framework for their actions in their use of ICTs and to promote an open, secure, 
stable, accessible and peaceful ICT environment. These obligations are central to the examina-
tion of the application of international law to the use of ICTs by States.

26. In considering the application of international law to State use of ICTs, the Group 
identifi ed as of central importance the commitments of States to the following principles 
of the Charter and other international law: sovereign equality; the settlement of international 
disputes by peaceful means in such a manner that international peace and security and justice 
are not endangered; refraining in their international relations from the threat or use of force 
against the territorial integrity or political independence of any State, or in any other manner in-
consistent with the purposes of the United Nations; respect for human rights and fundamental 
freedoms; and non-intervention in the internal aff airs of other States.
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27. State sovereignty and international norms and principles that fl ow from sovereignty ap-
ply to the conduct by States of ICT-related activities and to their jurisdiction over ICT infra-
structure within their territory.

28. Building on the work of the previous Groups, and guided by the Charter and the man-
date contained in General Assembly resolution 68/243, the present Group off ers the following 
non-exhaustive views on how international law applies to the use of ICTs by States: 

(a) States have jurisdiction over the ICT infrastructure located within their territory; 
(b) In their use of ICTs, States must observe, among other principles of international law, 

State sovereignty, sovereign equality, the settlement of disputes by peaceful means 
and non-intervention in the internal aff airs of other States. Existing obligations under 
international law are applicable to State use of ICTs. States must comply with their ob-
ligations under international law to respect and protect human rights and fundamental 
freedoms; 

(c) Underscoring the aspirations of the international community to the peaceful use of ICTs 
for the common good of mankind, and recalling that the Charter applies in its entirety, 
the Group noted the inherent right of States to take measures consistent with interna-
tional law and as recognized in the Charter. The Group recognized the need for further 
study on this matter;

(d) The Group notes the established international legal principles, including, where appli-
cable, the principles of humanity, necessity, proportionality and distinction; 

(e) States must not use proxies to commit internationally wrongful acts using ICTs, 
and should seek to ensure that their territory is not used by non-State actors to commit 
such acts; 

(f) States must meet their international obligations regarding internationally wrongful acts 
attributable to them under international law. However, the indication that an ICT activ-
ity was launched or otherwise originates from the territory or the ICT infrastructure of 
a State may be insuffi  cient in itself to attribute the activity to that State. The Group not-
ed that the accusations of organizing and implementing wrongful acts brought against 
States should be substantiated.

29. The Group noted that common understandings on how international law applies to State 
use of ICTs are important for promoting an open, secure, stable, accessible and peaceful ICT 
environment. 

VII. Conclusions and recommendations for future work

30. There has been signifi cant progress in recognizing the risks to international peace and se-
curity from the malicious use of ICTs. Recognizing that ICTs can be a driving force in accelerat-
ing progress towards development, and consistent with the need to preserve global connectivity 
and the free and secure fl ow of information, the Group considered it useful to identify possible 
measures for future work, which include, but are not limited to, the following:

(a) Further development by States collectively and individually of concepts for internation-
al peace and security in the use of ICTs at the legal, technical and policy levels; 

(b) Increased cooperation at regional and multilateral levels to foster common understand-
ings on the potential risks to international peace and security posed by the malicious use 
of ICTs and on the security of ICT-enabled critical infrastructure.
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31. While States have a primary responsibility for maintaining a secure and peaceful ICT 
environment, eff ective international cooperation would benefi t from identifying mechanisms for 
the participation, as appropriate, of the private sector, academia and civil society organizations. 

32. Areas where further research and study could be useful include concepts relevant to State 
use of ICTs. The United Nations Institute for Disarmament Research, which serves all Member 
States, is one such entity that could be requested to undertake relevant studies, as could other 
relevant think tanks and research organizations.

33. The United Nations should play a leading role in promoting dialogue on the security 
of ICTs in their use by States and developing common understandings on the application of in-
ternational law and norms, rules and principles for responsible State behaviour. Further work 
could consider initiatives for international dialogue and exchange on ICT security issues. These 
eff orts should not duplicate ongoing work by other international organizations and forums ad-
dressing issues such as criminal and terrorist use of ICTs, human rights and Internet governance.

34. The Group noted the importance of the consideration by the General Assembly 
of the convening of a new Group of Governmental Experts on Developments in the Field of In-
formation and Telecommunications in the Context of International Security in 2016 to continue 
to study, with a view to promoting common understandings on existing and potential threats 
in the sphere of information security and possible cooperative measures to address them, as well 
as how international law applies to the use of ICTs by States, including norms, rules and prin-
ciples of responsible behaviour of States, confi dence-building measures and capacity-building.

35. The Group acknowledges the valuable eff orts in ICT security made by international or-
ganizations and regional groups. Work among States on security in the use of ICTs should take 
these eff orts into account, and Member States should, when appropriate, encourage the estab-
lishment of new bilateral, regional and multilateral platforms for dialogue, consultation and ca-
pacity-building. 

36. The Group recommends that Member States give active consideration to the recom-
mendations contained in the present report on how to help to build an open, secure, stable, 
accessible and peaceful ICT environment and assess how they might be taken up for further 
development and implementation.
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I. Introduction

1. In paragraph 3 of its resolution 64/25, the General Assembly invited all Member States 
to continue to inform the Secretary-General of their views and assessments on the following 
questions:

(a) General appreciation of the issues of information security;
(b) Eff orts taken at the national level to strengthen information security and promote inter-

national cooperation in this fi eld;
(c) The content of the concepts mentioned in paragraph 2 of the resolution;
(d) Possible measures that could be taken by the international community to strengthen 

information security at the global level.

2. Pursuant to that request, on 26 February 2010, a note verbale was sent to Member States 
inviting them to provide information on the subject. The replies received are contained in sec-
tion II below. Any additional replies received will be issued as addenda to the present report.
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II. Replies received from Governments

Cuba

[Original: Spanish]
[27 May 2010]

1. Cuba fully shares the concern expressed in General Assembly resolution 64/25 with re-
spect to the use of information technologies and media for purposes incompatible with interna-
tional stability and security and which adversely aff ect the integrity of States, to the detriment 
of their security in the civilian and military spheres. This resolution also appropriately stresses 
the need to prevent the use of information resources and technologies for criminal or terrorist 
purposes.

2. Cuba reiterates that the hostile use of telecommunications with the declared or hidden 
intent of undermining the legal and political order of States is a violation of the internationally 
recognized norms on this subject and a negative and irresponsible use of such means, which 
may give rise to tension and situations that are not conducive to international peace and security 
and thereby undermine the principles and purposes enshrined in the Charter of the United Na-
tions.

3. Cuba draws attention with concern to the fact that information and telecommunication 
systems may be turned into weapons when they are designed and/or used to damage the infra-
structure of a State and, as a result, may endanger international security and peace.

4. In this regard, Cuba reiterates its condemnation, already expressed in various internation-
al forums, of the aggressive escalation by successive United States administrations of their radio 
and television war against Cuba, in clear violation of the international rules in force governing 
the radio-electric spectrum.

5. The United States Government did not care about the damage which it might cause to in-
ternational peace and security by creating dangerous situations, such as the use of a military 
aircraft to transmit television signals to Cuba without its agreement.

6. The radio-electric aggression against Cuba from United States territory violates the prin-
ciples of international law governing relations between States and the norms and regulations 
of the International Telecommunication Union (ITU), which establish the conduct to be ad-
opted by member countries of that specialized agency of the United Nations system.

7. Each week, broadcasters located in United States territory transmit thousands of hours 
of radio and television programmes on 34 diff erent medium-wave, short-wave, FM and TV fre-
quencies. In March 2010, there were 2,156 hours of illegal transmissions each week. Several 
of these broadcasters belong to or off er their services to organizations linked with known terrorist 
elements who live in and act against Cuba from United States territory, with the full agreement 
of the United States authorities.

8. The illegal radio and television broadcasts against Cuba do not provide information; 
on the contrary, they falsify and distort it for subversive purposes. For actions of this kind, 
the United States Congress annually approves a budget of over $30 million in federal funds. 
Since the two broadcasters commenced activities, the United States Government has spent 
$659.8 billion for this purpose.

9. These provocative broadcasts against Cuba constitute violations of the following interna-
tional principles:
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 — The fundamental principles of the International Telecommunication Union, expressed 
in the preamble to its Constitution, on the growing importance of telecommunication 
for the preservation of peace and the economic and social development of all States, 
with the object of facilitating peaceful relations, international cooperation among 
peoples and economic and social development by means of effi  cient telecommunica-
tion services. The content of the television programming broadcast by the Government 
of the United States of America against Cuba is subversive, destabilizing and deceptive 
in character, contradicting those principles.

 — Provisions CS 197 and CS 198 of the Constitution of the International Telecommunica-
tion Union stating that all stations must be eff ectively established and operated in such 
a manner as not to cause harmful interference to the radio services or communications 
of other member States.

 — Agreement at the ninth plenary meeting of the World Radiocommunication Conference 
(WRC) held in November 2007, which stated in paragraph 6.1 (g) “that a broadcasting 
station operating on board an aircraft and transmitting solely to the territory of another 
administration without its agreement cannot be considered in conformity with the Ra-
dio Regulations”.

 — ITU Radio Regulation 8.3 establishing that internationally recognized frequency as-
signments recorded must be taken into account by other administrations when making 
their own assignments, in order to avoid harmful interference.

 — ITU Radio Regulation 42.4, prohibiting the operation of a broadcasting service by an 
aircraft station at sea and over the sea.

 — A ruling of the ITU Radio Regulations Board, which at its 35th meeting in December 
2004 established that United States emissions on 213 MHz resulted in harmful interfer-
ence with Cuban services and requested the United States Government to take the rele-
vant measures to halt them. Furthermore, since September 2006 the Radio Regulations 
Board has been requesting the United States Government to take measures to elimi-
nate interference on 509 MHz, with no response to date. In the Summary of Deci-
sions of the fi ftieth meeting of the Board, which ended on 20 March 2009 (document 
RRB09-1/5), it was once again stated that the transmissions are illegal and the United 
States Government was requested to take all necessary steps with a view to eliminating 
these two cases of interference with television services in Cuba. on 26 March 2010, at 
its fi fty-third meeting, the ITU Radio Regulations Board reiterated its conclusion that 
the broadcasts from the United States cause interference harmful to the Cuban stations 
included in the International Frequency Register and urged the United States adminis-
tration to eliminate this harmful interference, requesting the Radiocommunication Bu-
reau to monitor the situation and to act in accordance with the procedures established 
in the Radio Regulations.

 — ITU Radio Regulation 23.3, limiting television broadcasting outside national frontiers.

10. A report issued in January 2009 by the General Accounting Offi  ce (GAO) of the Unit-
ed States of America, an offi  cial government agency, recognizes the violations of international 
norms and domestic legislation committed by the programme of radio and television broadcasts 
by the United States Government against Cuba. 

 — The report recalled that the International Telecommunication Union had determined 
in 2004 and 2006 that United States broadcasting on channels 13 and 20 was causing 
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harmful interference to Cuban stations and that the State Department had taken no 
action in response to the ITU determination. The report also stated that the World Ra-
diocommunication Conference, held in November 2007, had found that transmission 
from an aircraft was not in conformity with ITU regulations. 

 — The report had stated that, although United States legislation prohibited the domestic 
dissemination of broadcasts of that type, both the radio and television broadcasts were 
received in the territory of the United States, principally in Miami, and that the stations 
under contract aired paid political advertisements and commercials for sex services. 
In addition, it noted that the broadcasts against Cuba did not adhere to journalistic 
standards of balance and objectivity and used incendiary and off ensive language.

11. Cuba recalls, moreover, that the World Radiocommunication Conference (WRC-07), 
which met in Geneva, Switzerland, from 22 October to 16 November 2007, adopted conclu-
sions that found transmissions from aircraft from the United States to Cuba to be in violation 
of the Radio Regulations. The conclusions endorsed by the plenary stated that “a broadcast-
ing station operating on board an aircraft and transmitting solely to the territory of another 
administration without its agreement cannot be considered in conformity with the Radio 
Regulations”.

12. These conclusions were agreed in the plenary of the 2007 Conference and have legal 
standing in the work of ITU. The World Radiocommunication Conference thus endorsed 
the 1990 ruling of the former International Frequency Registration Board that television broad-
casts from an aerostat with programming directed to Cuban national territory were in violation 
of the regulations.

13. The hostility of the Government of the United States of America towards Cuba has been 
manifested through the economic, fi nancial and trade embargo imposed for almost 50 years, 
which also aff ects information and telecommunications.

 — Cuba is not able to access the services provided by many websites; when it is recognized 
that the link is being established from an Internet address with the Cuban domain name 
.cu, access is denied.

 — Without prior notifi cation, the Offi  ce of Foreign Assets Control (OFAC) has blocked 
.com domains related to Cuba. 

 — Because of the laws on the economic, trade and fi nancial embargo imposed by the Gov-
ernment of the United States of America, Cuba is unable to connect to the fi bre-optic 
cables that surround the Cuban archipelago, forcing the country to pay for satellite ser-
vices involving bandwidth restrictions, serious problems acquiring the necessary tech-
nologies and high connection costs.

 — The Internet is being used to conduct defamatory campaigns against Cuba for subver-
sive purposes and in order to discredit the country.

14. This attitude erodes the spirit, the intentions and the conclusions that prevailed among 
the nations of the entire world when they met in Switzerland and Tunisia during the World Sum-
mit on the Information Society, in 2003 and 2005.

15. The Summit strongly urged States, in building the information society, to take steps 
with a view to the avoidance of, and refrain from, any unilateral measure not in accordance 
with international law and the Charter of the United Nations that impedes the full achievement 
of economic and social development by the population of the aff ected countries and that hin-
ders the well-being of their population. 
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16. The discussion in the United Nations General Assembly about developments in infor-
mation and telecommunications in the context of international security is very relevant and be-
coming ever more timely and important. Actions by the United States against Cuba such as 
those described above confi rm the need for this debate and the urgency of fi nding ways to end 
such manifestations.

17. Cuba strongly supports this exercise by the General Assembly and will continue to spare 
no eff ort to contribute to the peaceful global development of information and telecommunica-
tion technologies and their use for the good of all humanity. It is also ready to collaborate with 
other countries, including the United States of America, to fi nd solutions that will overcome 
the obstacles preventing the achievement of these goals.

Greece
[Original: English]

[28 June 2010]

1. Information security issues have been more extensively addressed than in the past. Coun-
ter-measures to the modern threats that are inherent to the advent of the globalization of net-
works and systems are certainly considered. Measures to preserve the free fl ow of information 
are studied and applied in the national and cross-border context.

2. Current international and multinational concepts are followed and studied. International 
guidance on risk assessment is needed. Cyber defence should also be addressed. National sover-
eignty rights for information security in global sharing should be maintained.

3. It is understood that all Member States should continue to inform the Secretary-General 
on their views and assessments on the corresponding questions. In this respect the following 
points are noted:

(a) All information security issues are highly appreciated in general;
(b) Ways to preserve the free fl ow of information and provide for the required degrees 

of confi dentiality, integrity and availability are studied and applied within the national 
and cross-border context; 

(c) The concepts for the interconnection of networks that provide for capabilities enabled 
and shared at both the national and international levels should be drafted and agreed. 
Risk assessment for the interconnection of networks must prevail and relevant interna-
tional guidance should be available. Further to that, and since a very serious concern 
for every nation has been the need to take measures for its cyber defence, coherent in-
ternational guidance is needed for cooperation, effi  ciency and economy. Last but not 
least, the requirement for a nation to preserve its sovereignty and maintain its own base 
of information cannot be overlooked and every concept drafted should account for that;

(d) Possible measure to be taken by the international community to strengthen information 
security at the global level are the following:
(1) Relevant international concepts should be detailed and agreed;
(2) A guidance plan for a harmonized generic infrastructure, covering basic legislation 

matters, could be proposed, in order to deliver to a number of certifi ed users the re-
quired information security for electronic handling of all correspondence and mes-
saging, providing multiple ways of communication;

(3) Concepts followed by multinational alliances and small nations’ constella-
tions should be harmonized and expanded to be applicable at the global level. 
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The agreement to specify the threat and its negative eff ect could be more than 
the engineering of any sophisticated measures devised, since they could also be 
used by adversaries;

(4) In parallel to all of the above, the nation’s sovereignty should be understood as 
the basic reference for every attempt of globalization. An international concept 
for defi ning the national information exchange gateways, with scenarios refl ecting 
the desired level of integration, should be drafted and used as a guide, for all eff orts 
at the national, multinational and international levels.

Mexico
[Original: Spanish]

[18 May 2010]

General overview of information security problems
1. In Mexico, the banking and fi nancial institutions, as well as the units of the Federal 

Government dealing with public security and national security, are the organizations making 
the greatest eff ort in the area of computer security. There is a Cybercrime Unit and a cyberpolice 
unit within the Federal Public Security Secretariat to deal with public security cybercrime.

2. On the other hand, although individual eff orts to combat cybercrime are being made 
in the three branches of government, the Federal Government does not have a cybersecuri-
ty policy governing strategies to combat cybercrime in Mexico, the legislation on the subject 
must be strengthened, judges need more tools for dealing with and punishing cybercrime, and 
the regulations on Internet service providers also need to be expanded so that they are required 
to keep a record of activity on their platforms and to provide information in the event of an in-
cident. There is also a need for domestic agreements and cooperation arrangements with other 
countries for combating cybercrime and cyberterrorism undermining national security.

 Measures adopted at the national level to enhance information security 
and contribute to international cooperation in this area
3. Eff orts are being made in Mexico to create certainty as regards information security:
(a) Certain cybercrimes are covered in the following laws: Federal Criminal Code, Federal 

District Criminal Code, Federal Code of Criminal Procedure, Coloma Data Protection 
Act, and Criminal Codes of the states of Aguascalientes, Sinaloa, Tabasco and Tamau-
lipas;

(b) On 30 April 2009, the Offi  cial Gazette of Mexico published the Decree adding sec-
tion XXIX-O to article 73 of the Political Constitution of the United Mexican States, 
authorizing Congress to legislate on the protection of personal data in the possession 
of individuals;

(c) On 1 June 2009, the Decree was published adding a second paragraph to article 16 
of the Constitution, recognizing that all individuals are entitled to protection of their 
personal data and the right to access, correct and delete such data, as well as to express 
their objection, in the manner established by the law, which establishes grounds for 
waiving the principles governing data processing for reasons of national security, law 
and order, public safety and health or to protect the rights of third parties;
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(d) The Computer Security Incident Response Team of the National Autonomous Univer-
sity of Mexico deals with security problems in academia and provides support and tech-
nical advice to the Mexican authorities in dealing with cybercrime;

(e) There is a cyberpolice unit in the federal police force to follow up investigations on pub-
lic security crimes;

(f) An executive report on cybervulnerability is being prepared by the Federal Government 
to inform senior government authorities about global cyberincidents in order to orga-
nize and support initiatives promoting cybersecurity in Mexico;

(g) It is planned to create a national CSIRT within the Federal Government to coordinate 
eff orts to combat cybercrime at home and abroad; 

(h) Cybervulnerability is an item on the National Risk Agenda;
(i) There are programmes, coordinated by public and private bodies, to raise the awareness 

of the general public for the prevention of cybercrime;
(j) Mexico participates in various forums and has goodwill agreements with other countries 

on the subject of cybercrime.

 Measures which the international community could take to strengthen global 
information security
4. The following are measures to strengthen global information security:
(a) Adoption of suitable legislation or updating of existing legislation as necessary for 

the protection of information in cyberspace;
(b) Training of judges in cybersecurity issues so that they can understand the nature of cy-

bercrime and deliver appropriate sentences;
(c) Establishment of national Computer Security Incident Response Teams to coordinate ef-

forts to deal with major security incidents and serve as contact points with other countries;
(d) Ongoing communication between national Computer Security Incident Response 

Teams so that they can coordinate their response in the event of a regional or global 
incident;

(e) Organization of forums for sharing experience and training security teams that are 
members of the international community;

(f) International arrangements for collaboration to combat cybercrime in order to facilitate 
investigations and form a united front.

Panama
[Original: Spanish]

[21 June 2010]

1. There are institutions in the Republic of Panama combating inappropriate use of the In-
ternet for criminal purposes including terrorist acts, including the National Security Council 
and the Institute of Forensic Medicine and Science with its Department of Law and Order.

2. The National Security Council does intelligence work to combat organized crime, in-
cluding terrorism, in connection with a possible attack on the property and integrity of the na-
tional territory.

3. The Institute of Forensic Medicine and Science has a Department of Law and Order, 
created by Act No. 69 of 27 December 2007, which investigates cybercrime.
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4. Our Criminal Code criminalizes, suppresses and punishes use of the Internet for terrorist 
purposes. Article 289 states “Any person using the Internet to provide training for the commis-
sion of terrorist acts or to recruit others to commit such acts shall be punished by imprisonment 
for fi ve to ten years.”

5. Other legal texts punish the use of the Internet for criminal purposes and provide crimi-
nal, civil and administrative penalties, governed by Act No. 14 of 18 May 2007, title VIII, chap-
ter I (Computer security crimes), Act No. 51 of 22 July 2008 regulating electronic documents 
and electronic signatures and provision of services and include other provisions on the develop-
ment of e-trade and Act No. 38 of 8 February 1996 enacting rules to govern telecommunications 
in the Republic of Panama.

Qatar
[Original: English]

[25 May 2010]

1. The State of Qatar is convinced that information and communication technology should 
be used in accordance with the Charter of the United Nations and the basic principles of in-
ternational relations. Moreover, free fl ow of information must be guaranteed without preju-
dice to national sovereignty and while maintaining security and respect for cultural, political 
and moral diff erences among nations.

2. Eff orts at the national level are based on the interest in security communications and 
to enhance it from time to time in order to keep up with its advancement at the national and in-
ternational levels.

3. National eff orts can be summarized as follows:
 — Setting security strategies and policies and promulgation of laws to restrict the use 

of this technology for purposes that are not in accordance with the goals of the protec-
tion of the stability of security

 — Establishing a mechanism to reinforce the security of information in order to guarantee 
the protection of the infrastructure of the sensitive information of Qatar

 — The Offi  ce of Internet Security and Intelligence seeks to monitor government net-
works and the national network in order to address threats to the State of Qatar through 
the Internet

 — Management of Internet incidents and coordinating eff orts to resolve them aims 
to guarantee the resolution of Internet-related issues after reporting them, with mini-
mum downtime. In the State of Qatar this is done by the Qatar Computer Emergency 
Response Team (Q-CERT)

 — A more eff ective role for information and awareness to improve the level of technical 
skills and qualifi cations of employees in Qatari institutions

 — Providing support to Qataris in dealing with Internet-related issues
 — Follow-up on the latest advancements in the fi eld of modern technological science re-

lated to the security and safety of the Internet, and ensuring the assessment of technical 
products, its security and services

 — Advancing international relations in order to deal with Internet-related issues. The State 
of Qatar has participated in the Forum of Incident Response and Security Teams 
(FIRST) and the Meridian Process.
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4. The most important measures that the international community can take to promote 
the security of information at the national level are the following:

 — The United Nations should continue to lead the discussion and provide more clarifi ca-
tion regarding the use of information and wired and wireless communication technol-
ogy in electronic warfare, and whether existing principles of international law are suf-
fi cient to provide an appropriate framework to determine appropriate behaviour online 
regarding aggressive acts

 — The establishment of an international ad hoc committee for the security of wired 
and wireless information and providing comprehensive studies related to this issue

 — The State of Qatar encourages all Member States to create teams to address computer 
emergencies at the national level

 — Contracting with specialized security institutions in the communication fi eld
 — Raising security awareness through symposiums and meetings at the local and interna-

tional levels
 — Encouraging States to cooperate in order to combat espionage and electronic piracy
 — Usage of encrypted and secured equipment to transfer information and documents 

in a secured manner to ensure its confi dentiality when it is exchanged
 — Updating protection systems and convening regular workshops to take stock of the latest 

in science in the area of the advancement of information security.

Ukraine
[Original: Russian]

[12 May 2010]

 Achievements in the use of information technology 
and telecommunications in the context of international security
1. The growing role of information technology in the various spheres of activity in soci-

ety has led to concern for information security. As advanced information technology enters 
the everyday life of States and societies, the opportunities for cyberattacks against information 
and telecommunications systems, against the information resources of State bodies and against 
commercial entities on the part of criminal elements and individuals, seeking to commit crimi-
nal acts, have grown.

2. Half of all recorded computer crimes involve unauthorized access to computer informa-
tion. Computer crime for profi t is growing, as is the material damage it causes. The number 
of crimes committed by transnational hacker groups is also growing.

3. Computer crimes are rarely reported and eff orts to determine the full extent of such 
crimes are usually frustrated, as the government and business entities that fall victim to such 
attacks always try to hide that fact, so as not to risk losing their authority, and they are reluc-
tant to reveal the losses suff ered and the weakness of their information protection systems. 
As a result, cases of such crimes are often not reported, which speaks to the need to develop 
concerted prophylactic and preventive measures, which should be at the core of information 
protection systems.

4. A computer crime is usually only the fi rst step in a series of criminal acts, like the tradi-
tional types of crime, namely, theft, extortion, fraud and so forth. These crimes are constantly 
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becoming more sophisticated and hidden and their execution improving, causing huge eco-
nomic and political harm in practically all countries of the world. Furthermore, most experts 
see a direct link between the information sovereignty of States and matters of national security.

5. Eff orts to combat crime in the fi eld of information technology encounter many problems 
of a legal nature resulting from the non-material and frequently ephemeral nature of comput-
er evidence. The complex issues involved in dealing with the problems encountered in cyber-
crime make international cooperation even more necessary. For that reason all countries must 
in the end establish appropriate and mutually compatible legal, procedural and normative tools.

6. In practice the investigation of computer crime has shown the imperative need for coop-
eration between the law enforcement agencies of States.

7. In international practice joint measures are usually taken to investigate computer crime. 
The Ukrainian Security Service participates actively in joint operations by law enforcement 
agencies and special services as part of eff orts to combat child pornography, fraud perpetrated 
via the Internet and international terrorism.

8. Furthermore, there is a need to strengthen eff orts aimed at further developing coopera-
tion in the provision of information security, protecting shared interests and introducing steps 
for their protection, mainly in the form of bilateral and multilateral agreements. A successful so-
lution to the problems of information security can be found only if there is eff ective cooperation 
between the government bodies of the various States, especially since the required legal basis is 
already in place.

9. Given the need to combat the threats of cybercrime and cyberterrorism, the Ukraini-
an Security Service maintains contacts with the law enforcement agencies and special services 
of foreign States.

10. It should be pointed out that cybercriminals often select as their targets networks es-
tablished by government offi  ces. Furthermore, the success of eff orts to track down and punish 
criminals depends on the quality of the international links that are established and on the opti-
mization of national legislation to meet current standards.

11. Bearing in mind the continuous global growth in computer crime, the existence of links 
between criminal hacker groups in various countries and the fact that cyberthreats bear no rela-
tion to national borders, it is vital that international cooperation in the fi ght against cyberthreats 
be expanded.

12. With a view to implementing the decisions of the World Summit on the Information 
Society (fi rst phase held in Geneva from 10 to 12 December 2003; second phase held in Tunis 
from 16 to 18 November 2005), Ukraine adopted an Act on basic principles for the development 
of the information society in Ukraine for 2007-2015. Its fundamental priorities are integration 
into the global information environment and development of the information society. The Act 
is intended to enable the latest information and communication technologies to be used in an 
atmosphere of better security.

13. In addition, a plan for the development of telecommunications in Ukraine has been 
drawn up and adopted. It provides for logistical and technical eff orts to ensure the secure opera-
tion of all components of Ukraine’s telecommunications infrastructure, including:

 — establishing and introducing gradually a normative and legal basis to protect informa-
tion, through technical means and encryption, ensuring harmonization with European 
and global standards;
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 — developing up-to-date information protection methods using technology to address 
comprehensively the task of protecting information in telecommunication networks;

 — establishing systems to legally intercept information in telecommunication networks 
in the instances provided for by the law;

 — establishing a State coordination centre for security in public information and telecom-
munication networks and helping to establish State and non governmental centres to re-
act and respond to incidents on those networks.

14. The normative and legal basis for information protection in Ukraine also includes Acts 
on the fundamental principles of national security; on information; on information protec-
tion and information and telecommunication systems; issuances of the President and Cabinet 
of Ministers on the technical protection of information in Ukraine; rules for the protection 
of information and telecommunication systems and networks and procedures for connection 
to global data-transmission networks. It also includes a large number of normative acts regis-
tered with the Ministry of Justice and having as their purpose to regulate connection of infor-
mation systems to global data-transmission networks, licensing of particular types of activity 
and procedures for assessing information protection.

15. Normative and legal acts provide that the requisite protection of information should be 
achieved using only protected information and communication technology systems, in other 
words, those incorporating a comprehensive information protection system as a single body 
of legal and logistical measures, software and hardware, intended to counter threats. The com-
prehensive system, and its information-protection components, must be certifi ed as compliant 
with information-protection standards.

16. In order to regulate the requirements for comprehensive information protection systems 
and their components, Ukraine has developed and introduced some 50 technical standards lay-
ing down criteria for the assessment of information protection, the classifi cation of information 
and communication technology, procedures for achieving information protection requirements 
for the individual components of a comprehensive information protection system depending 
on the variety of information and communication technology involved, the ultimate purpose, 
the fi eld of use and the type of information processed.

17. Ukraine has also created its own national system of criteria for assessing the security 
of information technologies. The system is based on a set of regulatory instruments on pro-
tecting information in information and telecommunications systems from unauthorized access; 
these instruments have been harmonized with similar instruments of European Union countries 
and with international standards, in particular standard 15408 of the International Organization 
for Standardization/ International Electrotechnical Commission.

18. In addition, a national system of organizational and technical measures is being estab-
lished in Ukraine with a view to preventing unauthorized acts against the information and tele-
communications systems of the State authorities, law enforcement, customs and tax authorities, 
credit and fi nancial institutions and others, in particular attempts to interfere with their work 
through the Internet.

19. As specifi ed in article 16, paragraphs 10 and 11, of the Act on the State Service for Special 
Communications and Information Protection, and in order to improve coordination between 
State agencies for the detection of threats to information in information and telecommunica-
tions systems, to deal with the consequences of implementation of such threats and to orga-
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nize international cooperation in such matters, the appropriate Computer Emergency Response 
Team (CERT-UA) has been created within the Service and is operational.

20. Refl ecting the global trend towards networks of rapid reaction facilities, CERT responds 
to computer emergencies. International coordination of the activities of such facilities is pro-
vided by the international Forum for Incident Response Security Teams (FIRST), a forum for 
teams responding to security incidents. 

21. on 13 July 2009, CERT-UA (www.cert.gov.ua) became a full member of FIRST. 
22. Among its activities for 2009, CERT-UA processed 461 reports from CERTs in 30 coun-

tries (Australia, Austria, Belgium, Canada, China, Denmark, Finland, France, Estonia, Ger-
many, Hungary, India, Israel, Italy, Japan, Korea, Lithuania, Malaysia, Netherlands, Norway, 
Pakistan, Poland, Portugal, Romania, Russian Federation, Saudi Arabia, Spain, Taiwan, Tur-
key, United States of America) of unauthorized acts in the Ukrainian segment of the Internet 
(distribution of harmful software, distributed denial-of-service (DDoS) attacks and other at-
tempts to commit unauthorized acts).

23. It should be added that Ukraine has created a legal and regulatory framework and made 
eff orts to ensure cooperation between the State Service for Special Communications and In-
formation Protection and the law enforcement agencies with a view to implementing measures 
to safeguard the security of State information resources in information and telecommunica-
tions systems and improving the eff ectiveness of the system for responding to unauthorized acts 
against those information resources.

24. Thus, in Ukraine, information can now be protected at all stages of the establishment 
of information and telecommunications systems and the comprehensive information protec-
tion systems within them, irrespective of the type and criticality of the information being 
processed and the type and complexity of the information and telecommunications system. 
Moreover, all the basic approaches to the elaboration of requirements, design, development, 
security assessment and protection of information resources in information and telecommu-
nications systems as a whole correspond to the approaches employed by the State security 
services of the Member States of the United Nations and the member States of the European 
Union.

25. With a view to training specialists in the fi eld of information security and computer 
engineering, an Institute for Information Protection has been set up as an academic and sci-
entifi c department of the State University of Information and Communications Technologies.

United Kingdom of Great Britain and Northern Ireland
[Original: English]

[2 June 2010]

1. The United Kingdom is pleased to respond to General Assembly resolution 64/25, De-
velopments in the fi eld of information and telecommunications in the context of international 
security.

2. We consider this to be a most important topic, vital to individual nations, their commerce, 
the protection of their citizens and in the broader context of international security. The Unit-
ed Kingdom devotes considerable eff ort so as to make cyberspace a safer place for all nations 
and we welcome international activities in this sphere, as we believe that all nations should co-
operate in promoting a safe and resilient environment in cyberspace.
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General appreciation of the issues of information security
3. We believe that a secure cyberspace is vital to today’s world. Citizens, commerce, critical 

national infrastructure and government are increasingly dependent on the Internet. Any event 
that adversely aff ects the Internet service within a nation is likely to have consequences for that 
nation, perhaps of a severe nature. It is an unfortunate fact that there is likely to be a number 
of threat actors, both external and internal to any nation, who may attempt to disrupt or ma-
nipulate the Internet service for any of a number of reasons.

 Efforts taken at the national level to strengthen information security 
and promote international cooperation in the field
4. The United Kingdom continues to work domestically and internationally so as to pro-

mote safer cyberspace. Domestically, we published our National Cyber Security Strategy in June 
2009. This document underpins the national eff ort on information security. The Strategy calls 
for two new organizations, the Offi  ce of Cyber Security and the Cyber Security Operations Cen-
tre. The organizations have been established and continue to grow. There are three computer 
emergency response teams (CERTs) run by the United Kingdom government and which pro-
vide a specialist service to United Kingdom critical national infrastructure, military and oth-
er government networks. Internationally, we are also active in this work. Our United Nations 
involvement includes membership of the Group of Governmental Experts. We co-sponsored 
the United Nations resolution on the creation of a global culture of cybersecurity and taking 
stock of national eff orts to protect critical information infrastructures. We have membership 
of relevant International Telecommunication Union (ITU) bodies. We participate in activities 
of the Organization for Security and Cooperation in Europe. With our full support and partici-
pation, the European Union (EU) has begun work on several initiatives on the protection of crit-
ical national infrastructure in the EU. We participated in the EU engagement with the ASEAN 
Regional Forum work on cybersecurity. Similarly we participate in a number of activities within 
NATO as part of protecting that organization’s networks. The United Kingdom has long been 
a leading nation within MERIDIAN (www.meridian2007.org), FIRST (Forum on Incident Re-
sponse and Security Teams, www.fi rst.org) and the EGC (European Government Certs Group, 
www.egc-group.org).

5. The United Kingdom National Cyber Security Strategy is available for download from 
the Cabinet Offi  ce web page at www.cabinetoffi  ce.gov.uk.

 Possible measures that could be taken by the international community 
to strengthen information security at the global level
6. We encourage all nations to establish national computer emergency response teams. We 

encourage all nations to enact eff ective domestic legislation on cybercrime. We believe that 
whereas e-crime is not the only malicious activity in cyberspace, it is the most prevalent, and that 
a reduction of criminal activity will benefi t all. We believe that the Council of Europe Conven-
tion on Cybercrime represents a suitable instrument for combating international e-crime. Ad-
ditionally, we believe that the toolkit developed by the ITU and promoted in the United Nations 
provides a good basis for nations to perform a self-assessment of their readiness to cope with 
potential attacks on critical national infrastructure. We welcome eff orts within many forums 
to promote information security best practice.
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 Relevant international concepts
7. The primary international concept is that of international law. There is considerable 

debate, particularly at cyber conferences, about the applicability of existing international law 
to cyberspace. The United Kingdom has examined this issue, and our view is that the existing 
principles of international law, on both the use of force and the law of armed confl ict, provide an 
appropriate framework within which to identify and analyse the use of cyberspace in the context 
of hostilities.

A/66/152. Developments in the field of information 
and telecommunications in the context 
of international security

Report of the Secretary-Genera
CONTENTS

 I. Introduction

 II. Replies received from Governments
 Australia
 Georgia
 Germany
 Greece 
 Kazakhstan
 Netherlands
 United States of America

I. Introduction

1. In paragraph 3 of its resolution 65/41, the General Assembly invited all Member States, 
taking into account the assessments and recommendations contained in the report of the Group 
of Governmental Experts on Developments in the Field of Information and Telecommunica-
tions in the Context of International Security, to continue to inform the Secretary-General 
of their views and assessments on the following questions:

(a) General appreciation of the issues of information security;
(b) Eff orts taken at the national level to strengthen information security and promote inter-

national cooperation in this fi eld;
(c) The content of the concepts mentioned in paragraph 2 of the resolution;
(d) Possible measures that could be taken by the international community to strengthen 

information security at the global level.

2. Pursuant to that request, on 16 March 2011, a note verbale was sent to Member States in-
viting them to provide information on the subject. The replies received are contained in section 
II below. Any additional replies received will be issued as addenda to the present report.
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II. Replies received from Governments

Australia
[Original: English]

[31 May 2011]

Australia welcomes the opportunity to submit this reply containing our views, pursuant 
to General Assembly resolution 65/41 on developments in the fi eld of information and telecom-
munications in the context of international security.

Australia aspires to be a world leader in cybersecurity. We recognize the importance and ben-
efi ts of the advances in technology to the global digital economy and the security of all nations. 
Australia aims to maximize economic and security gains for all nations as a result of our expertise.

As technologies have become more pervasive in our lives, Government, business and indi-
viduals have become increasingly dependent upon them for a variety of purposes and functions, 
ranging from online purchasing of goods and services, communicating with others, searching for 
information and managing fi nances through to controlling equipment in the mining and manu-
facturing industries. To maximize the benefi ts of the Internet and the digital economy, and 
to enhance cybersecurity around the globe, it is imperative nations work together to achieve 
a trusted, secure and resilient cyberspace. Australia strives to be a proactive and engaged player 
in enhancing cyberspace for all users — States, business and individuals. 

General appreciation of the issues of information security
Australia recognizes cybersecurity as a top-tier national security priority. The global com-

munity continues to experience an increase in the scale, sophistication and successful perpetra-
tion of cybercrime. As the quantity and value of electronic information has increased, so too 
have the eff orts of criminals and other malicious actors who have embraced the Internet as 
a more anonymous, convenient and profi table way of carrying on their activities.

Confronting and managing these risks must be balanced against individual civil liberties, 
including the right to privacy, and the need to promote effi  ciency and innovation to ensure that 
Australia realizes the full potential of the digital economy.

Australia’s, and each individual nation’s, national security, economic prosperity and social 
well-being are critically dependent upon the availability, integrity and confi dentiality of a range 
of information and communications technologies. In response, the Australian Government has 
committed signifi cant resources to proactively promote the maintenance of a trusted, secure 
and resilient electronic operating environment for the benefi t of all users.

While the Australian Government’s cybersecurity policy is primarily concerned with 
the availability, integrity and confi dentiality of Australia’s information and communications 
technologies, it is coordinated with those of other related policies and programmes such as cy-
bersafety, which is focused on protecting individuals, especially children, from off ensive con-
tent, bullying, stalking or “grooming” online for the purposes of sexual exploitation.

 Efforts taken at the national level to strengthen information security 
and promote international cooperation in the field
Domestic eff orts to strengthen information security
Australia recognizes that it must model best practice domestically to be able to promote 

international cooperation in cyberspace. Australia has a government-led, integrated approach 
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to protecting and strengthening cybersecurity. In 2009, the Government released its inaugural 
cybersecurity strategy that articulates the overall aim and objectives of the Australian Govern-
ment’s cybersecurity policy and sets out the strategic priorities that the Australian Government 
will pursue to achieve these objectives. The strategy also describes the key actions and measures 
that will be undertaken through a comprehensive body of work across the Australian Govern-
ment to achieve these strategic priorities.

The aim of Australia’s cybersecurity policy is to maintain a trusted, secure and resilient 
electronic operating environment that supports Australia’s national security and maximizes 
the benefi ts of the digital economy. Key initiatives of the strategy include the establishment 
of two mutually supporting organizations: a new national computer emergency response team 
and the Cyber Security Operations Centre. Established in 2010, the computer emergency re-
sponse team provides a single point of contact for cybersecurity information for all Australians 
and Australian businesses and ensures that Australian Internet users have access to information 
on cyberthreats, vulnerabilities in their systems and information on how to better protect their 
information and communications technologies. The team maintains close working relation-
ships with owners and operators of critical infrastructure and businesses that operate systems 
important to Australia’s national interest. It provides these businesses with targeted informa-
tion about cybersecurity threats and vulnerability to assist in better protecting their informa-
tion and communications technologies infrastructure. The operations centre, also established 
in 2010, provides the Australian Government with all-source cybersituational awareness and an 
enhanced ability to facilitate operational responses to cybersecurity events of national impor-
tance. The Centre identifi es and analyses sophisticated cyberattacks and assists in responding 
to cyberevents across government and critical private sector systems and infrastructure.

A key priority of the strategy is to educate and empower all Australians with the informa-
tion, confi dence and practical tools to protect themselves online. The strategy is guided by 
the principle of shared responsibility where all users, in enjoying the benefi ts of information 
and communications technologies, should take reasonable steps to secure their own systems, 
should exercise care in the communication and storage of sensitive information and have an 
obligation to respect the information and systems of other users. To enable individuals to play 
an active role in information security, it is essential individuals maintain an awareness and un-
derstanding of the cyberenvironment and its risks. To achieve this, Australia has an ongoing 
programme of awareness-raising, which includes a website for cybersecurity information for 
Australian home users and small businesses, including for those with limited cyberknowledge 
and skills (see www.staysmartonline.gov.au) and a cybersecurity awareness week conducted 
in partnership with business, consumer groups and community organizations. The awareness 
week helps Australians to understand cybersecurity risks and educates home and small business 
users on the simple steps they can take to protect their personal and fi nancial information on-
line. During the 2010 National Cyber Security Awareness Week around 150 government agen-
cies, industry, community and consumer organizations partnered to deliver events and activities 
in metropolitan, regional and rural Australia. In 2011, the awareness week was held from 30 May 
to 4 June.

In acknowledging that the security of cyberspace is a shared responsibility, the Australian 
Government has worked proactively with the Internet Industry Association to develop an in-
novative voluntary Internet service provider cybersecurity code of practice (the “icode”), which 
commenced in December 2010. The code provides a consistent approach for Australian Inter-
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net service providers to help inform, educate and protect their clients in relation to cybersecu-
rity issues. Australia has presented on the successful implementation of the code and shared 
its lessons learned from developing this code in multilateral forums. Presentations have been 
made in the Organization for Economic Cooperation and Development (OECD) Working 
Party on Information Security and Privacy in December 2010, the Asia-Pacifi c Economic Co-
operation (APEC) Telecommunications and Information Working Group and the Asia-Pacifi c 
Telecommunity. Australia is eager to share this code with other States, through bilateral capac-
ity-building exercises and multilateral forums, to assist other States in better collaborating with 
Internet service providers and to make those providers more responsible for educating and pro-
tecting end-users. 

Promotion of international cooperation
Australia gives high priority to international cooperation on cybersecurity. Given the trans-

national nature of the Internet, in which eff ective cybersecurity requires coordinated global ac-
tion, Australia has adopted an active, multilayered approach to international engagement. This 
includes, among other things, engaging with foreign Governments and organizations bilaterally 
and via multilateral forums to help promote international best practice, share lessons, build ca-
pacity and foster a coordinated global approach to combating cybersecurity threats.

Australia’s involvement in the United Nations includes co-sponsoring resolutions 
on the creation of a global culture of cybersecurity and taking stock of national eff orts to protect 
critical information infrastructures, and on developments in the fi eld of information and tele-
communications in the context of international security. Australia has also responded to General 
Assembly resolution 64/211 by providing input on best practices for the protection of critical in-
formation infrastructure, including information and communications technologies, with a view 
to promoting global improvement in cybersecurity. Australia is a member of the International 
Telecommunication Union (ITU), and contributes to study groups under the Standardization 
and Development sectors. Australia provides funding to the Development sector for capacity-
building work in the Asia and Pacifi c region, including cybersecurity initiatives. Australia is an 
active contributor to and the previous Chair of the OECD Working Party on Information Secu-
rity and Privacy, and currently a volunteer country for the Working Party’s comparative analysis 
of cybersecurity strategies. Australia was an integral leader in the development and implementa-
tion of the Seoul-Melbourne Anti-Spam Agreement on cooperation between Asia-Pacifi c na-
tions in countering spam and the London Action Plan, which is the pre-eminent international 
enforcement and cooperation network for combating spam. 

Australia enjoys a collaborative relationship and is committed to working with its regional 
partners. We are closely engaged with other countries in our region in building capacity to achieve 
a trusted, resilient and secure cyberspace. Australia participates in activities of the Asia-Pacifi c 
Economic Cooperation Telecommunications and Information Working Group (APEC TEL) 
and the Association of Southeast Asian Nations (ASEAN) Regional Forum work on cyberse-
curity. Australia is the deputy convenor for the APEC TEL Security and Prosperity Steering 
Group. Australia is currently seeking to co-lead the cyberterrorism and transnational crime core 
area under the ASEAN Regional Forum workplan. 

At an operational level, the computer emergency response team maintains close working 
relationships with national computer emergency response team organizations around the globe. 
In Australia, the team actively participates in and facilitates trusted and timely information shar-
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ing on a global level, including threat and vulnerability information, to ensure the maintenance 
of situational awareness and a consistent and coordinated global response to online threats. 
The team actively contributes to capacity-building initiatives, particularly in the Asia-Pacifi c 
region, including through its membership of the Asia-Pacifi c Computer Emergency Response 
Team. Recognizing that information security is not geographically limited, the team also works 
closely with other partners through its membership of the Forum of Incident Response and Se-
curity Teams and the International Watch and Warning Network.

Possible measures that could be taken by the international community to strengthen informa-
tion security at the global level
All States, including Australia, need to continue to seek out both traditional and innova-

tive measures to strengthen information security. The global challenge of cybersecurity requires 
an increased eff ort in multilateral forums to improve the security of interoperable networks. 
This includes eff orts within the United Nations and the ITU, regional forums such as APEC 
and more subject specifi c international groups such as the Forum of Incident Response and Se-
curity Teams and the International Watch and Warning Network. 

Australia supports the development of international principles of responsible behaviour 
in cyberspace, including agreeing a broad set of principles for normative behaviour in cy-
berspace that will facilitate better international cooperation and promote trust in cyberspace 
and lead to the development of agreed international norms on cyberspace. Australia, as a mem-
ber of the global community, will continue to support progress on this issue through bilateral 
and multilateral forums to help achieve a more secure, resilient and trusted cyberenvironment. 

Specifi c eff orts that could be taken by the international community to strengthen informa-
tion security at the global level include: 

(a) the development of global standards, including agreement to a broad set of international 
principles for normative behaviour in cyberspace to facilitate better international coop-
eration and promote trust;

(b) Expansion of the international legal system’s capacity to combat cybercrime, including 
consistency in legal frameworks (for example, wider accession to the Council of Europe 
Cybercrime Convention, the requirements of which Australia anticipates to meet by 
the end of 2011), and enhancing law enforcement cooperation to allow countries to ef-
fectively institute domestic law;

(c) the development and promotion of best practice in situational awareness and strategic 
warning and event response, including the development of national computer emer-
gency response teams to conduct and coordinate these activities between all nations;

(d) Awareness-raising initiatives and capacity-building exercises by experienced and estab-
lished States to assist developing States to achieve a trusted, secure and resilient cyber-
space for the benefi t of all; 

(e) a more consistent approach to partnering with industry to develop guidelines around 
conduct in cyberspace, for example, the Australian Internet industry code of practice.

Relevant international concepts
Existing international law provides a framework for protection from information security 

threats arising from a variety of actors. A range of existing international legal principles may be 
applicable to the use of cyberspace, including the principles of sovereign equality of States and 
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the prohibition on the use of force and acts of aggression, as well as international humanitarian 
law. Further discussion among States, in international and regional forums, is necessary to de-
termine more precisely the scope and applicability of these principles to threats emanating from 
the cyber realm. 

Georgia
[Original: English]

[1 June 2011]

In the context of Georgia, the information security issues were given particular attention af-
ter August 2008, when the Russian Federation carried out a heavy distributed denial-of-service 
attack against Georgia.

Given the assessment of these events and under the recent rapid and large-scale develop-
ment of e-governance projects and services, information security has become one of the sig-
nifi cant aspects of the national security concept. For the improved regulation of information 
security, the Government of Georgia has been carrying out a number of signifi cant initiatives 
in recent years.

In 2010, a legal entity, the Data Exchange Agency, was established under the Ministry 
of Justice of Georgia, which is directly responsible for the development and implementation 
of information security policy in the Government sector. With the establishment of the Data 
Exchange Agency, the Government of Georgia has developed the institutional mechanism for 
coordinated realization of e-governance and information security.

The Data Exchange Agency, within the framework of functions provided for by the law 
and its own charter, cooperates with the Ministry of Justice of Georgia in pursuing and introduc-
ing of an information security policy, which should conform to International Organization for 
Standardization (ISO) 27000 standard. The Agency also coordinates the enforcement and in-
troduction of either mechanisms or standards necessary for information security in the State 
and business sectors, particularly by carrying out activities of various levels of signifi cance. Out 
of these events, one the most important is the annual Georgian information technology in-
novations conference, the agenda of which always deals with information and cybersecurity; 
the conference also has the mandate of the Agency to develop and carry out the policy of public 
awareness enhancement regarding information and cybersecurity issues.

In the context of everyday cybersecurity, the Data Exchange Agency is responsible for 
the establishment and operation of the computer emergency response team, which currently is 
functioning at the Agency with a view to managing the information security incidents in Geor-
gia’s cyberspace. The Agency also monitors the functioning of the Georgian governmental net-
work for the safeguarding of its security.

The functions of the Agency, in the context of information and communication technolo-
gies, also provide for raising the levels of professional education (in order to train information 
security specialists), preparing proposals, monitoring security and issuing digital signature cer-
tifi cates. Given the sphere of professional education, the Agency plans to carry out a number 
of special projects with the help of international donors (such as the European Union (EU) and 
the World Bank). These projects will ensure the appropriate level of professional education; as 
for digital signature security, the Agency will perform this function upon the beginning of issu-
ance of citizens electronic identity cards (bearing digital signatures) by the Civil Registry Agency.
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Besides the activity of the Data Exchange Agency, which is the leading and coordinating 
agency for information security, one should underline other initiatives carried out currently by 
the Government of Georgia, in which the Data Exchange Agency is actively engaged:

(a) the expert working group, which is working on the cybersecurity strategy and action 
plan (defi ned concretely in the next part), has been established under the National Se-
curity Council of Georgia;

(b) A number of legislative initiatives have been developing, including the administrative 
law and the law regulating State secrets, which are planned to be initiated at the Parlia-
ment of Georgia in 2011. One should make special mention of the Bill on information 
security, which is currently being developed by the Data Exchange Agency and is to be 
submitted for consideration by the Parliament in 2011;

(c) In 2010, the Ministry of Justice and the Ministry of Finance of Georgia, with the help 
of the Agency, developed and are now introducing information security internal regula-
tions (policy and guidelines). Similar initiatives are also expected to be implemented 
in other governmental institutions.

Germany
[Original: English]

[6 June 2011]

The security situation in cyberspace has fundamentally changed over recent years. on the one 
hand, we can see a technology-driven process of innovation at work, as more and more busi-
ness processes are managed electronically and interconnected, sometimes directly or indirect-
ly connected to the Internet. Information technology systems are constantly becoming more 
complex. Innovation cycles are getting shorter and shorter. on the other hand, organized crime 
and other non-state actors are attacking information technology networks, databases and web-
sites. In some cases, these attacks are having impacts that have not yet been realistically assessed.

For this reason, in February 2011 the Federal Government adopted a new cybersecurity 
strategy. The core of the strategy is critical infrastructure protection. All Government authori-
ties that deal with cybersecurity issues are to work closely and directly with each other and with 
the private sector within a new cyber response centre to rapidly detect and analyse major in-
formation technology incidents and recommend protective measures. With regard to policy, 
the new Cyber Security Council at the State secretary level addresses key cybersecurity issues 
and Germany’s position on them.

This includes coordinating cyber foreign policy, including aspects of foreign, defence, eco-
nomic and security policy. International interconnections in cyberspace mean that coordinated 
action at the international level is essential. Within the EU and in international organizations, 
Germany will therefore strongly advocate greater cybersecurity.

In its cybersecurity strategy, in view of the global interconnection of information technol-
ogy, Germany advocates developing broad, non-contentious, politically binding norms of State 
behaviour in cyberspace. They should be acceptable to a large part of the international commu-
nity and should include measures to build trust and increase security.

 Confidence and security-building measures in cyberspace
Cyberspace is a public good and a public space. As such we have to consider cyberspace se-

curity in terms of the resilience of infrastructure as well as the integrity and failure safety of sys-
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tems and data. Being a public space, States have to promote security in cyberspace, particularly 
regarding security against crime and malicious activities, by protecting those who choose to use 
authenticity tools against identity theft and securing the integrity and confi dentiality of data 
and networks.

Cyberspace is global by nature. Ensuring cybersecurity, enforcing rights and protecting crit-
ical information infrastructures require major eff orts by the State both at the national level and 
in cooperation with international partners.

Against this backdrop, Germany is ready to work on a set of behavioural norms address-
ing State-to-State behaviour in cyberspace, including, in particular, confi dence, transparency- 
and security-building measures, to be signed by as many countries as possible.

Germany outlined possible elements of such a code of conduct on international norms re-
cently at the Organization for Security and Cooperation in Europe (OSCE) conference on cy-
bersecurity, held on 9 and 10 May 2011, as follows:

(a) Confi rm the general principles of availability, confi dentiality, competitiveness, integrity 
and authenticity of data and networks, privacy and protection of intellectual property 
rights;

(b) Respect the obligation to protect critical infrastructures;
(c) Enhance cooperation aiming at confi dence-building, risk reducing measures, transpar-

ency and stability by:
— Exchanges of national strategies, best practices and national perceptions referring 

to the international regulation of cyberspace;
— The exchange of national views of international legal norms pertaining to the use 

of cyberspace;
— The setup and notifi cation of points of contact;
— The setup of early warning mechanisms and the enhancement of cooperation be-

tween computer emergency response teams;
— The upgrade of crisis communication links to encompass cyberincidents, the sup-

port of the development of technical recommendations that advance robust and se-
cure global cyberinfrastructures;

— The responsibility to combat terrorism comprising the exchange of practices 
and enhanced cooperation to address non-State actors;

— The support of cybersecurity capacity-building in developing countries, and the de-
velopment of voluntary measures for cybersecurity support to large-scale events 
(e.g. The Olympic Games).

Moreover we see the necessity to start a debate on an international cooperation in the frame-
work of attribution of cyberattacks, which are usually very diffi  cult to trace, State responsibility 
for cyberattacks launched from their territory when States do nothing to end such attacks despite 
being informed about them and States’ responsibility not to facilitate areas of lawlessness in cy-
berspace, for example by knowingly tolerating the storage of illegally collected personal data 
on their territory.

Military aspects of cybersecurity
As military forces increasingly rely on information technology to master ever more complex 

scenarios at all levels of command, the protection of the information and the means to process 
it has become a fi rst order task.
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However, in military thinking, information security is challenged not only by a potential 
adversary, in an operational understanding, using weaponry for the physical destruction of in-
formation infrastructure, but also by irresponsible users, malfunctioning technology, criminals 
or simply accidents.

Hence, the eff orts to be undertaken range from awareness-raising of each single user and se-
curing the trustworthiness of the supply chain for information technology, to responsive de-
fences to fend off  cyberattacks and an overall resilient information technology architecture.

In essence, a comprehensive risk management is required, with measures to strengthen in-
formation security on a national and global scale.

At an early stage, the German armed forces (Bundeswehr) established resilient command 
and control architectures, security techniques and procedures as well as an information tech-
nology-security organization, encompassing all branches of the armed forces, and including an 
independent computer emergency response team with the capacity to intervene in case of criti-
cal disruptions to the operations of information technology. Adapting personal and technical 
abilities to the continually increasing level of threat is a perpetual task.

The German armed forces are collaborating closely with the Federal German Minis-
try of the Interior in its eff orts and strongly support the strengthening of information security 
in the North Atlantic Treaty Organization (NATO) and the EU and the formation of policies 
and capacities to this end. Furthermore, the armed forces hold regular exchanges with a number 
of countries in the context of information security, both at the policy and working levels.

The German armed forces welcome initiatives and work together with other departments 
of the Federal German Government on international motions to further protect the utility 
of worldwide information networks, for example, the development of a voluntary international 
code of conduct in cyberspace.

Cyberdefence in NATO
Cybersecurity has been identifi ed by NATO as one of the key emerging security challenges. 

The Strategic Concept adopted by Heads of State and Government at the NATO Summit, held 
in November 2010, in Lisbon, states that “cyber attacks ... can reach a threshold that threatens 
national and Euro-Atlantic prosperity, security and stability”.

Heads of State and Government tasked the North Atlantic Council, in the Summit Declara-
tion, “to develop, drawing notably on existing international structures and on the basis of a re-
view of our current policy, a NATO in-depth cyberdefence policy by June 2011 and to prepare 
an action plan for its implementation”.

As a fi rst step to the new policy, NATO Defence Ministers adopted a concept on cyberde-
fence in March 2011.

The concept focuses on the protection of NATO networks and national networks of mem-
ber States that are connected to NATO networks or process NATO information (including 
the development of common principles and criteria to ensure a minimum level of cyberdefence 
in all member States). To reduce the global risks emanating from cyberspace, NATO intends 
to cooperate with partner nations, relevant international bodies such as the United Nations and 
the European Union, the private sector and academia.

Germany welcomes NATO commitment regarding cybersecurity and actively supports 
the discussions.
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Cybersecurity in the Organization for Security and Cooperation in Europe
The Organization for Security and Cooperation in Europe has been discussing cybersecurity 

issues for several years. At the OSCE Summit held in 2010, in Astana, the Heads of State and Gov-
ernment of the 56 participating States of the OSCE underlined that ‘‘greater unity of purpose 
and action in facing emerging transnational threats” must be achieved. The Astana Commemora-
tive Declaration mentioned cyberthreats as one of these emerging transnational threats.

Germany actively participated in the OSCE conference on a comprehensive approach 
to cybersecurity: “Exploring the future OSCE role”, held on 9 and 10 May 2011, in Vienna. 
In the course of the conference, concrete recommendations for OSCE follow-up activities were 
discussed.

Germany will continue to actively support OSCE discussions on exploring the future OSCE 
role in the fi eld of cybersecurity.

Greece
[Original: English]

[6 June 2011]

Information security issues have been more extensively addressed than in the past. Counter-
measures to the threats inherent in the current globalization of networks and systems are being 
considered. Measures to preserve the free fl ow of information are studied and applied in both 
the national and international contexts.

Current international and multinational concepts are followed and studied. International 
guidance on risk assessment is needed. Cyberdefence should also be addressed. National sover-
eignty rights regarding information security in global information sharing should be maintained.

It is understood that all Member States should continue to inform the Secretary-General 
of their views and assessments on the corresponding questions. In this respect the following 
points are noted:

(a) All information security-related issues are given high priority;
(b) Ways to preserve the free fl ow of information and provide for the required degrees 

of confi dentiality, integrity and availability are studied and applied across national 
and international boundaries;

(c) the concepts for the interconnection of networks that provide for capabilities enabled 
and shared at both the national and international levels should be drafted and agreed. 
Risk assessment for the interconnection of networks must prevail and relevant interna-
tional guidance should be available. Further to that, and since a very serious concern 
for every nation has been the need to take measures for its cyberdefence, coherent in-
ternational guidance is needed for cooperation, effi  ciency and economy. Last but not 
least, the requirement for a nation to preserve its sovereignty and maintain its own base 
of information cannot be overlooked and every concept drafted should account for that;

(d) Possible measures to be taken by the international community to strengthen informa-
tion security at the global level are the following:
(i) Relevant international concepts should be detailed and agreed;
(ii) A guidance plan for a harmonized generic infrastructure, covering basic legislation 

matters, could be proposed, in order to deliver the required information security for 
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the electronic handling of all correspondence and messaging, providing multiple 
ways of communication;

(iii) Concepts followed by multinational alliances and groupings of small nations should 
be harmonized and expanded to be applicable at the global level. The agreement 
to specify the threat and its negative eff ect on humanity could be more important 
than the engineering of any sophisticated measures devised, since they could also 
be used by adversaries;

(iv) In parallel to all of the above, the nation’s sovereignty should be understood to be 
the basic reference for every attempt of globalization. An international concept 
for defi ning the national information exchange gateways, with scenarios refl ecting 
the desired level of integration, should be drafted and used as a guide, for all eff orts 
at the national, multinational and international levels.

Kazakhstan
[Original: Russian]

[7 June 2011]

In 2010, the Republic of Kazakhstan set up a computer emergency response team to ensure 
cybersecurity for information and communications technologies.

In this connection, any information received from Kaznet users on viruses, security codes, 
bot systems or violations of legal requirements (pornography, violence, copyright infringements 
and so on) detected in the kz domain or on sites hosted by Kazkhstan is sent to the computer 
emergency response team for analysis.

Netherlands
[Original: English]

[6 June 2011]

General appreciation of the issues of information security
The Netherlands supports safe and reliable information and communications technologies 

and the protection of an open, free Internet and respect for human rights. Safe and reliable 
information and communications technologies are essential for our prosperity and well-being 
and serve as a catalyst for sustainable economic growth.

Information and communications technologies off er opportunities, but also make our so-
ciety more vulnerable. The cross-border nature of threats makes international cooperation cru-
cial. Many measures will be eff ective only if implemented or coordinated internationally. In this 
connection, the Netherlands attaches great importance to public-private partnerships and indi-
vidual responsibility on the part of all users of information and communications technologies.

 Efforts taken at the national level to strengthen information security 
and promote international cooperation in the field
The Netherlands is working nationally and internationally for a secure digital environment. 

At the national level, in February 2011, the Dutch Government presented a national cyberse-
curity strategy, entitled “Strength through cooperation”. In July 2011, as part of the strategy, 
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the Government will establish a national cybersecurity council to ensure a collaborative ap-
proach between the public sector, the private sector and academic and research institutions. 
The Government will also establish a national cybersecurity centre to identify trends and threats 
and help manage incidents and crises. A major task of the centre will be to conduct cyberthreat 
analyses based on information from public and private parties. The centre will include the exist-
ing Government computer emergency response team.

Internationally, the Netherlands contributes actively to the eff orts of EU, NATO, the In-
ternet Governance Forum, ITU and other partnerships. The Netherlands promotes practical 
cooperation between cybersecurity centres (including computer emergency response team or-
ganizations) and a strengthening of the International Watch and Warning Network. The rapid 
growth in cybercrime calls for eff ective enforcement to maintain confi dence in the digital soci-
ety. As to enforcement, the Netherlands aims to encourage more cross-border investigation with 
enforcement agencies from other European countries, and beyond. The Netherlands is a party 
to the Council of Europe’s Convention on Cybercrime and encourages others to accede to this 
convention.

 Possible measures that could be taken by the international community 
to strengthen information security at the global level
The Netherlands realizes the importance of continuing dialogue on the development 

of standards of State behaviour aimed at the safe use of cyberspace. It is keen to contribute 
actively to this dialogue. The Netherlands’ starting point is an open Internet that promotes in-
novation, stimulates economic growth and safeguards fundamental freedoms.

The Netherlands attaches great importance to involving the private sector and knowl-
edge institutions in this dialogue and is keen to share experience and best practices with oth-
ers. The intensive international exchange of knowledge and information among all stakehold-
ers and organizations is essential for making cyberspace more secure and reliable. Consistency 
in the application of existing international legal frameworks is another important issue meriting 
international attention.

United States of America
[Original: English]

[7 June 2011]

I. Introduction
Information and communications technologies are crucial to the development of all Mem-

ber States. Linked together to create a cyberspace, these technologies help to realize the com-
mon vision of an information society as envisaged at the World Summit on the Information 
Society, held in 2003 and 2005. Information and communications technologies contribute 
to the essential functions of daily life, to commerce and the provision of goods and services, re-
search, innovation, entrepreneurship, and to the free fl ow of information among individuals, or-
ganizations and Governments. They are a powerful new tool, allowing e government, promoting 
economic development, facilitating the delivery of humanitarian assistance and enabling critical 
civil, public safety and national security infrastructures. Moreover, the promise that networked 
communications off er to reduce barriers to international understanding and cooperation cannot 
be overstated. 
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Even as reliance on information and communications technologies grows, risks associated 
with this dependency grow as well. A diverse range of events and activities, natural and man-
made, threaten the reliable functioning of critical national infrastructures, global networks and 
the integrity of the information that travels over or is stored within them. Man-made threats 
are increasing in number, sophistication and gravity. Some are State-based, but many come 
from non-State actors and involve criminal or terrorist activity. Motivations vary, from the theft 
of money or information, or the disruption of competitors, to nationalism and the extension 
of traditional forms of State confl ict into cyberspace. These threat actors target individuals, cor-
porations, critical national infrastructures and Governments alike, and their eff ects carry sig-
nifi cant consequences for the welfare and security of individual nations and the globally linked 
international community as a whole.

Whatever national steps Governments may take domestically to protect their information 
networks, international collaboration on strategies to reduce risks to information and communi-
cations technologies is essential to ensure the security of all. Governments must have confi dence 
that the networks that support their national security and economic prosperity are safe and re-
silient. Achieving a trusted infrastructure for information and communications technologies will 
ensure that all achieve the potential of the information revolution.

That task will not be easy. The international community faces the challenge of maintaining 
an environment that promotes effi  ciency, innovation, economic prosperity and free trade while 
also promoting safety, security, civil liberties and privacy rights. The diffi  culty of the task is com-
pounded by the unique attributes of information and communications technologies. Accessible 
to all, networks are often owned and operated by the private sector, rather than by Governments. 
Unlike traditional weapons, disruptive information technology tools are stealthy and cannot be 
seen. Their use can be routed through many nations, with the origin, identity and sponsorship 
of the perpetrator diffi  cult to determine. Increasingly, non-State actors are developing capabili-
ties that raise the possibility of States or non-State actors using proxies to engage in disruptive 
activities in cyberspace. These attributes make traditional strategies, such as measures similar 
to those used for arms control, ineff ective in controlling or constraining threat actors and there-
fore, creative new approaches are required to mitigate the risks. Notwithstanding the diffi  culty 
of the task, Member States must unite in the common goal of preserving and enhancing the con-
tribution that information technologies make by assuring their security and integrity. 

The tasks of Member States are twofold: domestic and international. Securing national 
information infrastructures is a responsibility Governments must lead on domestically, in co-
ordination with relevant civil society stakeholders. At the same time, domestic eff orts should 
be supported by international collaboration on strategies that address the transnational nature 
of the various threats to networked information systems. These eff orts should include coop-
eration on incident management, mitigation and response; transnational criminal investigation 
and prosecution; technical recommendations to improve the robustness of cyberinfrastructure; 
and affi  rmation of internationally shared norms of behaviour supported by confi dence-building 
measures designed to enhance stability and reduce risks of misperception. 

II. Threats, risks, vulnerabilities
Threats to the network of systems that together constitute cyberspace, and the information 

that travels over them, is one of the serious global challenges of the twenty-fi rst century. State 
and non-State actors can target ordinary citizens, commerce, critical industrial infrastructures 
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and Governments through information and communications technologies. The convergence 
between information and communications technologies, the Internet and other infrastructures 
creates unprecedented opportunities to cripple telecommunications, electrical power, pipelines 
and refi neries, fi nancial networks and other critical infrastructures. 

The unique characteristics of information technology facilitate its use for disruptive activi-
ties and severely challenge Governments that seek to reduce risk. Unlike traditional military 
technologies, the networks that constitute cyberspace are not the monopoly of Governments, 
but are in many cases owned and operated by the private sector. Information technology itself is 
a widely available technology that is neither inherently civil nor military in nature, where its use 
depends exclusively on the motivation of the user. 

Software tools used for disruption, at least in their basics, are freely available to all. More 
sophisticated approaches can be developed by anyone with the requisite skill. Moreover, these 
tools evolve rapidly to take advantage of newly discovered vulnerabilities. Such tools are not vis-
ible in the conventional sense, are quite stealthy and may have latent “signatures” that can be 
easily mimicked. Because of the nature of the Internet, malicious code can be routed through 
many national territories before delivery to target, making identifi cation of their origin onerous, 
time-consuming and often requiring substantial transnational cooperation. Even if their origin 
is discovered, the identity of the perpetrator or the sponsors can remain elusive. Consequently, 
malicious actors can and do operate in secrecy, with substantial impunity, from virtually any-
where on the planet.

This obscurity of identity is compounded by an obscurity of the motive underlying an in-
trusion in cyberspace. Organized criminals and other individuals or groups may act to advance 
their own interests but also can be enlisted to serve as proxies by both State and non-State actors 
alike. The lack of timely, high-confi dence attribution and the possibility of “spoofi ng” can cre-
ate uncertainty and confusion for Governments, thus increasing the potential for crisis instabil-
ity, misdirected responses and loss of escalation control during major cyberincidents.

The primary actors that together constitute threats to the reliable functioning of cyberspace 
include:

(a) Criminals. Many of the malicious tools originate in the entrepreneurial eff orts of orga-
nized criminals and hackers. The growing sophistication and scope of criminal activ-
ity highlight the potential for malicious activity in cyberspace to aff ect national com-
petitiveness, to cause a general erosion of trust in the use of the Internet for commerce 
and trade, even to cripple civil infrastructure. The volume and scope of such activities 
are increasing; 

(b) States. There is increased anecdotal public reporting that States are developing and us-
ing capabilities that extend traditional forms of state confl ict into, using, or through 
cyberspace. However, conclusive evidence regarding the source or intentions behind 
events commonly assumed to be State-sponsored remains elusive. As is often the case, 
the identity and motivation of the perpetrator(s) can only be inferred from the target, 
eff ects and other circumstantial evidence surrounding an incident; 

(c) Terrorists. Terrorist capability to compromise information networks or to execute op-
erations with physical eff ects through the use of information and communications 
technologies is currently lacking, although the possibility that such capabilities may 
emerge in the future cannot be ruled out. Most experts agree that, currently, terrorists 
rely on information and communications technologies to recruit, to organize and to so-
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licit funding. Specifi c threats arising from terrorist use of the Internet may include use 
of the Internet for organizing and carrying out a specifi c kinetic terrorist attack; 

(d) Proxies. Of increasing concern are individuals or groups who engage in malicious online 
activities on behalf of others, whether State or non-State actors, for fi nancial gain or for 
nationalist or other political motivation. So-called “bot-masters” are reported to off er 
various malicious services to the highest bidder. The unique attributes of information 
technology off er a high degree of anonymity to such actors and eff ectively obscure any 
relationship to a sponsor, off ering the sponsor plausible deniability.

The challenges States face in addressing such threats are formidable. The attributes of infor-
mation and communications technologies mean that the actions of each of these threat actors 
are likely visible only in their eff ects. Thus, high-confi dence attribution of identity to perpetra-
tors cannot be achieved in a timely manner, if ever, and success often depends on a high de-
gree of transnational cooperation. The increasing role of proxies further complicates the process 
of attribution, as an aff ected party must identify not only the perpetrator but also the sponsor, 
promising to make this challenge even more troublesome in the future.

Such challenges require that national Governments organize and lead domestic eff orts 
to develop and deploy resilient, layered defences for communications and information infra-
structures, regardless of the source of the threat. At the same time, the complex transnation-
al nature of these threats requires international collaboration on strategies to address risks on 
a global basis.

III. Principles, rules and norms of behaviour
A. Responsibilities of States in assuring cybersecurity
Over the past decade, Member States have recognized their national responsibility to take 

systematic domestic steps to defend themselves from cybersecurity threats and have affi  rmed 
the need for international cooperation. Five General Assembly resolutions have drawn attention 
to essential defensive measures that Governments can perform to reduce risks to their security. 
While intended to raise awareness, these resolutions nonetheless advance some useful norms for 
individual and State behaviour in the interest of cybersecurity:

(a) Resolution 55/63 on combating the criminal misuse of information technologies, 
in which the General Assembly underscores the need to have modern eff ective national 
laws to adequately prosecute cybercrime and facilitate timely transnational investigative 
cooperation;

(b) Resolution 56/21, in which the General Assembly specifi cally notes the work of inter-
national and regional organizations in combating high-technology crime, including 
the work of the Council of Europe in elaborating the Convention on Cybercrime. There 
has been intensive activity by the United Nations and other organizations in this area. 
United Nations organizations that principally focus on criminal misuse of the Internet 
include the United Nations Offi  ce on Drugs and Crime, the Commission on Crime 
Prevention and Criminal Justice, the United Nations Congress on Crime Prevention 
and Criminal Justice, the International Telecommunication Union and others;

(c) Resolution 57/239, in which the General Assembly affi  rms the need for the creation of 
a global culture of cybersecurity, recognizes the responsibility of Governments to lead 
all elements of society to understand their roles and responsibilities with regard to cy-
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bersecurity, and highlights complementary elements that all participants in the infor-
mation society must address;

(d) Resolution 58/199, in which the General Assembly focuses in particular on actions that 
Member States should consider in their eff orts to create a global culture of cybersecurity 
and to protect critical information infrastructures. These too can be considered a set 
of norms to which Governments should ascribe, and they provide an essential basis or 
precursor in order to facilitate international collaboration on risk reduction;

(e) Resolution 64/211, in which the General Assembly invited all Member States to take 
detailed stock of their national cybersecurity eff orts to date, in the above areas as well as 
others, using an annexed self-assessment tool, and to share those successful measures 
and best practices that could assist other Member States in their eff orts.

B. Norms applicable in the context of hostilities
Despite the unique attributes of information and communications technologies, exist-

ing principles of international law serve as the appropriate framework within which to identify 
and analyse the rules and norms of behaviour that should govern the use of cyberspace in con-
nection with hostilities. There are two distinct but related bodies of law to consider in this regard: 
jus ad bellum and jus in bello. The fi rst provides the framework for considering whether an in-
cident in cyberspace rises to the level of a use of force triggering a nation’s right to self-defence. 
The second provides the framework for identifying the rules governing the use of cyberspace 
in the context of an armed confl ict. 

Jus ad bellum. Much of the legal framework governing the use of force and self-defence is 
derived from three provisions of the Charter of the United Nations: 

(a) Article 2(4) of the Charter provides that “[a]ll Members shall refrain in their interna-
tional relations from the threat or use of force against the territorial integrity or political 
independence of any state <...>”;

(b) Article 39 of the Charter establishes the Security Council as the arbiter of wheth-
er a threat to the peace, breaches of the peace, or acts of aggression have occurred, 
and charges the Security Council with making recommendations or decisions as to what 
measures under Articles 41 or 42 of the Charter are appropriate in response;

(c) Article 51 of the Charter recognizes and reinforces the principle that “[n]othing 
in the present Charter shall impair the right of individual or collective self-defence if an 
armed attack occurs against a Member of the United Nations, until the Security Coun-
cil has taken measures necessary to maintain international peace and security”.

It may be diffi  cult to reach a defi nitive legal conclusion as to whether a disruptive activ-
ity in cyberspace constitutes an armed attack triggering the right to self-defence. For example, 
where the threat actor and the motive are unknown, and eff ects result that do not directly cause 
substantial death or physical destruction, it may be possible to reach diff ering conclusions about 
whether an armed attack has occurred. However, such ambiguities and room for disagreement 
do not suggest the need for a new legal framework specifi c to cyberspace. Instead, they simply 
refl ect the challenges in applying the Charter framework that already exists in many contexts. 
Nevertheless, under some circumstances, a disruptive activity in cyberspace could constitute an 
armed attack. In that context, the following established principles would apply:

(a) The right of self-defence against an imminent or actual armed attack applies whether 
the attacker is a State actor or a non-State actor;



299

5. Replies received from Governments to inform the Secretary-General of their views...

(b) The use of force in self-defence must be limited to what is necessary to address an im-
minent or actual armed attack and must be proportionate to the threat that is faced;

(c) States are required to take all necessary measures to ensure that their territories are 
not used by other States or non-State actors for purposes of armed activities, includ-
ing planning, threatening, perpetrating or providing material support for armed attacks 
against other States and their interests.

Jus in bello. The law of armed confl ict set forth the rules, known as jus in bello, that apply 
to the conduct of armed confl ict, including the use of information technology tools in the con-
text of an armed confl ict. In particular, the following key principles of the law of armed confl ict 
would play an important role in judging the legality of cyberattacks during an armed confl ict:

(a) The principle of distinction requires attacks to be limited to legitimate military objec-
tives and that civilian objects shall not be the object of attack;

(b) The prohibition on indiscriminate attacks includes a prohibition on attacks that employ 
a means or method of warfare that cannot be reasonably directed at a specifi c military 
objective;

(c) The principle of proportionality prohibits attacks that may be expected to cause inci-
dental loss to civilian life, injury to civilians, or damage to civilian objects, which would 
be excessive in relation to the concrete and direct military advantage anticipated.

These principles prohibit attacks on purely civilian infrastructure, the disruption or destruc-
tion of which would produce no meaningful military advantage. In addition, the potential for 
collateral damage would have to be assessed before attacking a military target. In other words, 
targeting analysis would have to be conducted for information technology attacks just as it tra-
ditionally has been conducted for attacks using kinetic (conventional and strategic) weapons.

While the principles above are well-established and apply in the context of cyberspace, it is 
also true that interpreting these bodies of law in the context of activities in cyberspace can pres-
ent new and unique challenges that will require consultation and cooperation among nations. 
This is not unusual. When new technologies are developed, they often present challenges for 
the application of existing bodies of law.

C. The use of proxies
The use of proxies to conduct disruptive operations is an example of an area where the unique 

attributes of information and communications technologies present new challenges for States. 
Acting through proxies signifi cantly increases States’ ability to engage in attacks with plausible 
deniability. While existing international law has provisions governing the use of mercenaries, 
the use of proxies in cyberspace raises new and signifi cant issues with wide-ranging implica-
tions. States will need to work together to develop eff ective solutions to this problem.

D. Responsibility to allow free fl ow of information
The rights to freedom of expression and the free fl ow of information are embodied 

in the Universal Declaration of Human Rights and the International Covenant on Civil and Po-
litical Rights, which generally provide, subject to certain limitations, that everyone has the right 
to freedom of expression, including the freedom to hold opinions without interference and 
to seek, receive and impart information through any media and regardless of frontiers. These 
principles have been affi  rmed in numerous international forums, including the General Assem-
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bly, the International Telecommunication Union and the World Summit on the Information 
Society, among others.

E. Responsibility to combat terrorism
At least 16 existing Security Council resolutions call on States to combat terrorism. These 

obligations apply fully when terrorists or terrorist facilitators use cyberspace to recruit, raise 
funds, move money, acquire weapons or plan attacks. All States are obliged to share information 
about, and to take action against, online terrorist fi nancing, recruitment, planning and facili-
tation activities, while respecting the sovereignty of other States and their own responsibilities 
to allow the free fl ow of information.

IV. Transparency, stability and risk reduction and cooperative measures
As outlined above, Member States face the challenge of managing a highly varied and com-

plex threat environment. Over the last decade, extensive eff orts to combat the threat of cyber-
crime have been conducted internationally. Eff orts in training in the investigation and prosecu-
tion of cybercrime have been taken up in the Organization of American States, the Asia-Pacifi c 
Economic Cooperation, the Economic Community of West African States, the African Union 
and the Council of Europe, among others. Extensive international cooperation in the investi-
gation and prosecution of cybercrime has been accomplished through the Convention on Cy-
bercrime, as well as through bilateral eff orts between aff ected countries, and continues to be 
the most eff ective way of dealing with the threat to information and communications technolo-
gies by criminal activity.

Other areas of transnational concern have yet to receive similar attention. These include risks 
of misperception resulting from a lack of shared understanding regarding international norms 
pertaining to State behaviour in cyberspace, which could aff ect crisis management in the event 
of major cyberevents. This argues for the elaboration of measures designed to enhance coopera-
tion and build confi dence, reduce risk or enhance transparency and stability:

Transparency measures
 — Exchanges of national cybersecurity strategies and best practices (lessons learned)
 — Exchanges of national views of international norms governing the use of cyberspace
 — Exchanges of national organizational structures devoted to cybersecurity and points 

of contact.

Stability and risk reduction measures
 — Establishing or upgrading communications links and associated protocols to encompass 

cyberincidents
 — Enhancing cooperation to address organized non-State actors (criminals, terrorists, 

proxies)
 — Establishing procedures to permit routine exchange of information between national 

computer security incident response teams. 

Cooperative measures
 — Support cybersecurity capacity-building in less developed nations.
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II. Replies received from Governments

Cuba
[Original: Spanish]

[7 June 2011]
Information and telecommunications systems can be turned into weapons when they are 

designed and/or used to damage the infrastructure of a State, and as a result, can put at risk 
international peace and security. 

The hostile use of telecommunications, with the declared or hidden intent of undermin-
ing the legal and political order of States, is a violation of the internationally recognized norms 
in this area and a negative and irresponsible use of such means, which can give rise to tensions 
and situations that are not conducive to international peace and security and thereby undermine 
the principles and purposes enshrined in the Charter of the United Nations.

Cuba fully shares the concern expressed in General Assembly resolution 65/41 with re-
spect to the use of information technologies and means for purposes inconsistent with inter-
national stability and security and which adversely aff ect the integrity of States, to the detri-
ment of their security in the civilian and military fi elds. This resolution also appropriately 
stresses the need to prevent the use of information resources and technologies for criminal or 
terrorist purposes.

In this regard, Cuba reiterates its condemnation, already expressed in various interna-
tional forums, of the aggressive escalation by successive United States administrations of their 
radio and television war against Cuba which violates the international rules in force govern-
ing the radio-electric spectrum. That aggression is being perpetrated without reparations for 
the damage that could be caused to international peace and security by creating dangerous 
situations, such as the use of a military aircraft to transmit television signals to Cuba without 
its agreement.

1 The information in the present report was received after the issuance of the main report.
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At the end of March 2011, a total of 2,226 hours of weekly illegal transmissions, broadcast 
on 29 frequencies, had been recorded. As has been pointed out on previous occasions, several 
of these broadcasters belong to or off er their services to organizations linked with known terror-
ist elements who live in and act against Cuba from United States territory, broadcasting pro-
grammes in which they incite sabotage, political attacks and assassination, among other topics 
of radio-terrorism.

These provocative broadcasts against Cuba constitute violations of the following interna-
tional principles:

 — The fundamental principles of the International Telecommunication Union, expressed 
in the preamble to its Constitution, on the growing importance of telecommunication 
for the preservation of peace and the economic and social development of all States, 
with the object of facilitating peaceful relations, international cooperation among 
peoples and economic and social development by means of effi  cient telecommunica-
tion services. The content of the television programming broadcast by the Government 
of the United States of America against Cuba is subversive, destabilizing and deceptive 
in character, contradicting those principles.

 — Provisions CS 197 and CS 198 of the Constitution of the International Telecommunica-
tion Union stating that all stations, whatever their purpose, must be eff ectively estab-
lished and operated in such a manner as not to cause harmful interference to the radio 
services or communications of other member States.

 — Agreement at the ninth plenary meeting of the World Radiocommunication Conference 
held in November 2007, which stated in paragraph 6.1 (g) “that a broadcasting station 
operating on board an aircraft and transmitting solely to the territory of another ad-
ministration without its agreement cannot be considered in conformity with the Radio 
Regulations”.

 — Radio Regulation 8.3, establishing that internationally recognized frequency assign-
ments recorded must be taken into account by other administrations when making their 
own assignments, in order to avoid harmful interference.

 — Radio Regulation 42.4, prohibiting the operation of a broadcasting service by an aircraft 
station at sea and over the sea.

 — A ruling of the Radio Regulations Board, which at its thirty-fi fth meeting in Decem-
ber 2004 established that United States emissions on 213 MHz resulted in harmful in-
terference with Cuban services and requested the United States Government to take 
the relevant measures to halt them. Furthermore, since September 2006 the Radio 
Regulations Board has been requesting the United States Government to take measures 
to eliminate interference on 509 MHz, with no response to date. In the summary of de-
cisions of the fi ftieth meeting of the Board, which ended on 20 March 2009 (document 
RRB09-1/5), it was once again stated that the transmissions were illegal and the United 
States Government was requested to take all necessary steps with a view to eliminating 
those two cases of interference with television services in Cuba.

 — Radio Regulation 23.3, limiting television broadcasting outside national frontiers. A re-
port issued in January 2009 by the General Accounting Offi  ce of the United States 
of America, an offi  cial government agency, recognizes the violations of international 
norms and domestic legislation committed by the programme of radio and television 
broadcasts by the United States Government against Cuba.
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Cuba recalls, moreover, that the World Radiocommunication Conference, which met 
in Geneva from 22 October to 16 November 2007, adopted conclusions that found transmis-
sions from aircraft from the United States to Cuba to be in violation of the Radio Regulations. 
The conclusions endorsed by the plenary stated that “a broadcasting station operating on board 
an aircraft and transmitting solely to the territory of another administration without its agree-
ment cannot be considered in conformity with the Radio Regulations”. These conclusions have 
legal standing in the work of the International Telecommunication Union. The World Radio-
communication Conference thus endorsed the 1990 ruling of the former International Frequen-
cy Registration Board that television broadcasts from an aerostat with programming directed 
to Cuban national territory were in violation of the Regulations.

Furthermore, at its fi fty-fourth meeting, held from 5 to 13 July 2010, the Radio Regulations 
Board of the International Telecommunication Union adopted the following decision:

After carefully considering the report of the Director and the submission from Cuba (doc-
ument RRB10-2/3 (Add.1)), the Board noted with regret that interference to the broadcast-
ing stations of Cuba by the transmissions from the United States is continuing, and decided 
to maintain its previous decisions in this matter.

The Board also noted the request to the “Bureau, in its capacity as Executive Secretary 
of the Board” to raise the issue of harmful interference to the VHF/UHF broadcasting stations 
of Cuba at the forthcoming Plenipotentiary Conference. Recognizing the sovereign right of ev-
ery Administration to raise any issue at the Plenipotentiary Conference, the Board confi rmed 
that the two representatives of the Radio Regulations Board at the 2010 Plenipotentiary Confer-
ence and its Executive Secretary will be ready to provide any relevant information and advice 
that might be required at the forthcoming Plenipotentiary Conference.

The hostility of the Government of the United States of America towards Cuba has been 
manifested through the economic, fi nancial and trade embargo imposed for over fi fty years, 
which also aff ects information and telecommunications:

 — Cuba continues to have no access to the services provided by many websites; when it is 
recognized that the link is being established from an Internet address with the Cuban 
domain name .cu, access is denied.

 — Without prior notifi cation, .com domains related to Cuba have been blocked, as have 
Facebook and Twitter accounts.

 — With complete cynicism and hypocrisy, the United States falsely accuses Cuba of pre-
venting its citizens from accessing the global network, while the very diff erent reality is 
that Cuba is unable to connect to the fi bre-optic cables that surround the Cuban archi-
pelago, owing to the embargo laws applied by the United States, forcing the country 
to pay for expensive satellite services.

 — In 2009, the Empresa de Telecomunicaciones de Cuba S.A. lost around US$ 
52,868,000 as a result of the impact on production and services, additional freight 
costs and the lack of access to United States technology, among other things. Equip-
ment and spare parts patented by United States companies, which are essential 
to the development and maintenance of Cuban telecommunications companies, are 
acquired on the international market under strict control and supervision measures 
and are priced considerably higher.

The discussion in the General Assembly about developments in the fi eld of information 
and telecommunications in the context of international security is very pertinent and important. 
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Actions such as those described above by the United States of America against Cuba confi rm 
the need for that debate and the urgency of fi nding solutions to put an end to such manifesta-
tions of State terrorism.

Cuba strongly supports such discussions in the General Assembly and therefore support-
ed resolution 65/41. Cuba will continue to spare no eff ort to contribute to the peaceful global 
development of information and telecommunication technologies and their use for the good 
of all humanity. Cuba reaffi  rms that it is prepared to collaborate with other countries, includ-
ing the United States of America, to fi nd solutions that will overcome the obstacles preventing 
the achievement of these goals.

Ecuador
[Original: Spanish]

[7 June 2011]

1. General appreciation of the issues of information security
Adequate safeguards and protection of information have always been necessary regardless 

of its format. With the emergence and use of information and communications technologies, 
societies now have new ways of generating, publishing and storing information.

Information and communication technologies have been widely adopted in societies and are 
considered to be the foundations that support the current globalized world; however, this wide-
spread usage, among other things, has exposed the information generated, published and stored 
using information and communication technologies to a wide range of threats, known as cyber-
crime, that can have a serious impact on such areas as the confi dentiality, integrity and avail-
ability of the information.

In light of these threats, the national authorities in Ecuador are facing challenges that in-
clude establishing public policies, introducing legal standards, building organizational struc-
tures, defi ning procedures, establishing controls, raising awareness and providing training for 
the public, in order to be able to characterize, prevent, act on, protect against, control and pun-
ish off ences relating to information security.

2. Efforts at the national level to strengthen information security and promote 
international cooperation in this field

Ecuador has introduced into its legal system the legal basis for the protection of data and 
of systems of public databases or data registries through the enactment of the Electronic Com-
merce, Electronic Signatures and Data Messages Act; and the National System of Public Data 
Registries Act, respectively, which comprise international recommendations and trends with 
regard to the security of information and telecommunications systems that have arisen in such 
bodies as the United Nations.

With regard to information security, the Ministry of Telecommunications and the Informa-
tion Society is carrying out a study on the introduction of a forensic information centre, a secu-
rity investigation centre and an incident response centre. 

In practice, cybercrime crosses national borders very easily, which makes monitoring 
and punishment more diffi  cult. For that reason, there must be a binding international policy, 
through which countries can coordinate the development of national programmes to crimi-
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nalize off ences committed using information systems and require a common penal policy that 
aims to prevent criminality in cyberspace, in particular through adopting appropriate legislation 
and strengthening international cooperation. 

3. The content of the concepts mentioned in paragraph 2 above
We believe that the purpose of these strategies could be promoted through the continued 

examination of relevant international concepts aimed at strengthening the security of global in-
formation and telecommunications systems.

4. Possible measures that could be taken by the international community 
to strengthen information security at the global level

These measures include ongoing coordination and cooperation between international orga-
nizations related to cybersecurity and strengthened coordination between related national au-
thorities and bodies.

Guyana
[Original: English]

[14 June 2011]
Guyana acknowledges that with the rapid development of information technology, control 

mechanisms must be put in place to secure critical information infrastructure. At the interna-
tional level, Guyana has been participating in training courses and conferences organized by 
regional and bilateral partners aimed at providing law enforcement offi  cials with the necessary 
investigative tools and strengthening the capacity of the respective agencies to address cyberse-
curity. At the national level, Guyana hosted a National Conference on Cybersecurity in 2010, 
at which overseas and local facilitators made presentations and over 90 persons were trained. 
Currently, the Government of Guyana is drafting the appropriate legislation to address the issue 
of cybersecurity. Guyana is of the view that international cooperation and assistance are essential 
for enabling small developing countries to strengthen their national cybersecurity frameworks.

Portugal
[Original: English]

[18 August 2011]
Portugal acknowledges the challenges and opportunities that the development of informa-

tion and telecommunication technologies present.
Portuguese legislation has incorporated high standards while striking a balance between 

the interests of stakeholders and security. In eff ect, Portuguese legislation provides for the pro-
tection of fundamental rights, namely freedom of information, privacy and data protection, 
and copyright protection. Providers of publicly available telephone services ought to ensure un-
interrupted access to emergency services, and notifi cations are due in case of a breach of secu-
rity or loss of integrity that has a signifi cant impact on the operation of networks or services, or 
in case of personal data breaches. Security audits are conducted regularly.

In addition, Portuguese legislation has special provisions regarding the protection of critical 
information infrastructures, especially those that have a cross-border impact (e.g. submarine 
cables and satellite systems) or disturb the continuity of their supply chains.
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Furthermore, Portugal participates in relevant forums, such as the International Telecom-
munication Union and the Organization for Economic Cooperation and Development, and co-
operates with its partners in cross-border exercises, in the development of computer emergency 
response teams and in research and development programmes.

Turkmenistan
[Original: Russian]

[15 June 2011]
Turkmenistan bases its policy on the principles of positive neutrality and peacefulness 

and supports broad international cooperation to ensure global peace, security and sustainable 
development. In view of the role of science and technology in international security, Turkmeni-
stan favours the adoption of the latest information technologies and means of telecommuni-
cation. In this regard, a revised version of the Telecommunications Act was adopted in 2010 
to regulate the provision of information and telecommunications services and to help protect 
against the destruction, modifi cation and blocking of information, unauthorized information 
leaks and disruption of normal routing.

Recognizing that the dissemination and use of information technologies and means aff ect 
the interests of the entire international community and that these technologies and means can 
potentially be used for purposes that are inconsistent with the objectives of maintaining interna-
tional stability and security and may adversely aff ect the integrity of the infrastructure of States, 
the Telecommunications Act prohibits actions that could pose a threat to the secure operation 
of telecommunications networks, their integrity, interoperability and information security, and 
the electromagnetic compatibility of radio systems.

Refl ecting the widespread use of high technology in Turkmenistan, electronic document 
management and e-government systems are being established. In response to the global con-
cern with the need to prevent the use of information resources or technologies for criminal or 
terrorist purposes, Turkmenistan is also introducing high-tech information security measures 
and revising its legislation. In 2009, a law was adopted to combat the legalization of funds 
obtained by criminal means and the fi nancing of terrorism. In accordance with that legis-
lation, the Financial Supervisory Authority was established within the Ministry of Finance 
of Turkmenistan and given the task of combating the legalization of funds obtained by crimi-
nal means.

Turkmenistan continues to actively develop its information and telecommunications pro-
tection systems in the context of international security.
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I. Introduction

1. By paragraph 3 of its resolution 66/24, the General Assembly invited all Member States, 
taking into account the assessments and recommendations contained in the report of the Group 
of Governmental Experts on Developments in the Field of Information and Telecommunica-
tions in the Context of International Security (A/65/201), to continue to inform the Secretary-
General of their views and assessments on the following questions:

(a) General appreciation of the issues of information security;
(b) Eff orts taken at the national level to strengthen information security and promote 

international cooperation in that fi eld;
(c) The content of the concepts mentioned in paragraph 2 of the resolution;
(d) Possible measures that could be taken by the international community to strength-

en information security at the global level.

2. Pursuant to that request, on 16 February 2012, a note verbale was sent to Member States 
inviting them to provide information on the subject. The replies received are contained in sec-
tion II below. Any additional replies received will be issued as addenda to the present report.

II. Replies received from Governments

Colombia
[Original: Spanish]

[21 May 2012]
The use of information and communications technology has undoubtedly brought about sig-

nifi cant changes and benefi ts to our countries. Nevertheless, these technological advances have 
also increased the use of technology for criminal purposes around the world, which highlights 
the need to adopt urgent measures and controls that can protect the State from these new threats. 
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Increased criminal capacity in cyberspace and the use of new technologies to generate com-
puter threats are common concerns for all countries, given that they have a signifi cant impact 
on information security, in both the public and private spheres, including civil society, highlight-
ing the need to implement the necessary security protocols and policies strictly in order to es-
tablish controls that can protect the State and its critical infrastructure from these new threats. 

In this context, in 2005 Colombia developed the ISO/IEC 27001 standard, conceived as 
a management system covering the policies, organizational structure, procedures, processes 
and resources needed to implement information security management. The aim is to implement 
quality standards such as the code of best practices and control objectives contained in ISO/
IEC 17799, which focuses on safeguarding confi dentiality, integrity and availability, as defi ned 
below: 

 — Confi dentiality: preventing information from being used by unauthorized individuals 
or processes. 

 — Integrity: safeguarding the accuracy and completeness of anything of value to an orga-
nization.

 — Availability: ensuring that information is accessible and usable on demand by autho-
rized entities.

The benefi ts of ISO/IEC 27001 can be seen in: 
(a The establishment of a clear and well-structured information security management 

methodology; 
(b) The reduced risk of information being lost or stolen; 
(c) Secure access to information by users; 
(d) the review of risks to information and the respective security controls on an ongoing 

basis; 
(e) The ability to run external and internal audits that can identify potential weaknesses 

in information security systems; 
(f) Guaranteed compliance with existing legislation and regulations regarding information 

management; 
(g) People have increased awareness of information security matters. 

In an eff ort to enhance legal and operational frameworks for information security, on 5 
January 2009, the Congress of the Republic of Colombia enacted Act No. 1273 which amended 
the Criminal Code, created a new legally protected interest, namely information and data pro-
tection, and ensured the comprehensive protection of systems that use information and com-
munication technologies, among other provisions.

This important Act is divided into two chapters concerning “attacks on the confi dentiality, 
integrity and availability of data and computer systems” and “computer attacks and other of-
fences”.

The fi rst chapter states the following: 
 — Wrongful access to a computer system: Any person who, without authorization or ex-

ceeding the authorization granted, accesses all or part of a computer system, whether 
protected by a security measure or not, or remains within the aforementioned system 
against the wishes of anyone who has the legitimate right to forbid it, shall be liable 
to a term of imprisonment of between forty-eight (48) and ninety-six (96) months and 
a fi ne of between 100 and 1,000 times the current minimum statutory monthly wage. 
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 — Illegitimate obstruction of computer systems or telecommunications networks: Anyone who, 
without being authorized to do so, prevents or hinders the normal functioning of or ac-
cess to a computer system, computer data contained therein or a telecommunications 
network, shall be liable to a term of imprisonment of between forty-eight (48) and nine-
ty-six (96) months and a fi ne of between 100 and 1,000 times the current minimum 
statutory monthly wage, provided that the action does not constitute an off ence punish-
able by a heavier penalty.

 — Computer data interception: Anyone who, without a prior court order, intercepts com-
puter data at its point of origin, destination or within a computer system, or the electro-
magnetic emissions from a computer system that transmits them, shall be liable to a term 
of imprisonment of between thirty-six (36) and seventy-two (72) months.

 — Computer damage: Anyone who, without being authorized to do so, destroys, damages, 
erases, spoils, alters or deletes computer data, or a data processing system or its parts or 
logical components, shall be liable to a term of imprisonment of between forty-eight 
(48) and ninety-six (96) months and a fi ne of between 100 and 1,000 times the current 
minimum statutory monthly wage.

 — Malicious software use: Anyone who, without being authorized to do so, produces, 
traffi  cs, acquires, distributes, sells or sends, or brings into or takes out of the country, 
malicious software or other harmful computer programmes, shall be liable to a term 
of imprisonment of between forty-eight (48) and ninety-six (96) months and a fi ne 
of between 100 and 1,000 times the current minimum statutory monthly wage.

 — Violation of personal data: Anyone who, without being authorized to do so, for their 
own benefi t or that of a third party, obtains, compiles, extracts, off ers, sells, exchanges, 
sends, buys, intercepts, discloses, modifi es or uses personal codes, personal data con-
tained in fi les, archives, databases or similar mediums, shall be liable to a term of im-
prisonment of between forty-eight (48) and ninety-six (96) months and a fi ne of be-
tween 100 and 1,000 times the current minimum statutory monthly wage.

 — Website forgery in order to capture personal data: Anyone who, with criminal intent 
and without authorization to do so, designs, develops, traffi  cs, sells, executes, pro-
grammes or sends web pages, links or pop-ups, shall be liable to a term of imprison-
ment of between forty-eight (48) and ninety-six (96) months and a fi ne of between 100 
and 1,000 times the current minimum statutory monthly wage, provided that the action 
does not constitute an off ence punishable by a heavier penalty.

The second chapter stipulates the following: 
 — Theft using computers or similar means: Anyone who, having bypassed computer security 

measures, engages in the conduct set out in article 239 on manipulating a computer 
system, an electronic, telematic or other similar network, or impersonating a user for 
established authentifi cation and authorization systems, shall be liable to the penalties 
prescribed in article 240 of the Criminal Code, namely, terms of imprisonment of be-
tween three (3) and eight (8) years.

 — Transfer of assets without consent: Anyone who, for profi t and using a computer or simi-
lar device, makes a transfer without consent of any asset to the detriment of a third 
party, provided that the action does not constitute an off ence punishable by a heavier 
penalty, shall be liable to a term of imprisonment of between forty-eight (48) and one 
hundred and twenty (120) months and a fi ne of between 200 and 1,500 times the cur-
rent minimum statutory monthly wage. The same penalty shall be imposed on anyone 
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who programmes, downloads, possesses or provides computer software for the purpose 
of committing the crime described above, or fraud.

Act No. 1273 of 2009 was, undoubtedly, a highly signifi cant step forward in combating com-
puter-related crime in Colombia; nevertheless the development of diff erent types and modes 
of organized crime, and cybercrime in particular, has forced Colombia to implement a compre-
hensive strategy to combat cybercrime with a focus on cyberdefence and cybersecurity that has 
made inter-agency work the predominant factor in achieving the objectives pursued by the con-
cept of information security. 

In this framework, in July 2011, the Colombian Government launched its national cyberde-
fence and cybersecurity policy based on three fundamental pillars: 

 — Adopting an appropriate inter-institutional framework for prevention, coordina-
tion and monitoring and the formulation of recommendations to address any threats 
and risks that arise.

 — Providing specialized training on information security and broadening cyberdefence 
and cybersecurity lines of investigation. 

 — Strengthening legislation on those matters and international cooperation, and acceler-
ating Colombia’s accession to the various international instruments.

In order to implement the aforementioned strategic principles comprehensively, Colombia 
designed and established four authorities: 

(a) First is the Intersectoral Commission, responsible for formulating the strategic vision 
of information management and setting policy guidelines for the management of public 
information technology infrastructure, cybersecurity and cyberdefence;

(b) The second body is the Colombian Computer Emergency Response Team (CERT), 
the national coordinating agency on matters of cybersecurity and cyberdefence;

(c) Third is the Armed Forces Joint Cyber Command, which is tasked with preventing 
and countering any cyber threat or attack that aff ects national values and interests;

(d) Lastly, the Cyber Police Centre was established; it is responsible for Colombia’s cyber-
security, off ering information, support and protection from cybercrime.

These institutions will allow Colombia to fulfi l and implement the national cyberdefence 
and cybersecurity policy and to address comprehensively and eff ectively this new type of crime 
that is growing exponentially around the world. 

Not only has Colombia developed a cyberdefence and cybersecurity policy; but it has also 
undertaken a number of important sectoral initiatives to formulate eff ective information security 
policies. The most important of these are detailed below: 

Initiative Leading agency Scope
Information se-
curity model for 
the Government 
Online strategy

Government Online 
Programme-Min-
istry of Informa-
tion Technology 
and Communica-
tions

This security model refers to the set of strategic policies 
that form the basis for the Government Online objec-
tives, such as “Protection of individuals’ information” 
and “credibility of and confi dence in Government On-
line”. It establishes the following as key elements of infor-
mation security for government agencies: (a)the availability 
of information and services; (b)the integrity of information 
and data; and (c)the confi dentiality of information.
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Recommendations 
made to the Gov-
ernment for 
the implementa-
tion of a national 
cybersecurity 
strategy

Telecommunications 
Regulatory Commis-
sion

In this document, the Communications Regulatory Com-
mission gives the Government recommendations on 
a national cybersecurity strategy and proposes suitable 
instruments for collaboration and cooperation between 
the Government and all levels of the private sector; iden-
tifi es ways to deter cybercrime; recommends the imple-
mentation and development of legal frameworks concern-
ing cybersecurity that are consistent with international 
standards; makes recommendations for the development 
of systems to address network security incidents, includ-
ing monitoring, analysis and responses to those incidents; 
and proposes guidelines for the implementation of a na-
tional cybersecurity culture to improve levels of protec-
tion of critical information infrastructure in Colombia.

Colombian Com-
puter Security Co-
ordination Centre 
for Internet service 
providers

Colombian Infor-
mation Technology 
and Telecommunica-
tions Association

The Colombian Computer Security Coordination Centre 
is in direct contact with the security centres of its affi  liates 
(the largest Internet service providers in Colombia). It is 
able to coordinate the handling and resolution of requests 
and reports concerning computer security problems.

Leaving national information security capacities to one side, it is important to men-
tion a series of measures that, in Colombia’s view, should be taken at the international level 
to strengthen information security. 

 — Strengthen communication channels between United Nations Member States in or-
der to coordinate eff orts in the transnational fi ght against crimes that aff ect informa-
tion and data.

 — Formulate international and regional instruments focused on the legal defi nition 
of punishable acts that threaten cybersecurity and cyberdefence in each State.

 — Formulate and codify protocols to address computer incidents, leading to global poli-
cies on information security.

 — Strengthen preventative and legislative activities in relation to “hacktivist” groups, 
particularly at universities and colleges, in order to reduce young people’s involve-
ment in these organizations that threaten the normal development of States’ digital 
infrastructure.

 — Standardize legislation with emphasis on prevention, assistance and follow-up of ac-
tivities relating to information security.

 — Consolidate and implement technology, with a focus on the adoption of best practices 
in information security management. It is important to note here that plans for invest-
ment in cutting-edge technology must be in place, together with Government support 
for technology development projects.

 — Provide opportunities for the exchange of information and knowledge regarding 
the universal standards on the matter.
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Legislation of the Republic of Colombia on information security

Act/Resolution Subject

Act No 527 (1999) 
(e-Commerce)

Defi nes and regulates access to and use of data messages, e-commerce and digi-
tal signatures, establishes certifi cation authorities and contains other provisions.

Act No 599 (2000) Promulgates the Criminal Code, which maintains the framework of the criminal 
off ence of “unlawful violation of communications”, establishes the legal right 
of copyright and includes some acts indirectly related to computer crime, such as 
the off er, sale or purchase of devices capable of intercepting private communica-
tions between persons. It defi nes wrongful access to a computer system (article 
195), whereby any person who wrongfully gains entry to a computer system pro-
tected by security measures or remains within the aforementioned system against 
the wishes of anyone who has the legitimate right to forbid it, shall be liable 
to a fi ne.

Act No 962 (2005) Enacts provisions to streamline the administrative procedures of State agencies 
and entities and of individuals who perform public functions or deliver public 
services. It provides for an incentive for members of the public to use integrated 
technology in order to reduce the waiting times and costs of administrative for-
malities.

Act No 1150 (2007) Introduces measures to enhance the effi  ciency and transparency of Act No. 80 
(1993) and enacts other general provisions on public procurement. It specifi cally 
establishes the possibility of the public administration issuing administrative acts 
and documents and giving notifi cations electronically, to which end it envisages 
the development of an electronic public procurement system.

Act No 1273 (2009) Amends the Criminal Code, creates a new legally protected interest, namely 
“information and data protection”, and ensures the comprehensive protection 
of systems that use information and communications technologies, among other 
provisions.

Act No 1341 (2009) Defi nes principles and concepts of the information society and the information 
and communications technology framework, establishes the National Radio-
communications Agency and contains other provisions.

Resolution No 2258 
(2009) of the Com-
munications Regula-
tory Commission

Concerns the network security of network and telecommunications service pro-
viders. This resolution amends articles 22 and 23 of Resolution No. 1732 (2007) 
of the Communications Regulatory Commission and articles 1.8 and 2.4 of its 
Resolution No. 1740 (2007). This regulation establishes the requirement that 
network and/or telecommunications service providers that off er Internet ac-
cess must use security models, in accordance with the specifi c characteristics 
and needs of their network, that help to improve the security of access to their 
networks, in line with the security frameworks defi ned by the International Tele-
communication Union, adhering to the principles of data confi dentiality, data 
integrity and availability of network elements, information, services and applica-
tions, as well as authentication, access and non-repudiation measures. It also 
establishes requirements to be met by network and telecommunications service 
providers concerning the inviolability of communications and information secu-
rity.

Circular No 052 
(2007) (Superinten-
dence of Finance 
of Colombia)

Sets minimum security and quality requirements for handling information via 
media and distribution channels of products and services for clients and users.
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Cuba
[Original: Spanish]

[21 May 2012]
The hostile use of telecommunications, with the declared or hidden intent of undermin-

ing the legal and political order of States, is a violation of the internationally recognized norms 
in this area, which can give rise to tensions and situations that are not conducive to international 
peace and security.

Cuba fully shares the concern expressed in General Assembly resolution 66/24 with re-
spect to the use of information technologies and means for purposes inconsistent with inter-
national stability and security and which adversely aff ect the integrity of States, to the detri-
ment of their security in the civilian and military fi elds. This resolution also appropriately 
stresses the need to prevent the use of information resources and technologies for criminal or 
terrorist purposes. 

In this regard, Cuba reiterates its condemnation of the aggressive escalation by successive 
United States administrations of their radio and television war against Cuba which violates 
the international rules in force governing the radio-electric spectrum. That aggression is being 
perpetrated without considering the damage that could be caused to international peace and se-
curity by creating dangerous situations, such as the use of a military aircraft to transmit television 
signals to Cuba without its agreement. 

During 2011, an average of 2,193 hours of illegal transmissions against Cuba were broadcast 
on 30 frequencies from the United States each week. Several of these broadcasters belong to or 
off er their services to organizations linked with known terrorist elements who live in and act 
against Cuba from United States territory, broadcasting programmes that include incitement 
to sabotage, political attacks and assassination, among other topics of radioterrorism. 

These provocative broadcasts against Cuba constitute violations of the following interna-
tional principles: 

 — the fundamental principles of the International Telecommunication Union, as set out 
in the preamble to its constitution. The content of the television programming broad-
cast by the Government of the United States of America against Cuba is subversive, 
destabilizing and deceptive in character, contradicting those principles. 

 — Provisions CS 197 and CS 198 of the constitution of the International Telecommunica-
tion Union stating that all stations, whatever their purpose, must be eff ectively estab-
lished and operated in such a manner as not to cause harmful interference to the radio 
services or communications of other member States. 

 — Agreement at the ninth plenary meeting of the World Radiocommunication Conference 
held in November 2007, which stated in paragraph 6.1 (g) “that a broadcasting station 
operating on board an aircraft and transmitting solely to the territory of another ad-
ministration without its agreement cannot be considered in conformity with the Radio 
Regulations”. 

 — Radio Regulation 8.3, establishing that internationally recognized frequency assign-
ments recorded must be taken into account by other administrations when making their 
own assignments, in order to avoid harmful interference. 

 — Radio Regulation 42.4, prohibiting the operation of a broadcasting service by an aircraft 
station at sea and over the sea. 
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 — A ruling of the Radio Regulations Board, which at its 35th meeting in December 2004 
established that United States transmissions on 213 MHz resulted in harmful interference 
with Cuban services and requested the United States Government to take the relevant 
measures to halt them. Furthermore, since September 2006 the Radio Regulations Board 
has been requesting the United States Government to take measures to eliminate inter-
ference on 509 MHz, with no response to date. In the summary of decisions of the 50th 
meeting of the Board, which ended on 20 March 2009 (document RRB09-1/5), it was 
once again stated that the transmissions were illegal and the United States Government 
was requested to take all necessary steps with a view to eliminating those two cases of in-
terference with television services in Cuba.

 — Radio Regulation 23.3, limiting television broadcasting outside national frontiers. A re-
port issued in January 2009 by the General Accounting Offi  ce of the United States 
of America, an offi  cial government agency, recognizes the violations of international 
norms and domestic legislation committed by the programme of radio and television 
broadcasts by the United States Government against Cuba.

The World Radiocommunication Conference, which met in Geneva in 2007, adopted con-
clusions that found transmissions from aircraft from the United States to Cuba to be in violation 
of the Radio Regulations. The conclusions endorsed by the plenary stated that “a broadcasting 
station operating on board an aircraft and transmitting solely to the territory of another adminis-
tration without its agreement cannot be considered in conformity with the Radio Regulations”. 

These conclusions have legal standing in the work of the International Telecommunication 
Union. The World Radiocommunication Conference thus endorsed the 1990 ruling of the for-
mer International Frequency Registration Board that television broadcasts from an aerostat with 
programming directed to Cuban national territory were in violation of the Regulations. 

At its 54th meeting, held in July 2010, the Radio Regulations Board of the International 
Telecommunication Union adopted the following decision: 

After carefully considering the report of the Director and the submission from Cuba (doc-
ument RRB10-2/3 (Add.1)), the Board noted with regret that interference to the broadcast-
ing stations of Cuba by the transmissions from the United States is continuing, and decided 
to maintain its previous decisions in this matter. 

The Board also noted the request to the “Bureau, in its capacity as Executive Secretary 
of the Board” to raise the issue of harmful interference to the VHF/UHF broadcasting stations 
of Cuba at the forthcoming Plenipotentiary Conference. Recognizing the sovereign right of ev-
ery Administration to raise any issue at the Plenipotentiary Conference, the Board confi rmed 
that the two representatives of the Radio Regulations Board at the 2010 Plenipotentiary Confer-
ence and its Executive Secretary will be ready to provide any relevant information and advice 
that might be required at the forthcoming Plenipotentiary Conference. 

More recently, in February 2012, the World Radiocommunication Conference conferred 
a mandate on the Director of the Radiocommunication Bureau of the International Telecom-
munication Union to follow up and report at the next Conference, to be held in 2015, on the in-
terference that the United States is causing to Cuban radio and television services through its 
acts of radio-electric aggression. 

The Conference thus confi rmed the validity of the conclusion adopted at its previous meet-
ing, which recognized the illegality of the United States Government transmitting anti-Cuban 
radio and television broadcasts using aircraft. 



315

5. Replies received from Governments to inform the Secretary-General of their views...

The hostility of the United States Government towards Cuba has been manifested through 
the economic, fi nancial and trade embargo imposed for over fi fty years, which also aff ects infor-
mation and telecommunications: 

 — The information and communications technology sector has been hit hard by the em-
bargo. From 2010 to 2011, total losses were calculated at US$ 7,396,394. 

 — Cuba continues to have no access to the services provided by many websites; when it is 
recognized that the link is being established from an Internet address with the Cuban 
domain name .cu, access is denied. 

 — With complete cynicism and hypocrisy, the United States continues to falsely accuse 
Cuba of preventing its citizens from accessing the global network, while the very dif-
ferent reality is that Cuba is unable to connect to the fi bre-optic cables that surround 
the Cuban archipelago, owing to the embargo laws applied by the United States, forcing 
the country to pay for expensive satellite services. 

 — On 6 October 2010, the social network Twitter acknowledged full responsibility for 
blocking messages sent by cell phone from Cuba to its platform. Similarly, in April 
2011 it acknowledged that access to certain Twitter tools was being restricted in Cuba 
on the grounds that they were being accessed from a country that is under a ban. 

 — As of February 2011, the fi nancial fi rm Syniverse stopped making payments to the Cu-
ban Telecommunications Corporation (ETECSA) for cell phone roaming charges 
on the grounds that its bank could not conduct transactions with Cuba, which led 
to the non-collection of US$ 2.6 million and other diffi  culties. 

The discussion in the General Assembly about developments in the fi eld of information 
and telecommunications in the context of international security is very pertinent and important. 
Actions such as those described above by the United States Government against Cuba confi rm 
the need for that debate and the urgency of adopting measures to put an end to such actions.

Cuba supported General Assembly resolution 66/24 and will continue to contribute 
to the peaceful global development of information and telecommunications technologies 
and their use for the good of all humanity.

Panama
[Original: Spanish]

[10 July 2012]
Twenty-fi rst century economies have become increasingly based on the service sector, which 

is especially evident in fi rst world economies. Electronic commerce is nothing more than the most 
recent expression of this sector of the economy, facilitating commercial transactions and reduc-
ing costs and time for delivering goods and services around the world. Electronic governance is 
the State version of electronic commerce that allows States to meet a large quantity of citizens’ 
demands quickly and effi  ciently through various technologies (web-based and mobile). 

Because of the widespread use of information and communications technologies to support 
electronic commerce and governance, eff orts must be made to ensure that these technologies 
meet the minimum requirements of the State’s clients and citizens for confi dentiality, integrity 
and availability. However, many of the eff orts currently under way focus on technical solutions 
to global problems, which means tackling the problem from various angles.

We believe that the fi rst task for States that wish to promote electronic commerce and gov-
ernance should be to develop legal frameworks based on international standards that have been 
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previously adopted by other States and are widely accepted, while also creating a hostile envi-
ronment for criminals and terrorists who use these resources to carry out their activities. Only 
those countries that adopt legal and technical protective measures can hope to reap the eco-
nomic benefi ts of providing an enabling environment for electronic commerce and governance.

At the same time, eff orts should continue to develop technologies and policies that defend 
States’ cyberspace, where the interests of diff erent countries meet, through national cybersecu-
rity strategies that can be implemented within clearly defi ned and realistic time frames. In ad-
dition to contributing to international peace, these strategies should be aimed at conserving 
countries’ national security and stability. 

Panama has taken the following measures at the national level to strengthen information 
security and contribute to international cooperation: 

(a) Establishment of the Computer Security Incident Response Team, by Executive Order 
No. 709 of 26 September 2011; 

(b) Amendment of the substantive law (Criminal Code) to incorporate new criminal of-
fences related to cybercrime and its subsequent submission to the National Assembly 
for adoption (Bill No. 377); 

(c) Discussion and amendment of the Code of Criminal Procedure in order to align it with 
the new off ences added to the Criminal Code; 

(d) Establishment of a working group to discuss the responsibility of Internet service pro-
viders in the sphere of information security, headed by the National Authority for 
Government Innovation and the National Public Services Authority. There is also dis-
cussion of implementing the outcome of the group’s deliberations at the regional level 
(the Technical Commission for Telecommunications in Central America/International 
Telecommunication Union) through national regulators in the Central American re-
gion; 

(e) Establishment of a working group on handling digital evidence, headed by the Public 
Prosecutor’s Offi  ce and with the participation of the National Authority for Govern-
ment Innovation; 

(f) Formal request for technical assistance to the Organization of American States (OAS) 
to develop the inter-American cybersecurity strategy; 

(g) Advanced training in incident handling facilitated by the OAS/CERT Coordination 
Centre (CERT-CC), carried out in Panama in April; 

(h) Evaluation of the United Nations Offi  ce on Drugs and Crime (UNODC) proposal for 
a programme to build Panama’s capacity to combat cybercrime; 

(i) Regular participation in the Meetings of Ministers of Justice or Other Ministers or At-
torneys General of the Americas and meetings of the OAS Inter American Committee 
against Terrorism; 

(j) Formal request for accession to the Convention on Cybercrime made by note verbale 
of 31 January 2012, from the Ministry of Foreign Aff airs to Carlos Arosemena, Ambas-
sador of Panama in Brussels. 

With respect to possible measures that could be taken by the international community 
to strengthen information security at the global level, we believe that the following recommen-
dations should be considered: 

(a) Adoption of a common legal framework that would allow collaboration between States 
through expeditious mutual legal assistance based on internationally accepted procedures; 
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(b) Development of national and regional cybersecurity strategies; 
(c) Promotion of the regular exchange of information between States through national inci-

dent response teams to facilitate the fl ow of information, especially information related 
to the prosecution of crime and terrorism; 

(d) Development of public awareness programmes on local and international regulations 
applicable to each State. 

Qatar 
[Original: English] 

[18 May 2012]
The State of Qatar’s national eff orts in the information security arena are based on taking 

a holistic approach that considers both the security of information assets as well as the safety 
of individuals using those assets. The strategy is aligned with Qatar’s 2030 Vision, which high-
lights human, social and economic development as key pillars and is driven by international 
endeavours such as the ITU Global Cybersecurity Agenda and the critical information infra-
structure protection principles of the Group of Eight. 

Currently, the national cybersecurity programme in Qatar (Qatar Computer Emergency 
Response Team, an Information Security Centre of Excellence initiative), a Government-spon-
sored organization under the auspices of the Supreme Council for Information and Commu-
nications Technology, forms an important cornerstone of Qatar’s cybersecurity agenda, which 
includes critical information infrastructure protection and Government information and com-
munications technology mission assurance branches. 

The Qatar Computer Emergency Response Team works with Government agencies, private 
and public sector organizations and Qatar’s citizens to ensure that online threats are monitored 
and risks are contained. Its established practices for investigating threats include state-of-the-art 
digital forensics, malware analysis and threat monitoring system capabilities as well as channels 
to enhance security preparedness and response through situational training programmes. Fol-
lowing is a brief description of its functions: 

Threat intelligence
Security Operation Center. Security analysts will utilize internally developed tools (threat 

monitoring systems) to proactively alert Government agencies and critical organizations about 
threats associated with eradication tools. 

Threat monitoring system. The system is an in-house tool that aggregates and analyses 
threat intelligence information from a number of sources in order to detect and mitigate the im-
pact of infected computers or local websites. 

Malware analysis lab
The objective of the lab is to build the capability to measure, analyse and provide protection 

from malware threats on a national level. Currently, the lab produces a detailed report on the be-
haviour of the malware on infected machines; types of targeted system; the sources of malware 
based in the country; and any Internet connection with the command and control server. It also 
helps to measure the weight of every collected malware, in order to evaluate the risk associated 
with specifi c malware threats by volume of the malware, and to provide detection of malware 
through all anti-virus engines existing in the market. 
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Public incident handling
The Qatar Computer Emergency Response Team aims to minimize the number of infected 

machines in the State of Qatar by providing essential support to the public and to the critical sec-
tor. In order to achieve this goal and provide the right guidance, Qatar has expanded its incident 
response service to cover home Asymmetric Digital Subscriber Line (ADSL) Internet users via 
the public incident handling portal. It provides various steps, guidelines and basic software tools 
to scan and remove infections from home ADSL machines. 

Cybersecurity training
The Qatar Computer Emergency Response Team conducts cybersecurity-related train-

ing and workshops for information technology professionals from Government organizations 
and other Gulf Cooperation Council countries. 

Cybersecurity awareness
The Qatar Computer Emergency Response Team builds a foundation of human knowledge 

about cybersecurity issues and best practices, focusing on corporate employees. 
It works to protect critical infrastructure, in view of the fact that a number of industry 

sectors such as fi nance, energy and information and communications technology, are critical 
to sustaining Qatar’s economy, its population and its Government. As a result, it aims to protect 
the information systems that underpin these critical sectors as follows: 

 — Developing national protection strategies, best practices frameworks and tools, raising 
awareness with stakeholders.

 — Directly assisting owners and operators of critical infrastructures in improving supervi-
sory control and data acquisition (SCADA) network safeguards.

 — Understanding industry sector issues and cross-sector dependencies and implementing 
sector-specifi c protection strategies.

 — Working with international information infrastructure protection organizations for de-
termining transnational solutions.

 — Measuring the maturity of information infrastructure protection organizations 
in the country and evaluating progress.

Furthermore, cybersecurity programme of the Supreme Council for Information and Com-
munications Technology continues to work with the legislative body in drafting laws and stan-
dards to constantly improve the nation’s information and communications technology safe-
guards in addressing emerging contemporary threats. 

The Supreme Council recommends adoption/development of the following possible mea-
sures, through the international community:

 — Establishment of international legal frameworks harmonized at the regional level in all 
countries, within fi ve years.

 — Establishment of a computer incident response team in all countries that do not cur-
rently have one, within three years.

 — Development of national cybersecurity strategies, aligned with international coopera-
tion principles, including critical information infrastructures protection (CIIP), within 
fi ve years.
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 — Development of cybersecurity-related curricula aimed at building capacity and rais-
ing awareness in various constituencies (e.g., Governments, academia, private sector, 
schools).

 — Emphasizing the importance of online safety awareness programmes for children 
and youth.

Turkey
[Original: English]

[31 May 2012]
Information and communication technologies are rapidly penetrating into both daily life 

and business processes. Various data critical for individuals, institutions or Governments is 
stored digitally and transmitted in cyberspace. Despite its benefi ts, technology carries some 
risks, in terms of the inability to sustain the confi dentiality and integrity of digitally stored data 
and the availability of information systems. Vulnerabilities in information and communications 
systems — stemming from faulty design, confi guration and operation and inadequate technical 
abilities and lack of training or security awareness in employees and users — provide an appro-
priate environment for those risks to materialize.

In order to avoid or mitigate risks and remedy vulnerabilities, eff orts to develop cybersecurity 
are increasingly becoming important at national and institutional levels. In this regard, building 
technical and administrative capacity and increasing the security awareness of executives, em-
ployees and users in public and private institutions are regarded as essential parts of these eff orts.

The awareness of high-level executives of the Turkish Government about the need to in-
crease national information security is well established. In addition, the Information and Com-
munications Authority of Turkey specifi cally focuses on researching best practices and emerging 
threats in cyberspace, organizing and conducting national cybersecurity exercises, increasing 
institutional and technical capacity for responding to emergency situations and performing reg-
ular audits of electronic communications operators in order to ensure that adequate policies, 
processes, programmes and controls are in place to properly handle electronic communications 
security incidents.

Researching international concepts regarding global threats, the specifi c vulnerabilities 
of information systems and best practices in terms of mechanisms of information, as well as 
expert knowledge-sharing with other international organizations, are considered to be relevant 
in order to strengthen the security of global information and telecommunications systems. 

Multilateral conventions to address cooperation on, and forensic approaches to, information 
and communications security incidents in cyberspace, as well as information sharing on malware 
databases, could prove to be useful instruments for strengthening global information security. 

Ukraine
[Original: Russian]

[31 May 2012]

General appreciation of the issues of information security
The rapid introduction of information and communications technologies into all spheres 

of life and the globalization of information links have led to a worldwide shift of unlawful activi-
ties into cyberspace. Today computer crime, also known as cybercrime, for which State borders 
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do not exist, threatens not only the rights and freedoms of individuals but also the national 
interests and security of States. 

In recent years there has been a marked rise in computer attacks against critical national 
infrastructure, causing damage to States through the distortion of important information and 
the disruption of production processes at factories, the supply of utilities and energy, and trans-
portation systems. 

An assessment of cybercrime in 2011 in individual States in which the information systems 
of State bodies and agencies were the targets of hacker attacks that blocked their activities reveals 
the enormous threat that cyberattacks pose to society and the unpredictability of their conse-
quences. 

 Efforts taken at the national level to strengthen information security 
and promote international cooperation in that field
Some developed countries have addressed these threats by establishing national anti-cy-

bercrime systems headed by a single coordinating body. This approach makes it possible to ef-
fectively pool the strengths and resources of the relevant governmental and non-governmental 
entities to counter and neutralize cybersecurity threats. 

This was one of the main considerations guiding the review of approaches to assessing new 
threats and challenges, including in the sphere of information security, the organization of high-
level State events on the establishment of a single nationwide anti-cybercrime system, the draft-
ing of a bill on cybersafety and the establishment and strengthening of cooperation with foreign 
intelligence services and law enforcement agencies. 

In June 2011, in cooperation with the agencies of 11 States (Canada, Cyprus, France, Ger-
many, Latvia, Lithuania, Netherlands, Romania, Sweden, United Kingdom and United States), 
the Security Service of Ukraine put a stop to the criminal activities of a group of hackers. Using 
malware spread via the Internet, this group had stolen over $72 million from foreign banking in-
stitutions. 

In October 2011, the Security Service of Ukraine organized and conducted in Yalta, 
Ukraine, the annual round of talks on cyberdefence by experts from Ukraine and the North At-
lantic Treaty Organization. The outcome reaffi  rmed Ukraine’s position on the need to develop 
the information security system further with the participation of the public and private sectors 
and using the lessons learned in other States. 

At the initiative of the Security Service, the issue of establishing a separate commission 
on cybersecurity will be discussed at the thirty-second Meeting of Heads of Special Services 
and Security and Law Enforcement Agencies of the Commonwealth of Independent States. 

 The content of the concepts mentioned in paragraph 2 
(General Assembly resolution 66/24)
The following principal threats to national security, including information security, are de-

fi ned in Ukrainian legislation: 
 — Restrictions to citizens’ freedom of speech and access to information. 
 — Cybercrime and cyberterrorism. 
 — Disclosure of State secrets or any other secret information protected by law, or of con-

fi dential information that is State property or is used to meet the national needs and in-
terests of society and the State. 
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 — Attempts to manipulate public perception, including by disseminating misleading, in-
complete or biased information. 

Possible measures that could be taken by the international community 
to strengthen information security at the  global level
The main way in which the international community can strengthen information security is 

to create an enabling environment that allows individual States to ensure their own information 
security and to develop eff ective cooperation in this regard. 

To establish mechanisms that will eff ectively counter existing and potential threats to infor-
mation security, the international community should take the following measures: 

 — Implement consultative mechanisms for cooperation on cyberdefence to facilitate 
the exchange of experience in drafting legislation and regulations in this area. 

 — Establish systems for the exchange of information on cyberspace monitoring and for 
early notifi cation of cyberattacks and the exchange of information on technical aspects 
of cyberattacks, tracing the origins of attacks and eff ective countermeasures. 

 — Cooperate on addressing the harmful eff ects of cyberattacks, sharing lessons learned, 
and developing technological solutions and organizational recommendations on deter-
ring cyberattacks. 

 — Develop international legal instruments to establish standard terminology and rules, 
such as a Code of Internet Conduct. 

Owing to the need to counter these threats, partner intelligence services and law enforce-
ment agencies should work together in the following areas: 

 — Develop mechanisms for the prompt sharing among intelligence services of informa-
tion concerning the activities of organized criminal groups, including terrorist groups, 
aimed at unauthorized interference in the information resources of national Internet 
infrastructure or the information systems of government offi  ces or businesses. 

 — Exchange information on crimes relating to unauthorized access to the computer sys-
tems of fi nancial institutions, including for the purpose of forging bank cards, or un-
authorized interference in the functioning of bank computer systems for the purpose 
of stealing confi dential information or impeding operations. 

 — Collaborate during operations to track persons committing cybercrimes using national 
Internet infrastructure and document their unlawful activities. 

 — Exchange experience and current practices in the examination of software and hard-
ware (cyber forensics) while investigating crimes committed using computer technology 
and share methods and techniques of examining computer equipment in order to docu-
ment criminal activities. 

 — Establish joint training programmes for the staff  of intelligence services and internships 
for their experts. 

 — Participate in joint symposiums, seminars and conferences on countering cybercrime. 
One form of cooperation could be to establish a system for monitoring the resources of na-

tional Internet infrastructure in order to ensure the early detection of threats and a system for 
identifying the best tools to use in neutralizing those threats. 

One possible mechanism for coordinating the cybersecurity activities of State bodies, tele-
communications service providers and other actors in national information and communica-
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tions technology infrastructure aimed at preventing unlawful uses of computers and information 
technology could be to establish national computer incident response centres and have them 
work in close collaboration with one another. 

The main tasks of such national centres could include the following: 
 — To collect, analyse and compile in the relevant databases information on current cyber-

security threats. 
 — To monitor and detect web-based mechanisms and resources whose operations are 

contrary to the regulations governing the use of national Internet infrastructure. 
 — To develop recommendations for Internet users to protect the interests of individuals, 

society and the State in the area of information and recommendations on providing 
advisory services and technical support to users.

 — To receive urgent reports of hacker attacks, provide emergency assistance to stop them 
and promptly notify Internet users and users of other information systems (including 
local and corporate systems) about cybersecurity threats.

 — To collaborate and exchange information with similar centres in other countries.

A/68/156. Developments in the field of information 
and telecommunications in the context 
of international security

Report of the Secretary-General
CONTENTS

 I.  Introduction

 II. Replies received from Governments
 Cuba
 Spain
 Ukraine
 United Kingdom of Great Britain and Northern Ireland

I. Introduction

1. On 3 December 2012, the General Assembly adopted resolution 67/27, entitled “De-
velopments in the fi eld of information and telecommunications in the context of international 
security”. In paragraph 3 of the resolution, the General Assembly invited all Member States, 
taking into account the assessments and recommendations contained in the report of the Group 
of Governmental Experts on Developments in the Field of Information and Telecommunica-
tions in the Context of International Security (A/65/201), to continue to inform the Secretary-
General of their views and assessments on the following questions:

(a) General appreciation of the issues of information security;
(b) Eff orts taken at the national level to strengthen information security and promote 

international cooperation in this fi eld;
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(c) The content of the concepts mentioned in paragraph 2 of the resolution;
(d) Possible measures that could be taken by the international community to strength-

en information security at the global level.

2. Pursuant to that request, on 22 February 2013, a note verbale was sent to Member States 
inviting them to provide information on the subject. The replies received are contained in sec-
tion II below. Any additional replies received will be issued as addenda to the present report.

II. Replies received from Governments

Cuba
[Original: Spanish]

[20 May 2013]

The hostile use of telecommunications with the declared or hidden intent of undermining 
the legal and political order of States is a violation of the internationally recognized norms in this 
area and can give rise to tensions and situations that are not conducive to international peace 
and security.

Cuba fully shares the concern expressed in resolution 67/27 regarding the use of infor-
mation technologies and means of telecommunication that may aff ect international stability 
and security and the integrity of States to the detriment of their security in civil and military 
fi elds. The resolution also places due emphasis on the need to prevent the use of information 
resources or technologies for criminal or terrorist purposes.

In this regard, Cuba reiterates its condemnation of the aggressive escalation by successive 
administrations of the United States of America of their radio and television war against Cuba, 
which violates the current international rules governing the radio-electric spectrum. This ag-
gression is being perpetrated without regard for the damage that could be caused to interna-
tional peace and security by creating dangerous situations, including the use of a military aircraft 
to transmit television signals to the Republic of Cuba without its consent.

Transmissions from aircraft are a violation of regulation 42.4 of the International Telecom-
munication Union (ITU) Radio Regulations, which prohibits the operation of a broadcasting 
service by an aircraft station at sea and over the sea.

In 2012, the United States made 192 fl ights during which, in addition to the illegal transmis-
sion of television signals from aircraft into Cuban territory, it simultaneously made illegal FM 
radio transmissions. These acts caused interference with Cuba’s television stations, which are 
registered in the ITU Master International Frequency Register.

Each week, broadcasters located in United States territory transmit an average of 2,400 
hours of radio and television illegally over 30 diff erent television and medium- and short-wave 
FM radio frequencies. Several of these broadcasters belong to or off er their services to organiza-
tions linked with known terrorist elements who live in and act against Cuba from United States 
territory, broadcasting programmes of incitement to sabotage, political attacks and assassination 
and committing other forms of radioterrorism. 

The illegal radio and television broadcasts against Cuba are intended to promote illegal im-
migration and encourage and incite to violence, contempt for constitutional order and the per-
petration of terrorist acts. Cuba reiterates that the use of information for the clear purpose 
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of subverting the internal order of other States, violating their sovereignty and meddling and in-
terfering in their internal aff airs constitutes an illegal act.

These provocative broadcasts against Cuba constitute violations of the international norms 
governing use of the radio-electronic spectrum contained in the International Radiocommuni-
cation Convention, to which the United States Government is a signatory party.

Cuba supported General Assembly resolution 66/24 and will continue to contribute 
to the peaceful global development of information and telecommunications technologies 
and their use for the good of all humanity.

Spain
[Original: Spanish]

[29 May 2013]

1. Introduction
Information security is a key aspect of the information society. Technological advances have 

driven continuous, rapid growth in the capacity to process and store information in multiple 
formats. Meanwhile, in the area of communications, available bandwidth has increased very 
signifi cantly and, as a result, huge amounts of information can now be sent and received almost 
in real time and without the need for particularly complex infrastructures.

While these technological advances improve access to information of all types, they also 
facilitate the use of and access to information for unlawful purposes, especially the use of infor-
mation technology and telecommunications systems for hostile or criminal purposes, and even 
for the commission of terrorist acts or acts of aggression between States or transnational actors.

In recent years, the growing trend in Internet use by criminal organizations and, in par-
ticular, by terrorist groups has been confi rmed. Such organizations and groups essentially take 
advantage of two of its characteristics, namely, its global nature and the high degree of anonym-
ity that it can off er.

The development of the information society and information technology must therefore be 
balanced with the simultaneous development of modern, up-to-date national and international 
regulations that are appropriate to the new technological environment and capable of respond-
ing to the challenges posed by the need to protect information in order to prevent its unlawful 
use without limiting individuals’ rights and freedoms.

2. Misuse of the Internet for terrorist purposes
At present, the main threats arising from the use of the Internet by terrorist organizations are:
(a) Use of the Internet as a weapon, i.e., its use as a means to launch attacks against critical 

infrastructure information systems or the infrastructure of the Internet itself. Attacks 
of this kind by common criminals are relatively frequent; however, the attack on Estonia 
in 2007 made it clear that a State’s information infrastructure can also be subject to an 
attack of this type. The considerable increase in new harmful software in recent years 
and the “botnets” or networks of “zombie” computers that are used to carry out attacks 
against information systems are directly related to this type of threat.

(b) Use of the Internet as a medium for other activities, essentially:
— Communication. Criminal organizations are increasingly communicating via the In-

ternet instead of using other means, such as fi xed or mobile telephones. The tools 
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most frequently used to communicate securely and anonymously over the Internet 
are electronic mail, instant messaging programmes and online forums.

— Dissemination of propaganda and terrorism-related materials. There are currently 
thousands of websites that incite violence or are related to terrorist activities; this 
trend has been accentuated with the emergence of Web 2.0 and social networking 
(“blogs”). Preventing terrorist organizations from using the Internet in this way is 
quite a complex matter since such websites can be very easily migrated. The phe-
nomenon is transnational since the server that hosts the website may be located 
in a diff erent country from the one where it is administered while the terrorist or-
ganization in question may operate in a third country; where there are no bilateral 
agreements between these countries, a legal vacuum is created.

— Recruitment. The Internet is sometimes used as a means of carrying out recruit-
ment activities, mainly through online forums and instant messaging programmes.

— Financing. The Internet also provides opportunities for terrorist organizations 
to carry out activities aimed at securing funding. The possible involvement of ter-
rorist organizations in Internet fraud, extortion and money-laundering as a means 
of obtaining fi nancing is of particular interest.

— Dissemination of training manuals. Terrorist organizations disseminate manuals 
on terrorist techniques, the manufacture of explosives and weapons handling via 
the Internet.

— Information-gathering to prepare terrorist attacks. The Internet is a very impor-
tant source of information that is often used by terrorist organizations to obtain 
information on the targets of their activities, whether individuals, organizations or 
infrastructures.

3. Measures taken at the national level to combat Internet 
use by terrorist organizations

3.1. Legislative measures
Measures adopted by diff erent States include the signifi cant eff orts made by Spain in re-

cent years, and particularly in 2007. It has included in its legal system a series of laws relating 
to information security and the free exercise of the rights and freedoms recognized in the Uni-
versal Declaration of Human Rights and the Spanish Constitution. Comprehensive legislation 
and regulations incorporating both purely national elements and European Union directives 
have been developed with the aim of meeting these objectives. New information security criteria 
have been applied based on the premise that in order to achieve a reasonable degree of pro-
tection, as well as to maintain the confi dentiality of information, it is in most cases essential 
to preserve the integrity and availability of the information. In particular, the following laws 
and regulations have been enacted:

 — Organization Act No. 5/1992 of 29 October 1992 on regulation of the electronic pro-
cessing of personal data with the aim of establishing precautionary mechanisms to pre-
vent breaches of privacy resulting from the processing of information; and implement-
ing regulations.

 — Organization Act No. 15/1999 of 13 December 1999 on the protection of personal data, 
which aims to guarantee and protect public freedoms and the fundamental rights of in-
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dividuals, especially their honour and their personal and family privacy, during the pro-
cessing of personal data; and implementing regulations.

 — Royal Decree-Law No. 14/1999 of 17 September 1999 on electronic signatures, adopted 
with the aim of encouraging companies, citizens and public authorities to quickly in-
corporate new technologies for secure electronic communications into their activities, 
and transposing into Spanish law Directive 1999/93/EC of the European Parliament 
and of the Council of 13 December 1999 on a Community framework for electronic 
signatures. Act No. 59/2003 of 19 December 2003 on electronic signatures updated this 
framework by incorporating the amendments deemed advisable in light of the experi-
ence gained since its entry into force.

 — Act No. 11/2002 of 6 May 2002 governing the National Intelligence Centre (CNI), 
and Royal Decree No. 421/2004 of 12 March 2004, which governs the National Cryp-
tology Centre. By means of these two instruments, the CNI is mandated, among other 
duties, to coordinate the action of the various Government agencies that use encryption 
methods and procedures, guarantee the security of information technology in that area 
and ensure compliance with regulations relating to the protection of classifi ed informa-
tion.

 — Act No. 34/2002 of 11 July 2002 on information society services and electronic com-
merce, which aims to incorporate into Spanish law Directive 2000/31/EC of 8 June 
2000 on certain legal aspects of information society services, in particular electronic 
commerce, on the internal market (“Directive on electronic commerce”). It also par-
tially incorporates Directive 98/27/EC of the European Parliament and of the Council 
of 19 May 1998 on injunctions for the protection of consumers’ interests since, in ac-
cordance with the provisions of that Directive, it governs injunctions against conduct 
contravening the provisions of the Act.

 — General Telecommunications Act No. 32/2003 of 13 November 2003 governing the op-
eration of networks and provision of services in the area of electronic communications.

 — Act No. 59/2003 of 19 December 2003 on electronic signatures, already mentioned.
 — Act No. 11/2007 of 22 June 2007 on citizens’ electronic access to public services, which 

governs communications between citizens and public authorities using electronic, in-
formation and telematic techniques and methods.

 — Organization Act No. 10/2007 of 8 October 2007 governing the police database of DNA 
identifi ers. The Act establishes a single database incorporating all fi les of the State se-
curity and law enforcement agencies containing identifi ers obtained from DNA analysis 
carried out as part of a criminal investigation, cadaver identifi cation procedures or miss-
ing persons enquiries.

 — Act 25/2007 of 18 October 2007 on the preservation of data relating to electronic com-
munications and public communications networks, which is having a positive impact 
on investigations carried out in this fi eld.

 — Royal Decree No. 1720/2007 of 21 December 2007 adopting the implementing regula-
tions for Organization Act No. 15/1999 of 13 December 1999 on the protection of per-
sonal data.

 — Act No. 56/2007 of 28 December 2007 on measures to promote the information society.
 — Criminalization of the following cybercrimes related to the Internet activity of terrorist 

organizations:
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a) Computer sabotage, article 264 of the Penal Code
b) Threats, article 169 and following of the Penal Code
c) Justifi cation or glorifi cation of terrorism, article 578 of the Penal Code

3.2. Other measures
 — Creation of specialist police groups to combat use of the Internet by criminal groups.
 — Participation in the “Check the Web” project developed by the European Police Offi  ce 

(Europol).
 — The National Cryptology Centre in the National Intelligence Centre makes a signifi -

cant daily contribution to the eff ort to combat cyberattacks. In particular, its Computer 
Emergency Response Team (CERT) has the capacity to respond to information security 
incidents. Established in early 2007 as a Spanish governmental body, the CERT partici-
pates in the primary international forums, where it shares objectives, ideas and informa-
tion on cybersecurity.

 — Creation of the National Centre for the Protection of Critical Infrastructure
 — The Ministry of Defence is taking various steps in the area of cyberdefence. Through 

the Chiefs of Defence Staff , it participates in the North Atlantic Treaty Organization 
(NATO) Cooperative Cyber Defence Centre of Excellence, which Spain has been help-
ing to fund since its establishment and to which it provides two experts. The Centre’s 
increasingly important role in the international eff ort to combat cyberterrorism is illus-
trated by the recent visit of His Majesty the King, during which he emphasized Spain’s 
commitment to international cybersecurity initiatives.

 — NATO is extremely active in cyberdefence activities; it has developed a Concept, ad-
opted a policy and appointed a cyber defence management authority for the alliance. 

 — The Organization for Security and Co-operation in Europe (OSCE) has established 
an informal working group on confi dence-building measures related to information 
and communications technologies. The working group’s goal is to reduce the poten-
tial for cyberattacks while strengthening mutual security through international co-
operation, enhancing clarity and transparency and reducing the risks of mispercep-
tion that could lead to the escalation of confl icts by developing political and military 
confi dence-building measures for the use of information and communications tech-
nologies.

 — The National Security Scheme sets national security policy for use of the electronic 
media. It is grounded in basic principles and minimum requirements that allow for ad-
equate protection of information, and all Government departments participate in its 
work. Its legal basis is a royal decree that will soon be issued pursuant to article 42 of Act 
No. 11/2007. Spain’s Security Strategy identifi es the country’s primary security threats 
and risks and sets out a response to them, specifying cyberspace as one of the areas 
in which action must be taken. This analysis forms the basis for developing response 
strategies, building capacities and implementing administrative reforms.

National Defence Directive 2012 lists the global threats that Spain must address, stating that 
cyberattacks are one of the primary risks and that they can be prevented only through a coalition 
of forces which, in the case of Spain, will be based on NATO and the European Union but will 
also require the support of other countries and groups of countries that also have a direct interest 
in monitoring such matters.
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This Directive also calls for participation in the promotion of comprehensive cybersecurity 
management within the framework of the relevant principles of the national cybersecurity strat-
egy.

The Defence Policy Directive, adopted in 2012, also refers to the emergence of cyberspace 
as a new fi eld of international relations and identifi es as a defence priority the strengthening 
of information- and intelligence-gathering systems in order to support operations such as com-
mand and control systems with a view to reducing the risk of cyberattacks.

In January 2011, the Head of the Chiefs of Defence Staff  issued a vision of military cyberde-
fence, which provides guidance for the planning, development and use of the military capacities 
needed in order to ensure the eff ective use of cyberspace during military operations. 

4. Possible measures that could be taken by the international community 
to strengthen information security at the global level

Increased dependence on information systems and increased connectivity of critical infra-
structures have made cyberspace security essential to the functioning of a modern State. For this 
reason, cybersecurity should be an intrinsic part of national security planning.

At present, the protection of an international legal framework to meet cybersecurity 
threats is lacking. Therefore, without prejudice to States’ sovereignty in matters related to cy-
bersecurity, there is a need for multilateral cooperation agreements in this area (analogous 
or similar to the International Convention for the Safety of Life at Sea (SOLAS)) whereby 
States would undertake to harmonize their legislation with a view to the prosecution of In-
ternet crimes while attempting to ensure, to the extent possible, that anonymity, the absence 
of legislation and economic interests do not make the Internet the ideal breeding ground for 
crime and terrorism.

The private sector, and particularly Internet service providers, must be involved in the ef-
fort to combat cybercrime. The cooperation of the private sector is essential since most Internet 
services are in the hands of private companies. The private sector has long dealt with Internet-
related threats and its knowledge and experience in this area could be very valuable.

CERTS play a key role in cybersecurity. The establishment of specialized teams and the on-
going training of their members are the fi rst steps that Governments should take in order 
to ensure cybersecurity. It is also important to establish law enforcement units that specialize 
in the investigation of crimes committed via the Internet.

Because cybersecurity is a global challenge, international cooperation in improving it is es-
sential and should be strengthened at the policy and operational levels. There should be con-
stant communication between the CERTS of diff erent countries in order to facilitate the shar-
ing of information on attacks within a short response time. Lessons learned and best national 
and international practices should also be shared.

Other measures include:
 — Training citizens and making them aware, at an early age, of the need to pay attention 

to the security of the information systems that they use. Many types of cybercrime take 
advantage of (or even depend on) the fact that many Internet users fail to take appropri-
ate precautions in order to make their computers and accounts as secure and impenetra-
ble as possible. User education is therefore essential. Greater awareness of this problem 
would reduce the number of computers used by cybercriminals in order to carry out 
their activities, particularly those related to botnets. 
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 — Expediting procedures for international and police cooperation so that criminal off ences 
can be prosecuted rapidly and effi  ciently, bearing in mind the diff use nature of the In-
ternet, the volatility of connection records and the legal framework of each country.

 — Organizing multinational forums, seminars and conferences in order to enhance 
the knowledge of experts, share knowledge about the various types of attack and new 
trends in cyberattacks, assess vulnerability and the impact of potential attacks, share 
lessons learned and best practices and promote standardized police training in the in-
vestigation of cybercrimes.

 — Coordinating the eff orts of organizations that specialize in specifi c areas of cybersecu-
rity, such as the Council of Europe and NATO, in order to avoid unnecessary duplica-
tion of eff ort.

 — Producing guides and recording good practices, in cooperation with the private sector 
and civil society, in order to improve cybersecurity.

In conclusion, Spain considers that the international community should adopt whatever 
information protection measures are deemed necessary, basing its action on an integrated global 
vision and, if possible, creating a single authority to lay down rules and standards common to all 
countries, establish a balanced and comprehensive set of specifi c protection measures and en-
able the harmonization of the policies and actions of the various national and international 
organizations involved.

Ukraine
[Original: Russian]

[31 May 2013]

1. General assessment of information security problems
The fi elds of information security, telecommunications security and cybercrime response 

are central to the national security of Ukraine. Ensuring the national security of Ukraine, 
in turn, fosters strengthened international security in a globalizing world.

Globalization, the creation of an information society and the adoption of new informa-
tion technologies, all of which are occurring worldwide, contribute to the increased importance 
of information security as a component of national security. Information security is defi ned 
as the degree to which national interests in the fi eld of information are shielded from external 
and domestic threats.

Accordingly, the following all come under the heading of international threats to informa-
tion security:

 — Unlawful use of information resources
 — Unauthorized, destructive activities within automated systems, including those systems 

used in the management of critical national infrastructure facilities
 — Use of cyberspace, related activities or information technologies and resources in a man-

ner that violates fundamental human rights and freedoms or for the purpose of carrying 
out terrorist, extremist or otherwise criminal acts, including acts of aggression

 — Use of information infrastructure to disseminate information that incites animosity 
and hatred, in general or in a specifi c country

 — Dissemination of information that runs counter to existing national legislation and mor-
al norms and principles
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 — Use of cyberspace to destabilize society and undermine the economic, political and so-
cial system of another State or to spread misinformation designed to distort cultural, 
ethical and aesthetic values

 — Prevention of access to cutting-edge technologies, fostering dependence in the fi eld 
of information technology in order to gain an advantage and control over foreign cy-
berspace.

The following globalization-related problem areas should be highlighted: mass or individu-
ally targeted informational and psychological manipulation; limitations on consumer access 
to services based on information and telecommunications technologies; and cybercrime.

According to Ukrainian experts, the following factors may lead to an increased likelihood 
of the threats described above:

 — Low computer literacy on the part of most users of information resources and cyber-
space services

 — The lack of a common international conceptual framework for information security
 — Varied approaches in national legislation to information protection measures designed 

to establish and update (restore) information infrastructure
 — Disparate levels of computerization and information security in diff erent countries
 — The danger of linking potentially destructive resources to information and telecommu-

nications systems
 — The fact that sources of unauthorized activities in cyberspace may not be clearly identi-

fi ed.

2.  National efforts to strengthen information security and support for 
international cooperation on information security

The main State bodies in Ukraine responsible for information security and its components 
are the Ministry of Internal Aff airs, the Security Service and the State Service for Special Com-
munications and Information Protection. These agencies are actively engaged in regulating 
the various areas of information security. There is a particular focus on the regulatory and legal 
framework of the cybernetics component (cybersecurity).

The following legislative provisions on social relations in matters relating to information 
security are currently in force in Ukraine.

Under article 17 of the Constitution of Ukraine, information security is a crucial State func-
tion, along with protecting sovereignty and territorial integrity and maintaining economic se-
curity.

In accordance with article 3 of the Information Act of Ukraine, ensuring the information 
security of Ukraine is one of the main areas of State information policy.

Within the security system of Ukraine as a whole, information security holds a special posi-
tion, as information relations and processes are component parts of all processes within soci-
ety and the State. In this context, information security is defi ned as the status of the informa-
tion space (environment), which consists of information technologies; information resources 
and the information relations among the relevant actors, that guarantees the evolution and use 
of the information space for the benefi t of the individual, society and the State.

National security priorities, which are tied to social development interests, determine 
the main objectives of information security. These objectives are as follows:
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 — Ensuring Ukraine’s national information sovereignty as information fl ows become in-
creasingly globalized and other countries compete for ascendancy in the fi eld of infor-
mation

 — Creating an information environment that supports the cultural, moral and intellectual 
development of the individual and society as a whole

 — Maintaining the informational resources of Ukraine at levels suffi  cient to guarantee 
the sustainable functioning and development of the individual, society and the State

 — Protecting the information of natural and legal persons and the State from external 
and domestic information threats, which includes responding to computer crimes

 — Ensuring the validity and enforcement of the rights of information stakeholders 
in Ukraine to create and use national information resources, information technologies 
and information infrastructure.

To strengthen information security, a regulatory and legal framework and professional train-
ing system are being implemented, and there is coordination of the activities of State agencies 
responsible for information security. This coordination includes cooperation with the Comput-
er Emergency Response Team of Ukraine (CERT-UA), and the Forum of Incident Response 
and Security Teams (FIRST), an internationally accredited organization.

Under Ukrainian law, CERT-UA operates as part of the State Service for Special Com-
munications and Information Protection, coordinating the work of enterprises, institutions 
and organizations, regardless of ownership structure, in order to prevent, analyse and respond 
to the consequences of unauthorized actions that target State information resources in informa-
tion and telecommunications systems.

Moreover, CERT-UA cooperates with the relevant foreign and international bodies and or-
ganizations, and the Team’s obligations to its foreign counterparts (full membership in FIRST 
and membership in the International Multilateral Partnership Against Cyber Threats of the In-
ternational Telecommunication Union) encourage international information security coopera-
tion.

Under the Act of Ukraine on amendments to the Act ratifying the Convention on Cy-
bercrime, the Ministry for Internal Aff airs is the body authorized to establish and oversee 
the 24-hour network of points of contact for emergency assistance with computer systems 
and data crime investigation; prosecution of individuals accused of such crimes; and electronic 
evidence-gathering.

The relevant unit, which manages the 24-hour cybercrime response network of the Anti-
Cybercrime Division, operates within the Ministry for Internal Aff airs and is responsible for 
implementing the relevant activities and operations, including the following:

 — Countering distributed denial-of-service attacks
 — Combating criminal off ences committed using payment cards or their account data
 — Combating unauthorized interference in the operations of “client-bank” remote bank-

ing services
 — Countering dissemination of illegal Internet content (in violation of copyright)
 — Countering Internet dissemination of pornography, including child pornography
 — Countering telecommunications off ences
 — Countering off ences related to unauthorized access to satellite data transmission net-

works
 — Countering fi nancial and other types of fraud perpetrated over the Internet
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 — Countering criminal and other e-commerce off ences
 — Managing the cybercrime response operations of the 24-hour network of points of con-

tact.

Eff orts are currently being made to update national information security legislation in order 
to develop a regulatory and legal framework that is harmonized with international norms.

A draft law on cybersecurity is now being drafted in Ukraine, in accordance with Presiden-
tial Decree No. 1119 of 10 December 2010 on the decision of 17 November 2010 of the National 
Security and Defence Council of Ukraine on challenges and threats to the national security 
of Ukraine in 2011.

The following national policy areas may receive greater attention under existing regulatory 
and legal acts:

(1) Presidential Decree No. 1119 of 10 December 2012 on the decision of the National Secu-
rity and Defence Council of 17 November 2010 on challenges and threats to the national 
security of Ukraine in 2011 (paragraph 4); Presidential Decree No. 388 of 8 June 2012 
on the decision of the National Security and Defence Council of 25 May 2012 on activi-
ties to strengthen counter-terrorism in Ukraine (paragraph 1); Presidential Decree No. 
389 of 8 June 2012 on the decision of the National Security and Defence Council of 8 
June 2012 on the updated National Security Strategy Council (subparagraphs 3.1.1, 3.3 
and 4.3); and Presidential Decree No. 390 of 8 June 2012 on the decision of the Na-
tional Security and Defence Council of 8 June 2012 on the updated Military Doctrine 
of Ukraine (subparagraphs 7 and 19), contain the following objectives:
— Setting up a national cybersecurity system
— Setting up a unifi ed nationwide system to combat cybercrime
— Drafting and approving a register of critical national security and defence sites that 

are cyberattack protection priorities
— Drafting and submitting to the Parliament a draft law on national cybersecurity
— Defi ning cybersecurity as one of the central threats to international stability 

and Ukrainian national security
— Approving, as a strategic goal and primary national security policy objective, 

the preparation of national standards and technical regulations for information 
and communications technologies use and their harmonization with the relevant 
standards of European Union member States

— Defi ning the term “cyberterrorism”
— Establishing an eff ective mechanism in Ukraine for responding to the newest na-

tional security threats (phenomena and trends that could, under certain conditions, 
threaten national interests) related to information technology use in a globalizing 
world, especially “cyberthreats”

— Analyzing cyberattacks that target nuclear and chemical industry facilities, mili-
tary-industrial facilities and other potentially hazardous sites in a show of military 
force against Ukraine that could lead to military confl ict;

(2) Regulatory and legal acts of the Cabinet of Ministers: Order No. 720-r of 22 August 
2012 approving the Annual National Programme of Ukraine-North Atlantic Treaty 
Organization (NATO) Cooperation for 2012 as well as Instruction No. 24066/1/1-12 
of 15 June 2012 under the aforementioned Decision of the National Security and De-
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fence Council, implemented under Presidential Decree No, 388 of 8 June 2012, which 
also provides for the elaboration of a legislative act on cybersecurity;

(3) The Parliament of Ukraine is considering draft laws to amend some acts on national 
cybersecurity. These draft laws provide, inter alia, for the use in national legislation 
of such concepts as “State cybersecurity”, “critical infrastructure sites”, “critical in-
formation infrastructure sites” and “cyberspace”, and for the defi nition of the primary 
cyberthreats to national security, the main areas of State policy and the tasks of the enti-
ties responsible for national security in this fi eld.

3. Adoption of international frameworks to strengthen global information 
and telecommunications systems security

Ukraine has a regulatory and legal framework to protect information in information 
and telecommunications systems whose principles and approaches to structuring protection are 
harmonized with International Organization for Standardization 15408/Common Criteria for 
Information Technology Security Evaluation.

Given that computer crime has escalated beyond national borders and grown into an inter-
national phenomenon, Ukraine cooperates with foreign law enforcement agencies on an ongo-
ing basis.

In addition, under projects and programmes with the Organization for Security and Co-
operation in Europe, the Parliamentary Assembly of the Council of Europe, the Council of Eu-
rope and the NATO Partnership for Peace, and in the context of bilateral agreements, Ukraine 
is working to secure international information security.

4. Possible measures that could be taken by the international community 
to strengthen information security at the global level

Owing to the transnational nature of computer crime, it may be time to draft a set of inter-
national principles to strengthen information and telecommunications network security and in-
ternational security policy overall, and to enhance ways, means and resources for information 
security threat detection, assessment and forecasting.

One of the main areas of global information security involves the drafting and adoption 
of international legal instruments to eliminate imprecise information security terminology. An 
important aspect of this would be to determine the international legal status of cyberspace and 
to enshrine, in regulatory and legal instruments, States’ jurisdictions with regard to the national 
components of this space (comparable to States’ air space and territorial waters) and the further 
regulation of issues related to cyberwar, cyberaggression, and so on.

Another key aspect of standard-setting in the fi eld would be the adoption of a unifi ed con-
cept of cybercrime, as well as a clear classifi cation of the relevant off ences.

Other measures that the international community could take to strengthen global infor-
mation security might include harmonization of the regulatory and legal framework for infor-
mation protection; development of agreed criteria and methods for assessing the eff ectiveness 
of information security systems and resources; mutual recognition of information security 
certifi cates; and expanded cooperation in addressing research, technical and legal information 
security issues. At the same time, stepping up cooperation among national law enforcement 
agencies to prevent, suppress and prosecute computer crimes is crucial to successful coope-
ration.



334

  Part III.  United Nations Documents

United Kingdom of Great Britain and Northern Ireland
[Original: English]

[16 May 2013]
The United Kingdom of Great Britain and Northern Ireland welcomes the opportunity 

to respond to General Assembly resolution 67/27 entitled “Developments in the fi eld of infor-
mation and telecommunications in the context of international security”.

General appreciation of the issues of information security
The United Kingdom will use its preferred terminology of “cybersecurity” and related con-

cepts in the present submission, denoting eff orts aimed at the preservation of the confi dential-
ity, availability and integrity of information in cyberspace. The term “information security” is 
often used by business and standards organizations to mean the same thing, and the term is also 
accepted by the United Kingdom with this specifi c meaning. There is scope for potential confu-
sion in the use of the term “information security” in that it is used by some countries and orga-
nizations as part of a doctrine that regards information itself as a threat against which additional 
protection is needed. The United Kingdom does not recognize the validity of the term “infor-
mation security” when used in this context, since it could be employed in attempts to legitimize 
further controls on freedom of expression beyond those agreed in the Universal Declaration 
of Human Rights and the International Covenant on Civil and Political Rights.

Cyberspace is a domain of great opportunity but also of actual and potential threat. Over 
two billion people are now connected to cyberspace through the Internet, with that number 
set to grow further as mobile technologies allow developing countries to take advantage of its 
enormous benefi ts at lower costs. The Internet provides an engine for economic growth, opens 
up access to education, strengthens human interaction and understanding, breaks down cultural 
and geographic barriers, allows services to be delivered online and strengthens democracy by 
holding Governments accountable to its citizens in new and dynamic ways. For example:

 — Internet-based activity already accounts for eight per cent of the gross domestic product 
of the United Kingdom. Ensuring that businesses and customers feel secure about doing 
business in cyberspace is crucial to economic growth.

 — The United Kingdom introduced an e-petitions service in 2011, allowing anyone to open 
or sign a petition on an issue for which Government has responsibility. All petitions at-
tracting 100,000 signatures or more are considered for debate in Parliament. In its fi rst 
year, over 15,600 petitions were opened, of which 10 passed the 100,000 threshold. All 
of these have either been debated or scheduled for parliamentary debate.

The United Kingdom, like many countries, relies on cyberspace in many areas of critical 
national services, such as energy, fi nance and transport. Signifi cant failures in these services, 
whether accidental or as the result of a deliberate intrusion, could cause severe disruption, eco-
nomic damage or loss of life.

The threat landscape is complicated and dynamic. Systems of the Government of the Unit-
ed Kingdom, along with those of business and private individuals, are subjected to attempted 
intrusions on a daily basis. Motives range from political and industrial espionage, cybercrime, 
disruption or control of networks or denial of service. Threat actors range from nation States, 
State proxies, non-State actors, and organized criminal gangs through to opportunistic indi-
viduals. The interconnected nature of cyberspace means that disruptive activities against one 
system may cause unintended and unpredictable eff ects in other systems. Attempts to counter 
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these threats are hampered by the diffi  culty in reliably attributing a cyber incident to a particu-
lar source, the potential for the perpetrators to masquerade as others, immature understanding 
of acceptable State behaviour in cyberspace, the lack of resilience in the cyber infrastructure 
in some countries and the absence of harmonized international approaches to detect, pursue 
and prosecute cybercriminals.

All elements of society have a role and a duty in combating these threats. It is for Govern-
ments to lead international eff orts to improve understandings over acceptable State behaviour 
and in tackling cybercrime but, given that the majority of the infrastructure of cyberspace is 
owned and operated by private companies, their participation in this debate is crucial. The Unit-
ed Kingdom believes that improved cybersecurity must not come at the expense of the econom-
ic and social benefi ts that cyberspace brings. It is particularly important to ensure that eff orts 
to increase cybersecurity are not misused to impose further restrictions on freedom of expres-
sion beyond those permitted in international agreements. In this regard, the role of civil society 
organizations is particularly important.

 Efforts taken at the national level to strengthen information security 
and promote international cooperation in this field
National approaches
The United Kingdom’s national security strategy, published in 2010 identifi ed cyberattacks 

as one of four “tier 1” threats, alongside an international military crisis, major accidents or 
natural hazards and terrorist attacks. In November 2011, the United Kingdom published an 
updated cybersecurity strategy which sets out a vision to derive huge economic and social value 
from a vibrant, resilient and secure cyberspace, where our actions, guided by our core values 
of liberty, fairness, transparency and the rule of law, enhance prosperity, national security and 
a strong society. The achievement of this strategy is supported by four objectives:

 — To tackle cybercrime and be one of the most secure places in the world to do business 
in cyberspace

 — To be more resilient to cyberattacks and better able to protect our interests in cyberspace
 — To help shape an open, stable and vibrant cyberspace that the public of the United 

Kingdom can use safely and that supports open societies
 — To have the cross-cutting knowledge, skills and capability it needs to underpin all our 

cybersecurity objectives
To underpin the achievement of these objectives, the Government of the United Kingdom 

allocated £650 million of additional expenditure to be used in a four-year programme intended 
to transform the response to cyberthreats.

The United Kingdom has invested in new and unique capabilities to protect its core networks 
and services and to deepen its understanding of the threat it faces. In turn, this enhanced knowl-
edge allows it to better prioritize and direct defensive eff orts. Under the auspices of the Ministry 
of Defence of the United Kingdom, it has established a tri-service unit to develop new tactics, 
techniques and plans to deliver military capabilities in response to sophisticated threats. The Gov-
ernment works closely with victims of disruptive cyberactivity and the results of that work allow 
it to provide advice to industry to improve their cybersecurity measures. In terms of its own net-
works, it is developing a new security model for the sharing of services, including more sophisti-
cated employee authentication, better policing of compliance and greater network resilience.

The Government of the United Kingdom has invested in strengthening law enforcement 
and prosecutorial capabilities to prevent, disrupt and investigate cybercrimes and bring those 
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responsible to justice. The Police Central e-Crime Unit has tripled in size, three regional cy-
berpolicing teams have been established and training on combating cybercrime for mainstream 
police offi  cers has been designed. The Serious Organized Crime Agency will merge with the Po-
lice Central e-Crime Unit later in 2013 to form the National Cybercrime Unit of the National 
Crime Agency, a further step towards improving the law enforcement capability of the United 
Kingdom against cybercrime.

United Kingdom industry is the biggest victim of cybercrime, including the widespread 
theft of intellectual property. The Government works with industry and academia to promote 
awareness of the need to address cyberthreats and, in 2012, it produced a guidance document 
for industry chief executives that set out how senior executives should adopt strategies to protect 
their most valuable information assets. The Government has also successfully completed a pi-
lot information-sharing initiative to provide a trusted environment for organizations to share 
information on current threats and managing incidents. This included around 160 companies 
in the defence, fi nance, pharmaceuticals, energy and telecommunications sectors.

In conjunction with industry, the Government of the United Kingdom has been active 
in raising awareness of the threat among industry and the public so that they take the often sim-
ple steps to protect themselves and demand better security in cyberproducts and services. These 
initiatives have included “Get Safe Online Week” (run with the European Union and Canada), 
targeted campaigns on online fraud delivered by the National Fraud Authority and a “Devils 
in your details” campaign in 2012.

The United Kingdom is investing in skills and research so that we have the capability to keep 
pace with this problem in the future. The fi rst eight United Kingdom universities to have con-
ducted research in the fi eld of cybersecurity have been given the status of academic centres 
of excellence in cybersecurity research. Interactive learning materials are being developed for 
younger students and a technical apprenticeship scheme has been launched to identify and de-
velop talent in school and university students. In order to ensure that those working in the fi eld 
of cybersecurity receive the right education and training, a scheme on certifi cation for informa-
tion assurance professionals will help Government and industry to recruit cybersecurity profes-
sionals with the right skills at the right level to the right jobs.

International approaches
The United Kingdom has been at the forefront of international eff orts to improve the trans-

parency, predictability and stability of cyberspace. In November 2011, the United Kingdom 
hosted the fi rst International Conference on Cyberspace, which brought together representa-
tives from over 60 countries and from business and civil society organizations to discuss ways 
of expanding the economic and social benefi ts of cyberspace, cooperation on tackling cyber-
crime, safe and reliable access to the Internet and international security. The momentum gener-
ated by the event was taken forward at the 2012 Conference, held in Budapest, and planning is 
already under way for the 2013 Conference, to take place in Seoul.

The United Kingdom is an active member of the Group of Governmental Experts on De-
velopments in the Field of Information and Telecommunications in the Conext of International 
Security and of the informal working group of the Organization for Security and Cooperation 
in Europe (OSCE) on establishing confi dence-building measures for cyberspace.

In October 2012, the United Kingdom announced an initiative to set up a centre for global 
cybersecurity capacity-building, with funding of £2 million per year, to include various multi-
lateral and bilateral initiatives. The centre will off er independent advice and expertise to other 
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countries on how to build more secure and resilient national infrastructures and become a focal 
point for world class research and international collaboration on this vital issue.

In order to further international eff orts to tackle international cybercrime, the United King-
dom continues to promote the Convention on Cybercrime and its principles as the most ef-
fective instrument in this fi eld. The Serious Organized Crime Agency continues to lead with 
international partners on the global representation of law enforcement issues to the Internet 
Corporation for Assigned Names and Numbers.

 Relevant international concepts aimed at strengthening the security of global 
information and telecommunications systems
The paramount concept is that of the application of international law and the existing norms 

of behaviour that govern relations between and among States. The United Kingdom fi rmly be-
lieves that these principles apply with equal force to cyberspace and an unambiguous affi  rmation 
by States that their activities in cyberspace will be governed by these laws and norms would lay 
the foundations for a more peaceful, predictable and secure cyberspace.

In this regard, cyberspace presents particular challenges, for example, the diffi  culties 
in the reliable attribution of activities, assessment of intent and the role of non-State actors. 
The United Kingdom would welcome international discussions on how to apply international 
law and norms of State behaviour in this context.

The United Kingdom does not believe that attempts to conclude comprehensive multilat-
eral treaties, codes of conduct or similar instruments would make a positive contribution to en-
hanced cybersecurity for the foreseeable future. The complex and comprehensive nature of any 
binding agreement across the entirety of a cyberspace that is evolving at “net speed” means 
that it could not be eff ective or command widespread support without many years, possibly 
decades, of painstaking work on norms of behaviour and confi dence-building measures to build 
up the necessary understanding and trust among signatories and to ensure that they can be reli-
ably held to account for their adherence to their commitments. Experience in concluding these 
agreements on other subjects shows that they can be meaningful and eff ective only as the cul-
mination of diplomatic attempts to develop shared understandings and approaches, not as their 
starting point. The United Kingdom believes that the eff orts of the international community 
should be focused on developing common understandings on international law and norms rath-
er than negotiating binding instruments that would only lead to the partial and premature impo-
sition of an approach to a domain that is currently too immature to support it.

 Possible measures that could be taken by the international community 
to strengthen information security at the global level
The borderless nature of cyberspace provides a particular imperative for States to enhance 

bilateral, regional and multilateral cooperation to develop common responses to common 
threats. In the view of the United Kingdom, the measures that could make the most signifi cant 
contribution at this stage are:

(a) Continuing discussions among States to develop a normative framework of acceptable 
State behaviour based on existing principles of international law and customary interna-
tional norms;

(b) The development of confi dence building measures for cyberspace aimed at increasing 
the transparency and predictability of State behaviour, thus reducing the risk of misper-
ception or unintended escalation of incidents;
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(c) The establishment of computer emergency response teams by States as a focus for in-
cident-handling and information-sharing, supplemented by notifi cation of key points 
of contact and reliable crisis communications mechanisms;

(d) The development of joint exercises to test joint incident-handling and communications 
procedures;

(e) The development of harmonized legal approaches to tackle cybercrime;
(f) Enhanced dialogue with business and civil society representatives to ensure coordinated 

and prioritized approaches in a domain that is largely owned and operated by the private 
sector;

(g) Commitments by States with more mature cybersecurity capabilities to support capaci-
ty-building for other States.

A/68/156/Add.1 Developments in the field of information 
and telecommunications in the context 
of international security

Report of the Secretary-General
Addendum1

CONTENTS

 II. Replies received from Governments

Armenia
Canada

 Germany
 Islamic Republic of Iran
 Japan
 Netherlands
 Oman
 Turkey

II. Replies received from Governments

Armenia
[Original: English]

[5 July 2013]
The Concept of Information Security was adopted by Order of the President of the Repub-

lic of Armenia No. NK-97 of 25 June 2009. It states that the national security of the Repub-
lic of Armenia depends considerably on information security, which encompasses components 
such as information, communication and telecommunication systems. The Concept also in-

1 The information in the present report was received after the issuance of the main report.
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cludes a general assessment of the problems of information security of the Republic of Armenia, 
current challenges and threats and their root causes and peculiarities, as well as methods to ad-
dress them in diff erent spheres of public life.

An intergovernmental committee was created to coordinate the implementation of pro-
grammes related to the concept of information security.

The Concept on “Formation of Cyber Society” was approved by a Decision of the Govern-
ment of the Republic of Armenia on 25 February 2010. The Council of Electronic Governance 
of the Republic of Armenia was created, and the general scope of cyber security was defi ned 
within the framework of the Concept on “Formation of Cyber Society”. Annex 4 to the Con-
cept sets out the activities for ensuring the cyber security of the State. A State committee and 
a group of experts were formed to pursue the above objectives.

The following measures were also taken at the national level in order to strengthen informa-
tion security.

Pursuant to Government Decree No. 479-N of 30 April 2009, a special communication 
station to deal with the security of the Internet was developed and is functioning. The station 
ensures the security of the public information of governmental bodies uploaded on the Internet 
and the secure connection of the information systems of governmental bodies to the Internet.

At the beginning of 2012, the group of experts elaborated a draft national programme 
on the establishment of a cyber security system in the Republic of Armenia. The draft pro-
gramme is at the stage of discussions in the Government of Armenia.

In 2006, the Republic of Armenia ratifi ed the Convention on Cybercrime, opened for sig-
nature in Budapest in 2006, and the Convention for the Protection of Individuals with regard 
to Automatic Processing of Personal Data in 2012. The National Security Service and the Police 
of the Republic of Armenia are the competent governmental agencies implementing the provi-
sions of the above Conventions. At the present stage, the intergovernmental group of experts is 
carrying out activities to bring the relevant national legislation into line with the Convention.

The Republic of Armenia develops active cooperation on cyber security in the framework 
of the Organization for Security and Cooperation in Europe (OSCE). Currently, the Armenian 
side is engaged in the negotiations in the framework of the informal working group to elaborate 
a set of confi dence-building measures on cyber security.

The Armenian side has included one action with seven subactions in the sphere of cyber 
defence in its Individual Partnership Action Plan 2011-2013, which is being implemented in co-
operation with the North Atlantic Treaty Organization.

Canada
[Original: English]
[3 September 2013]

Taking into account the assessments and the recommendations contained in the report 
of the Group of Governmental Experts on Developments in the Field of Information and Tele-
communications in the Context of International Security, Canada would like to share with 
the Secretary-General its views and assessments on the following issues.

1. Information security
Canada is concerned about the real and rising threats posed by malicious cyber activities 

and recognizes that addressing malicious cyber activity requires national, regional and interna-
tional cooperation.
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Canada has a strategic interest in preserving an open cyberspace, given its importance 
to Canada’s prosperity, security and values of democracy and human rights. The public and pri-
vate sectors of Canada both depend on a secure, robust and stable information infrastructure 
to conduct their daily operations. Computer-based systems, together with their Internet and net-
work connections, form the backbone of much of Canada’s critical infrastructure, including 
the energy, the fi nance, the telecommunications and the manufacturing sectors and Govern-
ment information systems. The smooth operation of critical infrastructure supports our way 
of life and Canada’s economic, political and social well-being.

National level
Since 1996, the Government of Canada has acknowledged that systems vital to operating 

Canada’s critical infrastructure could be subject to cyber attacks and that Government has a role 
to play in protecting these systems from such attacks. In subsequent years, the Government has 
taken action. After reviewing its ability to assess and reduce infrastructure vulnerabilities, it de-
veloped and implemented a comprehensive approach to protecting Canada’s critical infrastruc-
ture through partnerships, and monitored and analysed cyber attacks and threats against federal 
government systems. In 2010, the Government released its National Strategy and Action Plan 
for Critical Infrastructure and earlier this year its Action Plan 2010-2015 for Canada’s Cyber 
Security Strategy, which aims to secure Government systems, engage in partnerships to secure 
vital cyber systems outside the federal Government and help Canadians to be secure online.

International level
Since 2007, Canada has been one of the key contributors to the Organization of American 

States (OAS) Cyber Security Programme, which assists States in the Americas in preventing, 
monitoring and responding to cyber threats by enhancing national-level planning and coordi-
nation, as well as regional cooperation. Through its counter-terrorism capacity-building pro-
gramme, Canada has helped several OAS member States to develop their own national cyber 
security strategies and join the OAS Secure Hemispheric Network of Cyber Security Incident-
Response Teams.

Since 2012, Canada and other participating States of the Organization for Security and Co-
operation in Europe (OSCE) have worked to develop confi dence- and security-building mea-
sures to reduce the risks of misperception, escalation and confl ict that may stem from the use 
of information and communications technologies.

Canada is also actively participating in international initiatives to combat cyber crime 
in a number of forums, including the Group of Eight, the United Nations Offi  ce on Drugs 
and Crime and OAS. Canada also participated in the most recent United Nations Group 
of Governmental Experts on Developments in the Field of Information and Telecommunica-
tions in the Context of International Security (2012-13).

2. International concepts
Existing treaty and customary international law is applicable to the use of information 

and communications technologies by States, and is essential to maintaining peace and stabil-
ity, and promoting an open, secure, peaceful and accessible information and communications 
technology environment. Among existing international law relevant to cyberspace are the Char-
ter of the United Nations, international human rights law and international humanitarian law. 
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In the most recent report of the United Nations Group of Governmental Experts, Canada was 
pleased to see a clear affi  rmation by States of the applicability of international law in cyberspace 
as the cornerstone for norms and principles for responsible State behaviour.

Canada also believes that addressing the security of information and communications tech-
nologies must go hand-in-hand with respect for human rights and fundamental freedoms, in-
cluding the right to hold opinions without interference, as well as the rights to freedom of ex-
pression, association and assembly, and respect for privacy. The right to freedom of expression 
is set out in both the Universal Declaration of Human Rights and the International Covenant 
on Civil and Political Rights. These instruments provide that the same rights that people have 
offl  ine must also be protected online, in particular freedom of expression, which is applicable 
regardless of frontiers and through any media of one’s choice.

3. Possible measures to strengthen information security globally
Canada is working closely with international partners, including major multilateral organi-

zations and private sector associations, to strengthen the information security of the networks 
upon which Canada’s economic prosperity and security rely. Canada is also enhancing collabo-
ration and sharing information with some of its key partners and within multilateral organiza-
tions on cyber security.

Canada has developed a new process to coordinate a national response to major cyber in-
cidents and engage owners and operators of its critical infrastructure to develop and implement 
their own cyber security strategy.

There is widespread interest by other countries to enhance cyber security and prevent cyber 
crime. The key international instrument that deals specifi cally with cyber crime is the Council 
of Europe’s Convention on Cybercrime, which Canada signed in 2001. Also known as the Bu-
dapest Convention, this document serves as a guideline for developing comprehensive national 
legislation against cyber crime and as a framework for international cooperation between States.

Germany
[Original: English]

[25 June 2013]

General appreciation of the issues of information security
The digitalization of economic, administrative and private interactions is not only ongoing, 

but also accelerating. This off ers unprecedented opportunities both for industrialized and devel-
oping countries. At the same time, increasing dependency on information and communications 
technologies creates vulnerabilities and systemic weaknesses. There is also a new interconnect-
edness on the part of all actors, from the private user to businesses and Government organiza-
tions. The trend regarding cyber attacks is clearly towards more sophisticated malicious activities 
such as Advanced Persistent Threats or highly sophisticated malware going after high-value tar-
gets. These activities are driven by interest in profi t or information on, respectively, the control 
of critical assets, systems and infrastructures with severe consequences for Governments, nu-
merous enterprises and organizations, including providers of critical infrastructure services. So-
phisticated malicious activities are notoriously hard to detect. The speed of innovation routinely 
outpaces attempts to secure existing technologies. The fact that malicious tools and methods 
can be obtained relatively easily, being commercially available on an unregulated or black mar-
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ket, exacerbates the risks. Our current information technology environments cannot be secured 
against them solely through conventional information technology security approaches.

Highly professional attackers are dedicating considerable technical and fi nancial means 
to detecting weaknesses in information and communications technology systems and making 
use of these for their own purposes. The diffi  culty of reliable attribution and the resulting op-
portunities for “false fl ag attacks” pose additional risks to national and international security, 
in particular through misunderstanding and miscalculation. Intrusions aimed at collecting in-
formation often initially look no diff erent from those with a destructive aim. This further in-
creases the risk of misperceptions about incoming attacks and their possible breach of the pro-
hibition of the use of force in international relations.

Prevailing ambiguity about what norms apply in cyberspace creates additional unpredict-
ability. Process control systems for critical infrastructures have proven particularly vulnerable 
to malicious information and communications technology operations. The risks of uncon-
trollable collateral damage on a global scale are high, including the infection of industrial 
control systems with potentially physical destructive eff ects. A single cyber attack against core 
telecommunication infrastructure could cause more global disruption than a single physical 
attack.

Irrespective of varying degrees of information and communications technology capacity 
and security of diff erent States, concrete steps to enhance resilience are often being deferred or 
even left off  the agenda entirely as a result of the uncertainty surrounding risks to cyber secu-
rity and how to address them eff ectively, the complexity and the novelty of digital attacks, and 
the secrecy obscuring individual incidents.

Efforts taken at the national level
In 1991, the Federal Offi  ce for Information Security (Bundesamt für Sicherheit in der Infor-

mationstechnik, BSI) was established as the fi rst and foremost central information technology 
security service provider for the Federal Government. In this function, BSI publishes binding 
minimum information technology security standards for the federal administration and serves 
as its central information technology incident reporting offi  ce. It furthermore operates as a neu-
tral offi  ce for consultancy and support in the fi eld of information technology security. Main 
achievements of the work done by the offi  ce were, for example, the Information Technology 
Security Management Standard (IT-Grundschutz), the computer emergency response team for 
federal agencies (CERT-Bund) as a platform for incident handling and information exchange 
(dating back to 1994) and the Citizen Computer Emergency Response Team (Buerger-CERT), 
founded in 2006, as a means to address larger parts of society and raise awareness. Moreover, 
BSI issues warnings on malware and security vulnerabilities in information technology products 
and services, informs concerned parties (including information technology vendors and general 
public) and delivers recommendations for countermeasures.

The 2005 national plan for the protection of information infrastructures, targeting both gov-
ernment and industry, was followed by the cyber security strategy adopted by the Federal Gov-
ernment in February 2011. Its core is critical infrastructure protection.

Since 2008, the German Government and German critical infrastructure operators have 
been cooperating in a public private partnership. This “CIP Implementation Plan” (UP KRI-
TIS) maintains working groups for diff erent aspects of cyber security, such as crisis manage-
ment, exercises and availability of critical services.
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The National Information Technology Situation Centre (Nationales IT-Lagezentrum), 
which is operated by BSI, keeps track of the national and global information technology security 
situation in order to rapidly detect and analyse major information technology security incidents 
and recommend protective measures. In case of an information technology-related crisis, it 
expands its capacity and becomes the National Information Technology Crisis Reaction Centre 
(Nationales IT-Krisenreaktionszentrum), concentrating capabilities for handling information 
technology crises, covering all national aspects, including governmental networks and critical 
infrastructures.

In keeping with the 2011 cyber security strategy, all Government authorities that deal with 
cyber security issues are to work closely and directly with each other and with the private sector 
within the National Cyber Response Centre (Nationales Cyber-Abwehrzentrum), which is led 
and hosted by BSI.

With regard to policy, the National Cyber Security Council (Nationaler Cyber-Sicherhe-
itsrat) at the State secretary level addresses key cyber security issues and the position of Ger-
many on them. This includes coordinating cyber foreign policy, including aspects of foreign, 
defence, economic and security policy.

Furthermore, a platform for cooperation and information exchange was initiated at the na-
tional level in October 2012: the Alliance for Cyber Security (Allianz für Cybersicherheit) facili-
tates close cooperation between partners in the economic, academic and administrative fi elds 
and, particularly, with enterprises of special public interest.

The CIP Implementation Plan is currently being updated after four years of activity. It will 
be opened for more operators of critical infrastructures and will set up a number of new working 
groups within the sectors of the critical infrastructures. In addition, cooperation with the new 
Alliance for Cyber Security will be established.

International interconnections in cyberspace mean that coordinated action at the interna-
tional level is essential. Within the European Union and international organizations, Germany 
therefore strongly advocates strengthened cyber security while, at the same time, protecting 
the social and economic benefi ts in cyberspace.

In its cyber security strategy, in view of the global interconnection of information technol-
ogy, Germany advocates developing broad, non-contentious, politically binding norms of State 
behaviour in cyberspace. They should be acceptable to a large part of the international commu-
nity and should include measures to build trust and increase security.

Confidence- and security-building measures in cyberspace
Cyberspace is a public good and a public space. As such, we have to consider cyberspace 

security in terms of the resilience of infrastructure and the integrity and failure safety of systems 
and its contained data. Being a public space, States have to promote security in cyberspace, 
particularly regarding security against crime and malicious activities, by protecting those who 
choose to use authenticity tools against identity theft and securing the integrity and confi denti-
ality of networks and data.

Cyberspace is global by nature. Ensuring cyber security, enforcing rights and protecting 
critical information infrastructures requires major eff orts by the State at the national level and 
in cooperation with international partners. At the national level, Germany has a distinct culture 
of cooperation between a large number of computer emergency response teams throughout eco-
nomic, academic and administrative bodies. In this context, CERT-Bund is a well-established 
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focal contact point for these teams. At the European and international level, CERT-Bund is 
closely cooperating with a set of other governmental computer emergency response teams, with 
the Forum for Incident Response and Security Teams (FIRST) network being the most impor-
tant global forum for computer emergency response teams to interconnect in cyberspace.

Against this backdrop, Germany is ready to work on a set of behavioural norms address-
ing State-to-State behaviour in cyberspace, including, in particular, confi dence-, transparency- 
and security-building measures to be signed by as many countries as possible. Germany there-
fore actively participated in the 2012/13 Group of Governmental Experts tasked “to continue 
to study existing and potential threats in the sphere of information security and possible coop-
erative measures to address them, including norms, rules or principles of responsible behaviour 
of States and confi dence-building measures with regard to information space <...>” (General 
Assembly resolution 66/24).

Germany outlined possible elements of such a code of conduct on international norms at 
the Organization for Security and Cooperation in Europe (OSCE) conference on cyber security, 
held on 9 and 10 May 2011, as follows:

(a) Confi rmation of the general principles of availability, confi dentiality, competitiveness, 
integrity and authenticity of data and networks, privacy and protection of intellectual 
property rights;

(b) Respect for the obligation to protect critical infrastructures;
(c) Enhanced cooperation aimed at confi dence-building, risk reducing measures, trans-

parency and stability through:
(i) Exchanges of national strategies, best practices and national perceptions referring 

to the international regulation of cyberspace;
(ii) Exchange of national views on international legal norms pertaining to the use of cy-

berspace;
(iii) Establishment and notifi cation of points of contact;
(iv) Establishment of early warning mechanisms and enhancement of cooperation be-

tween computer emergency response teams;
(v) Upgrading of crisis communication links to encompass cyber incidents, support 

for the development of technical recommendations that advance robust and secure 
global cyber infrastructures;

(vi) Responsibility to combat terrorism comprising the exchange of practices and en-
hanced cooperation to address non-State actors;

(vii) Support for cyber security capacity-building in developing countries, and the de-
velopment of voluntary measures for cyber security support to large-scale events.

Along these lines, Germany submitted a position paper to the United Nations Group 
of Governmental Experts in July 2012. We strongly welcome the recommendations of the Ex-
perts on norms, rules or principles of responsible behaviour of States and confi dence-building 
measures in cyberspace, as well as the emphasis the Experts placed on a multi-stakeholder ap-
proach to cyber security.

In 2011 and 2012, Germany supported projects on international cyber security and confi -
dence- and security-building measures being carried out by the United Nations Institute for 
Disarmament Research (UNIDIR) and the Institute for Peace Research and Security Policy at 
the University of Hamburg. The fi rst Berlin Cyber Conference, held in December 2011, provid-
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ed a platform for international discussion on risks, strategies and confi dence-building in inter-
national cyber security. The second Berlin Cyber Conference, held in September 2012, focused 
on the Internet and human rights. A main conclusion was that security, freedom and privacy on-
line are complementary concepts. Germany also supported the 2012 UNIDIR Cyber Security 
Conference, held in Geneva on 8 and 9 November 2012, with a focus on confi dence-building 
measures in assuring cyber stability.

Moreover, we see the necessity to start a debate on international cooperation in the frame-
work of attribution of cyber attacks, which are usually very diffi  cult to trace, State responsibility 
for cyber attacks launched from their territory when States do nothing to end such attacks, de-
spite being informed about them, and the responsibility of States not to facilitate areas of law-
lessness in cyberspace, for example, by knowingly tolerating the storage of illegally collected 
personal data on their territory.

On 27 and 28 June 2013, the third Berlin Cyber Conference, held on the theme “Secur-
ing the Freedom and Stability of Cyberspace: the Role and Relevance of International Law”, 
and organized by the Federal Foreign Offi  ce in close cooperation with the University of Pots-
dam, endeavoured to provide international legal assessments of cyber operations not transgress-
ing the threshold of armed attack and thus not engaging the law of armed confl ict. Consistent 
with existing international norms and principles, States are responsible for the actions of those 
within their sphere of control that aff ect the security and stability of information and communi-
cations technology. Every State should consider how to minimize or end malicious cyber activity 
originating from within its sphere of control or travelling over its networks. States bear responsi-
bility for internationally wrongful cyber activity attributable to them, including the internation-
ally wrongful activity in cyberspace of any State-backed proxies acting on the State’s instructions 
or under its direction or control, in accordance with existing norms of State responsibility under 
customary international law. States should take all necessary measures to ensure that their ter-
ritories are not used by other States or by non-State actors for purposes of unlawful use of infor-
mation and communications technology against other States and their interests. These neces-
sary measures should include appropriate national legislative and regulatory frameworks needed 
to meet international responsibilities. Internationally wrongful cyber activity can aff ect States 
in three main ways: (1) as countries of origin of malicious cyber activity with possibly damaging 
eff ects; (2) as transit countries, whose information and communications technology infrastruc-
tures are instrumentalized for malicious cyber activity; and (3) as target countries, where damage 
caused by malicious cyber activity occurs. In all these scenarios, States are obliged to exercise 
due diligence, which can be of both material and procedural in nature and can range from pre-
vention, i.e., the period preceding potential harm, to containment, i.e., the onset of the actual, 
ongoing detrimental cyber activity, to follow-up, i.e., the period after malicious cyber activity 
has been pursued.

Cyber security in the Organization for Security and Cooperation in Europe
The Organization for Security and Cooperation in Europe has been discussing cyber se-

curity issues for several years. At the OSCE summit held in Astana in 2010, the Heads of State 
and Government of the 56 participating States of OSCE underlined that ‘‘greater unity of pur-
pose and action in facing emerging transnational threats” must be achieved. The Astana Com-
memorative Declaration mentioned cyber threats as one of these emerging transnational threats.
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Germany actively participated in the OSCE conference held in Vienna in 2011, held 
on the theme “Exploring the future OSCE role”, on a comprehensive approach to cyber secu-
rity. In the course of the conference, concrete recommendations for OSCE follow-up activities 
were discussed. In May 2012, an informal working group was established by Permanent Council 
Decision 1039 (PC.DEC/1039) and tasked to elaborate a set of draft confi dence-building mea-
sures to enhance interstate cooperation, transparency, predictability and stability, and to reduce 
the risks of misperception, escalation and confl ict that may stem from the use of information 
and communication technologies. Germany submitted a non-paper to the group in June 2012 
containing German suggestions for a fi rst set of confi dence-building measures within the OSCE 
framework. Germany regrets that it was not possible to reach consensus for the adoption of such 
a fi rst set of confi dence-building measures at the Dublin Ministerial Council in December 2012, 
but welcomes the fact that the group resumed its work in 2013.

Germany will continue to actively support OSCE discussions on exploring the future OSCE 
role in the fi eld of cyber security.

Military aspects of cyber security
As military forces, too, increasingly rely on information technology to master ever more 

complex scenarios at all levels of command, the protection of the information and the means 
to process it has become a fi rst order task.

However, in military thinking, information security is challenged not only by a potential 
adversary, in an operational understanding, using weaponry for the physical destruction of in-
formation infrastructure, but also by irresponsible users, malfunctioning technology, criminals 
or simply accidents.

Hence, the eff orts to be undertaken range from awareness-raising of each single user and se-
curing the trustworthiness of the supply chain for information technology, to responsive de-
fences to fend off  cyber attacks and an overall resilient information technology architecture.

In essence, a comprehensive risk management is required, with measures to strengthen in-
formation security on a national and global scale.

At an early stage, the German armed forces (Bundeswehr) established resilient command 
and control architectures, security techniques and procedures and an information technology-
security organization, encompassing all branches of the armed forces, and including an inde-
pendent computer emergency response team with the capacity to intervene in case of critical 
disruptions to the operations of information technology. Adapting personal and technical abili-
ties to the continually increasing level of threat is a perpetual task.

The German armed forces are collaborating closely with the Federal German Minis-
try of the Interior in its eff orts and strongly support the strengthening of information security 
in the North Atlantic Treaty Organization (NATO) and the European Union and the formation 
of policies and better coordination of capacities to this end. Furthermore, the armed forces hold 
regular exchanges with a number of countries in the context of information security, both at 
the policy and working levels.

The German armed forces welcome initiatives and work together with other departments 
of the Federal German Government on international motions to further protect the utility 
of worldwide information networks, for example, the development of a voluntary international 
code of conduct in cyberspace.
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Cyber defence in NATO
Cyber security has been identifi ed by NATO as one of the key emerging security challenges. 

The strategic concept adopted by Heads of State and Government at the NATO summit held 
in November 2010 in Lisbon, stated that “cyber attacks ... can reach a threshold that threatens 
national and Euro-Atlantic prosperity, security and stability”.

As tasked in the Summit Declaration, NATO Defence Ministers adopted a NATO policy 
on cyber defence and a cyber defence action plan in June 2011. Since then, NATO has been 
implementing the action plan continuously.

The policy focuses on the protection of NATO networks and national networks of mem-
ber States that are connected to NATO networks or process NATO information for core tasks 
of NATO (including the development of common principles and criteria to ensure a minimum 
level of cyber defence in all member States). To reduce the global risks emanating from cyber-
space, NATO intends to cooperate with partner nations, relevant international bodies such as 
the United Nations and the European Union, the private sector and academia.

Germany welcomes the commitment of NATO regarding cyber security and actively sup-
ports the discussions.

Islamic Republic of Iran
[Original: English]

[7 June 2013]
In the view of the Islamic Republic of Iran the use of information and telecommunications 

technologies and means brings about many opportunities for all States and humanity as a whole. 
Today information and telecommunications are essential parts of modern societies. They are ex-
tremely crucial resources for the wealth and prosperity of nations. Iran believes that every eff ort 
should be made, at the national and international levels, to provide the grounds for the broadest 
possible use of information and telecommunications technologies and means by all nations and 
to ensure that those technologies and means remain among the main driving forces of develop-
ment in all societies.

Without a doubt, achieving such a noble goal is dependent, to a large extent, on ensuring full 
respect for the sovereign right of any State in the fi eld of information and telecommunications, 
including the development, acquisition, use, import and export of, and access to, information 
and telecommunications technologies and means and related services without any restriction or 
discrimination. Indeed, ensuring constant availability, reliability, integrity and security of in-
formation and building a safe and secure information and telecommunications environment 
is in the interest of all nations and therefore of utmost necessity. It is an undeniable fact that 
the adoption of any measure to deny or restrict the transfer of advanced information and tele-
communications know-how, technologies and means, as well as the provision of information 
and telecommunications services, to developing countries would have adverse eff ects on their 
overall development and therefore, should be avoided.

At the same time, information and telecommunications technologies and means have 
the potential of being used for illegal purposes, including for adversely aff ecting the social, cul-
tural, economic, political and security infrastructures and interests of States. on the one hand, 
ever growing dependence of societies on information availability and telecommunications in-
frastructure, and on the other hand, the exploitation of information and telecommunications 
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technologies and means for illegal purposes, particularly by criminals and terrorists, including 
State terrorism, demonstrates the existing vulnerabilities and the extensive eff ects of any poten-
tial threat originating from the information and telecommunications. Accordingly, taking all ap-
propriate infrastructural, legal and technical measures at the national level to strengthen the se-
curity of information and telecommunications technologies and means and to prevent their use 
for illegal purposes is essential.

Nevertheless, owing to the complex nature and unique features of information and telecom-
munications technologies and means, including borderless space, dynamism, anonymity, speed 
and rapid technological advances, as well as the increasing interconnection between the un-
derlying networks of information and telecommunications, it seems that ensuring the security 
of information and telecommunications merely through the adoption of national measures is 
impossible. For that reason, and taking into account the growing cases of use of such tech-
nologies and means in many countries for illegal purposes, all States should both act nationally 
and cooperate internationally.

While noting the ongoing eff orts within the United Nations and other international organiza-
tions on the issues related to information and telecommunications, the Islamic Republic of Iran 
is of the view that the most appropriate international mechanism for consideration of the de-
velopments in the fi eld of information and telecommunications in the context of international 
security is to launch a process within the United Nations with the equal participation of all 
States. Iran fi rmly believes that the main purpose of that process should be to develop a com-
mon understanding between States about the importance of enhancing security of information 
and telecommunications, the nature, scope and severity of threats to information and telecom-
munications technologies and means, and fi nding the ways and means to prevent those threats. 
Such a process can lead to the adoption of a programme of action that will set the necessary 
measures by Member States and be conducted in the format of international conferences every 
fi ve years to produce political outcomes ranging from declarations to codes of conduct. Nev-
ertheless, the ultimate goal of that process should be the progressive development of solid in-
ternational legal foundations for strengthening and ensuring the security of global information 
and telecommunications and preventing the use of information and telecommunications tech-
nologies and means for illegal purposes.

In the view of the Islamic Republic of Iran, consideration of the issues related to the de-
velopments in the fi eld of information and telecommunications in the context of international 
security should be carried out on the basis of the following principles and elements:

(a) As a general principle, international law is applicable and therefore should be ap-
plied to the use of information and telecommunications technologies and means by 
States. For that reason, in their use of these technologies and means, States must ob-
serve the purposes and principles of the United Nations and their obligations under its 
Charter, in particular Article 2, paragraph 3, to settle international disputes by peaceful 
means, the prohibition in Article 2, paragraph 4, on the threat or use of force in any 
manner inconsistent with the purposes of the United Nations, as well as the prohibition 
set out in Article 2, paragraph 7, on intervention and interference in the internal aff airs 
of States;

(b) Nothing shall aff ect the sovereign right of States in the fi eld of information and telecom-
munications, including the development, acquisition, use, import and export of, and ac-
cess to, information and telecommunications know-how, technologies and means as 
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well as all related services, without restriction or discrimination. Accordingly, States 
should seriously refrain from adopting any measures to deny or restrict the transfer 
of advanced information and telecommunications know-how, technologies and means, 
as well as the provision of information and telecommunications services, to developing 
countries;

(c) Ensuring the security of information and telecommunications at the national level is 
exclusively the responsibility of individual States. However, owing to the global nature 
of information and telecommunications, States should be encouraged to cooperate 
in preventing the threats resulting from the malicious use of information and telecom-
munications technologies and means;

(d) The right to freedom of expression should fully be respected. At the same time, this right, 
in no case, should be exercised contrary to the purposes and principles of the United 
Nations, national laws and the principles of protection of national security, public or-
der, public health or morals and decency;

(e) States are responsible for their internationally wrongful activities using information 
and telecommunications technologies and means that is clearly attributable to them;

(f) Building a safe and secure information and telecommunications environment for 
the benefi t of all nations should be the main guiding principle and, therefore, States 
should refrain, under all circumstances, from the use of information and telecommu-
nications technologies and means for hostile, restrictive or other illegal purposes, in-
cluding the development and use of information weapons; to undermine or destabilize 
political, economic or social systems of other States or to erode their cultural, moral, 
ethical or religious values; and the transboundary dissemination of information in con-
travention of international law, including the Constitution and regulations of the Inter-
national Telecommunication Union, or national legislation of targeted countries;

(g) States should raise awareness, at the national and international levels, about the need 
to preserve and improve the security of information and telecommunications through 
the responsible use of relevant technologies and means, aimed at developing an inter-
national common culture of the information and telecommunications security.

Japan 
[Original: English]

[12 August 2013]

General appreciation of the issues of information security
Japan is of the view that cyberspace serves as a basic infrastructure for socioeconomic ac-

tivities for both the public and private sectors. Cyberspace facilitates economic growth, employ-
ment and development, as well as democracy and the protection of human rights by secur-
ing free fl ow of information and freedom of expression thereof. Use of cyberspace is essential 
to the lives of people and has been prevailing globally.

At the same time, there is a growing need for protecting privacy and intellectual property 
rights and ensuring the security of cyberspace in order to fully enjoy the benefi ts of the “posi-
tive side” of cyberspace. In addition, cyber attacks have been conducted throughout the world 
and have become transnational global threats. These attacks can be carried out by various enti-
ties and methods from all over the world. It is not possible for a country alone to tackle the ris-
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ing number of cybercrimes and cyber attacks; the cooperation of the international community, 
including relevant States and stakeholders, is essential to address the challenges.

On the basis of these perspectives, Japan is striving to build safe and reliable cyberspace by 
primarily focusing on securing free fl ow of information and freedom of expression while giving 
due attention to the balance between the protection of privacy and assurance of security.

 Efforts at the national level to strengthen information security and promote 
international cooperation in this field
Eff orts at the national level to strengthen information security 
Risks surrounding cyberspace have become more serious recently, and maintenance of cy-

ber security has become an important agenda, with respect to our national security and crisis 
management and social and economic prosperity, as well as the safety and peace of the Japanese 
people.

In this context, Japan developed a cyber security strategy in June 2013, covering the pe-
riod 2013-2015. With this strategy, Japan will take actions to improve information security 
of the Government agencies and critical infrastructures and to strengthen the capability to take 
countermeasures against cyber attacks.

Specifi cally, Japan has incorporated the following measures into the strategy: promote in-
formation-sharing concerning cyber attacks with public-private partnership; improve informa-
tion security literacy not only for the Government and industries, but also for the Japanese peo-
ple; raise awareness on cyber security; strengthen the capability to take countermeasures against 
cyber attacks through international cooperation; and increase our contribution in the develop-
ment of international rules related to cyber security.

Eff orts at the national level to promote international cooperation 
With regard to the development of international norms on the use of cyberspace, we must 

with urgency start developing realistic and feasible norms of behaviour to address current issues 
in a non-legally binding form to cope with the rapidly advancing cyber technologies. Japan will 
continue to take part in these eff orts actively in international forums.

Regarding confi dence-building measures, Japan is actively engaged in bilateral consulta-
tions with interested States and regional dialogues, including the Asean Regional Forum, with 
the aim of “improving transparency” and “promoting information-sharing”. In addition, in an 
eff ort not to create security gaps in cyberspace, Japan is providing capacity-building assistance 
to developing countries in Asia, Oceania and Africa, such as developing and strengthening 
computer emergency response teams. Japan is also promoting information-sharing internation-
ally by strengthening coordination with national computer emergency response teams of other 
States. Japan believes these eff orts contribute to building confi dence with interested States.

Content of the concepts mentioned in paragraph 2 of resolution 67/27 
Japan believes that existing international law, including the Charter of the United Nations 

and international humanitarian law, is applicable to the use of cyberspace. However, given 
the unique characteristics of information and communication network technologies, further 
consideration is needed on how individual rules and principles would be applied.

Considering the signifi cant role that international law has played in securing legal stability 
and predictability in the international community, we believe that defi ning and clarifying how 
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existing international law applies to cyberspace would complement the development of specifi c 
international norms on cyberspace and also contribute to building a stable cyberspace. 

 Possible measures that could be taken by the international community 
to strengthen information security at the global level
International norms for the use of cyberspace 
There are no international norms that regulate cyber attacks or cyber espionage in security, 

economic and social arenas. In addition, the validity of legally binding norms in cyberspace re-
mains unclear at this stage. It is hard to ascertain the future overview of cyberspace at this time, 
as the speed of development of cyber technology is quite fast. Furthermore, forming a consensus 
on legally binding norms will take a very long time. Therefore, with respect to the legal nature 
of the norms, Japan considers it important to begin by discussing establishing non-binding gen-
eral norms of behaviour. 

Confi dence-building measures 
As an accumulation of confi dence-building eff orts among States can positively aff ect 

the development of international norms, the international community must continue to pro-
mote these eff orts. In advancing confi dence-building measures, securing transparency and in-
formation-sharing is necessary; however, the level of measures taken varies from State to State, 
as each State has the authority to determine the level at its disposal. It is, therefore, necessary 
to encourage information-sharing through global frameworks such as those under the auspices 
of the United Nations and regional frameworks.

Netherlands 
[Original: English]

[7 August 2013]
The Netherlands warmly welcomes the opportunity to off er its response to resolution 67/27.

 General appreciation regarding issues of information security
The Netherlands supports safe and reliable information and communications technology 

and the protection of an open, free Internet respecting human rights. It is essential for our pros-
perity and well-being and serves as a catalyst for sustainable economic growth.

Cyberspace off ers opportunities, but also makes our societies more vulnerable. The cross-
border nature of threats makes international cooperation crucial. Many measures will be eff ec-
tive only if implemented or coordinated internationally. In this connection, the Netherlands 
attaches great importance to public-private partnerships, building bridges through confi dence-
building measures and raising awareness of individual responsibility on the part of all informa-
tion and communications technology users.

 Efforts taken at the national level to strengthen information security 
and promote international cooperation in the field
The Netherlands is working nationally and internationally for a secure digital environ-

ment. At national level, the Netherlands implements the national cyber security strategy, 
called “Strength through Cooperation”. It will update this strategy in 2013 and publication 
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is foreseen for the second half of 2013. The revised strategy will address the comprehensive 
view on cyberspace, taking into account the economic opportunities, openness and freedoms, 
and security. 

The Netherlands has the National Cyber Security Council to ensure a collaborative ap-
proach between the public sector, the private sector and academic and research institutions, and 
to advise high-level decision makers in the fi eld of cyber security. It also has the National Cyber 
Security Centre to identify trends and threats and help manage incidents and crises. The task 
of the Centre is threefold: to conduct cyber threat analyses based on information from public 
and private parties; to react to cyber threats and incidents; and the operational coordination 
of information and communications technology crisis situations. The Centre includes the ex-
isting government computer emergency response team. Over the past year, it has expanded its 
capacity and established strong relationships with key information-sharing and analysis centres. 
The international annual conference organized by the National Cyber Security Centre brings 
together experts from Governments, private companies, law enforcement and technical experts 
to exchange best practices. The Netherlands has implemented a substantive set of measures 
to improve cyber security and is very willing to share the models it has used with third countries.

An example of public-private partnership being used in the sector of nuclear security are 
the technical meetings that the Government organized in which the nuclear industry could indi-
cate its needs in the fi eld of information security. This information was used by the Government 
to improve the “design-based threat”. Keywords are “realistic” and “proportionality”. 

Internationally, the Netherlands contributes actively to the eff orts of the European Union, 
the North Atlantic Treaty Organization (NATO), the Organization for Security and Coopera-
tion in Europe (OSCE), the Internet Governance Forum and other partnerships. The Neth-
erlands takes a positive view of the Joint Communication of the European Commission and 
the High Representative for Foreign Aff airs and Security Policy, which calls for the creation 
of an open, free and secure cyberspace for the European Union and which has been endorsed 
by the European Council. The European Union is taking up this challenge with its international 
partners and organizations, the private sector and civil society. The Netherlands fully supports 
the European Union aims to ensure a secure Internet while promoting openness and freedom 
on the Internet, to encourage the development of confi dence-building measures and norms 
of behaviour and to apply existing international law in cyberspace. We strongly believe that secu-
rity and right of access are key elements in safeguarding the continuing development of the In-
ternet. To this end, the European Union has taken core values, namely, human dignity, freedom, 
democracy, equality, the rule of law and respect for fundamental rights, as its guiding principle. 
The Netherlands endorses those core values and sees them as the basis for any cyber security 
strategy. The Netherlands agrees that, in order to promote a robust and resilient cyberspace, 
both the public and private sectors need to develop their capabilities and work together effi  -
ciently.

On the operational level, the Netherlands promotes practical cooperation between cyber 
security centres (including computer emergency response team organizations) and the strength-
ening of the International Watch and Warning Network. The rapid growth in cybercrime calls 
for eff ective enforcement to maintain confi dence in digital society. Regarding enforcement, 
the Netherlands encourages more cross-border investigation with enforcement agencies from 
other European countries and beyond. The Netherlands is a party to the Council of Europe’s 
Convention on Cybercrime and encourages others to accede to the Convention. 
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Concerning nuclear information security, the Netherlands shares within the European 
Nuclear Security Regulators Association information on policy approaches and best practices 
on nuclear security, including cyber. The Netherlands participates actively in the International 
Atomic Energy Agency technical meetings that aim to share information on cyber and informa-
tion security.

The Netherlands believes that freedom, transparency and security go hand in hand 
and strengthen each other. That is why the Netherlands started the Freedom Online Coalition, 
which currently counts 21 member Governments. The Freedom Online Coalition is commit-
ted to promoting Internet freedom and to stressing the importance of digital rights. To this end, 
the coalition of like-minded Governments coordinate their eff orts and work with civil society 
and the private sector in a 

multi-stakeholder process to support the ability of individuals to exercise their human rights 
and fundamental freedoms online. To further the goal of keeping the Internet open and free for 
all, members of the Coalition established the Digital Defenders Partnership, a fund to support 
innovative solutions for the protection of bloggers and online activists in danger and for the de-
ployment of emergency Internet services in countries where the Internet is not free or accessible. 
The contribution of the Netherlands to this fund amounts to €1,000,000 for the duration from 1 
October 2012 to 31 December 2014.

 Possible measures that could be taken by the international community 
to strengthen information security at the global level
The starting point of the Netherlands is an open Internet that promotes innovation, stim-

ulates economic growth and safeguards fundamental freedoms. The Netherlands emphasizes 
the importance of continuing dialogue on the development of standards of State behaviour 
aimed at safe use of cyberspace. It is keen to contribute actively to this dialogue. The Nether-
lands notes with appreciation the signifi cant work done by diff erent international and region-
al actors and stakeholders, such as the Council of Europe, the European Union, OSCE and 
the United Nations Group of Governmental Experts regarding confi dence-building measures 
in the fi eld of cyber security. 

Within the process of the Nuclear Security Summit, information security plays a central 
role. The Work Plan of the Washington Nuclear Security Summit and the Seoul Communiqué 
state that the Nuclear Security Summit States aim “to prevent non-state actors from obtain-
ing the information or technology required to use such material for malicious purposes; and 
to prevent the disruption of information technology based control systems at nuclear facilities”. 
As the Chair of the Nuclear Security Summit, the Netherlands supports all eff orts to contribute 
to this objective.

Within the Nuclear Security Summit process the Netherlands supports the leadership 
of the United Kingdom of Great Britain and Northern Ireland in the implementation and shar-
ing of best practices of information security in the nuclear sector. This is done by developing 
and strengthening national measures, arrangements and capacity for the eff ective management 
and security of such information; to enhance related national security culture; to engage with 
national scientifi c, industrial and academic communities to further raise awareness, develop 
and disseminate best practice and increase professional standards; and to support, drawing 
on and collaborating with IAEA, other key international organizations and partner countries 
to facilitate mutual achievement of these aims. The Netherlands attaches great importance to an 
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inclusive Internet governance model, involving the private sector and knowledge institutions 
in this dialogue and is keen to share experience and best practices with others. 

The intensive international exchange of knowledge and information among all stakehold-
ers and organizations is essential for making cyberspace more secure and reliable and fully gain 
its full potential, both in terms of development and bringing societies across the world closer 
together. The Netherlands therefore welcomes the cyber conferences held in London and Bu-
dapest and the upcoming conference in Seoul. 

Lastly, the Netherlands is of the opinion that the development of norms for State con-
duct does not require a reinvention of international law, but rather needs to ensure consistency 
in the application of existing international legal frameworks. We encourage continued dialogue 
and refl ection to attain consensus regarding the practical eff ect of the application of existing 
rules and international law to cyberspace.

Oman
[Original: Arabic]

[26 June 2013]

The Ministry of Transport and Communications wishes to transmit the following informa-
tion regarding General Assembly resolution 67/27 on developments in the fi eld of information 
and telecommunications in the context of international security:

1. General appreciation of the issues of information security
The rapid developments that have taken place in information technology and telecommuni-

cations have been accompanied by growing risks. Hackers are using increasingly advanced tech-
niques to access information around the globe. The most important challenges faced by States 
and institutions are an absent or inadequate culture of information security among information 
and communications technology users, lack of qualifi ed personnel and diff erences in legislation 
regulating e communications around the world. States must join forces and cooperate to com-
bat information security threats, enhance their response preparedness, raise global awareness 
of the issue and share pertinent information and expertise.

2. Efforts taken at the national level to strengthen information security 
and promote international cooperation in this field

 — The Telecommunications Regulatory Authority was established in 2002 and the Infor-
mation Technology Authority in 2006, to regulate the telecommunications and infor-
mation technology sectors;

 — Relevant legislation has been promulgated, namely the Electronic Transactions Act, 
issued by Royal Decree No. 69/2008, and the Telecommunications Regulatory Act, 
issued by Royal Decree No. 30/2002;

 — the International Telecommunication Union and the International Multilateral Part-
nership Against Cyber Threats (IMPACT) recently established the fi rst cybersecurity 
centre for the Arab region in Oman;

 — In order to address technical risks and threats, the Information Technology Authority 
established a National Computer Emergency Response Team in April 2010;

 — Through the Information Technology Authority, Oman is a member of numerous rel-
evant regional and international agencies, including the Organization of the Islamic 
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Conference Computer Emergency Response Team (OIC-CERT), the Gulf Coopera-
tion Council Computer Emergency Response Teams (GCC-CERT) and the Forum 
of Incident Response and Security Teams (FIRST). Many Omani institutions have ob-
tained ISO certifi cation;

 — The competent institutions continuously update their strategies; 
 — Government authorities have access to a range of information security technologies 

and programmes;
 — A centre has been established to safeguard Government networks;
 — Hosting services have been established that off er safeguards for Government websites;
 — Technical support is provided to strengthen information security;
 — A range of policies and standards on information security have been adopted;
 — A series of specialist training sessions have been held on information security;
 — Various awareness-raising campaigns have been organized;
 — Programmes have been conducted to evaluate information emergency response pre-

paredness;
 — A number of pertinent regional and global workshops and conferences have been con-

vened;
 — Awareness-raising events have been held at the local level;
 — All sectors of society have been involved in eff orts to promote information security; 
 — The Oman National CERT Ambassador Programme to foster information security was 

launched in January 2012;
 — A website to strengthen children’s online security has been created (cop.cert.gov.om);
 — Awareness-raising visits have taken place in schools, universities, Internet cafes and oth-

er places frequented by young people;
 — Workshops have been held in order to raise awareness among students and teaching 

staff ;
 — The Centre has played an active part in public events in order to reach as many young 

people as possible and inform them of security risks and responses; 
 — The Centre has conducted “Train-the-trainer” programmes to provide young nationals 

with relevant qualifi cations;
 — The fi rst information security operations centre in the Middle East has opened.

3. The content of the concepts
 — Oman continuously monitors and reviews these international concepts in order to keep 

abreast of eff orts to strengthen the security of global information and telecommunica-
tions systems.

 — Consideration must be given to the specifi cities of countries and their legislation on e-
transactions.

 — Stakeholders must comply with the particular values and principles that each country 
seeks to uphold.

4. Possible measures that could be taken by the international community 
to strengthen information security at the global level

 — Regulating e-transactions and information and inter-State cybersecurity by establishing 
an international organization under the auspices of the United Nations, as was pro-
posed at the Cyberdefence Conference held in Oman in March 2013;
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 — Promoting cooperation among States with a view to safeguarding the information 
and communication technology sector, upon which most countries depend to a great 
extent in their eff orts to promote development. Such cooperation must take place under 
the auspices of an international organization; 

 — Sustaining coordination among States to strengthen information security and share 
cutting-edge experiences;

 — Collaborating in response to information security incidents and designating focal points 
for each country;

 — Participating in policy and regulation formulation and sharing best practices;
 — Sharing specialized expertise and knowledge and exchanging visits;
 — Convening symposiums and workshops for information security personnel;
 — Organizing joint international programmes to raise awareness and disseminate a culture 

of global security;
 — Fostering academic collaboration and formulating relevant programmes and curricu-

lums;
 — Encouraging and fostering joint research and development programmes in that area.

Turkey 
[Original: English]

[10 June 2013]

General appreciation of the issues of information security
Information security has become a necessity in the globalized world as the use of informa-

tion technologies grows. Information security and cyber security are issues that must be man-
aged with the cooperation of all related parties. In Turkey, the National Cyber Security Board, 
a central mechanism to coordinate the related parties and follow relevant studies, was estab-
lished by the Cabinet decision on enforcement, management and coordination of the national 
cyber security studies, which was published in the Turkish Offi  cial Gazette, No. 28447, of 20 
October 2012.

The national cyber security strategy and the action plan for 2013-2014 were approved on 20 
December 2012, at the fi rst meeting of the National Cyber Security Board. 

The goals of the strategy and the action plan are as follows: 
 — To establish an infrastructure that enables the availability of the services, processes 

and data provided through information technologies by governmental organizations 
 — To ensure the security of information systems used in critical infrastructures that are 

operated by the Government or the private sector
 — To determine the strategic cyber security actions to minimize the eff ects of cyber attacks 

and shorten the recovery time after attacks
 — To constitute an infrastructure that facilitates the investigation on cyber crimes by judi-

cial authorities and law enforcement bodies. 

The main areas of the action plan are the following:
1. Regulations 
2. Studies to facilitate judicial processes 
3. Establishment of a national computer emergency response team 
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4. Strengthening the national cyber security infrastructure 
5. Training and raising awareness of human resources about cyber security 
6. Development of national technologies for cyber security 
7. Expanding the scopes of the national cyber security mechanisms. 

The action plan consists of 29 action lines to be carried out under the above-mentioned 
main areas.

 National efforts taken at the national level to strengthen information security 
and promote the international cooperation in this field
The Turkish national regulatory body, the Information and Communication Technologies 

Authority (BTK), mandated by the Electronic Communications Law (No. 5809), conducts 
a range of activities to contribute to eff orts to meet national and international information secu-
rity requirements. 

In this context, the activities of the Authority in the fi eld of cyber security are stated below. 

1. Regulation and inspections
Several requirements for the authorized operators are defi ned in the by-law on Security 

of Electronic Communications and the related communiqué that takes this by-law as a basis. 
The relevant studies aim to promote the level of national cyber security directly in the activities 
of operators and to contribute international cyber security implicitly.

On the other hand, there are also Authority regulations on electronic signature and reg-
istered electronic mail within the context of the Electronic Signature Law (No. 5070) and 
the Turkish Trade Law (No. 6112). These regulations contribute to the eff orts for promoting 
security and reliability of document and electronic mail exchange processes. 

2. Cyber security exercises 
The Information and Communication Technologies Authority organizes cyber security ex-

ercises to further develop the technical and administrative capacity, to raise awareness and to es-
tablish opportunities for international cooperation.

2.1. National Cyber Security Exercise 2011
National Cyber Security Exercise 2011 was held from 25 to 28 January 2011, with the par-

ticipation of 41 public, private and non-governmental organizations involving representatives 
of the fi nance, information and communications technology, education, defence and health 
sectors, as well as the judicial and law enforcement units and various ministries. Six of the afore-
mentioned organizations participated in the exercise on the observer status.

2.2. Cyber Shield Exercise 2012
This exercise was held in May 2012 under the coordination of the Information and Com-

munication Technologies Authority and with the participation of 
12 Internet access providers operating in the electronic communications sector. The partici-

pants were the ones with the largest market share in the sector, along with the third generation 
(3G) mobile Internet service providers. In the exercise, mainly Distributed Denial of Service 
attacks were applied to the participants and the adequacy of the security measures taken against 
the attacks was assessed.
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2.3. National Cyber Security Exercise 2013
National Cyber Security Exercise 2013, which was co-organized by the Information and Com-

munication Technologies Authority and the Scientifi c and Technological Research Council of Tur-
key, under the auspices of the Ministry of Transport, Maritime Aff airs and Communications, was 
carried out from 24 December 2012 to 11 January 2013, with the participation of 61 public, private 
and non-governmental organizations. Notwithstanding that most of the participants were pub-
lic organizations, private and non-governmental organizations also participated in the exercise. 
In addition, the Chairman of the International Telecommunication Union (ITU)-International 
Multilateral Partnership against Cyber Threats (IMPACT) and one of the board members of Fo-
rum for Incident Response and Security Teams (FIRST), which are international cooperation 
platforms on cyber security, attended the closing event of the exercise as speakers.

3. Project on the prevention of cyber threats
The project on the prevention of cyber threats (Siber Tehditleri Önleme Projesi-STOP) in-

volves the development of necessary mechanisms for the establishment of a honey pot system 
to detect cyber threats, the instalment and improvement of a cyber attack report system and 
the production of metadata regarding cyber threats. The activities required by the project are be-
ing fulfi lled according to the deadlines anticipated by the short-term national cyber security ac-
tion plan. Within the context of the international cooperation dimension of the project, the In-
formation and Communication Technologies Authority became a member of ITU-IMPACT, 
which works under ITU.

4. Project on the prevention of spam e-mails
This project was conducted in 2009, under the coordination of the Information and Com-

munication Technologies Authority and with the eff orts of Internet service providers and host-
ing service providers. The purpose of the project was to prevent spam e-mails that pose a threat 
against network security and keep the network resources busy. At the end of the project, 
the number of Internet providers propagating spam was reduced by 99 per cent; this improve-
ment was refl ected in the reports prepared by global cyber security fi rms.

5. Establishment of a domestic Internet Exchange Point
The Internet service providers’ routing practice of unnecessarily circulating the Internet 

traffi  c between two end points from a remote point causes a decrease in service quality owing 
to unnecessary transmission delays and an increase in the security concerns.

Within this context, by the establishment of an eff ective Internet Exchange Point and 
the operators’ ability to exchange their traffi  c under more attractive circumstances, those unde-
sired routing practices and the security concerns caused by them can be highly reduced. There-
fore, the Information and Communication Technologies Authority conducts various activities 
together with the related parties (domestic Internet service providers and international content 
providers) focused on the formation of an eff ective domestic Internet Exchange Point.

Measures for strengthening information security globally
Establishment of a national computer emergency response team
Today it is necessary to form a cyber incident response organization that will work eff ec-

tively at the national level for detecting the newly emerging cyber threats, taking measures nec-
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essary to reduce or suppress the eff ects of potential cyber incidents and sharing information. To 
this end, in February 2013, the Ministry of Transport, Maritime Aff airs and Communications 
delegated the mission of establishing and operating Turkey’s national computer emergency re-
sponse team to the Communications Presidency, and various activities were initiated to establish 
the national computer emergency response team that will work 24 hours a day, 7 days a week 
against cyber threats. USOM, the computer emergency response team, which began operation 
in May 2013, will work in close cooperation with the other countries’ computer emergency re-
sponse teams and of international organizations.

As a result of the rapid development and proliferation of information and communications 
technologies, threats against information security go beyond national borders. Hence, it is criti-
cal for international organizations and Governments to promote cooperation on information 
security-related issues and execute that cooperation as soon as possible.

A/69/112. Developments in the field of information 
and telecommunications in the context of international 
security

Report of the Secretary-General
CONTENTS

 I.  Introduction

 II. Replies received from Governments
 Australia
 Austria
 Colombia
 Cuba
 El Salvador
 Georgia
 Germany
 Portugal
 Serbia
 Switzerland
 United Kingdom of Great Britain and Northern Ireland

I. Introduction

1. On 27 December 2013, the General Assembly adopted resolution 68/243 entitled “De-
velopments in the fi eld of information and telecommunications in the context of international 
security”. In paragraph 3 of the resolution, the Assembly invited all Member States, taking into 
account the assessments and recommendations contained in the report of the Group of Gov-
ernmental Experts on Developments in the Field of Information and Telecommunications 
in the Context of International Security (A/68/98), to continue to inform the Secretary-Gener-
al of their views and assessments on the following questions:
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(a) General appreciation of the issues of information security;
(b) Eff orts taken at the national level to strengthen information security and promote 

international cooperation in this fi eld;
(c) The content of the concepts mentioned in paragraph 2 of the resolution;
(d) Possible measures that could be taken by the international community to strength-

en information security at the global level.

2. Pursuant to that request, on 19 February 2014, a note verbale was sent to Member States 
inviting them to provide information on the subject. The replies received are contained in sec-
tion II below. Any additional replies received will be issued as addenda to the present report.

II. Replies received from Governments

Australia
[Original: English]

[30 May 2014]
In Australia’s view, existing international law provides the framework for State behaviour 

in cyberspace and for appropriate responses to unlawful online activity pursued by States. This 
includes, where applicable, international humanitarian law, law regarding the use of force, in-
ternational human rights law and international law regarding State responsibility. Any new or 
additional norms for State behaviour in cyberspace must be developed consistent with interna-
tional law.

The consensus report of the Group of Governmental Experts on Developments in the Field 
of Information and Telecommunications in the Context of International Security (A/68/98) 
made a signifi cant contribution to the guidance of States by affi  rming that international law, and 
in particular the Charter of the United Nations, is applicable to States’ use of cyberspace and es-
sential to maintaining peace and stability. Australia considers this fi nding to be of fundamental 
signifi cance. Australia believes that States should, individually and collectively, reiterate publicly 
their understanding that international law applies to States’ behaviour in cyberspace and their 
commitment to act in cyberspace in accordance with their understanding of international law. 

The report recognized the need for further discussion and articulation of how international 
law applies to States’ use of cyberspace and recommended further study in this area. It noted 
that additional norms could be developed over time. Australia believes that elaborating how 
international law applies to States’ behaviour in cyberspace in both confl ict and non-confl ict 
situations, while acknowledging the complexities involved, is a priority task for the international 
community. 

The report also made groundbreaking recommendations on cyber confi dence-building 
measures. Australia recognizes that the elaboration of how international law applies to States’ 
use of cyberspace is a long-term task. In the short term, there is a need for practical measures 
to address and prevent problems between States in cyberspace that may result from mispercep-
tion and that could lead, through miscalculation and escalation, to confl ict. Regional security 
organizations are particularly well-placed to consider, develop and implement cyber confi dence-
building measures. Australia is leading work within the Association of Southeast Asian Nations 
(ASEAN) Regional Forum to advance this important agenda, which, in view of varying capaci-
ties among members, should include capacity-building objectives. 
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Austria
[Original: English]

[19 May 2014]
The Austrian Cybersecurity Strategy, adopted in March 2013, provides a comprehensive 

and proactive concept for protecting cyberspace and people in virtual space while guaranteeing 
human rights. It enhances the security and resilience of Austrian infrastructures and services in cy-
berspace. Most importantly, it serves to build the awareness and confi dence of Austrian society.

Global networking and international cooperation are essential to the Austrian Cybersecu-
rity Strategy. Security in cyberspace is pursued through a coordinated policy mix at the national 
and international levels. Austria will engage in an active “cyber foreign policy” in the frame-
work of European Union, United Nations, Organization for Security and Cooperation in Eu-
rope (OSCE), Council of Europe, Organization for Economic Cooperation and Development 
(OECD) and North Atlantic Treaty Organization (NATO) partnerships based on a coordinated 
and targeted approach. 

Austria will contribute substantially to the implementation of the European Union Cyberse-
curity Strategy, participating fully in the strategic and operational work of the European Union. 
The competent ministries will take the necessary measures to implement and take full advantage 
of the Convention on Cybercrime of the Council of Europe. Austria advocates a free Internet at 
the international level. The free exercise of all human rights must be guaranteed in virtual space; 
particularly, the right to freedom of expression and information must not be restricted unduly 
in the Internet. 

Austria will continue its bilateral cooperation in the framework of its NATO partnership 
and actively support the preparation of a list of concrete confi dence- and security-building 
measures in OSCE. Austria participates actively in planning and implementing transnational 
cyberexercises. The experience gained will feed directly into planning and further developing 
operational cooperation. The Ministry for Foreign Aff airs coordinates the foreign policy mea-
sures relevant for cybersecurity. Where appropriate, the conclusion of bilateral or international 
agreements will be taken into consideration. 

Nationally, a steering group is developing an implementation plan to carry out the hori-
zontal measures laid down in the Austrian Cybersecurity Strategy. The competent bodies are 
responsible for implementing these measures within their respective mandates, with coordi-
nation by the steering group. Based on the Austrian Cybersecurity Strategy, they will develop 
substrategies for their sphere of responsibilities. The ministries represented in the steering group 
are tasked to submit an implementation plan to the Federal Government biannually. The prepa-
ration of the plan will be accompanied by a review of the Austrian Cybersecurity Strategy, to be 
revised and updated if necessary.

Colombia
[Original: Spanish]

[23 May 2014]

General appreciation of the issues of information security
In recent years, signifi cant progress has been achieved in developing and applying informa-

tion and communication technology, and this has led to major changes and benefi ts that have 



362

  Part III.  United Nations Documents

made a considerable contribution to the development of many countries, while promoting in-
creased international cooperation for the dissemination of information. 

Nevertheless, these technological advances have also highlighted deep concerns about 
the possibility that those advances could be used to undermine international stability and secu-
rity, and adversely aff ect the integrity of States’ infrastructure, with a resulting reduction in their 
civil and military security. 

In this context, the use of new technologies to generate computer threats, and the existing 
threat of crime in cyberspace, are matters of great concern and of the utmost national impor-
tance for Colombia. 

It is therefore imperative for Colombia to defi ne policies and strategies to prevent informa-
tion technology from being used for terrorist or criminal purposes.

 Efforts made at the national level to strengthen information security 
and promote international cooperation
Legislative and institutional responses
In 2005 Colombia applied the ISO 27001 standard, conceived as a management system that 

set quality standards for information security in national entities, and advocated safeguarding 
the confi dentiality, integrity and availability of information. 

Four years later, the Congress of the Republic of Colombia enacted Act 
No. 1273 of 2009, which amended the Criminal Code by creating a new legally protected 

interest, namely “information and data protection”. The amendment enabled the establish-
ment of a national legal framework for the relevant authorities to prosecute and try information 
technology-related off ences. 

Within this framework, Colombia criminalized, inter alia, illegal access; illegal interception; 
attacks on data integrity; attacks on system integrity; device abuse; computer counterfeiting; 
computer fraud; child pornography; and crimes against intellectual property and related rights.

In 2011, through the CONPES 3701 document, Colombia launched its national cyberde-
fence and cybersecurity policy based on three fundamental pillars: 

(a) Adopting an appropriate inter-institutional framework for prevention, coordina-
tion and monitoring and the formulation of recommendations to address any threats 
and risks that arise; 

(b) Developing specialized training programmes on information security; 
(c) Strengthening legislation on those matters and international cooperation, and, within 

that framework, accelerating Colombia’s accession to the various international instru-
ments, namely, the Budapest Convention.

In order to implement the aforementioned strategic principles comprehensively, Colombia 
designed and established four authorities: 

1. The Intersectoral Commission, responsible for formulating the strategic vision of infor-
mation management and setting policy guidelines for the management of public infor-
mation technology infrastructure, cybersecurity and cyberdefence; 

2. The Colombian Computer Emergency Response Team (colCERT), the national coor-
dinating agency on matters of cybersecurity and cyberdefence; 

3. The Armed Forces Joint Cyber Command (CCOC), which is tasked with preventing 
and countering any cyber threat or attack that aff ects national values and interests; 
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4. The Cyber Police Centre, which is responsible for Colombia’s cybersecurity, off ering 
information, support and protection from cybercrime.

Similarly, Colombia has a legal framework for the protection of personal data, established 
by means of Act No. 1581 of 2012 and Decree No. 1377 of 2013, which partially regulates the Act. 
Furthermore, a Department for Personal Data Protection was established in the Superinten-
dence for Industry and Trade.

The Ministry of Information Technology and Communications also set up and implement-
ed a Government Online strategy incorporating the requirements for entities to adopt informa-
tion security management systems. Similarly, since 2008, the Ministry has trained around 6,300 
civil servants on information technology management-related processes.

It should also be noted that, in the area of capacities, progress is being made with the iden-
tifi cation of critical infrastructure (the infrastructure which, if damaged, could potentially lead 
to a loss of human life, economic damage or reduced governability of the country) with a view 
to safeguarding cybersecurity at those locations.

International cooperation
In 2013, Colombia formally applied for membership of the European Convention on Cy-

bercrime, which establishes the principles of the international agreement on cybersecurity 
and penalties for the corresponding off ences, and of which the main aim is to protect society 
from cybercrime by putting in place appropriate legislation and international cooperation. 

In addition, in 2012, Colombia joined a multilateral agreement with the World Economic 
Forum, known as the “Partnership for Cyber-Resilience”, geared to identifying and addressing 
global systematic risks stemming from the ever greater connectivity between persons, processes 
and objects. 

Meanwhile, the Secretariat of the Inter-American Committee against Terrorism (CICTE) 
of the Organization of American States has established a comprehensive approach to capacity-
building in the area of cybersecurity among member States. The Secretariat’s main achievement 
has been the setting up of national “alert, watch, and warning” groups, also known as Computer 
Security Incident Response Teams”, which have a mandate and the capacity to respond to cri-
ses, incidents and threats to cybersecurity. 

Within this framework, and in cooperation with CICTE, Colombia has set up “alert, watch, 
and warning” groups that contribute to the development of national cybersecurity strategies. It 
has also taken part in workshops, courses and conventions on the handling of incidents involving 
cybersecurity, information security and cybercrime.

It should also be noted that Colombia has reached agreements with international enter-
prises and organizations operating in the information and communication industry, notably 
an agreement with Microsoft to enable access to institutions such as the “Cybercrime Cen-
ter” and other cybersecurity programmes; and an agreement with the “Antipishing Working 
Group” for the purpose of joining the global coalition of legal authorities, industry enterprises 
and Government entities that are working to set up more effi  cient cyberincident alert and re-
sponse mechanisms.

 International measures taken to strengthen information security
Cybersecurity is not exclusively a Government problem, nor can it be solved by the Govern-

ment alone: the support of other actors, namely, academia, industry and civil society, will be 
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needed to address eff ectively the risks arising from the ever more intensive use of information 
and communications technology in all sectors. 

Colombia considers that, for international information security to be strengthened at 
the global level, it is important for the international community to:

 — Seek mechanisms to raise awareness in society, among elected offi  cials and in the enti-
ties of each State of the need to create an information security culture and of the impor-
tance of international cooperation against cybercrime.

 — Promote States’ obligation to develop strategies geared to strengthening national ca-
pacities in the area of cybersecurity and cyberdefence.

 — Urge States to identify critical infrastructure and set up a programme specifi cally in-
tended to enhance its security and resilience.

 — Provide incentives for bringing domestic legal frameworks into line with existing in-
ternational instruments in the area of cybersecurity. Greater harmonization between 
diff erent countries makes it easier to set up channels of cooperation for the prevention, 
investigation and prosecution of cybercrime by States.

Such harmonization should contribute to defi ning technology-related off ences and set clear 
rules on jurisdiction and entitlement to prosecute. 

 — Promote the establishment of obligations requiring States and public and private na-
tional entities to save computer records for subsequent use in investigations and trials.

 — Compile a glossary of cybercrime-related computer terminology that is generally un-
known to offi  cials in the criminal justice system, to ensure the confi dentiality and integ-
rity of systems, networks and computer data. 

 — Promote exchanges of experiences and best practices in the area of cyberdefence and cy-
bersecurity, as well as set up specialized training networks.

 — Urge States to join cyberincident alert networks.

Cuba
[Original: Spanish]

[27 May 2014]
Cuba fully shares the concern expressed in resolution 68/243 regarding the use of infor-

mation technologies and means of telecommunication that may aff ect international stability 
and security and the integrity of States to the detriment of their security in civil and military 
fi elds. The resolution also places due emphasis on the need to prevent the use of information 
resources or technologies for criminal or terrorist purposes.

In this regard, Cuba expresses its great concern over the covert and illegal use, by individu-
als, organizations and States, of the computer systems of other nations for the purpose of at-
tacking third countries, because of its potential for triggering international confl icts. Some Gov-
ernments have even said that it would be possible to respond to such attacks with conventional 
weapons. The only way to prevent and tackle these novel threats, and to avoid cyberspace turn-
ing into a theatre of military operations, is joint cooperation between all States.

The hostile use of telecommunications with the declared or hidden intent of undermining 
the legal and political order of States is a violation of the internationally recognized norms in this 
area and can give rise to tensions and situations that are not conducive to international peace 
and security.
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In this regard, Cuba reiterates its condemnation of the radio and television war waged by 
the Government of the United States of America against Cuba, which violates the current inter-
national rules governing the radio-electric spectrum. This aggression is being perpetrated with-
out regard for the damage that could be caused to international peace and security by creating 
dangerous situations.

The illegal radio and television broadcasts against Cuba are intended to promote illegal im-
migration and encourage and incite to violence, contempt for constitutional order and the per-
petration of terrorist acts. The use of information for the purpose of subverting the internal order 
of other States, violating their sovereignty and meddling and interfering in their internal aff airs 
is illegal.

These broadcasts against Cuba constitute violations of the international norms in force 
in the constitution of the International Telecommunication Union, of which the preamble ac-
knowledges the growing importance of telecommunications for the preservation of peace and 
the economic and social development of all States, with the object of facilitating peaceful re-
lations, international cooperation among peoples and economic and social development by 
means of effi  cient telecommunications services.

The Government of the United States of America is continuing to transmit audio broadcasts 
on the medium-wave commercial band 24 hours a day every day. This frequency band is not 
reserved for services to other countries. Other commercial radio stations provide services to anti-
Cuban organizations to transmit broadcasts intended to subvert internal order and misinform 
the Cuban people. 

Such broadcasts are transmitted on the short-wave band by various of these organizations, 
with the full knowledge of the Government of the United States.

Between April 2013 and April 2014, the average number of hours per week of broadcasts 
of subversive content to Cuba ranged from 1909 to 2070, using 

27 frequencies. In September and October 2013, two North American stations broadcasting 
in southern Florida and whose signals are picked up in the western and central parts of Cuba 
began to broadcast programming of a counter-revolutionary nature.

Anti-Cuban broadcasts by the Martí radio and television station via international and do-
mestic satellite systems of the United States also continued.

Furthermore, the “ZunZuneo” case, a complex plot supported by millions of dollars from 
the United States Government and intended to promote subversion in Cuba using a messaging 
service on social networks, was exposed this year. 

This illegal programme, which was active until 2012, was used to collect the private data 
of Cuban users, without their consent, and to process their profi les by gender, age, tastes and af-
fi liations of various kinds, for use for political purposes.

ZunZuneo, like other subversive operations, violates Cuban law and United States legisla-
tion, such as the Controlling the Assault of Non-Solicited Pornography and Marketing Act 
of 2003 (Public Law 108-187), adopted by the United States Congress in December 2003, which 
prohibits the sending of commercial or other types of messages without the express consent 
of the addressee. 

This was yet another violation of the constitution of the International Telecommunication 
Union since such uses of new technologies, and social networks in particular, are clearly not 
conducive to peaceful relations and international cooperation by means of effi  cient telecom-
munications services.

The harmful practice of sending unsolicited mail (spam) has been the subject of over 10 
recommendations of the Telecommunication Standardization Bureau and constitutes a viola-
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tion of point No. 37 of the Declaration of Principles of the World Summit on the Information 
Society held in Geneva in 2003.

The Government of the United States should respect international law and the purposes 
and principles of the Charter of the United Nations; it should therefore cease its illegal and co-
vert actions against Cuba, which are condemned by the Cuban people and international public 
opinion.

In this regard, the Community of Latin American and Caribbean States (CELAC) adopted 
a communiqué on 29 April, in which it stressed that the illegal use of new information and com-
munication technologies had a negative impact on nations and their citizens. 

In that communiqué, CELAC strongly expressed its rejection of the use of ICTs in a man-
ner contrary to international law, and all actions of that nature. It underlined the importance 
of guaranteeing that the use of such technologies should be fully consistent with the purposes 
and principles of the Charter of the United Nations, international law, in particular sovereignty, 
non-interference in internal aff airs and internationally recognized standards of coexistence be-
tween States. It reiterated its commitment to intensifying international eff orts to safeguard cy-
berspace and promote its use for exclusively peaceful purposes and as a medium contributing 
to economic and social development.

Cuba supported resolution 68/243 and will continue to contribute to the peaceful global 
development of information and telecommunications technologies and their use for the good 
of all humanity. 

El Salvador
[Original: Spanish]

[26 May 2014]
The Armed Forces of El Salvador, within the framework of information security and tele-

communications, has put in place a voice, video and data telecommunications network that 
is separate from the public network and intended to protect all information from any external 
agent that might attempt to infi ltrate it, as well as from cyberattacks.

Georgia
[Original: English]

[30 May 2014]

Executive summary 
Cyberwar, conducted against Georgia in 2008, put the protection of critical infrastructure 

high on the agenda of the Government of Georgia. The rapidly growing dependence of the criti-
cal infrastructure and Government services on information technology (IT) increases vulnera-
bility to cybercrime-related incidents. Accordingly, adequate protection of critical infrastructure 
from cyberthreats is one of the priorities of the Government of Georgia.

The fi rst targets of cyberattacks in 2008 were Government and news media websites. Later, 
the attacks were expanded to include many more Government websites, Georgian fi nancial insti-
tutions, business associations, educational institutions, more news media websites and a Geor-
gian hacking forum. These cyberattacks were intended to interrupt normal business operations. 
Apart from the two big banks, the business-related targets were primarily organizations that 
could have been used to communicate and coordinate responses among diff erent businesses. 
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The above-described experience demonstrates that cyberattacks on the critical infrastruc-
ture of Georgia by State and private actors can cause serious physical damage as well as signifi -
cant fi nancial damage to the public and private sectors. Therefore, the Government of Geor-
gia considers cybersecurity to be part of the general security policy of the country, especially 
in the view of its increased reliance on IT as a vehicle for the delivery of Government services. 

Voicing these concerns, the National Security Council and a special working group com-
prised of diff erent Government agencies developed the national Cybersecurity Strategy of Geor-
gia throughout 2011, as a part of the National Security Review. The Cybersecurity Strategy and 
the action plan for its implementation were presented to the public for discussion in March 2012 
and fi nally adopted in January 2013. 

A further step was the establishment of the Data Exchange Agency of the Ministry of Justice 
of Georgia in 2010 as a central Government entity responsible for the development and imple-
mentation of e-governance policies and solutions. An important part of the Agency’s mandate is 
information security for the public sector and private entities as follows:

 — Adoption and implementation of information security policies and standards in public 
sector and critical infrastructure

 — Providing consultancy services in the fi eld of information security and performing in-
formation security audits

 — Awareness-raising activities about information security issues in the public as well as 
the civil sector

 — Cybersecurity mandate through the national computer emergency response team.

The full text of Georgia’s submission can be found at http://www.un.org/ disarmament/topics/
informationsecurity/.

Germany
[Original: English]

[30 May 2014]
Executive summary 
Information and communication technologies (ICTs) off er unprecedented opportunities 

for industrialized and developing countries alike. At the same time, vulnerabilities and systemic 
weaknesses exist. 

There is a trend towards hard-to-detect, sophisticated and malicious activities, targeting 
high-value objectives. Severe consequences may result. A cyberattack against key infrastructures 
could cause more disruption than an isolated physical attack, sometimes with unpredictable 
consequences for other networked entities. 

Despite such risks, an all-out “cyberwar” seems unrealistic for the time being. A more likely 
scenario may be the limited use of cybercapabilities as part of a larger war-fi ghting eff ort. Fi-
nally, there is the danger that cyberincidents may escalate into “real-life” confl ict. 

In this situation, increasing cyberresilience, agreeing on laws and rules that apply to the use 
of ICTs and engaging in confi dence-building measures become ever more important.

There has been welcome progress in 2013: the last report of the Group of Governmental 
Experts on Developments in the Field of Information and Telecommunications in the Con-
text of International Security made clear that international law is applicable to cyberspace. 
The Group also found that State sovereignty and international norms and principles that fl ow 
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from sovereignty apply to State conduct of ICT-related activities and to its jurisdiction over ICT 
infrastructure within its territory. Germany is looking forward to seeing how the new Group 
of Governmental Experts will take this further. 

Concerning confi dence-building measures, OSCE made important progress with the adop-
tion of a fi rst set of steps to increase inter-State cooperation, transparency, predictability and sta-
bility, with a view to reducing the risks of misperception, escalation and confl ict that may stem 
from the use of information and communication technologies. This OSCE agreement might be 
useful as a model for other regional organizations. 

Germany’s Cybersecurity Strategy (2011) proceeds from the assertion that the availabil-
ity of cyberspace and the integrity, authenticity and confi dentiality of data in cyberspace have 
become of vital importance. Ensuring cybersecurity has turned into a central challenge for 
the State, business and society. All need to act together, both at the national level and in co-
operation with international partners. Germany’s Cybersecurity Strategy sets out the following 
objectives and measures:

 — Protecting critical information infrastructures
 — Securing IT systems
 — Strengthening IT security in public administration
 — Running a national cyberresponse centre
 — Establishing a national Cybersecurity Council
 — Eff ective crime control in cyberspace
 — Eff ective coordinated action to ensure cybersecurity in Europe and worldwide
 — Using reliable and trustworthy information technology
 — Personnel development among federal authorities
 — Tools to respond to cyberattacks.

Following the German general election in September 2013 and according to the Coalition 
Agreement, cybersecurity is high on the Government agenda. Data privacy standards will be 
on the rise. Lead topics for the next four years include better consumer protection; amendments 
to the criminal laws to better protect individuals; the passing of an IT security law with manda-
tory minimum IT security standards for critical infrastructure; and an obligation in respect of all 
federal authorities to invest 10 per cent of their IT budget to improve the security of their systems. 

As a consequence of concerns about unlawful or arbitrary surveillance and/or interception 
of communications, as well as unlawful or arbitrary collection of personal data by third parties, 
the Government of Germany strongly encourages IT service providers to encrypt telecommuni-
cation and not to forward telecommunication data to foreign intelligence services.

The full text of Germany’s submission can be found at http://www.un.org/disarmament/topics/
informationsecurity/.

Portugal 
[Original: English]

[20 May 2014]
General Assembly resolution 68/243 on the above-mentioned theme recalls the important 

role of science and technology in the context of international security, recognizing that the de-
velopments in those areas can have civil and military applications and also recognizing that 
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progress should be maintained and encouraged. Progress in the fi eld of information and tele-
communications means increasing opportunities for the development of civilization; coop-
eration among States; the promotion of human creativity; and the circulation of information 
in the community as a whole. 

However, those technologies and means can potentially be used for purposes that are incon-
sistent with international stability and security and may negatively aff ect the national integrity 
of States, in the civil and military fi elds.

General Assembly resolution 68/243 requires the contribution of Member States in four 
areas, recalling the report of the Group of Governmental Experts A/68/98:

1. General appreciation of the issues of information security;
2. Eff orts taken at the national level to strengthen information security and to promote 

international cooperation in this fi eld;
3. The content of the concepts aimed at strengthening the security of global information 

and telecommunications systems;
4. Possible measures that could be taken by the international community to strengthen 

information security at the global level.

The report presented some recommendations regarding the following areas: norms, rules 
and principles of responsible behaviour by States; confi dence-building measures and the ex-
change of information; and capacity-building measures.

Following those recommendations, we can describe our national context:

(I) Norms, rules and principles that characterize the responsible behaviour 
of States

1. Portugal considers that security in network information is important and has been grow-
ing;

2. We must highlight the development of eff orts in the implementation of legislation on net-
work security and integrity by adopting methods in respect of risk, which demand the adoption 
of adequate security measures, at the technical and organizational levels, and the requirement 
of reporting security violations or integrity loss which have a signifi cant impact on the function-
ing of services. Also important are the auditing procedures in the fi eld of security, carried out by 
the national Notifi cation Centre for Security Violations or Integrity Loss; 

3. Concerning protection of personal data and privacy, it is important to highlight the chang-
es that have occurred, for instance in the mandatory reporting of personal data violations;

4. At the level of concepts, it is important to reinforce the idea that regulation should stem 
from international rules;

5. At the international level, it is important to reinforce information-sharing and the realiza-
tion of training fi eld exercises in border areas.

(II) Measures for the reinforcement of confidence and information-sharing
1. It is crucial to promote information-sharing, taking into account wider globalization;
2. At the national level, our eff orts have focused on the accomplishment of joint exercises 

in which public and private entities participate, the promotion of technical standardization, and 
the organization of conferences and seminars, some of them with the participation of interna-
tional speakers.
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(III) Measures for capacity-building
1. It is important to develop measures on capacity-building. Nevertheless, there are diffi  cul-

ties related to the training and maintenance of human resources connected to these activities;
2. There is a need to facilitate access to knowledge;
3. Top-level hierarchy is not suffi  ciently aware of its own responsibility in these matters. 

Serbia
[Original: English]

[28 May 2014]
Taking into account the great importance given to information security on the global 

and national levels, the Republic of Serbia has undertaken a number of activities in order 
to provide effi  cient national policies and eff ective security mechanisms. In the Strategy for 
the Development of the Information Society in the Republic of Serbia until 2020, adopt-
ed by the Government of the Republic of Serbia in 2010, information security is declared 
to be one of six priority areas. Serbia does not have a national strategy solely dedicated to in-
formation security, but this topic is dealt with in a number of other documents. In October 
2013, a special working group was formed and tasked to draft a law on information security. 
The law is harmonized with the relevant international and European Union legal frameworks 
and determines the following: information security institutional framework; measures needed 
to provide enhanced security of ICT systems in the Republic of Serbia, including ICT systems 
of public bodies and enterprises; norms for prevention coordination in respect of security risks 
in ICT systems; establishment of the national computer emergency response team; specifi c 
security measures and preconditions to be applied in information systems of State bodies; 
security of classifi ed data in ICT systems; crypto-security and protection from compromising 
electromagnetic emanations.

The ICT Department of the Administration for Joint Services of the Republic Bodies 
performs the activities related to the protection of information security, data protection and 
the implementation of prescribed security standards for information systems of State bodies. 
In the Administration’s annual report, it was stated that within its mandate of protection of State 
ICT systems, the Department provides protection from cyberattacks on a daily basis, as the net-
work is attacked every day.

The Academic Network of the Republic of Serbia performs the computer security incident 
response activities for the educational and scientifi c research institutions in the Republic of Ser-
bia. In the Academic Network’s 2013 annual report, it was declared that there has been an in-
creasing number of incidents compared with 2012. The report identifi ed old equipment as one 
of the reasons for the increasing number of attacks.

Only a well-established national information security culture embraced at every level of so-
ciety can be eff ective to locally strengthen the security of national information and telecommu-
nications systems. Similarly, only such well-established national information security systems 
can be a part of the application of the international information security concepts to strengthen 
the security of global information and telecommunications systems.

The Offi  ce of the National Security Council and Classifi ed Information Protection (here-
inafter, the National Security Council Offi  ce) is the Serbian Government service responsible 
for coordination of the implementation of national and European Union security policies at 
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the national level (National Security Authority). A specifi c segment of its activities is refl ected 
in the adoption of information assurance measures and the coordination of the implementation 
of those measures in Government bodies and other institutions for the purpose of the protec-
tion of classifi ed information. In this context, the Decree on special measures for the protection 
of classifi ed information in information telecommunications systems was passed in 2011 (Of-
fi cial Gazette RS, No. 53/2011). At the international level, since 2011, the National Security 
Council Offi  ce has been an active participant in the Forum of the directors of the South-East 
European National Security Authorities. One of the Forum’s primary aims is to enhance infor-
mation assurance and classifi ed information protection in the regional countries, in line with 
international standards. The National Security Council Offi  ce acts as a chief coordinator for 
developing a regional cyberdefence concept within the framework of the South-East European 
National Security Authorities.

The National Security Council Offi  ce has prepared and sent other thematic working group 
members a number of related proposals for their examination, harmonization and approval. 
Such proposals are structured by means of the following working documents: (l) Cyberdefence 
programme objectives; and (2) — South-East European National Security Authorities cyberde-
fence questionnaire.

The Ministry of Defence of the Republic of Serbia is participating in the implementation 
of General Assembly resolution 68/243. Departments within the Ministry of Defence are active 
in the working group tasked to draft the law on information security.

Also, the Ministry of Defence is in the process of forming diff erent departments that will 
operate in the area of information security and cyberdefence.

Switzerland 
[Original: English]

[29 May 2014]

A. General appreciation of the issues of information security 
Information and communication technologies (ICTs) have become an indispensable driver 

of social, economic and political activities. Switzerland is committed to seize the opportuni-
ties that are generated by the use of ICTs. Switzerland takes account of the new developments 
and challenges in relation to ICTs and actively engages in shaping the information society by 
means of the Strategy of the Federal Council for an Information Society in Switzerland. 

However, the use of ICTs has exposed information and communication infrastructure 
to criminal, intelligence, politico-military or terrorist abuse or functional impairment. Dis-
turbances, manipulation and specifi c attacks carried out via electronic networks are the risks 
that an information society entails. Against this background, States have become increasingly 
engaged in a series of regional and international policy discussions and debates over cyberse-
curity. This engagement is generated from a growing sense of insecurity regarding vulnerabili-
ties in computer systems and related technologies and how they can be exploited for malicious 
purposes. 

Even though vulnerabilities and threats in this environment have been recorded since 
the 1980s, it was not until the past seven years that threats and vulnerabilities stemming from 
the use of ICTs were put on the national security agenda. As a result, the Swiss Federal Govern-
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ment set up an expert group in 2010 in order to scrutinize the risks and increase the national 
capacity to respond to these threats and vulnerabilities. 

Switzerland’s functioning as a holistic system depends on a growing number of mutually 
networked information and communication facilities (computers and networks). This infra-
structure is vulnerable. Country-wide or long-lasting disruptions and attacks could have severe 
adverse eff ects for Switzerland’s technical, economic and administrative performance. Such at-
tacks can be launched by a variety of perpetrators and have various motives: individual perpetra-
tors, political activists, criminal organizations intent on fraud or blackmail, and terrorists or State 
spies who want to disrupt and destabilize the State and society. ICTs are particularly attractive 
as targets not only because they off er many possibilities for abuse, manipulation and damage, 
but also because they can be used anonymously and with little eff ort. Protecting information 
and communication infrastructure from such disturbances and attacks is in Switzerland’s na-
tional interest. In this sense, we welcome the conclusion of the Group of Governmental Experts 
on Developments in the Field of Information and Telecommunications in the Context of Inter-
national Security that international law is applicable to ICTs.

B. Efforts taken at the national level to strengthen information security 
and to promote international cooperation in this field

On 27 June 2012, the Swiss Federal Government adopted the National strategy for the pro-
tection of Switzerland against cyberrisks, thereby laying the foundation for a comprehensive, 
integrated and holistic approach to tackling cyberrisks. The strategy seeks to improve the early 
detection of cyberrisks and emerging threats, make Swiss infrastructure more resilient to cy-
berattacks and generally reduce cyberrisks. The main focus lies on cybercrime, espionage 
and sabotage. The underlying rational of the strategy is the need for a cybersecurity culture, 
shared responsibility and the need for a risk-based approach. It advocates stronger coordina-
tion at the Government level and fosters private-public partnership and enhanced cooperation 
in the international arena. 

The strategy comprises a set of 16 measures, which should be put in place by 2017. In or-
der to guarantee the eff ective and timely implementation of these measures, the Government 
of Switzerland adopted a detailed plan for the implementation of the strategy on 15 May 2013. 
It also established a steering committee, in which the leading agency for the implementation of 
a specifi c measure is represented. The steering committee is mandated to secure the coordinat-
ed, purposeful implementation of this strategy. Its roles and responsibilities range from ensuring 
coordination among the relevant Swiss Federal departments and relevant agencies at the local 
level. At an operational level, the Government has set up a coordination unit which is supposed 
to support the work of the steering committee. 

The set of measures ranges from risk and vulnerability analysis, analysis of the threat land-
scape, continuity and crisis management and competence-building measures to international 
cooperation and initiatives. 

 — The 16 measures can be broken down into four main areas: 
 — Prevention (i.e. risk and vulnerability analysis and threat landscape);
 — Reaction (i.e. incident handling, active measures and law enforcement); 
 — Continuity (i.e. continuity and crisis management); 
 — Supporting processes (i.e. international cooperation, education and research, legal 

foundations, etc.). 
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C. Content of the concepts mentioned in paragraph 2 of General Assembly 
resolution 68/243

International cooperation is one of the action fi elds that needs to be strengthened by means 
of the Swiss national cyberstrategy. Thus, Switzerland is determined to cooperate at the interna-
tional security policy level so as to encounter the threat in cyberspace together with other coun-
tries and international organizations. Switzerland is committed to monitor and shape respective 
developments at the diplomatic level and promote political exchanges within the framework 
of international conferences and other diplomatic initiatives. 

Against this background, Switzerland participates in diff erent international processes 
aimed at developing global mechanisms. OSCE has adopted confi dence-building measures 
in the realm of cybersecurity. Switzerland considers this process as paramount. Thus, by pursu-
ing a “dual track”, Switzerland will focus on the implementation of the fi rst set of confi dence-
building measures as well as on the development of further measures. In addition, the London 
Agenda constitutes a further important process within which Switzerland participates. Lastly, as 
a non-member of the Group of Governmental Experts, Switzerland is interested in the reports 
issued by this Group. In this regard, we support, in particular, the request to continue to study, 
among others, how international law, including the Charter of the United Nations and human 
rights and international humanitarian law, applies to the use of ICTs. 

Bilaterally, Switzerland holds regular political consultations with countries on cyber-re-
lated issues.

Switzerland is a signatory country to the Council of Europe Convention on Cybercrime, 
which entered into force on 1 January 2012.

D. Possible measures that could be taken by the international community 
to strengthen information security at the global level

Initiatives and measures designed to increase trust and build better understanding and con-
fi dence among States are to be focused on. At a bilateral level, track 1, 1.5 and 2 dialogues be-
tween States and other relevant stakeholders on cybersecurity issues have proved to be fruitful. 
Dialogues on cybersecurity need to be further developed and enhanced. 

Information security could be strengthened at the global level by means of establishing joint 
mechanisms to avoid escalation to armed confl ict. Thus, direct communication lines at both 
the technical and policy levels could be established. By maintaining regular contacts at the high-
est level, security in cyberspace can be improved.

United Kingdom of Great Britain and Northern Ireland 
[Original: English]

[29 May 2014]

Executive summary 
The United Kingdom of Great Britain and Northern Ireland welcomes the opportunity 

to respond to General Assembly resolution 68/243 entitled “Developments in the fi eld of infor-
mation and telecommunications in the context of international security”, which builds on its re-
sponse to resolution 67/27 in 2013. The United Kingdom uses its preferred terminology of “cy-
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bersecurity” and related concepts throughout its response to avoid confusion, given the diff erent 
interpretations of the term “information security” in this context. 

The United Kingdom recognizes that cyberspace is a fundamental element of critical na-
tional and international infrastructure and an essential foundation for economic and social ac-
tivity online. Actual and potential threats posed by activities in cyberspace are of great concern. 
Our response details national and international approaches that have been and will be taken 
in order to strengthen security and promote cooperation in this fi eld. These approaches have 
been underpinned by the United Kingdom’s National Cybersecurity Strategy, published in No-
vember 2011. 

The United Kingdom has participated actively and constructively in the international de-
bate on cybersecurity. We have provided experts for all three Groups of Governmental Experts 
and welcome the consensus report of the last Group, making valuable progress in reaching com-
mon understandings on norms of State behaviour in cyberspace and affi  rming the applicability 
of international law in cyberspace. The United Kingdom also welcomes the adoption of the fi rst 
set of regional confi dence-building measures on cyberspace that were successfully negotiated at 
OSCE. The response outlines the United Kingdom’s work on sharing best practice worldwide, 
both by working with international partners to tackle cybercrime and major incidents and by its 
commitment to building cybercapacity and cybercapability. 

The United Kingdom looks forward to seeing further progress in all of these areas. This 
includes the forthcoming Group of Governmental Experts, the implementation of confi dence-
building measures in OSCE and the development of further confi dence-building measures there 
and in other regional groups, the establishment of computer emergency response teams and in-
creased cooperation among them, strengthening law enforcement cooperation on cybercrime, 
and promoting the multi-stakeholder approach. 

The United Kingdom is pleased to be actively engaged on these important issues and looks 
forward to further participation in strengthening capability and international cooperation on cy-
bersecurity. 

The full text of the United Kingdom’s submission can be found at http://www.un.org/disarma-
ment/topics/informationsecurity/.
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II. Replies received from Governments 

Canada 
[Original: English]

[12 June 2014]
Canada would like to share the following views with the Secretary-General, taking into ac-

count the 2013 report of the Group of Governmental Experts on Developments in the Field 
of Information and Telecommunications in the Context of International Security (A/68/98). As 
an engine of economic growth, innovation and social development, cyberspace has enhanced 
social interaction and transformed industries and governments. It has also introduced new 
threats and challenges to society (for example, cyberbullying, cybercrime and the use of the In-
ternet for terrorist purposes).

Canada was pleased to see, in the 2013 report of the Group of Governmental Experts, a clear 
affi  rmation by States of the applicability of international law in cyberspace as the cornerstone for 
norms and principles for responsible State behaviour. 

Canada has a strong interest in maintaining an open and free Internet, not only for its eco-
nomic prosperity, but also to support its values and interests and protect the security of its citi-
zens.

Eff orts by Canada at the national level include the implementation of its Cybersecurity 
Strategy and Action Plan, which help to secure the country’s cybersystems and protect Cana-
dians online through active engagement with major critical infrastructure sectors (for example, 
fi nance, transportation and energy).

Canada has developed the Cyberincident Management Framework in order to provide 
a consolidated national approach to the management and coordination of potential or occurring 
cyberthreats or cyberincidents. 

1 The information in the present report was received after the issuance of the main report.
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Canada is working closely with multilateral and private sector partners to strengthen the in-
formation security of the networks upon which its economic prosperity and security rely. 

Internationally, Canada has committed over $3.6 million through the Organization of Amer-
ican States (OAS) (2007–2016) to build cybersecurity capacity in OAS countries, including by 
establishing computer security incident response teams. 

Within the Organization for Security and Cooperation (OSCE), Canada participated 
in drafting a set of confi dence- and security-building measures to reduce the risks of confl ict 
stemming from the use of information and communication technologies in cyberspace. 

Canada is working within the Regional Forum of the Association of Southeast Asian Na-
tions (ASEAN) to build capacity on the importance of confi dence-building and transparency 
measures for stability in cyberspace. 

Through the Canada-United States Cybersecurity Action Plan, Canada is partnering with 
the United States to enhance the resiliency of Canada’s cyberinfrastructure and improve en-
gagement, collaboration and information-sharing at the operational and strategic levels. 

Within the Group of Seven, the United Nations Offi  ce on Drugs and Crime ( UNODC) 
and OAS, Canada is also participating in initiatives to combat cybercrime. It is a member 
of the Global Alliance against Child Sexual Abuse Online and participated in the 2012–2013 
Group of Governmental Experts.

Canada recommends that all Member States wishing to enhance cybersecurity and prevent 
cybercrime refer to the Convention on Cybercrime of the Council of Europe. 

Canada believes that addressing the security of information and communication technolo-
gies must go hand in hand with respect for human rights and fundamental freedoms. The same 
rights that people have offl  ine must also be protected online, including freedom of expression, 
association and assembly and respect for privacy. 

The full text of the submission by Canada can be found at http://www.un.org/disarmament/
topics/informationsecurity/.

France 
[Original: French]

[15 September 2014]
France wishes fi rst to reiterate that it does not use the term “information security”, preferring 

the terms “information systems security” or “cybersecurity”. As an active proponent of freedom 
of expression online (see Human Rights Council resolution 20/8, adopted in 2012), France does 
not consider information as such to be a potential source of vulnerability requiring protection, 
except under conditions strictly established by law, in a proportionate and transparent way, in ac-
cordance with article 19 of the International Covenant on Civil and Political Rights. 

The functioning of our society is increasingly dependent upon information systems and net-
works, including the Internet. A successful attack on a critical information system could there-
fore have serious consequences, both human and economic. For this reason, in 2011 France 
drew up an information systems defence and security strategy, thereby making cybersecurity 
a genuine national priority. The 2013 Defence and National Security White Paper has sharp-
ened the national perception of the threat by identifying two signifi cant dangers to the nation: 
cyberespionage and cybersabotage of critical infrastructure. 

Established in 2009 to address these challenges, the French Network and Information Se-
curity Agency has seen its resources and powers continuously strengthened since then. It is now 
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responsible, on behalf of the Prime Minister, for all prevention and response functions relat-
ing to the cybersecurity of France’s critical infrastructure, including government infrastructure. 
The Ministry of Defence, which is responsible for its own network security, has also gained 
momentum in this area, as indicated by the release in February 2014 of an ambitious strategy 
paper, the Cyber-Defence Pact. 

At the same time, France has been actively engaged in strengthening international cybersecuri-
ty cooperation, the absence of which would limit national eff orts. France has had a special interest, 
since the 2011 Group of Eight meeting in Deauville, in strengthening the international regulation 
of cyberspace. To that end, the country now participates actively in the work of the United Nations 
Group of Governmental Experts and the Organization for Security and Cooperation in Europe 
(OSCE) to establish an international normative framework based on current international law, 
as well as confi dence-building measures and specifi c standards of conduct in cyberspace. Finally, 
France is making great eff orts to implement the objective of international cybersecurity capaci-
ty-building through specifi c programmes, both bilateral and multilateral (through the European 
Union and the North Atlantic Treaty Organization (NATO)). 

The full text of the submission by France can be found at http://www.un.org/disarmament/top-
ics/informationsecurity.

Republic of Korea
[Original: English]

[30 June 2014]
Cyberspace off ers infi nite opportunities for economic and social development and greater 

global prosperity. An open and secure cyberspace is essential to increase human accomplish-
ments and promote democratic participation. However, it also poses new challenges, such as 
cybercrime, cyberterrorism and cyberwarfare. 

To address such challenges, in July 2013, the Government of the Republic of Korea an-
nounced the National Cybersecurity Comprehensive Countermeasures, which set out the its 
response to cyberattacks and eff orts to strengthen security measures for designated critical infor-
mation infrastructures.

The Republic of Korea is of the view that agreeing on a set of international norms and confi -
dence-building measures, building the cybercapacity of developing countries and promoting co-
operation among computer emergency response teams are key areas for international cooperation. 

In this respect, the Government of Korea is holding regular bilateral consultations with 
a range of countries and is actively participating in regional and international discussions on cy-
ber issues, including in the Regional Forum of the Association of Southeast Asian Nations, 
the Nuclear Security Summit and the United Nations. More recently, the Republic of Korea 
hosted the Seoul Conference on Cyberspace on 17 and 18 October 2013, following those held 
in London (2011) and Budapest (2012). The conference raised awareness on the need to reinforce 
international cooperation to address growing threats, while fi nding common ground on major 
cyber issues. The participating countries agreed on the Seoul Framework for and Commitment 
to Open and Secure Cyberspace, as part of the Chair’s summary. 

The full text of the submission by the Republic of Korea can be found at http://www.un.org/
disarmament/topics/informationsecurity/.
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Spain 
[Original: Spanish]

[30 June 2014]
Spain considers that Governments should support and maintain an open, accessible and se-

cure cyberspace while safeguarding fundamental values such as democracy, human rights and 
the rule of law.

Cybersecurity is a strategic priority for Spain. Consequently, and in line with the Cyber-
security Strategy of its European Union partners, Spain has adopted a National Cybersecurity 
Strategy (5 December 2013) which refl ects a comprehensive approach to cybersecurity and es-
tablishes an interministerial coordination system, the National Cybersecurity Council, to re-
spond to crisis situations.

The Strategy also provides for international cooperation measures and the involvement 
of agencies and businesses, especially strategic ones. Among its key components are educational 
and awareness-raising activities geared towards increasing civil society’s knowledge of cyberse-
curity issues.

Spain considers that the United Nations has a very important role to play in building in-
ternational consensus in this area and supports the holding of institutional dialogue within 
the framework of the United Nations in order to guarantee peaceful and secure use of informa-
tion technologies. Spain similarly supports the recommendations of the 2013 report of the Unit-
ed Nations Group of Governmental Experts.

In the light of this objective, Spain organized a meeting on cybersecurity, at the perma-
nent representative level, in Madrid on 21 March 2014. Spain also participates in the Group 
of Governmental Experts on Developments in the Field of Information and Telecommunica-
tions in the Context of International Security, and is actively involved in various international 
cybersecurity initiatives in forums such as the Organization for Security and Cooperation in Eu-
rope, the North Atlantic Treaty Organization, the United Nations Offi  ce on Drugs and Crime, 
the United Nations Human Rights Council and the Meridian Conferences on Critical Informa-
tion Infrastructure Protection. Furthermore, Spain is a State party to the Budapest Convention 
on Cybercrime.

Spain considers that the international community should adopt measures in four areas 
of activity in order to strengthen global information security:

(1) Confi dence-building measures: including transparency, exchanges of information 
and best practices;

(2) International law: the international community and especially the United Nations 
should continue to consider how the principles and norms of international law should 
be interpreted and applied in cyberspace;

(3) International cooperation: improved communication channels in the event of incidents, 
and enhanced and more fl exible mechanisms for police and judicial cooperation;

(4) Capacity-building: in countries where capacity-building is needed, it should be pro-
vided both bilaterally and within the framework of international organizations.

The full text of the submission by Spain can be found at http://www.un.org/disarmament/topics/
informationsecurity/.
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Sweden 
[Original: English]

[12 September 2014]
While the development of cyberspace generates almost limitless opportunities, security con-

cerns relating to the use of information technologies and telecommunications need to be prop-
erly addressed through international cooperation.

In Sweden, the work on the national information technology security strategy has evolved 
over time and the Government is currently working on a national strategy on cybersecurity. 
The Swedish Defence Commission has recently made assessments relating to cybersecurity 
and cyberdefence, stressing the need for an increase in Sweden’s overall cybersecurity capabili-
ties.

Sweden participates and contributes actively in various international cyberspace forums, 
while also seeking bilateral and regional dialogues on cyber issues, including in the Nordic-
Baltic region. Sweden has focused in particular on promoting human rights in cyberspace and 
the multi-stakeholder model for Internet governance, as well as the need for fundamental prin-
ciples to guide international surveillance activities.

Sweden advocates a consistent European Union cyber policy based on the European Union’s 
fundamental values and interests. A key development was the adoption in 2013 of the compre-
hensive European Union Cybersecurity Strategy. Sweden was one of the initiators of the Free-
dom Online Coalition, a group committed to advancing Internet freedom worldwide. For three 
consecutive years, Sweden has hosted the Stockholm Internet Forum, a multi-stakeholder con-
ference aimed at deepening discussions on Internet freedom and global development. Sweden 
was among a core group of States that initiated Human Rights Council resolution 20/8 (2012), 
in which the Council affi  rmed that the same rights that individuals have offl  ine must be pro-
tected online. In three consecutive years, Sweden introduced joint statements in the First Com-
mittee of the General Assembly, pointing out, inter alia, the need to maintain a human rights 
and multi-stakeholder perspective when addressing information and communication technolo-
gies and international security. Sweden also contributed actively to the adoption of the initial set 
of OSCE confi dence-building measures to reduce the risks of confl ict stemming from the use 
of information and communication technologies and to increase transparency, stressing in par-
ticular the respect for and promotion of human rights.

Global eff orts should be made to formulate core principles to guide the use of informa-
tion and communication technologies and international relations in cyberspace; some tenta-
tive concepts are suggested below. The international community, including all stakeholders, 
should engage in practical collaboration eff orts to strengthen cybersecurity, which could include 
the establishment of a voluntary set of rules of behaviour or standards of international conduct 
in cyberspace. Global actors should work towards developing confi dence-building measures 
to increase transparency and predictability, thus reducing the risk of misperceptions or confl ict 
in cyberspace.

The full text of the submission by Sweden can be found at http://www.un.org/disarmament/top-
ics/informationsecurity/.
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A/70/172. Developments in the field of information 
and telecommunications in the context 
of international security

Report of the Secretary-General
CONTENTS
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I. Introduction

1. On 2 December 2014, the General Assembly adopted resolution 69/28, entitled “De-
velopments in the fi eld of information and telecommunications in the context of international 
security”. In paragraph 3 of the resolution, the Assembly invited all Member States, taking into 
account the assessments and recommendations contained in the report of the Group of Gov-
ernmental Experts on Developments in the Field of Information and Telecommunications 
in the Context of International Security (A/68/98), to continue to inform the Secretary-Gener-
al of their views and assessments on the following questions:

(a) General appreciation of the issues of information security;
(b) Eff orts taken at the national level to strengthen information security and to promote 

international cooperation in that fi eld;
 (c) The content of the concepts mentioned in paragraph 2 of the resolution;
 (d) Possible measures that could be taken by the international community 

to strengthen information security at the global level.

2. Pursuant to that request, on 2 February 2015, a note verbale was sent to all Member States 
inviting them to provide information on the subject. The replies received at the time of reporting 
are contained in section II. Any additional replies received will be issued as addenda to the pres-
ent report.
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II. Replies received from Governments

Canada
[Original: English]

[4 June 2015] 
Cyberspace has enhanced social interaction and transformed industries and Governments, 

and continues to be an engine of economic growth, innovation and social development. It has 
also introduced new threats and challenges to our society.

Canada reiterates the clear affi  rmation by States in the report of 2013 of the Group of Gov-
ernmental Experts on Developments in the Field of Information and Telecommunications 
in the Context of International Security of the applicability of international law in cyberspace 
as the cornerstone of norms and principles of responsible behaviour of States, and it encourages 
future work on peacetime norms. 

Canada also believes that addressing the security of information and communications 
technology must go hand-in-hand with respect for human rights and fundamental freedoms. 
The same rights that people have offl  ine must also be protected online. 

Canada is committed to a free, open and secure Internet by means of the following:
(a) Implementing the cybersecurity strategy and action plan of Canada remains at the fore-

front of our eff orts at the national level. Those help to secure the cybersystems of Can-
ada and protect Canadians online through active engagement with major critical infra-
structure sectors (e.g. fi nance, transportation and energy);

(b) Canada has developed a cyberincident management framework to provide a consoli-
dated national approach to the management and coordination of potential or existing 
cyberthreats or incidents;

(c) The new anti-spam legislation of Canada assists in clarifying legal rights obligations and 
the respective duties of government agencies, as well as strengthening legislative provi-
sions for enforcement and international collaboration;

(d) Internationally, Canada has committed $8 million to support cybersecurity capacity-
building projects, primarily in the Americas and in South-East Asia. Canada has also 
provided more than $3.6 million through the Organization of American States (OAS) 
(2007-2016) to build capacity in OAS countries, including establishing computer se-
curity incident response teams. Canada has also joined the Global Forum on Cyber 
Expertise as a founding member;

(e) Canada supports the eff orts of the North Atlantic Treaty Organization to strengthen 
the alliance’s cybersecurity and that of individual allies;

(f) Canada works within the Regional Forum of the Association of Southeast Asian Na-
tions (ASEAN) to build capacity on the importance of confi dence-building and trans-
parency measures for stability in cyberspace;

(g) Through the cybersecurity action plan between Canada and the United States of Amer-
ica, Canada partners with the United States to enhance the resiliency of our cyberinfra-
structure and improve engagement, collaboration and information-sharing at the op-
erational and strategic levels;

(h) Canada also participates in initiatives to combat cybercrime in the Group of Seven, 
the United Nations Offi  ce on Drugs and Crime, OAS and ASEAN, and is a member 
of the Global Alliance against Child Sexual Abuse Online;
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(i) Canada recommends that all Member States wishing to enhance cybersecurity and pre-
vent cybercrime refer to the Council of Europe Convention on Cybercrime.

The full text of the submission by Canada can be found at www.un.org/disarmament/topics/
informationsecurity/.

Cuba
[Original: Spanish]

[26 May 2015]
Cuba shares the concern expressed in resolution 69/28 that information technologies 

and means can potentially be used for purposes that are inconsistent with the objectives of main-
taining international stability and security and may adversely aff ect the integrity of the infra-
structure of States to the detriment of their security in both civil and military fi elds.

Resolution 69/28 also places emphasis on the need to prevent the use of information re-
sources or technologies for criminal or terrorist purposes.

In this regard, Cuba expresses its great concern over the covert and illegal use, by individu-
als, organizations and States, of the computer systems of other nations for the purpose of attack-
ing third countries, because of its potential for triggering international confl icts.

Joint cooperation between all States is the only way to prevent and tackle these novel threats 
and to avoid cyberspace from turning into a theatre of military operations.

The use of telecommunications with the declared or hidden intent of undermining the legal 
and political order of States is a violation of internationally recognized norms in this area and can 
give rise to tensions and situations that are not conducive to international peace and security.

The Heads of State and Government of Latin America and the Caribbean, at the second 
Summit of the Community of Latin American and Caribbean States (CELAC), held in Havana 
in January 2014, proclaimed the Latin American and Caribbean region to be a zone of peace, 
in order to, among other objectives, foster cooperation and friendly relations among themselves 
and with other nations, irrespective of diff erences in their political, economic, and social sys-
tems or development levels, to practice tolerance and to live together in peace with one another 
as good neighbours.

At the third CELAC Summit, held in Belén, Costa Rica, on 28 and 29 January 2015, mem-
ber States highlighted the importance of information and communication technologies, including 
the Internet, and innovation as tools to encourage peace and promote well-being, human develop-
ment, knowledge, social inclusion and economic growth, underscoring their contribution to im-
proving the coverage and quality of social services. The peaceful use of information and commu-
nication technologies in compliance with the Charter of the United Nations and international law 
was also reaffi  rmed and it was stressed that these technologies should never be used with the pur-
pose of subverting societies or creating situations that could promote confl icts between States.

Nevertheless, those eff orts are threatened by the constant radio and television broadcasts 
transmitted by the Government of the United States against Cuba, in contravention of the pur-
poses and principles of the Charter of the United Nations and various regulations of the Inter-
national Telecommunication Union. Furthermore, and of no less signifi cance, these broadcasts 
violate the sovereignty of Cuba.

Cuba reiterates that the use of information as propaganda or for the purposes of destabili-
zation, with the aim of subverting the internal order of other States, violating their sovereignty 
and meddling and interfering in their internal aff airs, constitutes an illegal act and must cease.
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We reiterate our strongest rejection of the use of information and communication technolo-
gies in a manner contrary to international law, and all actions of that nature. We stress the im-
portance of guaranteeing that the use of these technologies is fully consistent with the purposes 
and principles of the Charter of the United Nations and international law, in particular sover-
eignty, non-interference in internal aff airs and internationally recognized standards of coexis-
tence between States.

Cuba reiterates that international cooperation is essential for confronting the dangers as-
sociated with the misuse of information and communication technologies. Cuba also highlights 
the importance of the International Telecommunication Union in the intergovernmental debate 
on cybersecurity issues.

Cuba hopes that the new context of bilateral relations between Cuba and the United States, 
announced on 17 December 2014 by Presidents Raúl Castro Ruz and Barack Obama, including 
the decision to restore diplomatic relations between the two countries and to begin a process 
aimed at normalizing relations, will bring those aggressive policies to an end, and that the eco-
nomic, commercial and fi nancial embargo that has caused serious damage to the Cuban people 
will be lifted. The embargo has had a harmful impact in the area of information and communi-
cations, among other aspects of the daily life of the Cuban people.

As a part of the computerization programme in Cuba, the fi rst national workshop on com-
puterization and cybersecurity, on the theme “Becoming a computerized society”, was held 
from 18 to 20 February 2015. More than 11,500 information and communication technologies 
professionals from all over the country attended the event. The issue of the security, monitoring 
and handling of information and communication technologies was one of the topics covered.

Cuba has established the Council of Computerization and Cybersecurity, directed by 
the highest State body, the Government and the Communist Party of Cuba. Its purpose is 
to recommend, coordinate and oversee the comprehensive policies and strategies for this pro-
cess. Work is also under way to set up the Computer Users Union of Cuba.

Cuba supported resolution 69/28 and will continue to contribute to the peaceful global de-
velopment of information and telecommunications technologies and their use for the good of all 
humanity.

El Salvador
[Original: Spanish]

[21 April 2015]
The Armed Forces of El Salvador, within the context of information and telecommunica-

tions security, have centralized public-network-independent voice, video and data telecommu-
nications. A perimeter information security team has been acquired and confi gured; in addition, 
there is an encryption system for handling offi  cial information in order to protect all information 
from any external agent that may attempt to infi ltrate the system, as well as from cyberattacks.

Georgia
[Original: English]

[26 May 2015] 
The Government of Georgia puts information and cybersecurity high on its political agenda 

and considers addressing cyberthreats an integral part of the national security policy, especially 
in view of widespread e-government reforms throughout the country and the increased depen-
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dence of its critical infrastructure on information and communications technology tools. Voic-
ing those concerns, and in order to strengthen information security, the Government of Georgia 
has introduced several strategic, legal, organizational and institutional measures. 

The fi rst strategy addressing cybersecurity at the national level is laid out in the cybersecu-
rity strategy and action plan for 2013-2015, which is the principal document outlining the State’s 
policy in the area of cybersecurity, including strategic goals and guiding principles, and laying 
down action points and tasks. Cybersecurity is one of the main priorities of the State’s secu-
rity policy, and the protection of cyberspace is considered as important for national security as 
the protection of land, water and airspace. 

A further step in institutionalizing information security was the establishment of the Data 
Exchange Agency of the Ministry of Justice of Georgia, in 2010, as a central government entity 
responsible for the development and implementation of information and cybersecurity policies 
and standards, tasked in particular with:

 — Adopting and implementating information security policies and standards in the public 
sector and critical infrastructure

 — Carrying out a cybersecurity mandate though the creation of a national computer emer-
gency response team

 — Providing consultancy services in information and cybersecurity, performing informa-
tion security audits and providing cybersecurity services

 — Carrying out awareness-raising activities on information and cybersecurity
The legal and regulatory framework of Georgia on information security is composed 

of the Information Security Act and its supplementary subnormative acts adopted between 2011 
and 2012. Major concepts used in Georgian legal acts detailing information security policies 
derive from the 27000 series of standards of the International Organization for Standardization. 
The law underlines certain rights and obligations for critical infrastructures in the process of im-
plementing information security policies and lays down cooperation mechanisms with national 
governmental computer emergency response teams.

Georgia has taken important steps in building international cooperation and sharing ac-
cumulated knowledge with its partners. A notable example is a number of bilateral cooperation 
agreements and memorandums of understanding between the Data Exchange Agency and Eu-
ropean Union Military Staff  (from Austria, Estonia, Poland, etc.) as well as neighbouring coun-
tries (Azerbaĳ an, Armenia, the Republic of Moldova, Turkey, etc.).

Georgia acknowledges the increased importance of regional and international cooperation 
mechanisms in order to address information security challenges. In that perspective, much ef-
fort should be directed to extend the number of international events dedicated to those topics 
of high importance, increase the level of trust with major stakeholders, and continue to work 
on strategic doctrines and legal concepts with the engagement of the international community. 

Germany
[Original: English]

[27 May 2015] 
An open, free, secure and reliable Internet off ers great opportunities for economic growth, 

social development and scientifi c progress, as well as for the promotion of democracy, good 
governance, and the rule of law. At the same time, concerns are growing about risks for interna-
tional security emanating from cyberspace. Recent months have seen an increase in malicious 
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software activities against highly visible targets, such as media outlets. Attacks against critical 
infrastructures, in particular, could have severe consequences.

An all-out “cyberwar” seems unlikely at present. However, the limited use of cybercapabili-
ties as part of a larger war-fi ghting eff ort, including in the context of hybrid confl icts, has become 
a reality. In addition, incidents in cyberspace may escalate into real-world confl ict. 

Germany advocates a three-pronged approach to manoeuvre in that environment: agree-
ing rules of responsible State behaviour in cyberspace, engaging in confi dence-building and in-
creasing cyberresilience. 

The United Nations is the crucial forum for establishing the rules of responsible State 
behaviour in cyberspace. An important starting point is the consensus of the Group of Gov-
ernmental Experts on Developments in the Field of Information and Telecommunications 
in the Context of International Security of 2012-2013 that international law, particularly 
the Charter of the United Nations, is applicable in cyberspace. The Group of Governmental 
Experts of 2014-2015, in which Germany has once again been actively engaged, has built on this.

A shared understanding of the rules, norms and principles of responsible State behaviour 
in cyberspace could enhance international transparency and predictability, thereby contributing 
to peace and stability. It would be useful, for example, to have a better common understanding 
of how the law on armed confl ict applies to the use of those military cybercapabilities that more 
and more States are developing. 

Concerning confi dence-building, Germany attaches the utmost importance to regional 
organizations. In 2013, the Organization for Security and Cooperation in Europe agreed 
on an initial set of cyberconfi dence-building measures. Implementation is proceeding well 
and negotiations are under way for a second set, which would address trust-building and co-
operation. As part of its upcoming chairmanship of the organization, Germany plans to pri-
oritize cybersecurity. 

Germany is working on an information technology security act to increase cyberresilience at 
the national level. The draft text of that act defi nes minimum requirements for the information 
technology security of critical infrastructures. It establishes an obligation to report signifi cant 
incidents with a view to improving the overall security of systems and public protection in gen-
eral. Germany also off ers support to other States in increasing their capacity to manage cyber-
security risks.

The full text of the submission by Germany can be found at www.un.org/disarmament/topics/
informationsecurity/.

Netherlands
[Original: English]

[29 May 2015]
The international community has a shared interest and responsibility to ensure that cyber-

space remains open, free and secure. In the view of the Netherlands, security would be served 
by the broad acceptance of and adherence to a set of norms of responsible behaviour of States. 
Much work has been done already by the Group of Governmental Experts on Developments 
in the Field of Information and Telecommunications in the Context of International Security. 
However, the following areas would benefi t from further work and the following concrete 
measures: 
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 — Enhancing States’ understanding of how existing international law and norms for 
the rules of conduct for States apply to cyberspace, particularly the international legal 
framework that applies to cyberoperations that do not rise to the threshold of an armed 
attack

 — Defi ning norms or additional measures of self-restraint or mutual assistance, particu-
larly the idea to establish special normative protection for certain systems and networks, 
including critical infrastructure providing essential civilian services, civilian incident re-
sponse structures and certain critical components of the global Internet

 — Strengthening the legal, diplomatic and policy capacity and the exchange of best prac-
tises in the fi eld of international peace and security in cyberspace. The Global Forum 
on Cyber Expertise, which was launched in the Hague during the fourth Global Confer-
ence on Cyberspace, can play an important role in this respect

As the Internet has become a strategic asset for all of us, broad international discussion 
on those topics is needed. The Netherlands will remain actively involved in helping to promote 
that dialogue.

The full text of the submission by the Netherlands can be found at www.un.org/disarmament/
topics/informationsecurity/.

Panama
[Original: Spanish]

[3 June 2015] 
Information and communications technologies today are expanding rapidly. As a result, 

technology and communications are gradually becoming a more accessible part of the daily life 
of all Panamanians.

It is a fact that our lives are now linked to these developments in how communications are 
sent and how information is processed.

The Government of Panama has acted in accordance with this trend, adapting it to the spe-
cifi c needs of this security agency. For that reason, it has been carrying out technological im-
provements to establish more effi  cient and secure connectivity.

As part of these improvements, the Government of Panama has gradually been developing 
a communications implementation plan, which includes network, security and telephony ele-
ments. These elements comply with international standards, as confi rmed with their manufac-
turers.

The Government of Panama protects the integrity of its information in the area of the In-
ternet, data and telephony by means of infrastructure based on internal fi rewall platforms 
and through connection with the national multiservices network.

The Government of Panama uses secure fi rewall-mediated data sessions in order to ensure 
the confi dentiality and protection of information.

We consider that as increasingly advanced telecommunications solutions are adapted 
to the security requirements of security agencies, those agencies will have access to tools that 
foster harmony in the fi eld of information, based on both active and preventative measures. Se-
curity agencies should take advantage of this technological situation, given that we have the mis-
sion of protecting society at the local and international levels.



387

5. Replies received from Governments to inform the Secretary-General of their views...

Peru
[Original: Spanish]

[30 June 2015]

 General appreciation of the issues of information security by the Information 
Technology Department
The corporate data network of the Peruvian National Police maintains control over its dif-

ferent systems through various security policies at diff erent levels of its organic and functional 
structure.

 — With regard to information security, the corporate data network has been outsourced 
through the managed security service, which is run by a security operations centre.

 — Role and identity engineering work is planned; this will allow unique access control for 
users, ensuring traceability and providing audit tools.

Efforts taken at the national level to strengthen information security
Preventive measures:

 — Designation of network administrators
 — Staff  training in information technology
 — Software licensing for the servers of the National Police data centre
 — Implementation of the “private cloud”
 — Information backup
 — Implementation of redundant electrical system (uninterrupted power supply)
 — Upgrading of electrical distribution panels and electrical connections
 — Outsourcing of perimeter security (external) in the event of attacks or denial of service.

Content of the concepts mentioned in the title of the resolution
 — Upgrading of the National Police technological platform and the police information 

systems, which are aimed at consolidating the information means that eff ectively help 
to improve national public security, as well as contributing to international security 
through the availability of services that ensure interoperability between countries.

Possible measures that could be taken by the international community to strengthen informa-
tion security at the global level

 — Standardization of communication media, including with regard to the type of equip-
ment and communication protocols

 — Standardization of a technology platform guaranteeing high availability, dedicated 
to interoperability among countries involved in international security

 — Standardization of information security mechanisms
 — Within the concept of “fi eld of information”, defi nition of risk factors existing in each 

country involved in international security and the possibility of establishing common 
goals with regard to what should be combated and/or curbed, with the creation of au-
tomated information mechanisms. For example, in the case of the Peruvian State, such 
issues as drug traffi  cking, terrorism, organized crime, smuggling, money laundering 
and traffi  cking would be included.
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Portugal
[Original: English] 

[24 April 2015] 
In its resolution 69/28 on the developments in the fi eld of information and telecommuni-

cations in the context of international security, the General Assembly recalled the role of sci-
ence and technology in the context of international security, recognizing that the developments 
in those areas could have civilian and military applications. While progress in the fi elds of in-
formation and telecommunications means more opportunities for the development of civiliza-
tion, cooperation among States, the enhancement of the creative potential of humankind and 
the circulation of information in the global community, on the other hand, we fi nd that those 
technologies and means can potentially be used for purposes inconsistent with international 
stability and security, and may adversely aff ect the national integrity of States.

In the same resolution, the General Assembly called for the contribution of Member States 
in four areas, taking into account the report of the Group of Governmental Experts on Devel-
opments in the Field of Information and Telecommunications in the Context of International 
Security (A/68/98), namely:

(a) General appreciation of the issues of information security;
(b) Eff orts taken at the national level to strengthen information security and to promote 

international cooperation in this fi eld;
(c) The content of the concepts aimed at strengthening the security of global informa-

tion and telecommunications systems;
(d) Possible measures that could be taken by the international community to strength-

en information security at the global level.
The report of the Group of Governmental Experts contained recommendations in the fol-

lowing areas: norms, rules and principles of responsible behaviour of States; confi dence-build-
ing measures and the exchange of information; and capacity-building measures.

Following those recommendations, we can describe our national context as follows.

 Norms, rules and principles that characterize the responsible 
behaviour of States
Portugal considers that security in network information is important and has been increasing.
We must highlight the increasing eff orts to implement legislation in network security 

and integrity, through the adoption of risk-assessment methods, which require the introduc-
tion of adequate cooperative security measures, at the technical and organizational levels, and 
the reporting of security violations or integrity loss that have a signifi cant impact on the provi-
sion of services. 

At the conceptual level, it is important to reinforce the idea that regulation should stem 
primarily from international rules.

At the international level, it is important to increase information-sharing and the conduct 
of training exercises in the fi eld in border areas.

Confidence-building measures and information-sharing
It is crucial to promote information-sharing among all stakeholders (both public and pri-

vate), taking into account the wider context of globalization.
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At the national level, our eff orts have been focused on the conduct of joint exercises in which 
public and private entities have participated, the promotion of technical standardization and 
the holding of conferences and seminars, some of which with the participation or international 
speakers.

Capacity-building measures
It is important to introduce capacity-building measures. Nevertheless, there are diffi  culties 

relating to the training and maintenance of human resources connected to those activities.
There is a need to facilitate the access to knowledge and to promote collective training 

in several areas, including security, among all the major stakeholders.

Qatar
[Original: Arabic]

[24 June 2015] 
The State of Qatar continues to monitor existing and potential threats in the fi eld of infor-

mation security. It has set forth strategies to confront such threats in a manner consistent with 
the need to maintain the free fl ow of information. The State of Qatar believes that informa-
tion security is crucial for national and global security. With a view to maintaining informa-
tion security, the State of Qatar has taken a range of measures to update relevant technologies 
and improve legislation, regulation and enforcement. It also works to coordinate and cooperate 
on relevant issues at the regional and international levels, provided that domestic laws allow.

The State of Qatar believes that the international community can contribute to information 
security by continuing to work towards a binding international instrument to safeguard infor-
mation security. Such an instrument should provide for the development of hacker-proof pro-
grammes and maintain the coherence of information systems.

Republic of Korea
[Original: English]

[11 June 2015] 
Today, cyberspace is a new horizon with endless possibilities, off ering unprecedented eco-

nomic and social benefi ts. However, on account of its open, anonymous and borderless nature, 
cyberthreats are emerging as a serious challenge to international security.

The Republic of Korea has been experiencing a series of cyberattacks, including the re-
cent attacks on its nuclear power plant operator in 2014. To respond more eff ectively to cy-
berthreats, the Republic of Korea introduced comprehensive plans to enhance cybersecurity 
posture in March 2015 and created the post of presidential secretary for cybersecurity aff airs. 
The Republic of Korea fi rmly believes that it is important to agree on a set of international norms 
applied to cyberspace and implement confi dence- and cybercapacity-building measures.

In that respect, the Republic of Korea welcomes the results submitted in 2013 the report 
of the Group of Governmental Experts on Developments in the Field of Information and Tele-
communications in the Context of International Security, which recognized the possibility 
of applying international law to State behaviour in cyberspace, and it expects further discus-
sions on how the agreed principles can be applied to State behaviour in cyberspace. The Re-
public of Korea hosted the Asia Pacifi c Regional seminar on International Law and State 
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Behaviour in Cyberspace in 2014, together with the United Nations Institute for Disarma-
ment Research, providing an opportunity for countries in the region to discuss cybersecurity-
related matters.

The Government of the Republic of Korea has also worked to strengthen bilateral and trilat-
eral cooperation with key countries and is actively participating in regional and international fo-
rums on cyberissues, such as the Regional Forum of the Association of Southeast Asian Nations 
and the Group of Governmental Experts of the United Nations. As the host of the Seoul Con-
ference on Cyberspace held in 2013, the Republic of Korea closely cooperated with the Nether-
lands in preparation for the Global Conference on Cyberspace held in the Hague in 2015, and it 
will continue its contribution to the London Process Conferences.

The full text of the submission by the Republic of Korea can be found at www.un.org/disarma-
ment/topics/informationsecurity/.

Spain
[Original: Spanish]

[29 May 2015] 
Spain considers that information and communication technologies provide essential sup-

port for all societies worldwide, but their globalization entails serious risks and threats such as 
cyberespionage, cyberterrorism, “hacktivism” and cyberwarfare.

Following the establishment of the National Cybersecurity Council, Spain has continued 
to make progress in the development of plans derived from the National Cybersecurity Strategy 
to increase prevention, protection, detection, analysis, response, recovery and coordination ca-
pacities in the face of cyberthreats.

Spain continues to participate actively in the promotion of international cooperation and is 
closely monitoring all strategic initiatives that aff ect cybersecurity, both in the European Union 
and in major international forums such as the Organization for Security and Cooperation in Eu-
rope, the North Atlantic Treaty Organization and the Council of Europe.

Spain continues to uphold the importance of the United Nations in the process of achieving 
international consensus on cybersecurity issues and supports the holding of institutionalized di-
alogue, which should include other international forums, to promote regional cooperation and 
the establishment of global standards, best practices, rules of conduct among States and con-
fi dence-building measures, with the ultimate goal of guaranteeing the peaceful and secure use 
of information technologies.

Spain considers that States should achieve consensus in four areas. First, they should de-
velop confi dence-building measures of a cooperative nature with the ultimate goal of promoting 
transparency among States in the area of cybersecurity and strengthening their capacity to neu-
tralize any possible attacks identifi ed as coming from third countries.

Second, Spain considers that States should continue refl ecting on how the principles 
and norms of international law should be interpreted and applied in cyberspace; especially those 
relating to the threat or use of force, to humanitarian law and to the protection of the fundamen-
tal rights and freedoms of the individual.

Third, Spain considers that international cooperation should be strengthened by improving 
channels of communication, establishing mechanisms for the coordination of Computer Emer-
gency Response Teams, carrying out joint exercises and other similar operations, and promoting 
judicial and police cooperation mechanisms.
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Finally, capacity-building in countries where it is needed should continue to be encouraged 
and assistance should be provided to recipient States for the development of national laws estab-
lishing cybersecurity standards.

The full text of Spain’s submission can be found at http://www.un.org/disarmament/topics/in-
formationsecurity/.

United Kingdom of Great Britain and Northern Ireland
[Original: English] 

[29 May 2015] 
The United Kingdom of Great Britain and Northern Ireland welcomes the opportunity 

to respond to General Assembly resolution 69/28 entitled “Developments in the fi eld of in-
formation and telecommunications in the context of international security”, and its present 
submission builds on its response to resolution 68/243 in 2013. The United Kingdom uses its 
preferred terminology of “cybersecurity” and related concepts throughout its response, to avoid 
confusion given the diff erent interpretations of the term “information security” in this context. 

The United Kingdom recognizes that cyberspace is a fundamental element of critical na-
tional and international infrastructure and an essential foundation for economic and social ac-
tivity online. Actual and potential threats posed by activities in cyberspace are of great concern. 
Our response details national and international approaches that have been and will be taken 
in order to strengthen security and promote cooperation in this fi eld. Those approaches have 
been underpinned by the national cybersecurity strategy of the United Kingdom, published 
in November 2011. 

The United Kingdom continues to take a leading role in the international debate on cyber-
security. We have provided experts for all four Groups of Governmental Experts on Develop-
ments in the Field of Information and Telecommunications in the Context of International 
Security and consider that the consensus report of the previous Group showed valuable prog-
ress in reaching common understandings on norms of State behaviour in cyberspace and in af-
fi rming the applicability of international law in cyberspace. We look forward to the outcome 
of the current Group’s discussions in June 2015. The United Kingdom also welcomes contin-
ued discussion of potential future confi dence-building measures in cyberspace at the Organiza-
tion for Security and Cooperation in Europe to build on those successfully negotiated in 2013, 
and similar work in other regional organizations. 

The present response outlines the work of the United Kingdom to support and improve 
cybersecurity and share best practice, both domestically and worldwide, including working 
with international partners to tackle cybercrime and major incidents and building cybercapac-
ity and capability. The United Kingdom looks forward to seeing further progress in all of those 
areas. The United Kingdom is pleased to be actively engaged in those important issues and looks 
forward to further participation in strengthening capability and international cooperation on cy-
bersecurity. 

The full text of the submission by the United Kingdom can be found at www.un.org/disarma-
ment/topics/informationsecurity/.
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A/71/172. Developments in the field of information 
and telecommunications in the context of international 
security

Report of the Secretary-General
CONTENTS

 I.  Introduction

 II. Replies received from Governments
 Albania 
 Australia
 Canada
 Colombia
 Cuba
 El Salvador
 Finland
 India
 Japan
 Jordan
 Lebanon
 Poland
 Portugal
 Serbia
 Spain
 Switzerland
 Togo
 Turkmenistan
 United Kingdom of Great Britain and Northern Ireland

I. Introduction 

1. On 23 December 2015, the General Assembly adopted resolution 70/237, entitled “De-
velopments in the fi eld of information and telecommunications in the context of international 
security”. In paragraph 4 of the resolution, the Assembly invited all Member States, taking into 
account the assessments and recommendations contained in the report of the Group of Gov-
ernmental Experts on Developments in the Field of Information and Telecommunications 
in the Context of International Security (A/70/174), to continue to inform the Secretary-Gen-
eral of their views and assessments on the following questions:

(a) General appreciation of the issues of information security;
(b) Eff orts taken at the national level to strengthen information security and promote inter-

national cooperation in this fi eld;
(c) The content of the concepts mentioned in paragraph 3 of the resolution;
(d) Possible measures that could be taken by the international community to strengthen 

information security at the global level.
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2. Pursuant to that request, on 15 February 2015, a note verbale was sent to all Member 
States inviting them to provide information on the subject. The replies received at the time of re-
porting are contained in section II. Any additional replies received will be issued as addenda 
to the present report. The full text of all submissions can be found at www.un.org/disarmament/
topics/informationsecurity.

II. Replies received from Governments 

Albania 
[Original: English]

[15 April 2016]
The main priority for Albania in the fi eld of security and protection for classifi ed informa-

tion is the signing of the agreement between the Government of the Republic of Albania and 
the European Union — the agreement on the security procedures for the exchange and pro-
tection of classifi ed information. The above-mentioned agreement was signed on 3 March 
2016 in Tirana, and it is expected to be ratifi ed in due time by the Assembly of the Republic 
of Albania.

In the context of initiating and implementing the appropriate measures in Albania, in order 
to strengthen information security and to promote international cooperation in this matter, a re-
vision of the legal statutes was undertaken.

 — Council of Ministers decision no. 188, dated 4 March 2015, “On the approval of rules 
ensuring staff  security” 

 — Council of Ministers decision no. 189, dated 4 March 2015, “On ensuring physical se-
curity of classifi ed information marked as ‘state secret’, NATO information” 

 — Decision of the Council of Ministers no. 190, dated 4 March 2015, “For several altera-
tions and additions on Decision of the Council of Ministers no. 81, ‘On defi ning the cri-
teria and the procedures to destroy classifi ed information’” 

 — Council of Ministers decision no. 701, dated 22 October 2014, “On approving the rules 
for securing classifi ed information in the industrial area”

Albania has a more comprehensive legal regulation, which is concerned with the physical 
security of classifi ed information. The “areas of security”, are redefi ned and located, taking into 
account the diff erent levels of classifi ed information. 

Following the adoption of the new decision for staff  security, inter institutional cooperation, 
supervision and the inspection of state institutions have eventually increased. State agencies 
started the process of revising the lists of staff  duties and issuing relevant security certifi cates ac-
cording to the fi eld of responsibility.

With regard to industrial security, Albania has focused on reviewing politics of information 
security, by reviewing practices of the Council of Ministers by decision no. 701, dated 22 Octo-
ber 2014. 

Another important step on which we have put emphasis, is the drafting of a new law for 
dealing with classifi ed information — an initiative which constitutes an effi  cient, up-to-date 
piece of law with high European standards. The review of national legislation in this fi eld is 
done taking into account the acquis of the European Union and in particular, Council Decision 
2013/488/EU on the security rules for protecting EU classifi ed information.
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Australia 
[Original: English]

[31 May 2016]
Australia welcomes the opportunity, in response to the invitation in General Assembly reso-

lution 70/237, to provide its views on developments in the fi eld of information and telecom-
munications in the context of international security. This submission builds upon information 
provided by Australia in response to resolution 68/243 in 2014 and to resolution 65/41 in 2011. 

Cybersecurity is as intrinsically linked to innovation as it is to national security. It is the bed-
rock of innovation, growth and prosperity. Cybersecurity is a global opportunity that Govern-
ments, the private sector and the community are all invested in and can all derive benefi t from.

The global community needs to get cybersecurity right. Everyone — Governments, busi-
nesses and individuals — need to work together to build a trusted online environment. Not only 
to protect critical information, but to provide the environment for innovation to fl ourish; to en-
able the technology industry to thrive; and to capitalize on the growing global need for better 
cybersecurity solutions, equipment and skilled individuals.

Australia recognizes strong cybersecurity as a fundamental element for growth and prosper-
ity in a global economy. In 2015 Australia reviewed its approach to cybersecurity and launched 
its new Cyber Security Strategy on 21 April 2016.

Australia believes that a priority task for the international community is the elaboration 
of how international law applies to States’ behaviour in cyberspace, especially in non-confl ict 
situations. There is a need for further work to develop understandings on how key concepts 
such as sovereignty and jurisdiction apply in cyberspace, taking into account our common inter-
est in preserving the global nature of the Internet. There is scope for the further development 
of voluntary norms set out in the 2015 report of the Group of Governmental Experts in relation 
to the protection of critical infrastructure, computer emergency response teams, the responsi-
bility of States to assist, cooperation on cybercrime and preventing the proliferation of malicious 
cyber tools and techniques. It is important that work on confi dence-building measures moves 
to the next phase, from the promotion of transparency to the implementation of cooperative 
measures. 

Canada 
[Original: English]

[27 May 2016] 
On cyber issues, Canada believes that: 

 — A free, open and secure cyberspace is critical to global security, economic prosperity 
and the promotion of human rights, democracy and inclusion.

 — Any approach to tackling cyberthreats must go hand in hand with respect for human 
rights and fundamental freedoms. 

 — Existing international law is applicable to the use of information and communications 
technologies by States. 

 — Promoting peacetime norms helps sustain an environment in which responsible behav-
iour guides state actions, sustains partnerships and supports a stable cyberspace. 

 — Practical confi dence-building measures are a proven method to reduce tensions and 
the risk of armed confl ict.
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At the national level, since the Canadian Government released its Cyber Security Strategy 
in 2010, it has continued eff orts to help secure Canada’s cybersystems and protect Canadians 
online. Since then, Canada has also launched the “Get Cyber Safe” public awareness campaign. 
Recently, the Government has committed to undertaking a review of existing measures to pro-
tect Canadians and our critical infrastructure from cyberthreats. 

At the international level, Canada is active in a number of ways on cyber issues:
 — Canada will continue to promote the development of peacetime norms for state be-

haviour in cyberspace, including the outcomes of the 2012-2013 and 2014-2015 Unit-
ed Nations Group of Governmental Experts. Canada has been selected to participate 
in the 2015-2016 Group.

 — Canada ratifi ed the Budapest Convention in July 2015. Canada encourages countries 
to become parties to the Convention, or to use it as a model to implement their own 
cybercrime laws.

 — Since 2007, Canada has committed $8.25 million to support cybersecurity capacity-
building projects in the Americas and South-East Asia. 

 — Canada is a founding partner of the Global Forum on Cyber Expertise. 
 — Canada is working with the United States to align our cybersecurity public awareness 

campaign initiatives via the “Stop. Think. Connect.” coalition. 
 — Canada is also working with the United States to implement the Canada-United States 

Cybersecurity Action Plan, which aims to enhance the resiliency of our cyberinfrastruc-
ture. 

 — Canada has been working to develop confi dence-building measures in various forums, 
including the Organization for Security and Cooperation in Europe and the Regional 
Forum of the Association of Southeast Asian Nations.

 — Canada supports North Atlantic Treaty Organization (NATO) eff orts to strength-
en the Alliance’s cyberdefence and that of individual allies. Canada has contributed 
$1 million to the NATO Cooperative Cyber Defence Centre of Excellence. 

 — Canada has supported the use of information and communications technologies (ICTs) 
as tools for development, including to help community organizations deliver essential 
services such as emergency assistance in confl icts. 

 — Canada’s International Development Research Centre has helped to advance develop-
ment around the world with ICT for development research and capacity-building.

Colombia 
[Original: Spanish]

[13 June 2016]
Through its “Vive Digital” (“Live Digital”) Plan (2010-2014) and the new Plan “Vive Digi-

tal — para la gente” (“Live Digital — for the people”) (2014-2018), Colombia has achieved 
a digital revolution, increasing its total Internet connections from 2.2 million to over 12.2 mil-
lion in just fi ve years. Colombia will be the fi rst Latin American country to have high-speed 
Internet connection in all of its municipalities. Over the same period, educational entities have 
been provided with more than 2 million terminals; 74 per cent of micro, small and medium-
sized enterprises are now connected to the Internet (compared with 7 per cent in 2010); we 
have achieved 90 per cent growth in household connections; and we have taken the Internet 
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to the most isolated rural areas through 7,621 Vive Digital kiosks (located in rural centres with 
over 100 inhabitants). Among many other achievements, we also have the largest community 
of digital entrepreneurs in Latin America, with more than 100,000 members.

The national Government recognizes that it is not possible to maximize the benefi ts and use 
of information and communications technologies if citizens or companies cannot trust them, 
in other words, if there is a perceived lack of security in the digital environment. The increasing 
number of digital security incidents is having a growing impact on such perceptions.

(a) Eff orts taken at the national level to strengthen information security and to promote 
international cooperation in this fi eld:

Colombia has just launched a new national digital security policy, contained in document 
CONPES 3854 of 2016, which seeks to ensure that the Government, public and private orga-
nizations, law enforcement personnel, academics and individuals in general in Colombia are 
able to depend on a reliable and secure digital environment that maximizes economic and social 
benefi ts, boosting competitiveness and productivity in all sectors of the economy. The policy is 
the result of a process that engaged multiple stakeholders and it is one of the fi rst national poli-
cies in the world — and the fi rst in the region — to incorporate the digital security risk manage-
ment recommendations issued in September 2015 by the Organization for Economic Coopera-
tion and Development.

The policy provides, fi rst of all, for the establishment of a clear institutional framework for 
digital security. To that end, coordination and advisory bodies for digital security will be es-
tablished at the highest level of government and cross-sectoral liaison units will be set up in all 
agencies of the national executive branch. Secondly, the right conditions will be created to en-
able multiple stakeholders to manage digital security risk in their socioeconomic activities, and 
to generate confi dence in the use of the digital environment, by establishing mechanisms for 
active ongoing participation, ensuring an appropriate legal and regulatory framework and pro-
viding training in responsible behaviour in the digital environment. Thirdly, national defence 
and security in the digital environment will be strengthened at the national and transnational 
levels, adopting a risk management approach. Lastly, but no less importantly, standing mecha-
nisms will be established, with a strategic focus, to promote cooperation, collaboration and as-
sistance in the area of digital security at the national and international levels.

(b) the content of the concepts mentioned in paragraph 3 of resolution 70/237:
Colombia, as a member of the most recently established Group of Governmental Experts 

(2014-2015), fully agrees that there is a need for further examination of the concepts relat-
ing to the security of information and global telecommunications systems and matters related 
to the application of international law in cyberspace.

(c) Possible measures that could be taken by the international community to strengthen 
information security at the global level:

In line with the above, we fully endorse the important recommendations issued by con-
sensus by the experts who were members of the Group of Governmental Experts, including 
in relation to the voluntary adoption of measures and good practices, as well as capacity-build-
ing and cooperation by States to promote the peaceful use of information and communications 
technologies, so that they continue to serve as economic and social development tools for coun-
tries, especially those that are less technologically advanced.
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Cuba 
[Original: Spanish]

[6 May 2016]
Cuba shares the concern expressed in resolution 70/237 that information technologies 

and means can potentially be used for purposes that are inconsistent with the objectives of main-
taining international stability and security and may adversely aff ect the integrity of the infra-
structure of States to the detriment of their security in both civil and military fi elds.

Resolution 70/237 also appropriately stresses the need to prevent the use of information 
resources or technologies for criminal or terrorist purposes.

In this regard, Cuba reiterates its great concern over the covert and illegal use, by individu-
als, organizations and States, of the computer systems of other nations for the purpose of attack-
ing third countries, because of its potential for triggering international confl icts. 

Joint cooperation between all States is the only way to prevent and confront these threats 
and to avoid cyberspace from turning into a theatre of military operations.

The use of telecommunications with the declared or hidden intent of undermining the le-
gal and political order of States is a violation of internationally recognized norms in this area 
and can give rise to tensions and situations that might be detrimental to international peace 
and security.

The Heads of State and Government of Latin America and the Caribbean, at the second 
Summit of the Community of Latin American and Caribbean States (CELAC), held in Havana 
in January 2014, proclaimed the Latin American and Caribbean region to be a zone of peace, 
in order to, among other objectives, foster cooperation and friendly relations among themselves 
and with other nations, irrespective of diff erences in their political, economic, and social sys-
tems or development levels, to practice tolerance and to live together in peace with one another 
as good neighbours.

At the fourth Summit of CELAC, held in Quito in January 2016, the importance of in-
formation and communications technologies, including the Internet, as tools to foster peace, 
human well-being, development, knowledge, social inclusion and economic growth was again 
highlighted. The peaceful use of information and communication technologies in a manner 
compatible with the purposes and principles of the Charter of the United Nations and interna-
tional law was also reaffi  rmed, and it was stressed that such technologies should never be used 
with the objective of subverting societies or creating situations with the potential of fostering 
confl ict amongst States. 

Nevertheless, those eff orts continue to be threatened by the constant radio and television 
broadcasts transmitted by the Government of the United States against Cuba, in contravention 
of the purposes and principles of the Charter of the United Nations and various regulations 
of the International Telecommunication Union, and in violation of the sovereignty of Cuba.

Through illegal radio and television broadcasts, it has been constantly attacking Cuban air-
waves, disseminating programming specifi cally designed to incite the overthrow of the constitu-
tional order established by the Cuban people To illustrate, illegal broadcasts averaging 1,880 hours 
per week were transmitted against Cuba, using 23 frequencies, in the fi rst quarter of 2016 alone. 

Cuba hopes for an immediate end to these aggressive policies, which are, furthermore, 
incompatible with the development of ties based on mutual respect and cooperation between 
Cuba and the United States, as agreed by the two Governments when they restored diplomatic 
relations. 
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It also hopes that the economic, commercial and fi nancial embargo, which has caused 
serious damage to the Cuban people, will be lifted. The embargo has had a harmful impact 
in the area of information and communications, among other aspects of the daily life of the Cu-
ban people 

International cooperation is essential for confronting the dangers associated with the misuse 
of information and communication technologies. The International Telecommunication Union 
has an important role to play in the intergovernmental debate on cybersecurity issues. 

Cuba supported resolution 70/237 and will continue to contribute to the peaceful global 
development of information and telecommunications technologies and their use for the good 
of all humanity.

El Salvador 
[Original: Spanish]

[26 April 2016]
The El Salvador Armed Forces have upgraded the perimeter security computer equipment 

and implemented security policies governing access to the computer network’s resources (regu-
lar changes to user passwords, restriction of access to USB ports and DVD and CD readers, 
and blocking of access to equipment unit C).

Finland 
[Original: English] 

[31 May 2016] 
Finland welcomes the opportunity to provide information on General Assembly resolution 

70/237. The following eff orts have been take at the national level:
(a) The National Cyber Security Strategy of Finland (2013) and its Implementation Pro-

gramme (2014) defi ne key guidelines and actions in strengthening cybersecurity and re-
silience. The Implementation Programme is being updated through a consultative 
multi-stakeholder process with the aim of fi nalizing it in 2016.

(b) Since the adoption of the national Cyber Security Strategy, Finland has established 
the National Cyber Security Centre and the Cybercrime Prevention Centre, and an 
Ambassador for Cyber Aff airs has been appointed. The National Information Security 
Strategy was adopted in February 2016.

(c) As part of Finnish development cooperation, Finland supports various information 
and communications technologies (ICTs) for development and cyber capacity-building 
projects. Finland is a founding partner of the Global Forum on Cyber Expertise. Fin-
land has joined the United States-led Global Connect Initiative, which seeks to bring 
1.5 billion people online by 2020. Finland aims to join the new World Bank Digital 
Development Partnership Trust Fund. Finland supports internet governance based on 
a multi-stakeholder model.

(d) Finland actively engages in international dialogue on cyber issues in multilateral and re-
gional forums, and in bilateral contacts. Within the Organization for Security and Co-
operation in Europe (OSCE), Finland works towards strengthening trust, security 
and stability in cyberspace and implements the agreed cyber confi dence- and security-
building measures.
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(e) Finland has endorsed the 2015 report of the United Nations Group of Governmental 
Experts in the Field of Information and Communications Technology in the Context 
of International Security. Finland has participated actively in the discussions on inter-
national law in cyberspace, e.g. in consultations on Tallinn Manual 2.0, and in United 
Nations Institute for Disarmament Research workshops. Finland joined the Freedom 
Online Coalition in 2012 and contributes to the Digital Defenders Partnership.

(f) Finland has been a party to the Budapest Convention since 2007. The new Strategic Po-
lice Plan, targeting resources at computerized crime prevention and developing cyber-
security know-how, was launched in 2015. There is also a Comprehensive Cybercrime 
Prevention Plan.

Priority areas for further work by the international community: 
(a) Finland attaches a lot of importance to the work of the new Group of Governmental 

Experts and is prepared to contribute to its success, including to further the identifi -
cation of norms of responsible state behaviour in cyberspace with a special emphasis 
on peacetime activities;

(b) Further developing and implementing regional confi dence-building measures 
in the framework of the OSCE; 

(c) Continuing support to cyber capacity-building with a view to strengthening resilience 
and security in cyberspace;

(d) Finland will continue to support and encourage multi-stakeholder dialogue. Strength-
ening public-private partnerships nationally and internationally is a priority.

India 
[Original: English]

[9 June 2016] 
While information technology facilitates economic growth and social connectivity, there are 

serious challenges which need to be addressed. Growth in the information and communications 
technology (ICT) sector is also accompanied by increasing cyberthreats which range from cy-
berattacks, cybercrime, cyberterrorism, espionage and money-laundering. Evidence shows that 
terrorists groups (e.g. ISIS) use internet and social media platforms for their nefarious activities, 
including recruitment, fund raising, propaganda and radicalization. Misuse of social media is 
a major concern. While it brings about tremendous connectivity, it can also be misused for ac-
centuating ethnic and social discord.

It is important for the international community to develop a common understanding 
on the state behaviour in cyberspace and to adopt the confi dence-building and capacity-
building measures as recommended by the 2015 report of the United Nations Group of Gov-
ernmental Experts. The issue of Internet governance should not be allowed to get bogged 
down in the divisive discussions of semantics. While various stakeholders have a role in their 
respective domains, the Governments have a primary role to play in the cybersecurity is-
sues relating to national security. There is a need to develop suitable mechanisms for sharing 
of information relating to cyberthreats, cybercrime and cyberterrorism. There is also a need 
for real-time cooperation between government agencies to deal with cybercrime. Further, 
the issue of cyberwarfare, cyberdoctrines and their impact on international security should be 
discussed at all international forums. While rules of responsible State behaviour in cyberspace 
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are still be agreed to, a common understanding on the confi dence-building measures as enu-
merated in the 2015 report of the United Nations Group of Governmental Experts could be 
used for taking appropriate measures for capacity-building in the area of cybersecurity. In this 
regard, the framework developed by the Global Forum on Cyber Expertise provides useful 
guidance.

India is an important stakeholder in the use of ICT. It supports the multi stakeholderism 
in Internet governance and is proactive in various international forums, including the Group 
of Governmental Experts, the Open Consultation Process on Overall Review of the Implemen-
tation of the World Summit on the Information Society Outcomes and the Internet Corporation 
for Assigned Names and Numbers. India, in consultation with all stakeholders, has adopted an 
integrated approach with a series of policy, legal, technical and administrative steps for address-
ing cybersecurity concerns and to promote international cooperation on the subject. Its legal 
framework is aligned with other legal frameworks in the world. National Cyber Security Policy 
(2013) has been put in place with a vision to build secure and resilient cyberspace for citizens, 
businesses and Government. It emphasizes capacity-building, skill development and public-
private partnerships on cybersecurity.

Japan 
[Original: English]

[27 May 2016]

General appreciation of the issues of information security
Japan believes that cyberspace should be a space where freedom is assured without unnec-

essary restrictions, and where all actors who wish to access it are neither denied nor excluded 
without legitimate reason. Our eff orts comply with the following fi ve principles; free fl ow of in-
formation, rule of law, openness, self-governance and multi-stakeholder approach.

 Efforts taken at the national level to strengthen information security 
and promote international cooperation in this field
1. Eff orts taken at the national level to strengthen information security 
Based on the Cybersecurity Strategy established in September 2015, Japan makes eff orts 

to strengthen information security.

2. Eff orts taken at the national level to promote international cooperation 
Japanese eff orts consist of the following three pillars: promoting (1) the rule of law 

in cyberspace; (2) confi dence-building measures; and (3) capacity-building. With regard 
to the promotion of the rule of law, Japan proactively contributes to international discussion 
to promote a common understanding that existing international law is applicable in cyber-
space as well as to develop non-binding and voluntary norms of responsible state behaviour. 
As for confi dence-building measures, Japan is engaged in the promotion of confi dence-
building through bilateral dialogue and multilateral frameworks such as the Regional Forum 
of the Association of Southeast Asian Nations (ASEAN). With regard to capacity-building, 
Japan is actively engaged in human resource development assistance and technical coopera-
tion focusing on the ASEAN region.
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The content of the concepts mentioned in paragraph 3 of the resolution
The confi rmation of the applicability of international law and development of non-binding 

and voluntary norms of responsible state behaviour in cyberspace are the basis for ensuring sta-
bility and predictability of the international community. 

Possible measures that could be taken by the international community to strengthen information 
security at the global level
With regard to the promotion of the rule of law, Japan urges the need for further elabora-

tion of the deliberation about peacetime rules of international law, the law concerning the right 
of self-defence and international humanitarian law as well as the development of voluntary 
norms in the next Group of Governmental Experts. As for confi dence-building measures 
and capacity-building, it is critical to promote the implementation of the recommendations 
contained in the Group’s reports by each State and region. Study on ways to lead tangible co-
operation is necessary.

Jordan 
[Original: Arabic]

[2 May 2016]
Information and communications technology has become essential to our daily lives. It pro-

motes the social, cultural and economic growth and development of local communities in vari-
ous ways, and has numerous implications for the interaction of individuals with their local com-
munities and with the wider world.

The extremely rapid progress of information and communications technology makes it 
vulnerable to risks and challenges. Those risks must be addressed through both technologi-
cal and legal means with a view to fi nding eff ective and practical solutions that reduce risks 
and avert potentially catastrophic consequences.

The Jordanian Army has played an active and infl uential role in promoting security and peace 
at the national, regional and global levels through the development of technology that it employs 
to secure information and both wired and wireless communication, including the following:

(a) It has updated its communications and information systems by installing protected net-
works that use encrypted IP technology all over the Kingdom, including at the borders, 
which it uses to strengthen national and regional security;

(b) It engages in security cooperation with the international community using communica-
tions systems that are compatible with those used by the North Atlantic Treaty Organiza-
tion and the United States Army, and that meet type 1 international encryption standards;

(c) It has improved its technical capacities by acquiring an infrastructure-independent 
communications system for use in maintaining national security in confl ict zones, refu-
gee camps and remote areas. The Jordanian Army also uses that technology in support 
of peacekeeping operations in confl ict zones around the world;

(d) It trains and certifi es all communications systems users and maintenance and support 
personnel without relying on the supplier company, in order to ensure optimum reli-
ability and dependability at all times;

(e) The highest command-and-control standards are applied to all systems used by the mil-
itary in order to raise the level of national and regional security coordination and coop-
eration;
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(f) It takes active part in international conferences and keeps abreast of their outcomes 
in order to increase complementarity between friendly armies, avoid interference be-
tween communications systems used by neighbouring States in the region, and ensure 
coordinated control and surveillance at international borders.

Focus should always be placed on citizen awareness of pervasive cyberthreats and how cy-
bersecurity measures when using electronic systems can minimize and counteract those threats. 
Heightened security awareness while handling any kind of information should not interfere with 
the benefi ts of technology.

The following measures have been taken to protect vital national information networks:
(a) Encryption is used for all voice, data and video communications systems;
(b) Closed networks (intranets) are used;
(c) Links with other security agencies are established through stand-alone peripheral de-

vices;
(d) Information and communications security measures and the “need to know” principle 

are applied. Access permissions and user identities are checked continually;
(e) Virtual networks are used whereby the user interacts with a screen linked to the network 

on the basis of access permissions for access to information. Access or connection many 
not be done via other devices, such as fl ash drives;

(f) Jordan has enacted the following cybersecurity legislation:
(1) A law on cybercrimes has been enacted;
(2) A law on electronic transactions has been enacted;
(3) A national cybersecurity and protection strategy has been drafted;
(4) National cybersecurity and protection policies have been drafted;
(5) A national cybersecurity and protection strategy was approved by the Cabinet 

in 2012.
We propose the following global measures:
(a) Communications networks and information should be classifi ed by importance;
(b) Cybersecurity and protection measures should be implemented;
(c) the need-to-know principle should be applied;
(d) Technical measures such as encryption and frequency-hopping should be employed;
(e) Users and network access permissions should be verifi ed and categorized;
(f) Networks should be linked by stand-alone peripheral devices;
(g) Within certain networks, closed intranets should be used, and the World Wide Web 

should be avoided where possible;
(h) the United Nations intranet should be enhanced and kept separate from public net-

works. It should be protected through technical and security measures such as encryp-
tion, safeguards and verifi cation of access permissions;

(i) Cooperation should be promoted among computer emergency response teams to follow-
up breaches, install safeguards and address gaps;

(j) Security measures and procedures for addressing breaches should be circulated.
We stress the potential of information and communications technology to advance sustain-

able development, especially in poorer and more remote areas, in the following ways:
(a) It can accelerate poverty eradication, for example, through mobile banking, which has 

brought direct and tangible benefi ts to millions of people around the world who have no 
banking experience.
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(b) Modern technology and new communications media can mitigate the impact of fam-
ines by providing crucial information to farmers about which crops to cultivate.

Recommendations:
(a) International response and recovery teams should be formed to address cybersecurity 

incidents, crises and disasters;
(b) A Jordanian representative should be included in the United Nations Group of Govern-

mental Experts on Developments in the Field of Information and Telecommunications 
in the Context of International Security scheduled to be formed in 2016;

(c) Scientifi c and research cooperation and training exchanges among the members 
of the Security Council should be increased.

Lebanon
[Original: Arabic]

[24 May 2016]
In the modern age, cybersecurity aff ects a range of economic, social, political, military 

and humanitarian issues. Cyberterrorism will be one of the most serious future threats to super-
powers and developing States alike.

The cyberwar is being fought on a number of fronts, including the following: recruitment 
and mobilization websites; psychological warfare; information exchange and dissemination via 
the Internet; electronic hacking of websites, data and information systems; and cyberterrorism.

The threat of cyberterrorism is on the rise in all States. Lebanon has been the victim of 
a number of cyberattacks aimed primarily at the banking sector (the Gauss virus) and the com-
munications sector. Most e-services are regularly subject to attack.

National eff orts to promote cybersecurity and international cooperation include the follow-
ing:

 — In 1999, Law No. 140 on the confi dentiality of telecommunications and Law No. 75 
on intellectual property were enacted. Both address software piracy to some degree.

 — In 2006, the criminal investigations division of the Directorate-General of the Internal 
Security Forces created an offi  ce to combat cybercrime and protect intellectual prop-
erty.

 — In 2007, a Communications Regulatory Authority was established, and it has become 
an active member of the International Multilateral Partnership against Cyber Threats 
(IMPACT).

 — In 2009, the Army Command established an electronic forensics division within the In-
telligence Directorate.

 — The Ministry of National Defence is working to establish a Lebanese computer incident 
response team (LEBCIRT) in collaboration with national and global bodies. It has been 
taking part in all the relevant initiatives and holding conferences and training courses.

 — In 2012, the Cabinet issued a decision to establish a national security committee to host 
Government websites. The committee includes a representative from the Ministry 
of National Defence.

 — In 2013, the Cabinet formed a committee to study the threat posed by Israeli enemy 
communications towers facing Lebanese territory. That committee was chaired by 
the Ministry of National Defence and included the other relevant ministries.



404

  Part III.  United Nations Documents

 — In 2015, the Lebanese Army created a dedicated cybersecurity division.
 — Parliament is currently considering a draft law on electronic transactions.

Measures that could be taken by the international community to strengthen cybersecurity at 
the global level include the following:

 — Resolutions adopted by the United Nations and the World Summit on the Information 
Society aimed at disseminating a culture of information should be complied with, and 
a cooperation framework should be established with the relevant international bodies 
to ensure sharing of information and best practices.

 — National laws and regulations on combating information crimes should be harmonized 
with global rules, with a view to preventing digital havens.

 — A global system should be established to manage information crises. Robust interna-
tional legislation should be adopted to reinforce the capacity of national laws to address 
the global and international nature of cybercrime.

Poland 
[Original: English]

[18 July 2016] 
1. General opinion 
Cybersecurity is vital for maintaining economic growth and the functioning of civil society. 

Cyberattacks can aff ect not only the private sector and public administration, but also industrial 
automation systems in critical infrastructure facilities.

Ensuring a coherent system of information and telecommunication security is necessary 
in light of the nature of the threats and the growing dependence of businesses, administration 
and society on information technology. All stakeholders, including the State, business and non-
governmental organizations must be involved and contribute to cybersecurity.

Respect for international law and norms are a necessary condition for maintaining peace 
and security between States in cyberspace. 

Enhancing national capabilities is the key element in strengthening international security 
in cyberspace. 

Expanding confi dence in cyberspace will have a positive impact on relations between States 
in other areas.

Human rights and fundamental freedoms should be equally protected in cyberspace and 
in the real world. Respect for fundamental freedoms on the Internet is essential for democratic 
society, sustainable growth and prosperity.

2. National initiatives to strengthen cybersecurity and international 
cooperation 

The Polish system of cybersecurity is based on a network of institutions. It is based on the co-
operation of entities, both in the civil and military dimensions and in the sphere related to cy-
bercrime.

The Polish Government is advancing its eff orts to develop a national cybersecurity strategy 
and national cybersecurity law. The key elements of the Polish cybersecurity system will include 
procedures, people and technology.
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Last year, Poland hosted several major international events that contributed to the promo-
tion of international cooperation: the SECURE 2015 Conference, the European Cybersecu-
rity Forum (cybersecforum.eu) and the International Conference on Cyber Security on safety 
and security beyond borders.

3. Possible measures that could be taken to strengthen cybersecurity at 
the global level 

It is necessary to further develop confi dence-building measures in the fi eld of cyberspace 
implemented globally, regionally and nationally.

The international community should encourage to build national capabilities in the area 
of cybersecurity.

It is important to deepen bilateral and regional cooperation. A good example of regional 
eff orts is the Central European Cyber Security Platform, comprised of Poland, the Czech Re-
public, Slovakia, Hungary and Austria.

International exercises in the fi eld of cybersecurity allow for better understanding of the na-
ture of threats and means of responding to them. The Cyber Europe or North Atlantic Treaty 
Organization’s Locked Shields exercises are a case in point. 

One should not underestimate the value of involvement in the international dialogue 
of stakeholders representing non-governmental organizations, business and academia.

Portugal 
[Original: English]

[31 May 2016]
General Assembly resolution 70/237 on “Developments in the fi eld of information and tele-

communications in the context of international security” recalls the importance of science 
and technology in this context, recognizing that the developments in those areas can have civil 
and military applications. If the progress in the fi elds of information and telecommunications 
means the increasing of opportunities to the development of knowledge, the cooperation among 
States, the promotion of human creativity and the circulation of information in the community 
as a whole, on the other hand we fi nd that those technologies and means can potentially be used 
in ways contrary to international stability and security, and may negatively aff ect the national 
integrity of States.

Resolution 70/237 requires the contribution of the Member States in what concerns four 
areas, recalling the report of the 2015 Group of Governmental Experts:

(a) General appreciation of the issues of information security;
(b) Eff orts taken at the national level to strengthen information security and to promote 

international cooperation in this fi eld;
(c) The content of the concepts aimed at strengthening the security of global information 

and telecommunications systems;
(d) Possible measures that could be taken by the international community to strengthen 

information security at the global level.

The report contained in document A/68/98 presents some recommendations regarding 
the following areas: recommendations on norms, rules, and principles of responsible behaviour 
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by States; recommendations on confi dence-building measures and the exchange of informa-
tion; recommendations on capacity-building measures.

Following those recommendations, Portugal presents the following comments.

I. Norms, rules and principles that characterize the responsible behaviour 
of States 

1. Portugal considers that the security in the network information is important and has 
been growing.

2. We must highlight the progress in the eff orts to implement legislation on networks’ se-
curity and integrity, by adopting risk assessment methods, which demand the adoption 
of adequate cooperative security measures, at technical and organizational levels, and 
the requirement of reporting security violations or integrity loss, which have a signifi -
cant impact on the functioning of services. 

3. At the level of concepts it is important to reinforce the idea that regulation should pri-
marily stem from international rules.

4. At the international level it is important to reinforce information-sharing and the real-
ization of training fi eld exercises in border areas.

II. Measures of confidence reinforcement and information-sharing 
1. It is crucial to promote information-sharing between all the stakeholders (both public 

and private), taking into account the wider context of globalization.
2. At the national level, our eff orts have been focused on the accomplishment of joint ex-

ercises in which public and private entities took part, in the promotion of technical stan-
dardization and in the organization of conferences and seminars, some of them with 
the participation of international speakers.

III. Measures of capacity-building 
1. It is important to develop measures on capacity-building. Nevertheless, there are diff culties 

related to the training and maintenance of human resources connected to these activities.
2. There is a need to facilitate the access of knowledge and to promote collective training 

regarding several aspects, including security, between all the major stakeholders.

Serbia 
[Original: English]

[31 May 2016] 
Understanding the great importance of assuring and developing information security, this 

area is recognized in the Republic of Serbia as one of the strategic priorities in the information 
society fi eld.

The National Assembly of the Republic of Serbia adopted the Law on Information Security 
in January 2016. The Law established the competent authority for information security, with 
tasks to prepare regulations in accordance with national and international standards, cooper-
ate with competent authorities of other countries, and conduct inspection on law enforcement. 
The Law defi ned the information and communications technology (ICT) systems of special 
importance in Serbia, for which operators will have to undertake adequate technical and orga-
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nizational measures in order to ensure information security. These systems are: (a)ICT systems 
of public bodies; (b)ICT systems where sensitive personal data are handled; (c)ICT systems 
in the areas of public interest (energy, transport, gas, banking, health care and other).

The competent authority conducts international cooperation and especially provides alerts 
on risks and incidents which have one of these characteristics: (a)are growing rapidly or have 
a tendency to become high risks; (b)exceed national capacities; (c)may have an impact on more 
than one country.

The Law established National CERT within the Regulatory Agency for Electronic Commu-
nications and Postal Services, which will, among other duties, cooperate with similar organiza-
tions in other countries. 

The Law also regulates cryptosecurity and protection against the compromising electro-
magnetic emanation. 

In order to strengthen the security of global information and telecommunications systems, 
States should cooperate, especially by maintaining eff ective and responsive mechanisms for in-
formation exchange, alerts and announcements on cybersecurity incidents. For that purpose, 
States should appoint focal points and make contact information easy available. Special focus 
should be on the protection of critical infrastructure, especially if the incidents aff ect the ter-
ritory of more than one State. The States should also cooperate on exchange of knowledge 
and education in this area. 

Taking into account increased risks and characteristics of cyberattacks in the interconnect-
ed world, the international community should encourage the States to cooperate and make 
dialogues, to promote the building of mutual cybersecurity capacities and give support to in-
ternational organizations who are designed for cooperation in the fi eld of information secu-
rity. Joint and eff ective cooperation will contribute to making the global ICT environment safer 
and protected, where the States and citizens are secured from various risks in the cyberworld.

Spain 
[Original: Spanish] 

[26 May 2016] 
Spain considers that information and communications technologies (ICT) provide im-

mense opportunities and continue to grow in importance for the international community. 
However, there are disturbing trends representing risks for international peace and security. 
States should therefore cooperate eff ectively in order to prevent harmful practices in cyberspace, 
and not knowingly allow their territory to be used to commit internationally wrongful acts using 
such technologies.

In July 2015, the National Cybersecurity Council approved nine plans stemming from 
the National Cybersecurity Plan to implement the measures set forth in the 2013 National Cy-
bersecurity Strategy.

Spain participates actively in all strategic initiatives related to cybersecurity in the European 
Union, the Organization for Security and Cooperation in Europe, the North Atlantic Treaty 
Organization, the Council of Europe and the Organization for Economic Cooperation and De-
velopment.

In 2015, Spain joined the Freedom Online Coalition and the Global Forum on Cyber 
Expertise.
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Spain supports the outcome document of the high-level meeting of the General Assembly 
on the overall review of the implementation of the outcomes of the World Summit on the Infor-
mation Society, adopted in December 2015.

Increased connectivity, innovation and access to ICT have been instrumental in facilitating 
progress on the Millennium Development Goals. Spain considers that the process of the World 
Summit on the Information Society should be closely aligned with the 2030 Agenda for Sus-
tainable Development, since access to ICT has also become a development indicator and an 
aspiration in and of itself.

Spain supports the process that aims to achieve an international consensus on cybersecurity, 
and considers that States should continue refl ecting on how the principles and norms of inter-
national law, especially those relating to the threat or use of force, humanitarian law and protec-
tion of the fundamental rights and freedoms of individuals, should be interpreted and applied 
in cyberspace.

Spain supports the aspirations of the international community as to the peaceful use of ICT 
for the common good of humankind; it considers that the Charter applies in its entirety and that 
States have an inherent right to adopt measures consistent with international law to be able 
to respond in a timely, legitimate and proportionate manner to threats or attacks that may aff ect 
their national security.

Switzerland 
[Original: English]

[7 June 2016] 

1. General appreciation of the issues of information security 
Information and communication technologies (ICTs) have become an indispensable driver 

of social, economic and political activities. Switzerland is committed to seizing the opportuni-
ties that are generated by the use of ICT. However, the use of ICT has exposed information 
and communication infrastructure to criminal, intelligence, politico-military or terrorist abuse 
of functional impairment. Disturbances, manipulation and specifi c attacks carried out via elec-
tronic networks are the risks that an information society entails. 

2. Efforts taken at the national level to strengthen information security 
and promote international cooperation in this field 

In 2012, the Swiss Federal Government adopted the national strategy for the protection 
of Switzerland against cyberrisks (NCS), laying thereby the foundation for a comprehensive 
approach. The NCS seeks to improve the early detection of cyberrisks and emerging threats, 
make Swiss infrastructure as a whole more resilient to cyberattacks and generally reduce cy-
berrisks. The NCS also refl ects the need for a culture of (cyber) security, shared responsibility 
of all participants and the need for a risk-based approach. It also advocates coordination at 
a governmental level, national (i.e. private-public partnership) and international cooperation. 
The strategy comprises 16 measures. The Swiss Federal Government has adopted a detailed plan 
for the implementation of the NCS in 2013. 
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3. The content of the concepts mentioned in paragraph 3 (of the resolution) 
Cyberrisks have to be encountered by means of enhanced international cooperation (sphere 

of action 5 defi ned by the strategy). The Swiss foreign policy in the fi eld of cybersecurity focuses 
on the development of norms of responsible State behaviour, confi dence-building measures 
and capacity-building. With this in mind, Switzerland participates in diff erent international 
processes. The Organization for Security and Cooperation in Europe (OSCE) has adopted 
confi dence-building measures in the realm of cybersecurity. Switzerland considers this process 
as paramount. In addition, the London process constitutes a further important process within 
which Switzerland participates. Switzerland supports a range of projects designed to develop 
capacity-building.

4. Possible measures that could be taken by the international community 
to strengthen security at the global level 

All measures taken by the international community have to balance security considerations 
and human rights deliberations. The same rights people have offl  ine must be guaranteed online 
as well. Measures designed to build trust and confi dence need to be further developed. The set 
of confi dence-building measures adopted by the OSCE is of paramount importance in order 
to strengthen security. Building transparency by exchanging information and enhancing coop-
eration through practical and joint activities will contribute to the overall stability of the cyber-
domain.

Togo 
[Original: French] 

[2 June 2016] 
Although the progress of information and telecommunications is an enormous asset for 

countries’ development, it also represents a threat to national and international security. It is 
a virtual space that is often used for criminal or terrorist purposes.

Togo is not immune to this threat and is already experiencing crime related to information 
and communications technologies (ICT), ranging from scams and other types of fraud to child 
pornography and off ences against the freedom and integrity of individuals.

In an age characterized by terrorism, the web and social media are used for propaganda 
and recruitment by terrorist organizations. Most countries are also migrating to electronic ad-
ministration, representing a major challenge for our Governments, which face the prospect 
of cyberattacks that could undermine the functioning of administrations and civilian and mili-
tary security. 

It is therefore important to adopt measures at the national and international levels to regu-
late the ICT sector and ensure that it is not used for criminal purposes.

In Togo, several measures have been taken in this connection, including:
 — Issuance of Decree No. 2011-120/PR of 6 July 2011 on the systematic and mandatory 

identifi cation of subscribers to telecommunications services;
 — Adoption of Act No. 2012-018 on electronic communications and Act No. 2013-003 

to amend Act No. 2012-018;
 — Preparation of draft legislation on cybercrime, cryptography, cybersecurity, protection 

of personal data, and electronic transactions.
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The purpose of these instruments is to ensure the traceability of all ICT activities and to es-
tablish a security mechanism to protect ICT networks against fraudulent intrusion.

Togo has also found it necessary to establish an institutional oversight framework. In this 
connection, it has established a computer emergency response team responsible for cybersecuri-
ty at the national level, to complement the Post and Telecommunications Regulatory Authority.

Human capacity is also being enhanced to enable law enforcement agencies and public 
and private entities involved in cybersecurity to take eff ective action against any kind of threat.

Lastly, international cooperation, including through the International Telecommunications 
Union and the United Nations, will help to bolster information and telecommunications secu-
rity.

Turkmenistan 
[Original: Russian]

[28 March 2016] 
Neutrality is the foundation of Turkmenistan’s domestic and foreign policy, based on the close 

relationship between national interests, global security and shared progress. A key element for 
Turkmenistan, arising from its neutral status and international obligations, is the peace-loving 
nature of its foreign policy. Accordingly, all matters are addressed exclusively through political 
and diplomatic channels, primarily the United Nations and other international organizations. 
Turkmenistan fully supports international eff orts to combat the proliferation of weapons of mass 
destruction, their means of delivery and related technologies, and it advocates disarmament as 
a prerequisite for global security. In its legislation, Turkmenistan proclaims its refusal to possess, 
manufacture, store or transport nuclear, chemical, bacteriological and other types of weapons 
of mass destruction, including new types of such weapons or technologies for their production. 

Turkmenistan has acceded to a number of international disarmament instruments whose 
main purpose is to encourage States parties to maintain global peace, harmony and security. 

Attaching particular importance to strengthening international peace and security, Turk-
menistan calls for a reduction in the number of arms in the belief that the fewer weapons there 
are in the world, the steadier and calmer its development will be and the greater the trust and un-
derstanding among countries and peoples. Turkmenistan’s foreign policy framework document 
for 2013 to 2017 emphasizes that Turkmenistan will continue to actively promote disarmament 
processes and the reduction of weapons arsenals, primarily weapons of mass destruction.

In his speech at the meeting of the Cabinet of Ministers on 5 June 2015, the President 
of Turkmenistan drew special attention to our country’s international obligations to the global 
community. He emphasized that neutrality means non adherence to political, economic or mili-
tary unions and blocs; having our own army with suffi  cient troop strength to protect the nation’s 
peace and freedom; rejecting weapons of mass destruction and prohibiting such weapons from 
entering our national territory and air space; committing to universal human values and demo-
cratic principles, and safeguarding civic harmony and peace within the country; and conducting 
domestic and foreign policy in close cooperation with the United Nations and humanitarian 
international organizations. 

At the sixty-ninth session of the General Assembly on 3 June 2015, resolution 69/285 
on the permanent neutrality of Turkmenistan was unanimously adopted by 193 States. This 
clearly illustrates the universal recognition of our country’s eff ective policy to safeguard re-
gional and international peace, security and sustainable development. The resolution under-
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scores the important contribution of permanent neutrality in Turkmenistan to the strengthening 
of peace and security in the region, and to the development of friendly and mutually benefi cial 
relations with the countries of the world.

As the host country of the United Nations Regional Centre for Preventive Diplomacy for 
Central Asia, Turkmenistan calls for that body to be more engaged in various aspects of regional 
issues with the support of States Members of the United Nations and other organizations (in-
cluding the Organization for Security and Cooperation in Europe, the European Union and 
the Commonwealth of Independent States). 

An international forum on safeguarding peace, stability and security in the Central Asian 
region was successfully held in Ashgabat in 2015. As a party to international treaties, United 
Nations conventions and multilateral instruments in the fi eld of disarmament, Turkmenistan 
intends to continue to do its utmost to facilitate these processes, fi rst and foremost at the re-
gional level, and aims for Turkmenistan to hold regular regional meetings on disarmament issues 
in Central Asia.

United Kingdom of Great Britain and Northern Ireland 
[Original: English]

[31 May 2016] 
The United Kingdom welcomes the opportunity to respond to General Assembly resolution 

70/237, entitled “Developments in the fi eld of information and telecommunications in the con-
text of international security”, which builds on its response to resolution 69/28 in 2015. 
The United Kingdom uses its preferred terminology of “cybersecurity” and related concepts 
throughout its response, to avoid confusion given the diff erent interpretations of the term “in-
formation security” in this context. 

The United Kingdom recognizes that cyberspace is a fundamental element of critical na-
tional and international infrastructure and an essential foundation for economic and social ac-
tivity online. The United Kingdom makes reference to the 2015 National Security Risk As-
sessment that confi rmed cyber continues to be a Tier I threat to national security. The United 
Kingdom’s allocated funding of £860 million during the life of the previous National Cyber 
Security Strategy (2011-2016) will be supported by an additional allocation of £1.9 billion over 
the next fi ve years. A new National Cyber Security Strategy will be published in 2016, including 
the establishment of a new National Cyber Security Centre.

The United Kingdom recognizes that international collaboration is central to successful 
cybersecurity. We continue to promote a free, open, peaceful and secure cyberspace so its eco-
nomic and social benefi ts are protected and available for all. The United Kingdom takes a lead 
on cross-border cybersecurity challenges through initiatives such as the WePROTECT Global 
Alliance to End Online Child Sexual Exploitation. We are also committed to sharing best prac-
tices internationally and to ensuring that the global community has access to assistance in devel-
oping their cybersecurity capabilities.

The United Kingdom continues to participate actively and constructively in the interna-
tional debate on cybersecurity. We have provided experts for all four United Nations Groups 
of Governmental Experts and consider that the consensus report of the last Group made valu-
able progress in reaffi  rming that international law is applicable in cyberspace and that States’ ad-
herence to international law, in particular their United Nations Charter obligations, is an essen-
tial framework for their actions in their use of information and communications technologies. 
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The United Kingdom also welcomes continued discussion of potential future confi dence-
building measures in cyberspace at the Organization for Security and Cooperation in Europe 
and similar work in other regional organizations. 

The United Kingdom is pleased to be actively engaged on these important issues and looks 
forward to further participation in strengthening capability and international cooperation on cy-
bersecurity. 

A/72/315. Developments in the field of information 
and telecommunications in the context 
of international security

Report of the Secretary-General
CONTENTS

 I.  Introduction
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 Belarus
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 Turkey
 United Kingdom of Great Britain and Northern Ireland

I. Introduction 
1. On 5 December 2016, the General Assembly adopted resolution 71/28 on developments 

in the fi eld of information and telecommunications in the context of international security. 
In paragraph 3 of the resolution, the Assembly invited all Member States, taking into account 
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the assessments and recommendations contained in the report of the Group of Governmental 
Experts on Developments in the Field of Information and Telecommunications in the Context 
of International Security (A/70/174), to continue to inform the Secretary-General of their views 
and assessments on the following questions: 

(a) General appreciation of the issues of information security; 
(b) Eff orts taken at the national level to strengthen information security and promote inter-

national cooperation in this fi eld; 
(c) The content of the concepts mentioned in paragraph 2 of the resolution; 
(d) Possible measures that could be taken by the international community to strengthen 

information security at the global level. 

2. Pursuant to that request, on 16 February 2017 a note verbale was sent to all Member States 
inviting them to provide information on the subject, followed by a further note verbale dated 12 
June 2017. The replies received at the time of reporting are contained in section II. Additional 
replies received after 31 July 2017 will be posted on the website of the Offi  ce for Disarmament 
Aff airs (www.un.org/disarmament/) in the original language. 

II. Replies received from Governments 

Afghanistan 
[Original: English]

[26 May 2017] 
The Ministry of Communications and Information Technology of the Islamic Republic 

of Afghanistan has reported the following in reference to operative paragraph 3 of General As-
sembly resolution 71/28 on developments in the fi eld of information and telecommunications 
in the context of international security. 

Achievements 
To promote the international security of information technology and the authenticity 

of electronic transactions, the Ministry of Communications and Information Technology has 
established a public key infrastructure device. The Ministry has also created the NOC system 
and intends to connect this system with the system of the Member States for identifi cation 
and verifi cation purposes of the ongoing statistics and data fl ow on the Internet. 

The Ministry has drafted cybercrime laws and has sent them to the Ministry of Justice for 
consideration. For fundamental solutions, in light of these laws, more secure electronic deals 
can be made and cybercrime can be prevented. 

The Ministry has created a national cyberstrategy to exchange secure information, establish 
an information technology security framework for the NIXA project that will be implemented 
by the Ministry, and address and identify cybercrime. 

Proposals 
The Ministry of Communications and Information Technology requests the developed 

countries that have cyberpolice to assist and cooperate with the Ministry in the establishment 
of the cyberpolice.
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To address cybercrimes and to fi ght seriously against this phenomenon a coherent system 
(conducive for criminal information) should be established at the international level. 

One of the important solutions for the security of the Internet is to establish Internet gov-
ernance. Through Internet governance, a basis can be provided for the exchange of confi dential 
information and data between all departments and offi  ces of the Government for the implemen-
tation of the network mentioned above. In this regard, the Ministry requests the cooperation 
of all Member States. 

The Ministry also requests Member States to support the staff  of the Ministry to fi ght cy-
bercrime and improve information security, by providing them with vocational and technical 
training programmes. 

Armenia 
[Original: English]

[31 May 2017] 

General appreciation of the issues of information security 
Given the pace of e-society development in the Republic of Armenia, issues related to in-

formation security are acquiring signifi cant relevance, having a huge impact on all aspects of na-
tional security. 

The trends in information and communications technology (ICT) pose qualitatively new 
threats and challenges requiring systematic coordination and new approaches to ensure the se-
cure use of ICT. Taking into account the use of “information warfare” techniques in diff erent 
confl ict environments, Armenia attaches vast importance to ensuring information security for 
the maintenance of international peace and security. 

 Efforts made at the national level to strengthen information security 
and promote international cooperation in this field 
Armenia has undertaken activities aimed at safeguarding State and public interests in the fi eld 

of information security and harmonization of relevant legislation with international standards. 
A series of normative acts governing the sphere have entered into force, including the national 
security strategy and the information security concept, as well as laws on the fi ght against ter-
rorism; State and offi  cial secrets; electronic documents and digital signatures; personal data 
protection; freedom of information; and the mass media. 

Pursuant to the relevant decisions of the Government: 
(a) A number of practical measures were taken to ensure the protection of publicly acces-

sible information of government bodies on the Internet and provide a secure connection 
of their information systems to the Internet; 

(b) Minimum requirements for offi  cial Internet websites of government bodies were ad-
opted. 

Armenia has approved and applied a set of ISO standards related to information security. 
In October 2006, the Council of Europe Convention on Cybercrime was ratifi ed and appropri-
ate amendments to the national legislation followed. 

Armenia actively engages in relevant programmes, training courses and cooperative ini-
tiatives carried out within diff erent international frameworks, such as the Commonwealth 
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of Independent States, the Collective Security Treaty Organization, the European Union 
and the North Atlantic Treaty Organization. In particular, in 2016 the two-stage “Cyber-
antiterror” joint exercise of member States of the Commonwealth of Independent States was 
held. A draft “Agreement on cooperation among CSTO member States in the fi eld of en-
suring information security” was proposed for domestic interdepartmental approval earlier 
in 2017. 

The content of the concepts mentioned in paragraph 2 
The Republic of Armenia information security concept defi nes the term “information secu-

rity” as “the protection of national interests in the information sphere, which is linked to the en-
tirety of the balanced interests of individuals, society and the State”. 

Taking into account the rapid development of information and communications technol-
ogy, an inter-agency working group has been established to draft a renewed concept on ensuring 
information security and information policy in the Republic of Armenia in late 2017. 

 Possible measures that could be taken by the international community 
to strengthen information security at the global level 
Armenia underlines the importance of enhanced and eff ective international cooperation 

on information security issues, emphasizing the role of the International Telecommunication 
Union. 

Belarus
[Original: Russian]

[5 June 2017] 
General appreciation of the issues of information security 
The current state of international information security is unsatisfactory. There are attempts 

being made to use information technology for political purposes. 
Belarus has a number of distinctive information security issues: 
(a) Insuffi  cient protection of the national segment from exposure to distributed denial-of-

service (DDoS) at the level of backbone providers and domestic providers, and even 
hosting platforms; 

(b) the potential for undeclared capabilities and vulnerabilities to appear in information se-
curity products and a lack of capacity for detecting them in a timely fashion, which often 
undermines the impact of measures to protect information; 

(c) the threat of intruders attacking critical infrastructure and information technology in-
frastructure, such as power supply systems and automated systems for managing pro-
duction and transport. 

 Efforts taken at the national level to strengthen information security 
and promote international cooperation in this field 
Such eff orts include: 
(a) Work across the entire system to update requirements as regards technical and crypto-

graphic protection of information, whose dissemination and/or provision is restricted; 
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(b) the organization and application of technical norms and standards pertaining to the tech-
nical and cryptographic protection of information; 

(c) the implementation of information exchange agreements with leading information se-
curity companies; 

(d) Regular cooperation with State bodies and organizations to facilitate prompt responses 
to specifi c information security incidents; 

(e) Maintenance by countries themselves of their own malware-detection packages; 
(f) Collaboration with countries of the Collective Security Treaty Organization through 

the consultative coordination centre. 

 Examination of international concepts aimed at strengthening the security 
of global information and telecommunications systems 

A key approach of Belarus to international information security is related to the need to pre-
vent the possible misuse of information and communications technology (ICT) so as to under-
mine national security and stability and international security. 

Belarus actively takes part in discussions about international information security in forums 
of various international organizations, including the United Nations, the Collective Security 
Treaty Organization and the Organization for Security and Cooperation in Europe. 

Belarus supports the initiative to adopt a universal instrument on international information 
security within the United Nations. 

 Possible measures that could be taken by the international community 
to strengthen information security at the global level 

At the international level, it is crucial to gradually advance the principle of non-interference 
in the internal aff airs of sovereign States and mutual rejection of aggressive actions in the infor-
mation sphere. Such steps should principally be achieved through support of the information 
sovereignty of United Nations Member States for the purpose of: 

(a) Upholding citizens’ rights to receive, store and disseminate complete, reliable and time-
ly information; 

(b) Developing an information society in which United Nations Member States participate 
in global information relationships on an equal basis; 

(c) Ensuring eff ective information management of an intergovernmental policy to prevent 
the proliferation of terrorist and extremist ideas; 

(d) Ensuring the resilient operation of critical infrastructure. 

 Possible measures that could be taken by the international community 
to strengthen information security at the global level 

(a) Develop mechanisms for international cooperation, as provided for in current and fu-
ture instruments of international law; 

(b) Build eff ective cooperation between the international community and multination-
al corporations that control the overwhelming majority of ICT, in order to identify 
and block the sources of threats to information security. 
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Brunei Darussalam 
[Original: English]

[29 June 2017] 
Brunei Darussalam recognizes that global trends have shifted with increasingly prominent 

developments in the fi eld of information and telecommunications. At the same time, this has 
also introduced new threats and challenges in the form of hacking, cybercrimes and cyberter-
rorism, which endanger vital infrastructures, networks and services worldwide. Its transnational 
and intangible nature requires collaborative eff orts from the global community to build a secure 
and trusted online environment. 

On a national scale, under the auspices of the National Security Committee, the country 
maintains strong cooperative ties with a host of local security agencies to manage internal cy-
bersecurity threats. The Brunei national computer emergency response team was established 
in May 2004 and became the nation’s one-stop referral agency in dealing with computer- 
and Internet-related security incidents. Through a global affi  liation with other computer emer-
gency response teams, the national team acquires valuable information on security threats to in-
formation and communications technology (ICT) and shares fi ndings on security risks detected 
within the nation’s ICT infrastructure. 

Brunei Darussalam is committed to working with regional and international partners 
to constantly maintain a state of readiness in the face of major international cyberthreats. Within 
the regional architecture of the Association of Southeast Asian Nations (ASEAN), Brunei Da-
russalam will participate in the ADMM-Plus Expert Working Group on Cyber Security, which 
brings 18 countries together to promote practical and eff ective cooperation and to enhance ca-
pacity in protecting the region’s cyberspace and addressing challenges to cybersecurity. 

Threats in all cyberlandscapes, including that of cloud computing and mobile systems, are 
recognized by the Government and represent a major part of the security and defence priorities 
of Brunei Darussalam. 

Canada 
[Original: English]

[17 July 2017] 
On cyberissues, Canada believes that: 
(a) A free, open and secure cyberspace is critical to promoting security, prosperity and hu-

man rights; 
(b) Existing international law is applicable to the use of information and communications 

technology by States; 
(c) Promoting peacetime norms helps sustain an environment in which responsible behav-

iour guides State actions; 
(d) Practical confi dence-building measures are a proven method to reduce the risk of armed 

confl ict. 

At the national level, the Government released its cybersecurity strategy in 2010, which fo-
cused on securing the cybersystems of Canada and protecting Canadians online. The Govern-
ment recently fi nalized a review of existing cybersecurity measures. on this basis, the country’s 
new approach to cybersecurity is set to be released in late 2017. 
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The 2017 defence policy includes new investments and policy direction to better leverage 
cybercapabilities in support of military operations. The Canadian Forces’ active cybercapability 
will be subject to the same rigour as other military tools, including applicable domestic and in-
ternational law and rules of engagement. 

At the international level, Canada is active in a number of ways: 
(a) It continues to promote the development of peacetime norms for State behaviour in cy-

berspace, including the outcomes of the 2012-2013 and 2014-2015 Groups of Govern-
mental Experts on Developments in the Field of Information and Telecommunications 
in the Context of International Security; 

(b) It ratifi ed the Council of Europe Convention on Cybercrime (Budapest Convention) 
in July 2015. Canada encourages countries to become parties to the Convention, or 
to use it as a model as they design their own cybercrime law; 

(c) Since 2007, it has committed $11 million to support cybersecurity capacity-building 
projects; 

(d) It is working with the United States of America to implement the Canada-United States 
cybersecurity action plan, which aims to enhance the resilience of its cyber infrastruc-
ture; 

(e) It has been working on implementing confi dence-building measures in various forums, 
including the Organization for Security and Cooperation in Europe and the Regional 
Forum of the Association of Southeast Asian Nations; 

(f) It supports eff orts of the North Atlantic Treaty Organization to strengthen the cyberde-
fence of the Organization and that of individual allies. 

Cuba 
[Original: Spanish] 

[5 April 2017] 
As stated in General Assembly resolution 71/28, scientifi c and technological developments 

can have both civilian and military applications, and these developments must be prevented 
from aff ecting international security. 

Measures are needed to promote, at multilateral levels, the consideration of existing and po-
tential threats in the fi eld of information security, as well as possible strategies to prevent and ad-
dress them. 

Joint cooperation between all States is the only way to prevent cyberspace from turning into 
a theatre of military operations. 

Cuba supports the work of the Group of Governmental Experts on Developments 
in the Field of Information and Telecommunications in the Context of International Security, 
established pursuant to resolution 58/32, in which a Cuban expert participates. 

We consider it necessary to establish a legally binding international regulatory framework 
which is complementary to existing international law but applies to information and communi-
cations technologies. 

Information and telecommunications systems can be turned into weapons when they are 
designed or used to infl ict damage on the infrastructure of a State. All States must respect exist-
ing international standards in this fi eld. Access to the information or telecommunications sys-
tems of another State should be in line with the international cooperation agreements concluded 
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and should be based on the principle of consent of the State concerned. The nature and scope 
of exchanges must respect the laws of the State which is granting access. 

The hostile use of telecommunications with the overt or covert intention of undermining 
the legal and political system of States is a violation of internationally recognized norms in this 
fi eld and constitutes an illegal and irresponsible use of those means. Such use can give rise 
to tensions and situations that are not conducive to international peace and security and can 
adversely aff ect the integrity of State infrastructure to the detriment of its security in both the ci-
vilian and military fi elds. 

Cuba reiterates its concern at the covert and illegal use, by individuals, organizations 
and States, of the computer systems of other nations for the purpose of attacking third countries, 
because of its potential for triggering international confl icts. 

Through illegal radio and television broadcasts, the United States has been constantly at-
tacking Cuban airwaves, disseminating programming specifi cally designed to incite the over-
throw of the constitutional order established by the Cuban people. In 2016, illegal broadcasts av-
eraging 1,875 hours per week were transmitted against Cuba, using 25 frequencies, from United 
States territory. The constant radio and television broadcasts transmitted by the United States 
against Cuba contravene the purposes and principles of the Charter of the United Nations, in-
ternational law and the regulations of the International Telecommunication Union. 

Once again, Cuba calls for an immediate end to these aggressive policies which violate 
the sovereignty of Cuba and which are, furthermore, incompatible with the development of ties 
based on mutual respect and cooperation between States. 

It also hopes that the economic, commercial and fi nancial embargo, which has caused 
serious damage to the Cuban people, will be lifted. The embargo has had a harmful impact 
in the area of information and communications, among other aspects of the daily life of the Cu-
ban people. 

The Heads of State and Government of Latin America and the Caribbean, at the second 
Summit of the Community of Latin American and Caribbean States (CELAC), held in Havana 
in January 2014, proclaimed the Latin American and Caribbean region to be a zone of peace, 
in order to, among other objectives, foster cooperation and friendly relations among themselves 
and with other nations, irrespective of diff erences in their political, economic and social systems 
or in their levels of development, to practice tolerance and to live together in peace with one 
another as good neighbours. 

At the fi fth Summit of CELAC, held in Punta Cana, Dominican Republic, in January 2016, 
the importance of information and communications technologies, including the Internet, as 
tools to foster peace, human well-being, development, knowledge, social inclusion and eco-
nomic growth was again highlighted. 

Cuba reiterates that international cooperation is essential to tackle the dangers associated 
with the misuse of information and communications technologies. Cuba also emphasizes that 
the International Telecommunication Union has an important role to play in the intergovern-
mental debate on cybersecurity issues. 

Ecuador 
[Original: Spanish] 

[28 July 2017] 
Ecuador considers that security in international relations must be based on trust and respect 

among States. The continuing revelations about massive and indiscriminate systems of espio-
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nage that are being used to monitor the communications of all citizens all over the world, as well 
as the use of information and communications technologies in a manner that violates interna-
tional law, infringe the principles of respect for sovereignty and non-interference in the internal 
aff airs of States. Moreover, those actions inject a serious element of instability into the relations 
between States and therefore aff ect international security. These systems of espionage also vio-
late various fundamental human rights. 

For that reason, Ecuador supports the eff orts made to continue studying existing and po-
tential threats in the fi eld of information security and possible cooperative measures to address 
them, as well as the way in which international law should be applied to the use of information 
and communications technologies by States, and also the norms, rules and principles of respon-
sible State behaviour in this area. 

El Salvador 
[Original: Spanish] 

[24 May 2017] 
In compliance with its obligations to the United Nations, El Salvador has the honour to re-

port, in connection with General Assembly resolution 71/28 on developments in the fi eld of in-
formation and telecommunications in the context of international security, that, in 2016, the El 
Salvador Armed Forces acquired a system for encrypting institutional documentation in order 
to strengthen information security. The system is in the process of being implemented. 

Estonia 
[Original: English]

[31 May 2017] 
Estonia recognizes that security in the cyberworld has become a very important issue 

in the context of wider international security. The role and involvement of the United Nations is 
therefore becoming increasingly relevant. 

Security on the Internet has been one of the high priorities of the Estonian Government. 
The main guiding document on this issue is the national cybersecurity strategy (2014-2017). 
The Cyber Security Council of the Security Committee of the Government supports strategic-lev-
el inter-agency cooperation and oversees the implementation of the objectives of the cybersecurity 
strategy. The Cooperative Cyber Defence Centre of Excellence of the North Atlantic Treaty Orga-
nization was established in Tallinn and as of May 30th 2017, it has 20 contributing Member States. 

Estonia is convinced that the broad use of digital services demands a high level of cyberse-
curity. For Estonia, the socioeconomic and politico-military aspects of cyber security are inter-
twined. Estonia considers it elementary that countries abstain from attacking national critical 
infrastructure. Estonia also call for responsible behaviour towards the global communications 
infrastructure to promote access to information and trust towards information and communi-
cations technology (ICT). It considers it a responsibility of every country to draft and enforce 
national laws that help control malicious uses of ICT by non-State actors and to seek ways 
to better formulate, disseminate and promote responsible and active cyberpolicies, narratives 
and argumentation. 

Estonia is a member of the Group of Governmental Experts on Developments in the Field 
of Information and Telecommunication in the Context of International Security for the fourth 
consecutive time. The Group has served as a very productive forum. In the future, it could be 
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a useful instrument with regard not only to studying cyberthreats and possible remedies but 
to understanding how diff erent countries implement existing international law and norms, rules 
and principles. In the view of Estonia, the Group should continue its work on advancing dia-
logue among Member States, which facilitates the exchange of information and best practic-
es. In addition, it should discuss practical cooperation measures and mechanisms to advance 
the capacity-building of Member States, with the ultimate goal of equipping Member States 
with the competence and capacity to tackle all aspects of Internet challenges. 

It is important to advance the progress achieved at the 2014-2015 meetings of the Group 
of Governmental Experts by further promoting norms of State behaviour that support openness, 
accountability and other democratic values in cyberspace. Estonia hopes to see yet another con-
sensus report from the Group in June 2017. 

Finland 
[Original: English]

[21 July 2017] 
Finland welcomes the opportunity to report on the implementation of General Assembly 

resolution 71/28. 
Eff orts made at the national level include the following: 
(a) The national cybersecurity strategy (2013) and its updated implementation programme 

(2017) defi ne key guidelines and actions in strengthening cybersecurity and resilience; 
(b) Finland has established a National Cyber Security Centre and a Cybercrime Prevention 

Centre and appointed an Ambassador for Cyber Aff airs in the Ministry of Foreign Af-
fairs. The national information security strategy was adopted in 2016; 

(c) Finland actively contributes to cooperation on cyberspace within the European Union; 
(d) Finland supports various forms of information and communications technology for 

development and cyber-related capacity-building projects. It is a founding partner 
of the Global Forum on Cyber Expertise. In 2016, it joined the World Bank Digital 
Development Partnership trust fund. Finland supports Internet governance based 
on the multi-stakeholder model. It has been actively engaged in the World Summit 
on the Information Society and its follow-up process, including participating in the work 
of the Internet Governance Forum and fi nancing it. The eighth Finnish Internet Forum 
took place in Helsinki in April 2017; 

(e) Finland actively engages in dialogue on cyberissues in multilateral and regional fo-
rums and bilaterally. Within the Organization for Security and Cooperation in Eu-
rope (OSCE), it works towards strengthening trust, security and stability in cyberspace 
and implements the agreed cyber confi dence-building measures; 

(f) Finland has endorsed the 2015 report of the Group of Governmental Experts on De-
velopments in the Field of Information and Telecommunications in the Context of In-
ternational Security and participates actively in the work of the present Group. It has 
participated actively in the discussions on international law in cyberspace, for example, 
consultations on Tallinn Manual 2.0 and workshops organized by the United Nations 
Institute for Disarmament Research; 

(g) Finland joined the Freedom Online Coalition in 2012 and contributes to the Digital 
Defenders Partnership. It organized the 2016 World Press Freedom Day conference, 
which was held in Helsinki; 
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(h) Finland is a party to the Council of Europe Convention on Cybercrime. A new strategic 
police plan (2015) targets resources at computerized crime prevention and the develop-
ment pf cybersecurity know-how. There is also a comprehensive cybercrime prevention 
plan. 

Priority areas for further work by the international community include: 
(a) The work of the present Group of Governmental Experts, to which Finland attaches 

a lot of importance and to the success of which it is prepared to contribute, including 
further identifi cation of norms of responsible State behaviour in cyberspace, with a spe-
cial emphasis on peacetime activities; 

(b) Further developing and implementing regional confi dence-building measures within 
OSCE; 

(c) Continuing support to cyber capacity-building to strengthen resilience and security 
in cyberspace; 

(d) The multi-stakeholder dialogue, which Finland will continue to support and encour-
age, and the strengthening of public-private partnerships nationally and internationally. 

Germany 
[Original: English]

[30 May 2017] 
The evolution of information and communication technology (ICT) off ers numerous 

economic, social and scientifi c opportunities. Ensuring access to cyberspace and maintaining 
the integrity, authenticity and confi dentiality of data in cyberspace have become vital issues 
of the twenty-fi rst century. 

In an increasingly interconnected world, States, critical infrastructures, businesses and in-
dividuals depend on the reliable functioning of ICT. The consequences of a misuse of ICT may 
not be limited to cyberspace. They can cause social, economic, political and other damage. 
For instance, attacks targeting State institutions or democratic and political processes can aff ect 
public order and safety. 

Germany is addressing these challenges by promoting international law-abiding, norm-ad-
hering and confi dence-building State use of ICT at three levels: 

(a) Globally, Germany is supporting eff orts at agreeing how international law applies 
to State use of ICT and at developing voluntary non-binding norms, rules or principles 
of responsible State behaviour that aim at an open, secure, stable, accessible and peace-
ful ICT environment. Of particular importance in this context is the work of succes-
sive Groups of Governmental Experts on Developments in the Field of Information 
and Telecommunications in the Context of International Security. German experts 
have actively participated in those Groups and Germany is committed to promoting 
their recommendations. Now is the time to widen the debate and involve the wider 
United Nations membership, with a view to universalizing the work on ICT in the con-
text of international security. Germany supports a lead role for the United Nations and 
a strengthening of United Nations capacities in this fi eld. Issues to be explored further 
include international information-sharing and cooperation on attributing cyberattacks. 
Clear and universally respected rules should address the malicious use of cybercapabili-
ties as well as online espionage for economic purposes; 
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(b) At the regional level, confi dence-building measures help to address the risk that ICT 
incidents may escalate into political or even military crises. At the Organization for Se-
curity and Cooperation in Europe (OSCE), Germany has for years been active in defi n-
ing and implementing confi dence-building measures aimed at security in and of State 
use of ICT. During the German chairmanship-in-offi  ce of OSCE in 2016, participating 
States agreed additional such measures. The 2016 OSCE Ministerial Council in Ham-
burg approved them and gave directions not only for their implementation, but also for 
further work to be undertaken. That needs to expand beyond politico-military aspects 
to multiple dimensions of security. Outside OSCE, Germany also supports similar ef-
forts in regional organizations on other continents; 

(c) Bilaterally, Germany maintains cyberdialogues and conducts regular cyberconsulta-
tions with multiple partners. Building on established partnership relations, Germany 
also supports the cybersecurity capacity-building eff orts of other nations. When up-
dating its cybersecurity strategy in November 2016, the German Government decided 
to work towards establishing a German institute for international cybersecurity, with 
a view to systematizing and increasing those eff orts. 

The eff orts of Germany concerning information and telecommunications in the context 
of international security are part of intense work to promote ICT security overall. Recent na-
tional regulatory measures, such as the 2015 Information Technology Security Act and the 2016 
overhaul of the national cybersecurity strategy are aimed at improving overall ICT security 
in Germany. 

Greece
[Original: English]

[26 May 2017] 
Within the framework of the Council of Europe, Greece has ratifi ed by virtue of Law 

4411/2016 (Government Gazette A-142, 3 August 2016) the Council of Europe Convention 
on Cybercrime (Budapest, 23.11.2001) and the Additional Protocol to the Convention on Cy-
bercrime concerning the criminalization of acts of a racist and xenophobic nature committed 
through computer systems (Strasbourg, 28 January 2003). 

It should be noted that a process for integrating the European Union directive on secu-
rity of network and information systems into national law is already in place. This directive is 
of paramount importance for enhancing resilience in the face of cyberattacks at the national 
level and sets a number of obligations for all European Union member States that are perti-
nent to this end and also includes the adoption of a national strategy on the security of network 
and information systems. 

According to information provided by the Hellenic Ministry of Defence, the cybersecurity 
vision of Greece is to develop the full range of capabilities to defend its national infrastruc-
ture and networks against the latest cyberthreats and cybercriminals. This includes addressing 
cyberdefence at the highest strategic level within the country’s defence-related organizations, 
further integrating cyberdefence into operations and extending coverage to deployable networks. 
The following eff orts have been undertaken at the national level to strengthen information secu-
rity and promote international cooperation: 
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(a) A national cyberdefence strategy framework is currently under development, while 
the national cybersecurity strategy that regulates the general cybersecurity framework 
and defi nes the necessary actions for maintenance of the minimum requirements of cy-
bersecurity is becoming a law; 

(b) Cyberdefence is already part of the national defence operation plans, while the national 
emergency alert system has been incorporated into most policy documents referring 
to information systems and has been integrated into all major national exercises. Cyber-
security has been included in the operation plans for crisis periods in all public organi-
zations; 

(c) Greece has developed and continuously improves incident/emergency response ca-
pabilities under the Military Computer Incident Response Centre. Rapid reaction 
teams can deploy at short notice to help respond to and recover from cyberincidents 
in the military or public networks. Recovering instructions from faults or cyberattacks, 
have been integrated into computer information security policy documents; 

(d) A cybersecurity operation centre for all national military defence network systems is 
under construction, while at national level there are four computer emergency response 
teams responsible for the public and private sectors. 

Measures that could be taken by the international community, in order to achieve a higher 
level of information security are as follows: 

(a) Increased incident response capabilities, network monitoring capabilities and action-
able defence against cyberthreats through fully operational national cybersecurity op-
eration centres; 

(b) Full integration of cyberdefence into operations; 
(c) Development of national cybersecurity/cyberdefence strategies; 
(d) Enhanced cyberawareness of the personnel employed in cyberdefence and improve-

ment of existing technical capabilities; 
(e) Continuous training of the personnel employed in cyberdefence organizations; 
(f) Harmonization of the national laws with the global cybersecurity laws and directives. 

According to information provided by the Hellenic Police, the mission of the Cybercrime 
Division of the Hellenic Police, according to article 30 of presidential decree 178/2014, includes 
the prevention, investigation and prosecution of crimes committed through the Internet or other 
electronic communications media. The Cybercrime Division is an autonomous central service 
and is directly assigned to the chief of the Hellenic Police headquarters. 

One of the units of the Division is responsible for the security of electronic and telephone 
communications and software and copyright protection. More specifi cally, the unit investigates 
cases of illegal penetration of computer systems and the theft, destruction or traffi  cking of soft-
ware, digital data and audiovisual works throughout the country. 

The Cybercrime Division of the Hellenic Police works in close cooperation with the Na-
tional Authority against Electronic Attacks, which is part of the National Intelligence Service. 
The mission of the National Authority is to attend to the prevention of and to passively and ac-
tively counter electronic attacks against communication networks, data storage facilities and in-
formation and communications technology systems. In addition, the Authority is responsible 
for processing data and notifying the competent authorities. 
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Japan 
[Original: English]

[27 July 2017] 
Japan believes that cyberspace should be a space where freedom is assured without unnec-

essary restrictions and where all actors who wish to access it are neither denied nor excluded 
without legitimate reason. Japan’s eff orts comply with the following fi ve principles; free fl ow 
of information, rule of law, openness, self-governance and a multi-stakeholder approach. 

Based on the cybersecurity strategy established in September 2015, Japan makes eff orts 
to strengthen information security. 

Japanese eff orts consist of the following three pillars; promoting the rule of law in cyber-
space, confi dence-building measures and capacity-building. 

With regard to the promotion of the rule of law, Japan proactively contributes to interna-
tional discussion to promote common understanding that the existing international law is appli-
cable in cyberspace, as well as development of voluntary, non-binding norms. They are the basis 
for ensuring the stability and predictability of the international community. Given the unique 
characteristics of information and communications technology, further clarifi cation is needed 
on how individual rules and principles would be applied. 

In advancing confi dence-building measures, securing transparency and information-shar-
ing is necessary; however, the level of measures taken varies from State to State, as each State 
has the authority to determine the level at their disposal. Japan is engaged in the promotion 
of confi dence-building through bilateral dialogue and multilateral frameworks such as the Re-
gional Forum of the Association of Southeast Asian Nations. Study of the ways to lead tangible 
cooperation is necessary. 

With regard to capacity-building, Japan has been promoting the development of laws, stat-
utes and policy frameworks for cybersecurity, and has been engaging in the assurance of cyber-
security of governmental bodies, CII operators; measures against cybercrime; human resources 
development to foster cybersecurity experts; and research and development of cybersecurity 
technologies. Based on these experiences and accumulated knowledge, Japan will further pro-
actively cooperate on capacity-building. 

Jordan 
[Original: Arabic] 

[23 March 2017] 
Information and communications technology has become essential to our daily lives. It pro-

motes the social, cultural and economic growth and development of local communities in vari-
ous ways, and has numerous implications for the interaction of individuals with their local com-
munities and with the wider world. 

The extremely rapid progress of information and communications technology makes it 
vulnerable to risks and challenges. Those risks must be addressed through both technologi-
cal and legal means with a view to fi nding eff ective and practical solutions that reduce risks 
and avert potentially catastrophic consequences. 

The Jordanian Army has played an active and infl uential role in promoting security and peace 
at the national, regional and global levels through the development of technology that it employs 
to secure information and both wired and wireless communication, including the following: 
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(a) It has updated its communications and information systems by installing protected net-
works that use encrypted IP technology all over the country, including at the borders. It 
uses those networks to strengthen national and regional security; 

(b) It engages in security cooperation with the international community using communi-
cations systems that are compatible with those used by the North Atlantic Treaty Or-
ganization and the United States Army, and that meet type 1 international encryption 
standards; 

(c) It has improved its technical capacities by acquiring an infrastructure-independent 
communications system for use in maintaining national security in confl ict zones, refu-
gee camps and remote areas. The Jordanian Army — the Arab Army — also uses that 
technology in support of peacekeeping operations in confl ict zones around the world; 

(d) It trains and certifi es all communications systems users and maintenance and support 
personnel without relying on the supplier company, in order to ensure optimum reli-
ability and dependability at all times; 

(e) the highest command-and-control standards are applied to all systems used by the mili-
tary in order to improve national and regional security coordination and cooperation; 

(f) It takes active part in international conferences and keeps abreast of their outcomes 
in order to increase complementarity between friendly armies, avoid interference be-
tween communications systems used by neighbouring States in the region, and ensure 
coordinated control and surveillance at international borders. 

There should be a constant focus on citizen awareness of pervasive cyberthreats and how cy-
bersecurity measures can minimize and counteract such threats to the use of electronic systems. 
When any kind of information is handled, it is essential to heighten security awareness, provided 
that such action does not prevent the technology from being put to good use. 

The following measures have been taken to protect vital national information networks: 
(a) Encryption is used for all voice, data and video communications systems; 
(b) Closed networks (intranets) are used; 
(c) Links with other security agencies are established through stand-alone peripheral de-

vices; 
(d) Information and communications security measures and the “need to know” principle 

are applied. Access permissions and user identities are checked continually; 
(e) Virtual networks are used whereby the user interacts with a screen linked to the network 

on the basis of access permissions for access to information. Access or connection many 
not be done via other devices, such as fl ash drives; 

(f) Jordan has enacted the following cybersecurity legislation: 
1. A law on cybercrimes has been enacted; 
2. A law on electronic transactions has been enacted; 
3. A national cybersecurity and protection strategy has been drafted; 
4. National cybersecurity and protection policies have been drafted; 
5. A national cybersecurity and protection strategy was approved by the Cabinet 

in 2012. 

We propose the following global measures: 
(a) Communications networks and information should be classifi ed by importance; 
(b) Cybersecurity and protection measures should be implemented; 
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(c) the need-to-know principle should be applied; 
(d) Technical measures such as encryption and frequency-hopping should be employed; 
(e) Users and network access permissions should be verifi ed and categorized; 
(f) Networks should be linked by stand-alone peripheral devices; 
(g) Within certain networks, closed intranets should be used, and the World Wide Web 

should be avoided where possible; 
(h) the United Nations intranet should be enhanced and kept separate from public net-

works. It should be protected through technical and security measures such as encryp-
tion, safeguards and verifi cation of access permissions; 

(i) Cooperation should be promoted among computer emergency response teams to follow-
up breaches, install safeguards and address gaps; 

(j) Security measures and procedures for addressing breaches should be circulated. 

We should like to stress that information and communications technology has the potential 
to advance sustainable development, especially in poorer and more remote areas, in the follow-
ing ways: 

(a) It can accelerate poverty eradication, for example, through mobile banking, which has 
brought direct and tangible benefi ts to millions of people around the world who have no 
banking experience; 

(b) Modern technology and new communications media can mitigate the impact of fam-
ines by providing crucial information to farmers about which crops to cultivate. 

Recommendations: 
(a) International response and recovery teams should be formed to address cybersecurity 

incidents, crises and disasters; 
(b) a Jordanian representative should be included in the Group of Governmental Experts 

on Developments in the Field of Information and Telecommunications in the Context 
of International Security formed in 2003. 

(c) Scientifi c and research cooperation and training exchanges among the members 
of the Security Council should be increased. 

Madagascar 
[Original: French] 

[20 June 2017] 
The recommendations of the United Nations are based on international security and envis-

age: 
 — Studies aimed at strengthening the security of global information and telecommunica-

tions systems; 
 — Evaluation of all existing and potential threats in the fi eld of information security and 

the adoption of appropriate strategies to address this scourge; 
 — The engagement of State offi  cials to strengthen information security, with a view 

to building a common understanding of security at the global level; 

Resolution 71/28 specifi cally addresses information and telecommunications, which is 
a rapidly expanding fi eld in Madagascar. Our response to this resolution requires input from 
experts in this fi eld. 
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Netherlands 
[Original: English]

[31 May 2017] 
The Netherlands warmly welcomes the opportunity to off er its response to General Assem-

bly resolution 71/28. 
Cyberspace and especially the Internet are a critical resource for economic and societal 

growth. The increased importance of cyberspace has presented the global community with new 
challenges. Societies are highly interconnected and dependent on the Internet and information 
and communications technology and have become more vulnerable to the misuse of these tech-
nologies. Geopolitical tensions manifest themselves in cyberspace and States and other actors 
are increasingly using cyberoperations to pursue their strategic interests. However, those cyber-
operations have the potential to cause instability in international relations and could present 
risks for international peace and security. 

The need for international cooperation to reduce these risks is clear. In the light of the above, 
the Netherlands is stepping up its engagement in cyberdiplomacy to maintain peace and stability 
in cyberspace, promote the international legal order and foster a culture of collaborative security 
as stated in its international cyberstrategy, “Building digital bridges”. 

The international community is taking steps to address these risks. The reports produced by 
the Group of Governmental Experts on Developments in the Field of Information and Tele-
communications in the Context of International Security are of great importance in this regard. 
The Netherlands is also grateful for being in a position to contribute to the 2017 Group of Gov-
ernmental Experts. 

The Netherlands continues to promote an inclusive dialogue on responsible State behaviour 
in cyberspace, defends human rights online and fosters capacity building through various activi-
ties. Various eff orts have been undertaken by the Netherlands, of which most notably: 

(a) In the best tradition of support for the development of the international legal order, 
the Netherlands organized consultations between State legal advisers on the Tallinn 
Manual 2.0 on the International Law Applicable to Cyberoperations; 

(b) The Netherlands supported the United Nations Institute for Disarmament Research 
in the organization of a series of three workshops on cybernorms, international law 
and countering the spread of malicious tools and techniques, successfully bringing to-
gether diplomats and the technical community; 

(c) Last, the Netherlands launched numerous initiatives to foster guiding norms, including 
the Global Commission on the Stability of Cyberspace, which will develop proposals 
for norms and policies to enhance international security and stability. 

All these eff orts aim to make digitized international relations and cyberspace itself more 
stable and secure. The Netherlands believes that this is essential in order to reduce the risks 
of confl ict and to maintain an open, free and secure cyberspace. 

Norway 
[Original: English]

[27 July 2017] 
Norway is among the world’s most digitalized countries and is increasingly dependent 

upon a well-functioning and secure cyberspace. It is fi rmly committed to a free, open, peaceful 
and secure cyberspace, so that its economic and social benefi ts are protected and available for 
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all. Cyberspace knows no national boundaries and security in cyberspace can only be ensured 
on an international scale with close cooperation between States and the private sector. 

Efforts taken to strengthen information security 
National approaches 
The Government has issued a white paper entitled “ICT security: a joint responsibility” 

(2016-2017) which includes plans for a national framework for improved coordination between 
the relevant actors at the national level and the establishment of a technical platform for im-
proved sharing of information between public and private entities. 

On 31 March 2017, the Combined Cyber Coordination Centre for the security and intel-
ligence services was established. 

International approaches 
The Government has issued a white paper on global security challenges in its foreign policy 

(2014–2015), in which cyberthreats play a substantial part. 
Norway is about to launch an international strategy for cyberspace for the country.
Norway takes part in several regional cooperation initiatives relevant to cyberissues, such as:
(a) Work within Organization for Security and Cooperation in Europe (OSCE) related 

to the development of norms and confi dence-building measures to reduce the risk 
of confl ict stemming from the use of information and communications technology 
(ICT); 

(b) Close cooperation with the Cooperative Cyber Defence Centre of Excellence 
of the North Atlantic Treaty Organization in Tallinn, including the application of inter-
national law in the cyber domain and doctrine development; 

(c) The Council of Europe Convention on Cybercrime. 
Norway is supportive of the work of the Groups of Governmental Experts on Developments 

in the Field of Information and Telecommunications in the Context of International Security. 
Norway takes part in bilateral and regional dialogues on cyberissues, especially within 

the framework of the Nordic States. 

 Possible measures that could be taken by the international community 
to strengthen information security at the global level 
Norway considers international law to be applicable in cyberspace and that State adherence 

to international law, in particular to obligations under the Charter of the United Nations, is an 
essential framework for their actions in their use of ICT. The international community needs 
to explore further the application of international law in the cyberdomain, as well as norms 
of responsible behaviour in cyberspace. 

A sustainable global Internet depends on the right balance between openness, security, ro-
bustness and liberty. This can only be ensured through international cooperation and dialogue, 
globally and regionally. The ongoing work on this in forums such as the United Nations, the Eu-
ropean Union, the Organization for Economic Cooperation and Development and OSCE 
should be continued. 

Universal human rights also apply in the cyberdomain. The same rights that individuals have 
offl  ine must also be protected online, in particular freedom of expression, including the freedom 
to seek, receive and impart information and the right to privacy. 
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Paraguay 
[Original: Spanish]

[31 July 2017] 
Paraguay agrees that information security is an area of growing importance at the global lev-

el as Governments increasingly rely on information and communications technologies and cy-
berspace. The response to the rise in cyberattacks must be concerted, robust and proportionate. 
Without a strategic response at the global level, a country’s eff orts in the area of cybersecurity 
will be unsustainable, sporadic, duplicative and ineffi  cient. 

To strengthen information security at the national level, in April 2017, the Government of Par-
aguay approved a national cybersecurity plan, which was prepared with the direct involvement 
of representatives of all sectors that have a role and interests in cyberspace. The plan serves as 
the basis for Government and national policies in this fi eld and establishes the actions to be taken 
by Paraguay to strengthen the security of its critical assets and to achieve a secure, reliable and re-
silient cyberspace. Cybercrime is defi ned under Paraguayan criminal legislation. For the last fi ve 
years, Paraguay has hosted the Ibero-American Information Security Conference and Fair, a fo-
rum to share experiences, learn about developments and assess solutions to the challenges gener-
ated by the growth in the use of information and communications technologies. 

At the subregional level, the Southern Common Market (MERCOSUR) has a permanent 
body, the MERCOSUR Meeting of Authorities on Information Security and Privacy and Tech-
nological Infrastructure, which proposes common policies and initiatives relating to cybersecurity. 
Moreover, the Americas region has a comprehensive inter-American cybersecurity strategy, which 
recognizes the need for all participants in information systems and networks to be aware of their 
roles and responsibilities with regard to security, in order to create a culture of cybersecurity. 

The establishment of an eff ective framework for the protection of information networks 
and systems on a global scale, including the Internet, and for incident response and recovery is 
dependent on the international community taking the following measures: 

 — Provide information to users to enable them to protect their information systems against 
threats and vulnerabilities 

 — Foster public and private partnerships to promote education and awareness-raising 
 — Identify and assess technical standards and best practices to ensure the security of the in-

formation transmitted by communications networks and promote their adoption 
 — Promote the adoption of policies and legislation on cybercrime to protect users and 

to prevent and discourage the inappropriate and illicit use of computer equipment, 
while respecting the privacy rights of users. 

Portugal 
[Original: English]

[27 July 2017] 
In General Assembly resolution 71/28 on developments in the fi eld of information and tele-

communications in the context of international security, the Assembly recalled the importance 
of science and technology in this context, recognizing that developments in those areas can 
have civil and military applications. Progress in the fi elds of information and telecommunica-
tions means increasing opportunities for the development of knowledge, cooperation among 
States, the promotion of human creativity and the circulation of information in the community 
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as a whole; on the other hand Portugal fi nds that those technologies and means can potentially 
be used in ways contrary to international stability and security, and may negatively aff ect the na-
tional integrity of States. 

In resolution 71/28 Member States were requested to provide information in four areas: 
(a) General appreciation of the issues of information security; 
(b) Eff orts taken at the national level to strengthen information security and promote inter-

national cooperation in this fi eld; 
(c) The content of the concepts aimed at strengthening the security of global information 

and telecommunications systems; 
(d) Possible measures that could be taken by the international community to strengthen 

information security at the global level. 

In its 2013 report (A/68/98), the Group of Governmental Experts on Developments 
in the Field of Information and Telecommunications in the Context of International Securi-
ty presents some recommendations regarding the following areas: norms, rules and principles 
of responsible behaviour by States; confi dence-building measures and the exchange of informa-
tion; and capacity-building measures. 

Following those recommendations, Portugal presents the following comments. 

 Norms, rules and principles that characterize the responsible 
behaviour of States 
Portugal considers that security in network information is important and has been growing. 
It is important to highlight progress in the eff orts to implement legislation on network secu-

rity and integrity by adopting risk assessment methods, which demand the adoption of adequate 
cooperative security measures at technical and organizational levels and include the requirement 
of reporting security violations or loss of integrity that have a signifi cant impact on the function-
ing of services. 

At the level of concepts, it is important to reinforce the idea that regulation should stem 
primarily from international rules. 

At the international level, it is important to reinforce information-sharing and the realiza-
tion of fi eld training exercises in border areas. 

 Measures of confidence reinforcement and information-sharing 
It is crucial to promote information-sharing between all stakeholders (both public and pri-

vate), taking into account the wider context of globalization. 
At the national level, Portugal’s eff orts have been focused on the accomplishment of joint 

exercises in which public and private entities took part; in the promotion of technical standard-
ization; and in the organization of conferences and seminars, some of them with the participa-
tion of international speakers. 

Measures of capacity-building 
It is important to develop capacity-building measures. Nevertheless, there are diffi  culties 

related to the training and maintenance of human resources connected to these activities. 
There is a need to facilitate access to knowledge and to promote collective training regarding 

several aspects, including security, between all the major stakeholders. 
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Qatar 
[Original: English]

[4 May 2017] 
The State of Qatar recognized some time ago that information security or cybersecurity 

is not just a technology issue but also a matter of national policy. To this end, the Qatar com-
puter emergency response team (see www.Qcert.org) was formed in 2005 to catalyse change, 
and more specifi cally to accelerate the widespread adoption of eff ective cybersecurity practices 
and policies, and now has a national mandate to safeguard the digital assets of the State of Qatar. 

In 2013, the Prime Minister formed a national Cybersecurity Committee. The committee 
has developed a national cybersecurity strategy in order to improve the security posture of Qatar 
and ensure the continued success and growth of the nation through fi ve pillars that determine 
where action will be taken: 

 — Safeguard the national critical information infrastructure 
 — Respond to, resolve and recover from cyberincidents and attacks through timely infor-

mation sharing, collaboration and action 
 — Establish a legal and regulatory framework to enable a safe and vibrant cyberspace 
 — Foster a culture of cybersecurity that promotes safe and appropriate use of cyberspace 
 — Develop and cultivate national cybersecurity capabilities. 

The computer emergency response team has been successfully delivering diff erent informa-
tion security services to meet the needs of the country’s constituents, businesses and organiza-
tions, especially in the areas of incident response, intelligence, resiliency, training and aware-
ness, crisis management, key public infrastructure licensing and identity, and the creation 
of the national information security compliance framework. 

Qatar believes there is currently a gap in the ability of States to gain and share suffi  cient 
cyber situational awareness at regional and international levels to enable eff ective decision-mak-
ing. More work is needed on collaborative prevention to ensure stronger cybersecurity across cy-
berinfrastructure and services to ensure resilience, especially in regard to the normal operation 
of daily life for Governments, services, businesses, consumers and citizens. 

Cybersecurity has never been more effi  cient than when information exchange is taking 
place. Working on information-sharing agreements would be a great asset for States through 
collaboration frameworks that describe verifi cation and compliance methodologies. 

Attacks will happen and nations, Governments, organizations and industry must be pre-
pared, together. 

Singapore 
[Original: English]

[31 July 2017] 
As a small and highly connected State, Singapore supports a secure and resilient cyberspace 

underpinned by international law, well-defi ned norms of responsible State behaviour and coordi-
nated capacity-building eff orts to meet these norms. Robust international cooperation is necessary 
to address the emerging challenges posed by cyberthreats and Singapore will play its part. 

Singapore established its Cyber Security Agency in 2015 to provide centralized oversight of na-
tional cybersecurity functions. Singapore’s cybersecurity strategy was launched in October 2016 
and outlines its holistic approach to protecting essential services from cyberthreats and creating 
a secure cyberspace. Four pillars underpin the strategy: building a resilient infrastructure; creating 
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a safer cyberspace; developing a vibrant cybersecurity ecosystem; and strengthening international 
partnerships. 

At the regional level, Singapore is working to build and deepen capacities among its neigh-
bours. It has launched a S$10 million cybercapacity programme in association with Association 
of Southeast Asian Nations (ASEAN) to complement regional capacity-building eff orts. Under 
this programme, Singapore held an ASEAN cybernorms workshop in May 2017 and will hold an 
ASEAN cybersecurity capacity-building workshop in August 2017. It also hosts the annual Singa-
pore International Cyber Week, which comprises the ASEAN Ministerial Conference on Cyber-
security and the International Cyber Leaders’ Symposium for global leaders across government, 
industry and academia to engage the region and discuss emerging and cross-cutting issues. 

In terms of multilateral cooperation, Singapore supports the work of the Group of Govern-
mental Experts on Developments in the Field of Information and Telecommunications in the Con-
text of International Security, including the 11 norms set out in its 2015 report. It is important 
to defi ne and implement those norms that enjoy broad agreement, especially operational norms. 
They include not supporting online activity that intentionally damages critical infrastructure; 
not supporting activity that prevents computer security incident response teams from responding 
to cyberincidents; and not using those response teams to engage in malicious international activity. 

Turkey 
[Original: English]

[31 July 2017] 
Information and communication technologies (ICTs) have become essential parts of to-

day’s society and economic life. They contribute to social wealth and development as well 
as to the daily life of individuals. They are used in a broad spectrum that includes the public 
and private sectors, critical infrastructure sectors and individuals, and have become widespread 
in the country and the world despite cybersecurity risks. 

In this context, Turkey has taken part in many initiatives by contributing cooperation eff orts 
on cybersecurity issues. The goal is ensuring cybersecurity. In this context, through the coordi-
nation of the Ministry of Transport, Maritime Aff airs and Communications, national cyberse-
curity exercises were held; the fi rst International Cyber Shield Exercise was completed in Istan-
bul, while Turkey has also regularly and annually participated in and contributed to international 
exercises related to cybersecurity, namely the Cyber Coalition of the North Atlantic Treaty Or-
ganization (NATO), NATO Locked Shields and the NATO Crisis Management Exercise. 

Dialogue and cooperation with the United Nations, NATO, the European Union, the Or-
ganization for Security and Cooperation in Europe and other international and non-govern-
mental organizations, academia and opinion leaders has been enhanced. This approach is being 
strengthened by conferences, courses, seminars, meetings, graduate-level education and other 
supportive programmes. Turkey is leading regional cybersecurity eff orts by concluding bilateral 
agreements with various States. 

The memorandum of understanding that describes the cooperation between NATO and its 
allies was approved by the NATO Cyber Defence Committee and related work for signature is 
ongoing. Turkey is a sponsoring nation of the NATO Cooperative Cyber Defence Centre of Excel-
lence. The work of the NATO Civil Emergency Planning Committee and meetings of the Regional 
Arms Control Verifi cation and Implementation Assistance Centre — Centre for Security Coop-
eration are followed and cooperation on various issues has been developing. Turkey is a founder 
of the Global Forum on Cyber Expertise and has become a party to the framework document and 
the Hague Declaration on the Global Forum. 
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A decision on cybersecurity, emphasizing the work of the Group of Governmental Experts 
on Developments in the Field of Information and Telecommunications in the Context of Interna-
tional Security, was taken at the Group of 20 Summit held in Turkey on 15 and 16 November 2015. 

The Council of Europe Convention on Cybercrime was signed by Turkey in Strasbourg 
in 2010 and approved through Law No. 6533 in 2014 and its adaptation to national legislation was 
fi nalized subsequently. 

As the result of the collection, review and assessment of information generated within 
the scope of meetings and common-sense platforms, a national cybersecurity strategy and action 
plan for the period 2016-2019 was prepared. 

Strengthening information security at the global level and thereby developing a security cul-
ture within the international community is a crucial matter for everyone. At the same time every 
State has the right to take measures to protect itself from the malicious use of ICTs by terrorists, 
extremists, organized criminal groups and freelance hackers for the preservation of national secu-
rity. In that context, strengthening international legislation and enhancing bilateral international 
agreements is also of great importance. 

United Kingdom of Great Britain and Northern Ireland 
[Original: English]

[31 July 2017] 
The United Kingdom welcomes the opportunity to respond to General Assembly resolution 

71/28 on developments in the fi eld of information and telecommunications in the context of in-
ternational security, which builds upon its response to resolution 70/237 in 2016. The United 
Kingdom uses its preferred terminology of “cybersecurity” and related concepts throughout its 
response, to avoid confusion, given the diff erent interpretations of the term “information secu-
rity” in this context. 

The United Kingdom recognizes cyberspace as a fundamental element of securing critical 
national and international infrastructure and an essential foundation for economic and social 
activity online. Actual and potential threats posed by activities in cyberspace continue to be 
of great concern. The new national cybersecurity strategy, published in October 2016, will shape 
the country’s eff orts over the next fi ve years to defend its assets, deter its adversaries and develop 
its cybersecurity sector. 

The United Kingdom continues to take a leading role in the international debate on cy-
bersecurity. It provided experts at all fi ve Groups of Governmental Experts on Developments 
in the Field of Information and Telecommunications in the Context of International Security. 
Despite the lack of consensus in the 2017 group, the country is committed to promoting an in-
ternational stability framework for cyberspace based on the application of existing international 
law, agreed voluntary norms of responsible State behaviour and confi dence-building measures, 
supported by coordinated capacity-building programmes. The United Kingdom also welcomes 
eff orts of the Organization for Security and Cooperation in Europe and other regional forums 
to provide proposals for implementing confi dence-building measures and will look to continue 
to lead by example in adopting such measures. 

This response outlines the work of the United Kingdom on supporting and improving cyber-
security and sharing best practice domestically and worldwide, including with international part-
ners to tackle cybercrime, major incidents and building capacity. The United Kingdom looks for-
ward to seeing further progress and is pleased to be actively engaged on these issues. It will continue 
to participate fully in strengthening capability and international cooperation on cybersecurity. 
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SHANGHAI COOPERATION 
ORGANISATION

Statement
by the Heads of Member States of the Shanghai 
Cooperation Organization
on International Information Security
Shanghai, 15 June 2006

The Heads of Member States of the Shanghai Cooperation Organization (hereinafter re-
ferred to as the SCO or the Organization) — the Republic of Kazakhstan, the People’s Republic 
of China, the Kyrgyz Republic, the Russian Federation, the Republic of Tajikistan and the Re-
public of Uzbekistan — having met on June 15, 2006 in Shanghai, state the following.

One of the most important features of modern times is rapid development and widespread 
introduction of new information and communication technologies (ICT). Penetrating all areas 
of human activity, ICT shapes the global information environment which directly aff ects political, 
economic, defense, socio-cultural and other components of national security and common system 
of international security and stability. The information environment is turning into the backbone 
factor of the society livelihood, while information is becoming one of the most valuable elements 
of the national heritage and one of the most important political and economic resources.

The heads of state recognize that ICTs have created a signifi cant potential for the development 
of human capabilities and full realization of human rights and freedoms. They open up additional 
opportunities, facilitate emergence of additional instruments for effi  cient functioning of society and 
the state, and shape the global partnership for sustainable development, security and prosperity.

Along with this, the heads of state have expressed their concern over emerging real threat 
of ICT use for purposes that could cause serious damage to the security of an individual, society 
and the state, in violation of the fundamental principles of equality and mutual respect, non-
interference in the internal aff airs of sovereign states, peaceful settlement of confl icts, non-use 
of force, and respect for human rights. At the same time, the threat of the ICT use for criminal, 
terrorist and military and political purposes incompatible with maintenance of international 
security can be realized both within the civilian and military fi elds and cause serious political 
and socioeconomic impacts on individual countries, regions and the world as a whole, and desta-
bilization of public life within a state.

The heads of state have noted the valuable work being carried out in their countries in or-
der to strengthen information security at the national level. At the same time, they realize that 
the negative consequences of the destructive use of ICT by criminals, terrorists and their 
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groups and organizations as well as by individual states to address military and political prob-
lems, may be most widespread and aff ect third country and sometimes become truly global. 
The use of ICT for these purposes may cause global catastrophes comparable, in term of their 
devastating eff ects, to the use of weapons of mass destruction.

The heads of state have emphasized that ICT should not only serve as a guide in the world 
of information, but also facilitate rapprochement and interpenetration of cultures and civi-
lizations with due respect for religious feelings and traditions of nations, inter alia, within 
the Shanghai Cooperation Organization region.

The heads of state have stressed that the cross-border nature of ICT and modern chal-
lenges and threats dictate the need to complement national eff orts of ensuring information 
security with joint actions at bilateral, regional and international level. Only by coordinated 
and complementary actions, the states will be able to provide an adequate response to modern 
challenges and threats to information security.

In this context, the heads of state have supported the United Nations’ review of existing 
and potential threats in the fi eld of information security and possible joint measures to address 
them, as well as the study of relevant international concepts aimed at strengthening the secu-
rity of global information and telecommunication systems, and they considered it important 
to continue this work.

The heads of state welcomed the adoption, on December 8, 2005, by the commemorative 
60th session the UN General Assembly of Resolution 60/45 “Developments in the fi eld of in-
formation and telecommunications in the context of international security” and expressed 
willingness to facilitate implementation of the recommendations contained therein.

The heads of state declare the proximity of their countries’ positions on key issues related 
to International Information Security (IIS), and intend to join forces within the SCO in order 
to counter new information challenges and threats in compliance with the principles and norms 
of international law, including the UN Charter and the Universal Declaration of human rights. 
In this regard, the heads of state have decided to establish a group of experts of the SCO mem-
ber — states on IIS, including representatives of the Organization’s Secretariat and the Ex-
ecutive Committee of the Regional Anti-Terrorist Structure entrusted with the development 
of an action plan for ensuring international information security and identifying possible ways 
and means of addressing, in the SCO framework, all aspects of IIS problems.

Bishkek Declaration of the Heads of Member States 
of the Shanghai Cooperation Organization
16 August 2007

Extraction

The heads of member states of the Shanghai Cooperation Organization (hereinafter re-
ferred to as the SCO or the Organization) — the Republic of Kazakhstan, the People’s Republic 
of China, the Kyrgyz Republic, the Russian Federation, the Republic of Tajikistan and the Re-
public of Uzbekistan, guided by common or similar approaches to the key problems of the pres-
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ent, at the Meeting of the Council of Heads of the SCO Member States on August 16, 2007 
in Bishkek, declare the following: 

<...>
Such tasks as ensuring stable global economy, reducing poverty, leveling of social and eco-

nomic development, ensuring economic, environmental, energy and information security, as 
well as protecting the population and territory of the Organization’s member states from natural 
and manmade emergencies. 

<...>
Recognizing the catalytic role of the rapid development and massive use of information 

technologies for the social progress of mankind, the SCO member states express concern over 
the threat of their use for purposes inconsistent with the objectives of maintaining international 
stability and security. 

The SCO member states stand ready to develop cooperation and step up joint eff orts 
to strengthen international information security in all its aspects. <...>

Agreement on Cooperation in Ensuring International 
Information Security between the Member States 
of the Shanghai Cooperation Organization
15 June 2009

The Member States of the Shanghai Cooperation Organization (hereinafter referred to as 
“the Parties”) 

Noting the signifi cant progress in the development and introduction of new information 
and communication technologies and tools that are shaping the global information space, 

Expressing concern about the threats related to the use of such technology and tools for 
the purposes inconsistent with the objectives of maintaining international security and stability, 
both in the civilian and military fi elds, 

Attaching great importance to international information security as one of the key elements 
of the international security system, 

Being convinced that further deepening of trust and development of cooperation between 
the Parties in ensuring international information security is imperative and in their interest, 

Taking into account the important role of information security in ensuring the fundamental 
human and civil rights and freedoms, 

Taking into account the UN General Assembly resolution “Developments in the fi eld of in-
formation and telecommunications in the context of international security”, 

Seeking to limit the threats to international information security, to ensure information se-
curity interests of the Parties, and establish an international information environment character-
ized by peace, cooperation and harmony, 

Desiring to create a legal and organizational basis for cooperation between the Parties 
in the fi eld of international information security, 

Have agreed as follows: 
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Article 1. Basic Terms
For the purposes of interaction between the Parties in the implementation of this Agree-

ment, the basic terms shall be used that are listed in Annex 1 (“List of basic terms in the fi eld 
of international information security”) which shall be an integral part of this Agreement. 

Annex 1 may be supplemented, specifi ed, and updated, as appropriate, by agreement 
of the Parties.

Article 2. Major Threats in the Field of International Information Security 
In the course of cooperation under this Agreement, the Parties proceed from the presence 

of the following key threats to international information security: 
1) Developing and using information weapons, preparing and conducting information war-

fare; 
2) Information terrorism; 
3) Cybercrime; 
4) Use of a dominant position in the information space to the detriment of the interests 

and security of other States; 
5) Dissemination of information prejudicial to the socio-political and socioeconomic sys-

tems, spiritual, moral and cultural environment of other States; 
6) Threats to secure and stable functioning of global and national information infrastruc-

tures that are natural and/or manmade. 
The agreed understanding by the Parties of the substance of the basic threats listed in this 

Article is presented in Annex 2 (“List of basic types, sources and features of threats to interna-
tional information security”) which shall be an integral part of this Agreement. 

Appendix 2 may be supplemented, specifi ed, and updated, as appropriate, by agreement 
of the Parties. 

Article 3. Major Areas of Cooperation 
In view of the threats referred to in Article 2 of this Agreement, the Parties, their autho-

rized representatives, as well as the competent authorities of the Parties defi ned in accordance 
with Article 5 of this Agreement, shall cooperate in ensuring international information security 
in the following major areas: 

1) defi ning, coordinating and implementing necessary joint measures in the fi eld of ensur-
ing international information security; 

2) creating of a system of joint monitoring and response to emerging threats in this area; 
3) elaborating joint measures for the development of the provisions of the international law 

limiting the spread and use of information weapons threatening defense capacity, national secu-
rity and public safety;

4) countering threats related to the use of information and communication technologies for 
terrorist purposes; 

5) combating cybercrime; 
6) conducting expertise, research and evaluation in the fi eld of information security neces-

sary for the purposes of this Agreement; 
7) promoting secure, stable operation and governance internationalization of the global In-

ternet network; 
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8) ensuring information security of the critically signifi cant structures of the Parties; 
9) developing and implementing joint measures of trust conducive to ensuring international 

information security; 
10) developing and implementing coherent policies and organizational and technical pro-

cedures for the implementation of digital signature and data protection in the cross-border ex-
change of information;

11) exchanging information on the legislation of the Parties on issues of information secu-
rity; 

12) improving the international legal framework and practical mechanisms of 4 cooperation 
of the Parties in ensuring international information security; 

13) creating conditions for cooperation between the competent authorities of the Parties 
in order to implement this Agreement; 

14) interacting within international organizations and fora on issues of international infor-
mation security; 

15) exchanging experience, training of specialists, holding working meetings, conferences, 
seminars and other forums of authorized representatives and experts of the Parties in the fi eld 
of information security; 

16) exchanging information on issues related to the cooperation in the basic areas listed 
in this Article. 

By mutual agreement, the Parties or the competent authorities of the Parties may determine 
other areas of cooperation. 

Article 4. Basic Principles of Cooperation 
1. The Parties shall cooperate and their activities in the international information space 

in the framework of this Agreement shall be carried out in such a way that these activities con-
tribute to social and economic development and are compatible with objectives of maintaining 
international security and stability, consistent with universally recognized principles and norms 
of the international law, including the principles of peaceful settlement disputes and confl icts, 
non-use of force, non-interference in internal aff airs, respect for human rights and fundamental 
freedoms, as well as the principles of regional cooperation and noninterference in the informa-
tion resources of the Parties. 

2. The activities of the Parties under this Agreement shall be consistent with the right of each 
Party to seek, receive and disseminate information, bearing in mind that this right may be re-
stricted by law in order to protect the interests of national security and public safety. 

3. Each Party shall have an equal right to protect information resources and critically impor-
tant structures of its state against misuse and unauthorized intervention including information 
attacks on them. 

Each Party shall not carry out such actions in respect to the other Party and assist other Par-
ties in the realization of the above right. 

Article 5. Main Formats and Mechanisms of Cooperation 
1. Within sixty days from the date of entry of this Agreement into force, the Parties, through 

the Depositary, shall exchange information about the competent authorities of the Parties re-
sponsible for the implementation of this Agreement, and the channels of direct exchange of in-
formation on specifi c areas of cooperation. 
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2. For the purpose of reviewing the implementation of this Agreement, exchange of in-
formation, analysis and joint assessment of emerging threats to information security, as well 
as identifi cation, reconciliation and coordination of joint responses to these threats, the Par-
ties on a regular basis shall hold consultations of the authorized representatives of the Parties 
and competent authorities of the Parties (hereinafter — the “consultations”). 

Regular consultations shall be held by agreement between the Parties, as a rule, once every 
six months in the Secretariat of the Shanghai Cooperation Organization, or in the territory 
of one of the Parties at its invitation. 

Any Party may initiate early consultations by, off ering time and place, as well as the agen-
da to be subsequently agreed by all the Parties and the Secretariat of the Shanghai Coopera-
tion Organization. 

3. Practical collaboration in specifi c areas of cooperation envisaged by this Agreement 
may be carried out by the Parties through the competent authorities of the Parties responsible 
for the implementation of the Agreement. 

4. In order to create the legal and institutional framework for cooperation in specifi c ar-
eas, the competent authorities of the Parties may conclude appropriate interdepartmental 
 agreements. 

Article 6. Protection of Information 
1. This Agreement shall not mandate the Parties to provide information in the framework 

of the cooperation under this Agreement and it shall not warrant transmitting information 
in the framework of this cooperation, if the disclosure of such information may harm national 
interests. 

2. In the framework of cooperation under this Agreement, the Parties shall not exchange 
information regarded as a state secret according to the law of any of the Party. The procedure 
for the transferring and handling such information, which in specifi c cases may be considered 
necessary for the purposes of this Agreement, shall be based on the relevant agreements between 
the Parties and on the terms thereof. 

3. The Parties shall ensure adequate protection of the information transmitted or generated 
in the course of cooperation under this Agreement provided that this information is not consid-
ered as state secret by the laws of any of the Parties, access and dissemination of which is limited 
in accordance with the law and/or the relevant regulations of any of the Party. 

Such information shall be protected in accordance with the legislation and/or the relevant 
regulations of the receiving Party. 

Such information shall not be disclosed or transferred without the written consent of the Par-
ty that originated this information. Such information shall be duly marked in accordance with 
the legislation and/or the relevant regulations of the Parties. 

Article 7. Funding
 1. The Parties shall bear their own costs of participation of their representatives and experts 

in the relevant events in support of the implementation of this Agreement. 
2. In respect of other costs associated with the execution of this Agreement, in each 

case the Parties may agree on a diff erent procedure for funding pursuant to the legislation 
of the Parties. 
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Article 8. Relationship with Other International Treaties
This Agreement shall not interfere with the rights and obligations of each of the Parties un-

der other international treaties they are parties to. 

Article 9. Dispute Resolution 
Disputes over interpretation and application of this Agreement shall be resolved through 

consultation and negotiations of the Parties. 

Article 10. Working Languages 
In the framework of the cooperation under this Agreement, Russian and Chinese shall be 

the working languages. 

Article 11. Depositary 
The Secretariat of the Shanghai Cooperation Organization shall be the Depositary of this 

Agreement. 
The original of this Agreement shall be deposited with the Depositary that within fi fteen 

days from the date of its signing will send the certifi ed copies thereof to the Parties. 

Article 12. Final Provisions 
1. This Agreement is concluded for an indefi nite period and it shall enter into force 

on the thirtieth day after the date of receipt by the Depositary of the fourth 8 written notifi ca-
tion of the completion of their internal procedures necessary for its entry into force. In respect 
of the Party that have completed internal procedures later, this Agreement shall enter into force 
on the thirtieth day after the date of the receipt by the Depositary of a respective notice. 

2. The Parties may amend this Agreement by issuing separate protocols by mutual consent 
of the Parties. 

3. This Agreement is not directed against any state and organization and after its entry into 
force it shall be open for accession by any state that shares the goals and principles of this Agree-
ment by submission to the Depositary of an instrument of accession. For the acceding state, 
the present Agreement shall enter into force in thirty days after the date of the receipt by the De-
positary of the last notifi cation of acceptance of the accession by the signatory and acceded 
states. 

4. Each Party may withdraw from this Agreement by sending to the Depositary a written 
a notice at least ninety days prior to the intended date of withdrawal. The Depositary shall notify 
the other Parties of such intention within thirty days from the date of receipt of such notice. 

5. In the event of the termination of this Agreement, the Parties shall take measures to fully 
meet the commitments in respect of the protection of information, as well as complete previ-
ously agreed joint work, projects and other activities carried out in the framework of the Agree-
ment and uncompleted by the time of the Agreement termination. 

Done at the city of Ekaterinburg, on June 16, 2009, in a single original, in the Russian and Chi-
nese languages, both texts being equally authentic. 
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ANNEX 1
 to the Agreement on Cooperation in the Field of Ensuring International 

Information Security among the Member States of the Shanghai Cooperation 
Organization 

List of Basic Terms in the Field of International Information Security

“Information Security” means the status of individuals, society and the state and their in-
terests when they are protected from threats, destructive and other negative impacts in the in-
formation space;

“Information war” means a confrontation between two or more states in the information 
space with the aim of damaging information systems, processes and resources, critically impor-
tant and other structures, undermining political, economic and social systems, psychologically 
manipulating masses of the population to destabilize society and the State, and also forcing 
the state to take decisions in the interest of the opposing party; 

“Information Infrastructure” means a range of technical tools and systems for formation, 
generation, transformation, transmission, use and storage of information; 

“Information weapons” means information technologies, tools and methods used for 
the purpose of information warfare; 

“Cybercrime” means using information resources and/or infl uencing them in the informa-
tion space for illegal purposes; 

“Information Space” means a fi eld of activities related to the formation, generation, trans-
formation, transmission, use, storage of information that have an impact, among other things 
on individual and social consciousness, information infrastructure and information itself; 

“Information Resources” means information infrastructure, as well as information itself 
and its fl ows; 

“Information terrorism” means using information resources in the information 10 space 
and/or infl uencing on them for terrorist purposes; 

“Critically important structures” means facilities, systems and institutions of the state, 
the impact on which may have consequences directly aff ecting national security, including 
the security of an individual, society and the state; 

“International information security” means the state of international relations that excludes 
undermining global stability and endangering the security of nations and the world community 
in the information space; 

“Misuse of information resources” means using information resources without appropriate 
rights or in violation of the established rules, the laws of the Parties or the norms of the interna-
tional law;

“Unwarranted interference with the information resources” means undue infl uence 
on the processes of formation, generation, processing, transformation, transmission, use, stor-
age information; 

“Information security threat” means factors hazardous for the individual, society, the state 
and their interests in the information space. 
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ANNEX 2
 to the Agreement on Cooperation in Ensuring International Information 

Security between the Member States of the Shanghai Cooperation Organization 

List of Basic Terms in the Field of International Information Security

1. Development and application of information weapons, preparation and conduct of information 
warfare. 

The source of this threat is the creation and development of information weapons posing 
a direct threat to critically important structures of states that may lead to a new arms race and is 
the main threat in the fi eld of international information security. 

Its features include using information weapons for the purpose of preparing and conduc-
tion information warfare, as well as of aff ecting the systems of transportation, communications, 
and command of air, ballistic missile and other types of defense facilities resulting in a state 
losing the ability to defend itself in the face of the aggressor and failing to use its legitimate right 
of self-defense; disrupting the functioning of the information infrastructure facilities resulting 
in paralyzed governance and decision-making systems of states; destructively impacting criti-
cally important structures. 

2. Information terrorism. 
The source of this threat lies with terrorist organizations and persons involved in terrorist 

activities, carrying out illegal actions by or in respect of information resources. 
Its features include using information networks by terrorist organizations to carry out terrorist 

activities and bring new supporters into their ranks; destructively impacting information resources 
leading to a breach of public order; controlling or 12 blocking media channels; using the Internet 
or other information networks for terrorist propaganda, creating an atmosphere of fear and panic 
in the society, as well as negatively impacting information resources in other ways. 

3. Cybercrime. 
This threat is caused by individuals or organizations engaged in the illegal use of information 

resources or unwarranted interference with such resources for criminal purposes. 
Its features include entering into information systems for compromising the integrity, avail-

ability and confi dentiality of information; intentionally producing and distributing computer 
viruses and other malicious programs; implementing DOS-attacks (denial of Service) and other 
negative impacts; damaging information resources; violating legal rights and freedoms of citi-
zens in the fi eld of information, including intellectual property rights and privacy; using in-
formation resources and methods to commit crimes such as fraud, embezzlement, extortion, 
smuggling, drug traffi  cking, child pornography, etc. 

4. Using dominant position in the information space to the detriment of the interests and security 
of other countries. 

This threat is caused by the unevenness in the development of information technologies 
in diff erent countries and the current trend of the increased “digital gap” between developed 
and developing countries. Some states that have advanced in the development of information 
technologies deliberately hinder the development of other countries and their access to informa-
tion technologies creating serious danger for countries with insuffi  cient information capacity. 
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Its features include monopolizing the production of software and hardware for the informa-
tion infrastructure, limiting the participation of States in international information technology 
cooperation impeding their development and increasing their dependence of these countries from 
more developed countries; embedding hidden features and functions in software and equipment 
supplied to other countries to monitor and infl uence the information resources and/or critically 
important structures of these countries; controlling and monopolizing the market of 13 informa-
tion technologies and products to the detriment of the interests and security of the states. 

5. Dissemination of information harmful to the socio-political and socioeconomic systems, spiritual, 
moral and cultural environment of other States. 

This threat is caused by states, organizations, group of persons or particular persons using 
the information infrastructure for the dissemination of the information harmful to the socio-
political and socio-economic systems, spiritual, moral and cultural environment of other States. 

It is manifested by the appearance and reproduction in electronic (radio and television) 
and other media, the Internet and other networks of information exchange of information: 

 — distorting the picture of the political and social system of a state, its foreign and do-
mestic policy, important political and social processes in the country, spiritual, moral 
and cultural values of its population;

 — promoting the ideas of terrorism, separatism and extremism; 
 — inciting inter-ethnic, inter-racial and inter-religious strife.

6. Threats to secure and stable functioning of global and national information infrastructures that 
are natural and/or manmade. 

The sources of these threats are natural disasters and other natural hazards and man-made 
disasters that occur suddenly or as the result of a long process that can have a large-scale devas-
tating impact on the information resources of the state. 

They are manifested by the malfunctions of the information infrastructure as a result, de-
stabilization of critical structures, public management and decisionmaking systems resulting 
in a direct impact on the security of the state and society.

Tashkent Declaration of the Heads of Member States 
of the Shanghai Cooperation Organization
Tashkent, 10–11 June 2010 

Extraction

<...>
9. The member states note that information security is closely linked to state sovereignty, 

national security, socio-economic stability and the interests of citizens. All countries are entitled 
to exercise control over the Internet in accordance with their domestic situation and laws, while 
expanding cooperation in a spirit of equality and mutual respect. 

Information technologies should be used for the purposes of peace, development, security 
and prosperity. The member states will continue to implement SCO security instruments signed 
in this area and undertake active eff orts to ensure international information security. 

<...>
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Declaration of the Heads of Member States 
of the Shanghai Cooperation Organization 
on Building a Region of Lasting Peace and Common 
Prosperity
7 June 2012

Extraction

The heads of member states of the Shanghai Cooperation Organization (hereinafter referred 
to as the SCO or the Organization) held a meeting of the Council of Heads of State in Beĳ ing 
on June 6 and 7, 2012. The Heads of State note that, in the 21st century, the system of interna-
tional relations has been undergoing complex transformations accompanied by the development 
of a multipolar world, stronger regional cooperation, globalization and growing interdepen-
dence of states, and increased role of information technologies. 

<...>

II 
The member states will encourage building a peaceful, secure, fair and open information 

space based on the principles of respect for state sovereignty and non-interference in the inter-
nal aff airs of others. They will oppose the use of information and communications technology 
for the purpose of undermining political, economic and social security of the member states 
and will prevent the use of the Internet to propagate terrorist, extremist or separatist ideologies.

<...>

Biskek Declaration of the Heads of the Member 
States of the Shanghai Cooperation Organization
13 September 2013

Extraction

The heads of the member states of the Shanghai Cooperation Organization (hereinafter 
referred to as the SCO or the Organization), following the meeting of the Council of Heads 
of State held on September 13, 2013 in Bishkek, hereby declare the following.

<...>
The member states actively and consistently address international terrorism, separatism 

and extremism, transnational organized crime, illicit traffi  cking in narcotic drugs, psychotropic 
substances and their precursors, as well as weapons, ammunition and explosives, information 
security threat, illegal migration and support further improvement of the regulatory framework 
for cooperation in these areas.
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Emphasizing that the totality of these negative factors constitute a serious challenge to glob-
al and regional security, the member states strongly aim to continue practical implementation 
of the Shanghai Convention on Combating Terrorism, Separatism and Extremism, SCO Coun-
terTerrorism Convention, Program of SCO member states’ cooperation in combating terror-
ism, separatism and extremism for 2013-2015, and Agreement between the governments of SCO 
member states on cooperation in international information security.

<...>
The member states will encourage building a peaceful, secure, fair and open information 

space based on the principles of respect for state sovereignty and non-interference in the internal 
aff airs of other countries. They will oppose the use of information and communication technol-
ogies for undermining political, economic and social security of the member states, and prevent 
the use of Internet to propagate terrorist, extremist and separatist ideologies, and support elabo-
ration of the universal rules, principles and standards of states’ responsible behavior in the in-
formation space. <...>

Dushanbe Declaration of the Heads of the Member 
States of the Shanghai Cooperation Organization
12 September 2014

Extraction 

The heads of the member states of the Shanghai Cooperation Organization (hereinafter re-
ferred to as the SCO or the Organization), based on the outcome of the meeting of the Council 
of Heads of the SCO Member States held on September 11 and 12, 2014 in Dushanbe, hereby 
declare the following.

1. The modern world is going through a diffi  cult transition period marked by the transfor-
mation of the entire system of international relations through the process of building a multi-
polar world, by increased uncertainty and instability in the world economy and politics, and by 
heightened regional and international security threats. 

In these circumstances, the member states confi rm their commitment to further strength-
ening the legal framework of international relations in accordance with the generally recog-
nized principles and norms of international law, primarily those enshrined in the United Na-
tions Charter. They support the respect for the individual choice by the peoples of all countries 
of the ways of their political and socio-economic development. They emphasize that the prin-
ciples of mutual respect for sovereignty, independence, territorial integrity, equality, mutual 
benefi t and non-interference in internal aff airs, non-use of force or threat of force form the basis 
for sustainable development of international relations. 

The member states call for a world free from war, confl icts, violence and pressure, for the de-
velopment of a comprehensive, equal and mutually benefi cial cooperation of the international 
community, for the achievement of common, comprehensive, cooperative and sustainable securi-
ty with due regard to the legitimate interests of all states. They fi rmly believe that addressing global 
challenges and threats, such as terrorism, separatism, extremism, illicit traffi  cking in drugs, psy-
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chotropic substances and their precursors, transnational organized crime, cyber threats, prolifera-
tion of weapons of mass destruction, man-made and natural disasters, threats related to the spread 
of communicable diseases, as well as the eff ects of the global climate change can only be made 
through close cooperation between all states, international organizations and forums. 

<...>
4. The member states supported continued active measures within SCO to combat ter-

rorism, separatism, extremism, illicit traffi  cking in narcotic drugs, psychotropic substances 
and their precursors, transnational organized crime and ensure international information se-
curity. The member states express their willingness to cooperate in the fi ght against the above 
threats and challenges together with interested countries, regional and international organiza-
tions and agencies, both bilaterally and multilaterally. 

The heads of state favor further practical cooperation of the SCO member states in counter-
ing new challenges and threats to security and welcome the work aimed at the implementation 
of the Shanghai Convention on Combating Terrorism, Separatism and Extremism, the SCO 
CounterTerrorism Convention, the Program of cooperation among the SCO member states 
in combating terrorism, separatism and extremism for 2013-2015, the Agreement on coopera-
tion between the governments of SCO member states in combating crime, the Agreement be-
tween the SCO member states on cooperation in combating illicit traffi  cking in narcotic drugs, 
psychotropic substances and their precursors, the SCO Anti-Drug Strategy for 2011-2016 and 
the Program of Actions in support of its implementation, as well as the Agreement between 
the governments of SCO member states on cooperation in the fi eld of international information 
security. 

<...>
5. The SCO member states are stepping up joint eff orts to build a peaceful, safe, fair and open 

information space based on the principles of respect for state sovereignty and non-interference 
in the internal aff airs of other countries. They will cooperate in preventing the use of informa-
tion and communication technologies in order to undermine the political, economic and social 
security and stability of the member states, as well as universal moral foundations of social life, 
and prevent the use of Internet for promoting ideologies of terrorism, extremism, separatism, 
radicalism, fascism and chauvinism. 

The member states favor equal rights of all countries in respect of the Internet management 
and the sovereign right of states to control it nationally, inter alia, for ensuring security. 

The member states support the elaboration of universal rules, principles and standards 
of responsible behavior by states in the information space, and consider “Rules of conduct 
in the fi eld of international information security” distributed on behalf of the member states as 
an offi  cial UN document, an important step in this direction. 

<...>
13. <...>All of the above calls for eff ective joint actions by the SCO member states in the fi eld 

of economic cooperation, which is an important part of the socio-economic development 
and stability in the SCO region. The member states assign priority to joint eff orts aimed at creat-
ing favorable conditions for intensifi cation of trade, economic and investment activity, devel-
opment of high-tech industries, modernization of various industries, implementation of proj-
ects of the development of transport and logistics, information and communications and other 
infrastructure, increased economic competitiveness of the member states and improved level 
and quality of life in the SCO region. <...>
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Ufa Declaration of the Heads of Member States 
of the Shanghai Cooperation Organization
10 July 2015

Extraction

The heads of member states of the Shanghai Cooperation Organization (hereinafter referred 
to as the SCO or the Organization), having met for a meeting held on July 9-10, 2015 in Ufa, 
hereby state the following.

<...>
The member states will step up concerted eff orts to address traditional and non-traditional 

security challenges and threats, deepen dialogue and cooperation in ensuring comprehensive se-
curity, particularly in combating terrorism, separatism, extremism, illicit traffi  cking in narcotic 
drugs, psychotropic substances and their precursors, cross-border organized crime, as well as 
strengthen international information security and emergency response. <...>

The member states will expand information exchange and implement agreed steps, inter 
alia, those in the forensic fi eld, including joint operational activities for the prevention, detec-
tion and suppression of acts of terrorism, separatism and extremism, and they will deepen coop-
eration in searching, arresting, extraditing and transferring persons suspected of, charged with or 
convicted of crimes related to terrorist, separatist and extremist activities. <...>

The member states are stepping up joint eff orts to build a peaceful, secure and open in-
formation space based on the principles of cooperation and respect for national sovereignty, 
territorial integrity and non-interference in the internal aff airs of other countries. To this end, 
they will further strengthen cooperation in forming a comprehensive information space security 
system, actively struggle against the spread of terrorist, separatist, extremist and other radical 
ideas through information and communication networks. 

The member states support the elaboration of a universal code of rules, principles and stan-
dards of the responsible behavior by states in the information space, and consider a new version 
of the “Rules of conduct in the fi eld of international information security” circulated in Janu-
ary 2015 on behalf of the SCO member states as an offi  cial UN document, as an important step 
in this direction.

 <...>
The member states reaffi  rm the need for joint actions aimed at achieving sustainable socio-

economic growth, intensifying trade, economic and investment activity, developing coopera-
tion in high-tech sectors of the economy, modernizing various industries, improving transport 
and logistics, information and communications and other infrastructure, increasing economic 
competitiveness and the standard and quality of life of the population of the SCO member states. 

<...>
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Tashkent Declaration of the Fifteenth Anniversary 
of the Shanghai Cooperation Organization
24 June 2016

Extraction
<...>
Member States call on the international community to develop a peaceful, secure, fair 

and open information space based on the principles of cooperation and respect for national sov-
ereignty and non-interference in the internal aff airs of other countries. Member States support 
the elaboration within the UN of universal rules, principles and standards of responsible behav-
ior of states in the information space. They shall continue to strengthen cooperation in curbing 
the use of information and communication technologies (ICT) by terrorist and extremist groups 
to carry out illegal and subversive activities, enhance cooperation in the joint fi ght against 
the use of ICT for criminal purposes, strive to develop a relevant universal legal instrument 
within the framework of the UN. 

Member States shall continue to deepen practical cooperation for the implementation 
of the Agreement between the governments of SCO Member States on cooperation in the fi eld 
of international information security. 

In this context, Member States intend to increase cooperation in the fi eld of Internet gov-
ernance and stand for equal rights of all countries to govern this network, primarily to ensure 
the sovereign rights of states over Internet governance in their national segment. 

<...>

Astana Declaration of the Heads of State 
of the Shanghai Cooperation Organization
9 June 2017

Extraction

<...>
II

<...>
The Member states will step up joint eff orts to counter common security challenges and threats, 

deepen dialogue and cooperation to ensure comprehensive security, primarily in fi ghting terror-
ism, including cyber-terrorism, separatism, extremism, cross-border organised crime, illicit drug 
traffi  cking, and to strengthen international information security and emergency response. 

<...>
Based on the Agreement between the governments of the SCO member states on coop-

eration in the sphere of ensuring international information security of 2009, the member 
states will continue to strengthen practical interaction in countering propaganda and justi-
fications of terrorism, separatism and extremism in the media. They will coordinate their 
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efforts in order to resolve these tasks with the relevant countries, and regional and interna-
tional organisations in bilateral and multilateral formats, including with the corresponding 
UN institutions.

The member states support the idea of developing, within the UN framework, a universal 
code of rules, principles and norms of responsible behaviour of states in the media and con-
sider the revised version of the Rules of Conduct in the Sphere of International Information 
Security circulated on behalf of the SCO member states as an offi  cial UN document in Janu-
ary 2015 to be an important step in this direction. 

The member states will continue their in-depth cooperation in combating crimes in the in-
formation and communication sphere and call for developing a corresponding international 
legal instrument with the UN playing the central coordinating role. 

<...>

The Qingdao Declaration of the Council of the Heads 
of State of the Shanghai Cooperation Organization
10 June 2018 

Extraction

<...>
The Member States confi rm the special role of the SCO Regional Anti-Terrorist Structure 

in the joint fi ght against “the three evils” – terrorism, extremism and separatism – in order to 
ensure regional security, and will boost the potential of cooperation between competent agen-
cies in this area. Considering the growing scale and mutual interconnectedness of threats to 
security, they noted the importance of the further improvement of the RATS SCO, including 
considering the organisation of a monitoring system of possible threats in the global informa-
tion space, and counteracting them. 

The Member States call on the international community to put more eff ort into creating 
a peaceful, secure, open and structured information space based on cooperation. They em-
phasise the central role of the UN in developing universal international rules and principles as 
well as norms for countries’ responsible behaviour in the information space and advocate the 
establishment of a working mechanism within the framework of the UN based on a just geo-
graphical distribution in order to develop standards, rules or principles for countries’ respon-
sible behaviour in the information space and to formalise them by adopting the corresponding 
UN General Assembly resolution.

The Member States are convinced that all states should participate equally in internet 
development and governance. A governing organisation established to manage key internet 
resources must be international, more representative and democratic. 

The Member States will continue to promote practical cooperation in countering threats 
and challenges in the information space based on the Agreement among the Governments 
of the SCO Member States on Cooperation in the Field of Ensuring International Informa-
tion Security (Yekaterinburg, 16 June 2009), such as international cooperation in IT abuse, 
including for terrorist and criminal purposes, and call for developing an international legal 
document on countering IT use for criminal purposes under the auspices of the UN.
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Sanya Declaration BRICS Leaders
Sanya, Hainan, April 14, 2011

Extraction

<...>
11. We reiterate our strong condemnation of terrorism in all its forms and manifestations 

and stress that there can be no justifi cation, whatsoever, for any acts of terrorism. We believe that 
the United Nations has a central role in coordinating the international action against terrorism 
within the framework of the UN Charter and in accordance with principles and norms of the in-
ternational law. In this context, we urge early conclusion of negotiations in the UN General 
Assembly of the Comprehensive Convention on International Terrorism and its adoption by 
all Member States. We are determined to strengthen our cooperation in countering this global 
threat. We express our commitment to cooperate for strengthening international information 
security. We will pay special attention to combat cybercrime. 

<...>

eThekwini Declaration BRICS Leaders
Durban, RSA, March 27, 2013

Extraction

<...>
34. We recognize the critical positive role the Internet plays globally in promoting econom-

ic, social and cultural development. We believe it’s important to contribute to and participate 
in a peaceful, secure, and open cyberspace and we emphasise that security in the use of Infor-
mation and Communication Technologies (ICTs) through universally accepted norms, stan-
dards and practices is of paramount importance. 

<...>
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Fortaleza Declaration BRICS Leaders
Brasília, Brazil, 15 July 2014

Extraction

<...>
50. We will explore cooperation on combating cybercrimes and we also recommit to the ne-

gotiation of a universal legally binding instrument in that fi eld. We consider that the UN has 
a central role in this matter. We agree it is necessary to preserve ICTs, particularly the Internet, 
as an instrument of peace and development and to prevent its use as a weapon. Moreover, we 
commit ourselves to working together in order to identify possibilities of developing joint activi-
ties to address common security concerns in the use of ICTs. We reiterate the common approach 
set forth in the eThekwini Declaration about the importance of security in the use of ICTs. We 
welcome the decision of the National Security Advisors to establish a group of experts of BRICS 
member States which will elaborate practical proposals concerning major fi elds of cooperation 
and coordinate our positions in international fora. Bearing in mind the signifi cance of these is-
sues, we take note of Russia’s proposal of a BRICS agreement on cooperation in this fi eld to be 
jointly elaborated. 

<...>

Ufa Declaration BRICS Leaders
Ufa, the Russian Federation, 9 July 2015

Extraction

<...>
33. ICTs are emerging as an important medium to bridge the gap between developed and de-

veloping countries, as well as to foster professional and creative talents of people. We recognize 
the importance of ICTs as a tool for transition from information to a knowledge society and 
the fact that it is inseparably connected with human development. We support the inclusion 
of ICT-related issues in the post-2015 development agenda and greater access to ICTs to em-
power women as well as vulnerable groups to meet the objectives of the agenda.

We also recognize the potential of developing countries in the ICT ecosystem and acknowl-
edge that they have an important role to play in addressing the ICT-related issues in the post-
2015 development agenda.

We recognize the urgent need to further strengthen cooperation in the areas of ICTs, in-
cluding Internet, which is in the interests of our countries. In that context, we decided to con-
stitute a BRICS working group on ICT cooperation. We reiterate the inadmissibility of using 
ICTs and the Internet to violate human rights and fundamental freedoms, including the right 
to privacy, and reaffi  rm that the same rights that people have offl  ine must also be protected 
online. A system ensuring confi dentiality and protection of users’ personal data should be 
considered.
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We consider that the Internet is a global resource and that states should participate on an 
equal footing in its evolution and functioning, taking into account the need to involve relevant 
stakeholders in their respective roles and responsibilities. We are in favour of an open, non-frag-
mented and secure Internet. We uphold the roles and responsibilities of national governments 
in regard to regulation and security of the network.

We acknowledge the need to promote, among others, the principles of multilateralism, de-
mocracy, transparency and mutual trust, and stand for the development of universally agreed 
rules of conduct with regard to the network. It is necessary to ensure that UN plays a facilitating 
role in setting up international public policies pertaining to the Internet.

We support the evolution of the Internet governance ecosystem, which should be based 
on an open and democratic process, free from the infl uence of any unilateral considerations.

34. Information and communications technologies provide citizens with new tools for 
the eff ective functioning of economy, society and state. ICTs enhance opportunities for the es-
tablishment of global partnerships for sustainable development, the strengthening of interna-
tional peace and security and for the promotion and protection of human rights. In addition, 
we express our concern over the use of ICTs for purposes of transnational organized crime, 
of developing off ensive tools, and conducting acts of terrorism. We agree that the use and de-
velopment of ICTs through international cooperation and universally accepted norms and prin-
ciples of international law is of paramount importance in order to ensure a peaceful, secure 
and open digital and Internet space. We reiterate our condemnation of mass electronic surveil-
lance and data collection of individuals all over the world, as well as violation of the sovereignty 
of States and of human rights, in particular, the right to privacy. We recognize that states are not 
at the same level of development and capacity with regard to ICTs. We commit ourselves to fo-
cus on expanding universal access to all forms of digital communication and to improve aware-
ness of people in this regard. We also stress the need to promote cooperation among our coun-
tries to combat the use of ICTs for criminal and terrorist purposes. We recognize the need for 
a universal regulatory binding instrument on combating the criminal use of ICTs under the UN 
auspices. Furthermore, we are concerned with the potential misuse of ICTs for purposes, which 
threaten international peace and security. We emphasize the central importance of the prin-
ciples of international law enshrined in the UN Charter, particularly the political independence, 
territorial integrity and sovereign equality of states, non-interference in internal aff airs of other 
states and respect for human rights and fundamental freedoms.

We reaffi  rm the general approach set forth in the e’Thekwini and Fortaleza Declarations 
on the importance of security in the use of ICTs and the key role of the UN in addressing these 
issues. We encourage the international community to focus its eff orts on confi dence-building 
measures, capacity-building, the non-use of force, and the prevention of confl icts in the use 
of ICTs. We will seek to develop practical cooperation with each other in order to address 
common security challenges in the use of ICTs. We will continue to consider the adoption 
of the rules, norms and principles of responsible behavior of States in this sphere.

In that context, the Working Group of Experts of the BRICS States on security in the use 
of ICTs will initiate cooperation in the following areas: sharing of information and best practices 
relating to security in the use of ICTs; eff ective coordination against cyber-crime; the establish-
ment of nodal points in member- states; intra-BRICS cooperation using the existing Computer 
Security Incident Response Teams (CSIRT); joint research and development projects; capacity 
building; and the development of international norms, principles and standards.
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35. Noting that the international community increasingly faces grave natural and human-
made disasters, we strongly believe that there is a need to promote cooperation in preventing 
and developing responses to emergency situations.

In that context, we welcome initiatives by India and other BRICS countries concerning 
cooperation in the above mentioned fi eld, as well as Russia’s initiative to convene a meeting 
of the BRICS Heads of National Agencies Responsible for Disaster Management in St. Peters-
burg in 2016.

We also acknowledge the fruitful discussions regarding natural disasters taking place within 
the context of the BRICS cooperation in Science, Technology and Innovation, which already 
resulted in a BRICS Workshop in this fi eld, organized by Brazil in May 2014. 

<...>

Communique of BRICS Ministers 
of Communications on the outcomes of the meeting 
on “Expansion of Cooperation in the Field 
of Communications and ICTs”
23 October 2015, Moscow

The Parties acknowledged that Information and Communication Technologies (ICTs) have 
become a key factor for sustainable economic and social growth and development. ICTs are 
of increasing importance in governance, business and social activities and their impact will in-
crease in the future. There is a common agreement on the importance of ICTs as essential tools 
for the growth and advancement of developing countries. Expansion of cooperation in the fi eld 
of ICTs should therefore ensure universal access and be based on an understanding of the needs 
of government, business and society. Universal access is not qualifi ed merely by quantitative ac-
cess to the Internet, but embraces appropriate access to ICTs and media that government, busi-
ness and society can use in moving from an information society towards a knowledge society. 
Taking into account the importance of broadband access for society, economy and government, 
the Parties consider facilitating the implementation and use of high-speed (broadband) access 
to the Internet as an important part of BRICS ICTs strategies.

The Parties have noted the existing imbalance in the development and distribution of soft-
ware and IT equipment and fi nd it necessary to ensure joint eff orts towards the diversifi cation 
of the world market of software and IT equipment.

Noting the aspiration of BRICS countries in the fi eld of ICT design and manufacturing, 
the Parties agreed to use their complementary strengths in these areas and resolved to work to-
gether to share best practices, skills and promote investment in these areas to achieve these 
goals. The Parties confi rmed that universal and accessible Internet remains a priority for all 
of the BRICS countries in order to ensure social and economic development.

The Parties also consider it necessary to promote measures and facilitate favorable condi-
tions for ensuring the progressive development of ICTs. These measures and conditions include 
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factors such as the equitable use of security measures relating to the continuity and stability 
of the use of ICTs in all spheres of life and production.

The Parties also note the need to strengthen international cooperation by sharing the op-
portunities and outcomes in the fi eld of the Internet development with a particular focus on de-
veloping countries so that these countries can bridge the digital divide.

Noting that the Internet can be an important tool for the development and for the exercise 
of human rights, the Parties further confi rmed the right of all States to establish and imple-
ment policies for information and communication networks in their territories in accordance 
with their respective history, culture, religion and social factors. Other States should understand 
and respect this right to self-determination.

Considering the necessity to ensure secure, stable and continued operation and use 
of ICTs, including the Internet, the Parties note the importance of the establishment of mech-
anism for the Internet governance based on the principles of multilateralism, democracy, 
transparency and mutual trust and involving relevant stakeholders in their respective roles 
and responsibilities.

This will in turn promote universal access to the Internet for everybody, participation 
of States in governing the Internet infrastructure, the sovereign rights of States to participate 
in governing the Internet in their respective jurisdictions in accordance with international law 
and the adherence to fundamental human rights and freedoms.

The Ministry of Telecom and Mass Communications of the Russian Federation, the Min-
istry of Communications of the Federative Republic of Brazil, the Ministry of Industry and In-
formation Technology of the People’s Republic of China, the Ministry of Communications 
and Information Technology of the Republic of India and the Ministry of Telecommunica-
tions and Postal Services of the Republic of South Africa therefore commit to building of ap-
propriate capacity for cooperation and interaction in the fi eld of ICTs, to hold annual meetings 
of the BRICS Working Group on ICT Cooperation to further strengthen cooperation in the ar-
eas of ICTs, including the Internet.

Goa Declaration BRICS Leaders
Goa, India, 16 October 2016

Extraction

<...>
59. We call upon all nations to adopt a comprehensive approach in combating terrorism, 

which should include countering violent extremism as and when conducive to terrorism, radi-
calisation, recruitment, movement of terrorists including Foreign Terrorist Fighters, block-
ing sources of fi nancing terrorism, including through organised crime by means of money-
laundering, drug traffi  cking, criminal activities, dismantling terrorist bases, and countering 
misuse of the Internet including social media by terror entities through misuse of the latest 
Information and Communication Technologies (ICTs).Successfully combating terrorism re-
quires a holistic approach. All counter-terrorism measures should uphold international law 
and respect human rights.
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66. We advocate also for an open, non-fragmented and secure Internet, and reaffi  rm that 
the Internet is a global resource and that States should participate on an equal footing in its 
evolution and functioning, taking into account the need to involve relevant stakeholders in their 
respective roles and responsibilities. 

67. We advocate also for an open, non-fragmented and secure Internet, and reaffi  rm that 
the Internet is a global resource and that States should participate on an equal footing in its 
evolution and functioning, taking into account the need to involve relevant stakeholders in their 
respective roles and responsibilities. 

<...>

Xiamen Declaration BRICS Leaders
Xiamen, China, 4 September 2017

Extraction

<...>
13. We reaffi  rm our commitment to BRICS industrial cooperation, including on industrial 

capacities and policies, new industrial infrastructure and standards, and among small, micro 
and medium-sized enterprises (SMMEs), so as to jointly seize the opportunities brought about 
by the new industrial revolution and expedite our respective industrialization processes. We en-
courage exploring the establishment of BRICS Institute of Future networks. We will enhance 
joint BRICS research, development and innovation in ICT including the Internet of Things, 
Cloud computing, Big Data, Data Analytics, Nanotechnology, Artifi cial Intelligence and 5G 
and their innovative applications to elevate the level of ICT infrastructure and connectivity 
in our countries. We will advocate the establishment of internationally applicable rules for se-
curity of ICT infrastructure, data protection and the Internet that can be widely accepted by 
all parties concerned, and jointly build a network that is safe and secure. We will increase in-
vestment of ICT, recognize the need to further increase investment in ICT Research and de-
velopment, unleash the dynamics of innovation in producing goods and services. We encour-
age identifi cation and facilitation of partnership between institutes, organizations, enterprises 
in the implementation of proof of concepts and pilot projects by leveraging complementary 
strengths in ICT hardware, software and skills through developing next generation of innovative 
solutions in the areas of smart cities, health care and energy effi  cient device, etc. We support 
active collaboration in implementing the BRICS ICT Development Agenda and Action Plan.

<...>
50. We call upon all nations to adopt a comprehensive approach in combating terrorism, 

which should include countering radicalization, recruitment, movement of terrorists includ-
ing Foreign Terrorist Fighters, blocking sources of fi nancing terrorism including, for instance, 
through organized crime by means of money-laundering, supply of weapons, drug traffi  cking 
and other criminal activities, dismantling terrorist bases, and countering misuse of the Internet 
including social media by terrorist entities through misuse of the latest Information and Com-
munication Technologies (ICTs). We are committed to prevent and counter the growing spread 
of terrorist narratives, and to tackle all sources, techniques and channels of terrorist fi nancing. 
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We call for swift and eff ective implementation of relevant UNSC Resolutions and the FATF In-
ternational Standards worldwide. We seek to intensify our cooperation in FATF and FATF-style 
regional bodies (FSRBs). We recall the responsibility of all States to prevent fi nancing of terror-
ist networks and terrorist actions from their territories.

<...>
56. We consider the UN has a central role in developing universally accepted norms of re-

sponsible state behavior in the use of ICTs to ensure a peaceful, secure, open, cooperative, 
stable, orderly, accessible and equitable ICT environment. We emphasize the paramount im-
portance of the principles of international law enshrined in the Charter of the United Nations, 
particularly the state sovereignty, the political independence, territorial integrity and sovereign 
equality of states, non-interference in internal aff airs of other states and respect for human 
rights and fundamental freedoms. We emphasize the need to enhance international cooperation 
against terrorist and criminal misuse of ICTs, reaffi  rm the general approach laid in the eThek-
wini, Fortaleza, Ufa and Goa declarations in this regard, and recognize the need for a universal 
regulatory binding instrument on combatting the criminal use of ICTs under the UN auspices 
as stated in the Ufa Declaration. We note with satisfaction the progress achieved by the Working 
Group of Experts of the BRICS States on Security in the use of ICTs. We decide to promote 
cooperation according to the BRICS Roadmap of Practical Cooperation on Ensuring Security 
in the Use of ICTs or any other mutually agreed mechanism and acknowledge the initiative 
of the Russian Federation on a BRICS intergovernmental agreement on cooperation in ensuring 
security in the use of ICTs.

57. We believe that all states should participate on an equal footing in the evolution and func-
tioning of the Internet and its governance, bearing in mind the need to involve relevant stake-
holders in their respective roles and responsibilities. The structures that manage and regulate 
the critical Internet resources need to be made more representative and inclusive. We note with 
satisfaction the progress made by the BRICS Working Group on ICT Cooperation. We recog-
nize the necessity to strengthen our cooperation in this area. To that end, BRICS will continue 
to work together through the existing mechanism to contribute to the secure, open, peaceful 
and cooperative use of ICTs on the basis of equal participation of the international community 
in its management. 

<...>

Johannesburg Declaration BRICS Leaders
Johannesburg, South Africa, 25 to 27 July 2018

Extraction

I. PREAMBLE

1. We, the Heads of State and Government of the Federative Republic of Brazil, the Rus-
sian Federation, the Republic of India, the People’s Republic of China and the Republic 
of South Africa, met from 25–27 July 2018 in Johannesburg, at the 10th BRICS Summit. 
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The 10th BRICS Summit, as a milestone in the history of BRICS, was held under the theme 
“BRICS in Africa: Collaboration for Inclusive Growth and Shared Prosperity in the 4th Indus-
trial Revolution”. 

<...>
36. We fi rmly believe that those responsible for committing, organising, or supporting ter-

rorist acts must be held accountable. We call upon all nations to adopt a comprehensive ap-
proach in combating terrorism, which should include countering radicalisation, recruitment, 
travel of Foreign Terrorist Fighters, blocking sources and channels of terrorist fi nancing includ-
ing, for instance, through organised crime by means of money-laundering, supply of weapons, 
drug traffi  cking and other criminal activities, dismantling terrorist bases, and countering misuse 
of the Internet by terrorist entities through misuse of the latest Information and Communication 
Technologies (ICTs).

37. We reaffi  rm the importance of the elaboration under the UN auspices of rules, norms 
and principles of responsible behaviour of States in ensuring security in the use of ICTs.

 <...>
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ORGANIZATION FOR SECURITY 
AND CO-OPERATION IN EUROPE 

Decision № 1039

Development of Confidence-Building Measures 
to Reduce the Risks of Conflict Stemming from 
the Use of Information and Communication 
Technologies
26 April 2012

The Permanent Council,
Decides to step up individual and collective eff orts to address security in the use of informa-

tion and communication technologies (ICTs) in a comprehensive and cross-dimensional man-
ner in accordance with OSCE commitments and in co-operation with relevant international 
organizations;

Tasks the OSCE Chairmanship to establish an open-ended, informal OSCE working 
group under the auspices of the Security Committee, in accordance with the Rules of Proce-
dure of the Organization for Security and Co-operation in Europe, in particular paragraphs 
II(A)8-10 and paragraphs V(B)1-5. The cross-dimensional informal working group shall be led 
by a Chairperson appointed annually by the OSCE Chairmanship and will perform the follow-
ing tasks:

 — To elaborate a set of draft confi dence-building measures (CBMs) to enhance inter-
state co-operation, transparency, predictability, and stability, and to reduce the risks 
of misperception, escalation, and confl ict that may stem from the use of ICTs;

 — To help build consensus for the adoption of such a set of CBMs in 2012;
 — To provide progress reports, in consultation with members of the working group, 

to the Chairperson of the Security Committee, who will report to the Permanent Coun-
cil. A fi rst progress report shall be given to the Chairperson of the Security Committee 
by 15 June 2012 and preliminary proposals on possible CBMs by 31 July 2012;

 — Tasks the Secretariat to support the work of the aforementioned informal working group 
within available resources.
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Decision № 1106

Initial Set of OSCE Confidence-Building Measures 
to Reduce the Risks of Conflict Stemming from 
the Use of Information and Communication 
Technologies
3 December 2013

The OSCE participating States in Permanent Council Decision No. 1039 (26 April 2012) 
decided to step up individual and collective eff orts to address security of and in the use of in-
formation and communication technologies (ICTs) in a comprehensive and cross-dimensional 
manner in accordance with OSCE commitments and in co-operation with relevant interna-
tional organizations, hereinafter referred to as “security of and in the use of ICTs.” They further 
decided to elaborate a set of draft confi dence-building measures (CBMs) to enhance interstate 
co-operation, transparency, predictability, and stability, and to reduce the risks of mispercep-
tion, escalation, and confl ict that may stem from the use of ICTs.

The OSCE participating States, recalling the OSCE role as a regional arrangement under 
Chapter VIII of the UN Charter, confi rm that the CBMs being elaborated in the OSCE comple-
ment UN eff orts to promote CBMs in the fi eld of security of and in the use of ICTs. The ef-
forts of the OSCE participating States in implementation of the OSCE confi dence-building 
measures in the fi eld of security of and in the use of ICTs will be consistent with: international 
law, including, inter alia, the UN Charter and the International Covenant on Civil and Politi-
cal Rights; as well as the Helsinki Final Act; and their responsibilities to respect human rights 
and fundamental freedoms.

1. Participating States will voluntarily provide their national views on various aspects of na-
tional and transnational threats to and in the use of ICTs. The extent of such information will be 
determined by the providing Parties.

2. Participating States will voluntarily facilitate co-operation among the competent national 
bodies and exchange of information in relation with security of and in the use of ICTs.

3. Participating States will on a voluntary basis and at the appropriate level hold consulta-
tions in order to reduce the risks of misperception, and of possible emergence of political or 
military tension or confl ict that may stem from the use of ICTs, and to protect critical national 
and international ICT infrastructures including their integrity.

4. Participating States will voluntarily share information on measures that they have taken 
to ensure an open, interoperable, secure, and reliable Internet.

5. The participating States will use the OSCE as a platform for dialogue, exchange of best 
practices, awareness-raising and information on capacity-building regarding security of and 
in the use of ICTs, including eff ective responses to related threats. The participating States will 
explore further developing the OSCE role in this regard.

6. Participating States are encouraged to have in place modern and eff ective national leg-
islation to facilitate on a voluntary basis bilateral co-operation and eff ective, time-sensitive 
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information exchange between competent authorities, including law enforcement agencies, 
of the participating States in order to counter terrorist or criminal use of ICTs. The OSCE 
participating States agree that the OSCE shall not duplicate the eff orts of existing law enforce-
ment channels.

7. Participating States will voluntarily share information on their national organization; 
strategies; policies and programmes — including on co-operation between the public and 
the private sector; relevant to the security of and in the use of ICTs; the extent to be determined 
by the providing parties.

8. Participating States will nominate a contact point to facilitate pertinent communications 
and dialogue on security of and in the use of ICTs. Participating States will voluntarily provide 
contact data of existing offi  cial national structures that manage ICT-related incidents and co-
ordinate responses to enable a direct dialogue and to facilitate interaction among responsible 
national bodies and experts. Participating States will update contact information annually 
and notify changes no later than thirty days after a change has occurred. Participating States 
will voluntarily establish measures to ensure rapid communication at policy levels of authority, 
to permit concerns to be raised at the national security level.

9. In order to reduce the risk of misunderstandings in the absence of agreed terminology 
and to further a continuing dialogue, participating States will, as a fi rst step, voluntarily pro-
vide a list of national terminology related to security of and in the use of ICTs accompanied by 
an explanation or defi nition of each term. Each participating State will voluntarily select those 
terms it deems most relevant for sharing. In the longer term, participating States will endeavour 
to produce a consensus glossary.

10. Participating States will voluntarily exchange views using OSCE platforms and mecha-
nisms inter alia, the OSCE Communications Network, maintained by the OSCE Secretariat’s 
Confl ict Prevention Centre, subject to the relevant OSCE decision, to facilitate communica-
tions regarding the CBMs.

11. Participating States will, at the level of designated national experts, meet at least three 
times each year, within the framework of the Security Committee and its Informal Working 
Group established by Permanent Council Decision No. 1039 to discuss information exchanged 
and explore appropriate development of CBMs. Candidates for future consideration by the IWG 
may include inter alia proposals from the Consolidated List circulated by the Chairmanship 
of the IWG under PC.DEL/682/12 on 9 July 2012, subject to discussion and consensus agree-
ment prior to adoption.

Practical Considerations

The provisions of these Practical Considerations do not aff ect the voluntary basis for the ac-
tivities related to the aforementioned CBMs.

Participating States intend to conduct the fi rst exchange by October 31, 2014, and thereaf-
ter the exchange of information described in the aforementioned CBMs shall occur annually. 
In order to create synergies, the date of the annual exchanges may be synchronized with related 
initiatives participating States are pursuing in the UN and other fora.

The information exchanged by participating States should be compiled by each of them into 
one consolidated input before submission. Submissions should be prepared in a manner that 
maximizes transparency and utility.
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Information may be submitted by the participating States in any of the offi  cial OSCE lan-
guages, accompanied by a translation in English, or only in the English language.

Information will be circulated to participating States using the OSCE Documents Distri-
bution system.

Should a participating State wish to inquire about individual submissions, they are invited 
to do so during meetings of the Security Committee and its Informal Working Group estab-
lished by Permanent Council Decision No. 1039 or by direct dialogue with the submitting 
State making use of established contact mechanisms, including the email contact list and 
the POLIS discussion forum.

The participating States will pursue the activities in points 9 and 10 above through existing 
OSCE bodies and mechanisms.

The Transnational Threats Department will, upon request and within available resources, 
assist participating States in implementing the CBMs set out above.

In implementing the CBMs, participating States may wish to avail themselves of discus-
sions and expertise in other relevant international organizations working on issues related 
to ICTs. 

Attachment
Interpretative Statement under Paragraph IV.1 (A)6 of the Rules 
of Procedure of the Organization for Security and Co-operation 
in Europe

By the delegation of the Russian Federation:
“In connection with the Permanent Council decision adopted on the initial set of con-

fi dence-building measures to reduce the risks of confl ict stemming from the use of informa-
tion and communication technologies and in accordance with paragraph IV.1(A)6 of the Rules 
of Procedure of the OSCE, the Russian Federation would like to make the following interpreta-
tive statement:

The Russian delegation played an active part in the formation of consensus on this impor-
tant decision. Its agreement, as you are aware, required considerable eff orts on the part of many 
delegations involved in the negotiation process.

In supporting this decision, the Russian Federation will be guided in its implementation by 
a fi rm commitment to the principles of non-interference in the internal aff airs of States, their 
equality in the process of Internet governance and the sovereign right of States to Internet gov-
ernance in their national information space, to international law and to the observance of fun-
damental human rights and freedoms.

I request that the text of this statement be attached to the Permanent Council decision ad-
opted and included in the journal of today’s meeting.”
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Decision № 1202

OSCE Confidence-Building Measures to Reduce 
the Risks of Conflict Stemming from the Use 
of Information and Communication Technologies
10 March 2016

The OSCE participating States in Permanent Council Decision No. 1039 (26 April 2012) 
decided to step up individual and collective eff orts to address security of and in the use of in-
formation and communication technologies (ICTs) in a comprehensive and cross-dimensional 
manner in accordance with OSCE commitments and in co-operation with relevant interna-
tional organizations, hereinafter referred to as “security of and in the use of ICTs.” They further 
decided to elaborate a set of draft confi dence-building measures (CBMs) to enhance interstate 
co-operation, transparency, predictability, and stability, and to reduce the risks of mispercep-
tion, escalation, and confl ict that may stem from the use of ICTs.

The OSCE participating States, recalling the OSCE role as a regional arrangement under 
Chapter VIII of the UN Charter, confi rm that the CBMs being elaborated in the OSCE comple-
ment UN eff orts to promote CBMs in the fi eld of security of and in the use of ICTs. The ef-
forts of the OSCE participating States in implementation of the OSCE confi dence-building 
measures in the fi eld of security of and in the use of ICTs will be consistent with: international 
law, including, inter alia, the UN Charter and the International Covenant on Civil and Politi-
cal Rights; as well as the Helsinki Final Act; and their responsibilities to respect human rights 
and fundamental freedoms.

The following CBMs were fi rst adopted through Permanent Council Decision No. 1106 
on 3 December 2013:

1. Participating States will voluntarily provide their national views on various aspects of na-
tional and transnational threats to and in the use of ICTs. The extent of such information will be 
determined by the providing Parties.

2. Participating States will voluntarily facilitate co-operation among the competent national 
bodies and exchange of information in relation with security of and in the use of ICTs.

3. Participating States will on a voluntary basis and at the appropriate level hold consulta-
tions in order to reduce the risks of misperception, and of possible emergence of political or 
military tension or confl ict that may stem from the use of ICTs, and to protect critical national 
and international ICT infrastructures including their integrity.

4. Participating States will voluntarily share information on measures that they have taken 
to ensure an open, interoperable, secure, and reliable Internet.

5. The participating States will use the OSCE as a platform for dialogue, exchange of best 
practices, awareness-raising and information on capacity-building regarding security of and 
in the use of ICTs, including eff ective responses to related threats. The participating States will 
explore further developing the OSCE role in this regard.

6. Participating States are encouraged to have in place modern and eff ective national leg-
islation to facilitate on a voluntary basis bilateral co-operation and eff ective, time-sensitive 
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information exchange between competent authorities, including law enforcement agencies, 
of the participating States in order to counter terrorist or criminal use of ICTs. The OSCE 
participating States agree that the OSCE shall not duplicate the eff orts of existing law enforce-
ment channels.

7. Participating States will voluntarily share information on their national organization; 
strategies; policies and programmes — including on co-operation between the public and 
the private sector; relevant to the security of and in the use of ICTs; the extent to be determined 
by the providing parties.

8. Participating States will nominate a contact point to facilitate pertinent communications 
and dialogue on security of and in the use of ICTs. Participating States will voluntarily provide 
contact data of existing offi  cial national structures that manage ICT-related incidents and co-
ordinate responses to enable a direct dialogue and to facilitate interaction among responsible 
national bodies and experts. Participating States will update contact information annually 
and notify changes no later than thirty days after a change has occurred. Participating States 
will voluntarily establish measures to ensure rapid communication at policy levels of authority, 
to permit concerns to be raised at the national security level.

9. In order to reduce the risk of misunderstandings in the absence of agreed terminology 
and to further a continuing dialogue, participating States will, as a fi rst step, voluntarily pro-
vide a list of national terminology related to security of and in the use of ICTs accompanied by 
an explanation or defi nition of each term. Each participating State will voluntarily select those 
terms it deems most relevant for sharing. In the longer term, participating States will endeavour 
to produce a consensus glossary.

10. Participating States will voluntarily exchange views using OSCE platforms and mecha-
nisms inter alia, the OSCE Communications Network, maintained by the OSCE Secretariat’s 
Confl ict Prevention Centre, subject to the relevant OSCE decision, to facilitate communica-
tions regarding the CBMs.

11. Participating States will, at the level of designated national experts, meet at least three 
times each year, within the framework of the Security Committee and its Informal Working 
Group established by Permanent Council Decision No. 1039 to discuss information exchanged 
and explore appropriate development of CBMs. Candidates for future consideration by the IWG 
may include inter alia proposals from the Consolidated List circulated by the Chairmanship 
of the IWG under PC.DEL/682/12 on 9 July 2012, subject to discussion and consensus agree-
ment prior to adoption.

The following CBMs were fi rst adopted through Permanent Council Decision No. 1202 
on 10 March 2016: 

12. Participating States will, on a voluntary basis, share information and facilitate inter-State 
exchanges in diff erent formats, including workshops, seminars, and roundtables, including 
on the regional and/or subregional level; this is to investigate the spectrum of co-operative mea-
sures as well as other processes and mechanisms that could enable participating States to reduce 
the risk of confl ict stemming from the use of ICTs. Such activities should be aimed at preventing 
confl icts stemming from the use of ICTs and at maintaining peaceful use of ICTs.

With respect to such activities participating States are encouraged, inter alia, to:
 — Conduct such activities in the spirit of enhancing inter-State co-operation, transpar-

ency, predictability and stability;
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 — Complement, through such activities, UN eff orts and avoid duplicating work done by 
other fora; and

 — Take into account the needs and requirements of participating States taking part in such 
activities.

Participating States are encouraged to invite and engage representatives of the private sector, 
academia, centres of excellence and civil society in such activities.

13. Participating States will, on a voluntary basis, conduct activities for offi  cials and ex-
perts to support the facilitation of authorized and protected communication channels to pre-
vent and reduce the risks of misperception, escalation, and confl ict; and to clarify technical, 
legal and diplomatic mechanisms to address ICT-related requests. This does not exclude 
the use of the channels of communication mentioned in Permanent Council Decision 
No. 1106.

14. Participating States will, on a voluntary basis and consistent with national legisla-
tion, promote public-private partnerships and develop mechanisms to exchange best practices 
of responses to common security challenges stemming from the use of ICTs.

15. Participating States, on a voluntary basis, will encourage, facilitate and/or participate 
in regional and subregional collaboration between legally-authorized authorities responsible 
for securing critical infrastructures to discuss opportunities and address challenges to national 
as well as trans-border ICT networks, upon which such critical infrastructure relies.

Collaboration may, inter alia, include:
 — Sharing information on ICT threats;
 — Exchanging best practices;
 — Developing, where appropriate, shared responses to common challenges including cri-

sis management procedures in case of widespread or transnational disruption of ICT-
enabled critical infrastructure;

 — Adopting voluntary national arrangements to classify ICT incidents in terms of the scale 
and seriousness of the incident;

 — Sharing national views of categories of ICT-enabled infrastructure States consider 
critical;

 — Improving the security of national and transnational ICT-enabled critical infrastructure 
including their integrity at the regional and subregional levels; and

 — Raising awareness about the importance of protecting industrial control systems 
and about issues related to their ICT-related security, and the necessity of developing 
processes and mechanisms to respond to those issues.

16. Participating States will, on a voluntary basis, encourage responsible reporting of vul-
nerabilities aff ecting the security of and in the use of ICTs and share associated information 
on available remedies to such vulnerabilities, including with relevant segments of the ICT busi-
ness and industry, with the goal of increasing co-operation and transparency within the OSCE 
region. OSCE participating States agree that such information exchange, when occurring be-
tween States, should use appropriately authorized and protected communication channels, 
including the contact points designated in line with CBM 8 of Permanent Council Decision 
No. 1106, with a view to avoiding duplication.
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Practical Considerations1

The provisions of these Practical Considerations do not aff ect the voluntary basis for the ac-
tivities related to the aforementioned CBMs.

Participating States intend to conduct the fi rst exchange by October 31, 2014, and thereaf-
ter the exchange of information described in the aforementioned CBMs shall occur annually. 
In order to create synergies, the date of the annual exchanges may be synchronized with related 
initiatives participating States are pursuing in the UN and other fora.

The information exchanged by participating States should be compiled by each of them into 
one consolidated input before submission. Submissions should be prepared in a manner that 
maximizes transparency and utility.

Information may be submitted by the participating States in any of the offi  cial OSCE lan-
guages, accompanied by a translation in English, or only in the English language.

Information will be circulated to participating States using the OSCE Documents Distribu-
tion system.

Should a participating State wish to inquire about individual submissions, they are invited 
to do so during meetings of the Security Committee and its Informal Working Group estab-
lished by Permanent Council Decision No. 1039 or by direct dialogue with the submitting State 
making use of established contact mechanisms, including the email contact list and the POLIS 
discussion forum.

The participating States will pursue the activities in points 9 and 10 above through existing 
OSCE bodies and mechanisms.

The Transnational Threats Department will, upon request and within available resources, 
assist participating States in implementing the CBMs set out above.

In implementing the CBMs, participating States may wish to avail themselves of discussions 
and expertise in other relevant international organizations working on issues related to ICTs.

Considerations2

Participating States will, at the level of designated national experts, meet at least three 
times each year, within the framework of the Security Committee and its Informal Working 
Group established by Permanent Council Decision No. 1039, to discuss information exchanged 
and explore appropriate development of CBMs. Candidates for future consideration by the IWG 
may include inter alia proposals for CBMs aimed at increasing transparency, co-operation, 
and stability among States in the use of ICTs. Such eff orts should, to the extent that they relate 
to the mandate of the IWG, take into account and seek to complement the expert-level consensus 
reports of the 2013 and 2015 United Nations Group of Governmental Experts on Developments 
in the Field of Information and Telecommunications in the Context of International Security, 
including their recommendations on voluntary CBMs, and the Group’s work in support of vol-
untary non-binding norms, rules and principles of responsible State behaviour in the use of ICTs.

The Transnational Threats Department of the OSCE Secretariat, through its Cyber Secu-
rity Offi  cer will, upon request and within available resources, assist participating States in imple-
menting the CBMs set out above, and in developing potential future CBMs.

1 First adopted as part of Permanent Council Decision No. 1106 on 3 December 2013.
2 First adopted as part of Permanent Council Decision No. 1202 on 10 March 2016.
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Decision № 5/16

OSCE Efforts Related to Reducing the Risks 
of Conflict Stemming from the Use of Information 
and Communication Technologies
9 December 2016

The Ministerial Council of the Organization for Security and Co-operation in Europe,
Reaffi  rming that eff orts by OSCE participating States to reduce the risks of confl ict stem-

ming from the use of information and communication technologies will be consistent with: in-
ternational law, including, inter alia, the UN Charter and the International Covenant on Civil 
and Political Rights; the Helsinki Final Act; and their responsibilities to respect human rights 
and fundamental freedoms,

Welcoming UN General Assembly resolution A/RES/70/237, and stressing the relevance 
to OSCE eff orts to reduce the risks of confl ict stemming from the use of information and com-
munication technologies of the 2010, 2013 and 2015 reports of the United Nations Group 
of Governmental Experts on Developments in the Field of Information and Telecommunica-
tions in the Context of International Security,

Emphasizing the importance of OSCE confi dence-building measures to reduce the risks 
of confl ict stemming from the use of information and communication technologies to comple-
ment existing global, regional and subregional eff orts in this fi eld;

Emphasizing the importance of communication at all levels of authority to reduce the risks 
of confl ict stemming from the use of information and communication technologies,

Recalling Permanent Council Decision No. 1039 of 26 April 2012, which established 
the OSCE framework for the development of CBMs designed to enhance inter-State co-opera-
tion, transparency, predictability, and stability, and to reduce the risks of misperception, escala-
tion, and confl ict that might stem from the use of information and communication technolo-
gies, and welcoming the work of the informal working group established pursuant to Permanent 
Council Decision No. 1039,

Building upon Permanent Council Decision No. 1106 of 3 December 2013 on an initial set 
of OSCE confi dence-building measures to reduce the risks of confl ict stemming from the use 
of information and communication technologies,

1. Endorses the adoption of Permanent Council Decision No. 1202 of 10 March 2016 
on OSCE confi dence-building measures to reduce the risks of confl ict stemming from the use 
of information and communication technologies;

2. Stresses the importance of implementing existing OSCE confi dence-building measures 
to reduce the risks of confl ict stemming from the use of information and communication tech-
nologies and developing additional confi dence-building measures in line with the Consider-
ations set out in Permanent Council Decision No. 1202;

3. Welcomes the participating States’ activities in the implementation of the existing OSCE 
confi dence-building measures to reduce the risks of confl ict stemming from the use of informa-
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tion and communication technologies, and notes in this respect the importance of continuously 
updating national contact points to facilitate pertinent communication and dialogue;

4. Encourages all participating States to contribute to the implementation of the OSCE con-
fi dence-building measures to reduce the risks of confl ict stemming from the use of information 
and communication technologies;

5. Recognizes the importance of eff ective information exchange among participating States 
related to the OSCE confi dence-building measures to reduce the risks of confl ict stemming 
from the use of information and communication technologies and, inter alia, of ensuring rapid 
communication at technical and policy levels of authority, and of elaborating procedures for 
holding consultations in order to reduce the risks of misperception and of possible emergence 
of political or military tensions or confl ict that may stem from the use of information and com-
munication technologies;

6. Intends to explore, within the cross-dimensional, informal working group established 
pursuant to Permanent Council Decision No. 1039 under the auspices of the Security Commit-
tee, ways of strengthening the work of the OSCE as a practical platform for constructive and ef-
fi cient implementation, and the possible development of further confi dence-building measures 
to reduce the risks of confl ict stemming from the use of information and communication tech-
nologies;

7. Invites participating States to make concrete proposals to this end by 30 June 2017;
8. Encourages relevant OSCE executive structures to assist participating States, upon their 

request, in the implementation of the OSCE confi dence-building measures to reduce the risks 
of confl ict stemming from the use of information and communication technologies, and to en-
hance pertinent national capabilities and processes, within available resources;

9. Welcomes the work undertaken by the 2016 OSCE German Chairmanship aimed at iden-
tifying how OSCE eff orts to reduce the risks of confl ict stemming from the use of information 
and communication technologies can be made more eff ective and can be intensifi ed to promote 
an open, secure, stable, accessible and peaceful information and communication technologies 
environment in line with relevant OSCE commitments;

10. Underscores that further OSCE activities to reduce the risks of confl ict stemming from 
the use of information and communication technologies, including those of relevant OSCE 
executive structures, should build on existing OSCE eff orts, be in line with respective mandates 
and OSCE commitments, complement eff orts by the United Nations, international and other 
regional fora, and be organized within available resources;

11. Invites the OSCE Partners for Co-operation to enhance dialogue on eff orts to reduce 
the risks of confl ict stemming from the use of information and communication technologies.
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Agreement between the Governments 
of the Member Countries of the Association 
of Southeast Asian Nations and the Government 
of the Russian Federation on Economic 
and Development Cooperation
Kuala Lumpur, 10 December 2005

Extraction

<...>

Article 1. Principles and Aims of Economic and Development 
Cooperation 

<...>
2. With a view to strengthening their relationship, the Parties, subject to their respective na-

tional legislation, shall undertake to hold a comprehensive dialogue and promote further coopera-
tion between them in all sectors of mutual interest. Their eff orts will, in particular, be aimed at:

<...>
(c) developing cooperation in all other sectors of mutual interest including small and me-

dium enterprises, science and technology, energy, minerals, transport, fi nance, agri-
culture, technical cooperation, tourism, information and communication technologies, 
environment protection and management for the purpose of, inter alia, sustainable de-
velopment and disaster management;

<...>

Article 3. Other Areas of Cooperation

<...>
II. Science and Technology 
1. In accordance with their mutual interest and the aims of their policies on science and tech-

nology, the Parties shall undertake to develop and broaden cooperation in science and technol-
ogy. To this end the Parties shall undertake to promote in particular: 
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(a) exchange of information and know-how in the fi eld of science and technology;
(b) dialogue about the elaboration and implementation of the respective research and tech-

nological development policies; 
(c) strengthening of cooperation in science and technology in sectors of common interest, 

such as biotechnology, microelectronics, meteorology and geophysics, nanotechnol-
ogy, new materials, space technology applications, geo-informatics and energy technol-
ogy and energy effi  ciency. 

2. The cooperation activities of the Parties shall include joint research in fi elds of mutual 
interest, the establishment of direct ties between scientifi c organisations, the transfer of tech-
nology on the basis of mutual benefi t and jointly organising conferences, symposia, seminars 
and working meetings. 

<...>

VI. Information and Communication Technologies 
Recognising the important role of information and communication technologies for so-

cio-economic development, the Parties shall endeavour to promote cooperation in this sphere 
in such areas as e-government, tele-medicine, distance education, cyber security, satellite com-
munication and other mutually agreed areas. 

<...>

Joint Declaration of the Heads 
of State/Government of the Member Countries 
of the Association of Southeast Asian Nations 
and the Head of State of the Russian Federation 
on Progressive and Comprehensive Partnership
Kuala Lumpur, 13 December 2005

Extraction

<...>

Political and Security Cooperation
<...>
12. ASEAN and the Russian Federation will enhance cooperation in combating transna-

tional organised crime, including illicit drug traffi  cking, traffi  cking in persons, sea piracy, arms 
smuggling, money laundering, international economic crime and cyber crime through actively 
participating in the ASEAN Senior Offi  cials Meeting on Transnational Crime (SOMTC) – 
Russian Federation Consultations, so as to enhance eff ective institutional contacts, information 
exchange and implementation of agreed programmes of mutual interest. 

<...>
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Economic and Social Development Cooperation
<...>
23. ASEAN and the Russian Federation note the enormous potential for building coop-

eration in the fi eld of industry and power engineering, agriculture, transportation, energy, 
and science and technology, including information and communication technologies, disas-
ter management and emergency response, and human resources development. ASEAN and 
the Russian Federation are fully determined to strengthen their interaction in these spheres 
and recognise the expedience of expanding the range of dialogue relations, including in such 
promising fi elds as fi nance, environment and health care. <...>

Comprehensive Programme of Action 
to Promote Cooperation between the Association 
of Southeast Asian Nations 
and the Russian Federation 2005–2015
13 December 2005, Kuala Lumpur

This Comprehensive Programme of Action is aimed at fostering and diversifying mutually 
advantageous cooperation between the Association of Southeast Asian Nations (ASEAN) and 
the Russian Federation and implementing the goals and objectives set forth in the Joint Dec-
laration of the Heads of State/Government of the Association of Southeast Asian Nations and 
the Head of State of the Russian Federation on Progressive and Comprehensive Partnership 
signed on 13 December 2005 in Kuala Lumpur, Malaysia, the Agreement between the Govern-
ments of ASEAN and the Government of the Russian Federation on Economic and Develop-
ment Cooperation signed on 10 December 2005 in Kuala Lumpur, Malaysia, the Joint Declara-
tion of the Foreign Ministers of ASEAN and the Russian Federation on Partnership for Peace 
and Security, and Prosperity and Development in the Asia-Pacifi c Region signed on 19 June 
2003 in Phnom Penh, Cambodia, as well as the ASEAN-Russian Federation Joint Declaration 
for Cooperation to Combat International Terrorism signed on 2 July 2004 in Jakarta, Indonesia.

Taking into account the above, ASEAN and the Russian Federation, in accordance with 
their respective international obligations and national legislation, shall endeavour, where ap-
propriate, to pursue joint actions and measures in the following areas: 

<...>

II. Cooperation in Combating Terrorism and Transnational Crime

<...>
(2) Combating Transnational Crime
In accordance with their obligations under international law and respective national leg-

islation,
<...>
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 — cooperate to render mutual assistance in the prevention and suppression of cyber crimes, 
in particular crimes related to the abuse of the Internet and other means of communica-
tion in violation of intellectual property rights; 

<...> 

IV. Functional Cooperation

<...>

(2) Information and Communication Technologies (ICT) Cooperation

 — hold consultations on ICT cooperation with a view to promoting cooperation in tele-
medicine, e-government, e-commerce, distance education, information security 
and legalisation of digital signature.

<...>

ASEAN Regional Forum Statement on Cooperation 
in Fighting Cyber Attack and Terrorist Misuse 
of Cyber Space*1

Kuala Lumpur, 28 July 2006

The Chairman of the ASEAN Regional Forum (ARF), on behalf of the participating states 
and organization, issues the following statement:

Strongly condemning all acts of terrorism regardless of their motivations, whenever and by 
whomsoever committed, as one of the most serious threats to international peace and security;

Reaffi  rming the imperative to combat terrorism in all its forms and manifestations;
Rejecting any attempt to associate terrorism with any religion, nationality, race, or culture;
Ensuring that all measures to combat terrorism are in accordance with the United Nations 

Charter and other applicable principles of international law, including humanitarian and human 
rights law;

Acknowledging that terrorist misuse of cyber space is a destructive and devastating form 
and manifestation of global terrorism whose magnitude and rapid spread would be exacerbated 
by the increasing cyber interconnectivity of countries in the region;

Recognizing the serious ramifi cations of an attack via cyber space to critical infrastruc-
ture on the security of the people and on the economic and physical well-being of countries 
in the region;

Recognizing the detrimental impact of fear which can be enhanced by the terrorists in con-
junction with attacks in physical space;

Further recognizing that terrorist misuse of cyber space is a form of cyber crime and a crimi-
nal misuse of information technologies;

* Hereafter the text marked «*» is printed only in English.
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Acknowledging that the proceeds from cyber crime may be laundered and/or used to fund 
terrorist activities;

Emphasizing the importance of ARF countries acting cooperatively to prevent the exploi-
tation of technology, communications, and resources, including Internet, to incite support for 
and/or commit criminal or terrorist acts, including the use by terrorists of the internet for re-
cruitment and training purposes.

Recalling the ARF Statement on Strengthening Transport Security against International 
Terrorism of 2 July 2004, which mentions, in particular, that ARF countries will endeavor to co-
operate to ensure that terrorists are prevented from using information technology and its appli-
cations to disrupt and sabotage the operation of transportation systems;

Stressing the need for cooperation between governments and the private sector in identify-
ing, preventing, and mitigating cyber-attacks and terrorist misuse of cyber-space;

Believing that an eff ective fi ght against cyber-attacks and terrorist misuse of cyber space 
requires increased, rapid and well-functioning legal and other forms of cooperation.

1. ARF participating states and organization endeavor to enact, if they have not yet done 
so, and implement cyber crime and cyber security laws in accordance with their national condi-
tions and by referring to relevant international instruments and recommendations/guidelines for 
the prevention, detection, reduction, and mitigation of attacks to which they are party, includ-
ing the ten recommendations in the UN General Assembly Resolution 55/63 on Combating 
the Criminal Misuse of Information Technologies.

2. ARF participating countries and organization acknowledge the importance of a national 
framework for cooperation and collaboration in addressing criminal, including terrorist, misuse 
of cyber space and encourage the formulation of such a framework that may include the follow-
ing proposed courses of action:

 — Identify national cyber security units and increase coordination among national agen-
cies;

 — Develop national watch, warning, and incident response capabilities;
 — Collaborate/cooperate with international and regional agencies for cyber investigation 

and collection and sharing of cyber evidence and, eff ective management of resources for 
mutually benefi cial partnerships that foster international cooperation, interoperability, 
and coordination in fi ghting criminal and terrorist misuse of cyber space;

 — Conduct training/ technology transfer and counter-measures, especially digital foren-
sics;

 — Reinforce capabilities to protect and recover critical infrastructure, minimize loss, track 
and trace the sabotage activities on such infrastructure;

 — Encourage private sector partnership with the government in the fi eld of information 
security and fi ghting cyber crime, including the protection of critical infrastructure;

 — Increase public awareness on cyber security and cyber ethics with emphasis on safety 
and security, best practices, the responsibilities of using information networks and neg-
ative consequences from misuse of networks.

3. ARF participating states and organization agree to work together to improve their capa-
bilities to adequately address cyber crime, including the terrorist misuse of cyber space by:

 — Endeavoring to identify national cyber security units and joining and participating in es-
tablished networks of cooperation;

 — Endeavoring to establish an ARF-wide network of Computer Security Incident Re-
sponse Teams (CSIRT) concerning cyber-crime to facilitate the real time exchange 



475

Association of Southeast Asian Nations Forum (ASEAN — ARF) 

of threat and vulnerability assessment and issuance of required warnings and patches 
and which would join existing cyber and incident warning and response networks;

 — Leveraging on existing cooperation among diff erent CSIRT networks and collaborating 
with other international and regional organizations with similar concerns;

 — Providing, where and when possible, technical assistance and capacity-building pro-
grams to countries that request help in developing laws, extending training (in forensics, 
law enforcement, legal and technical matters), and when and where possible, providing 
hardware and software;

 — Within the framework of applicable data protection regulation, information and intel-
ligence sharing between law enforcement, partners, and regional agencies, and com-
munity;

 — Enhancing eff orts towards training and awareness among the masses to bring about 
a culture of cyber security.

4. The ARF participating countries and organization also commit to continue working to-
gether in the fi ght against cyber crime, including terrorist misuse of cyber space, through ac-
tivities aimed at enhancing confi dence among diff erent national CSIRTs, as well as formulating 
advocacy and public awareness programs.

5. ARF participating countries and organization commit themselves to adopting such measures 
as may be appropriate and in accordance with their obligations under international law to prohibit 
by law incitement to commit a terrorist act or acts, including through computer networks.

6. The ARF participating countries and organization decide to annually review the progress 
of these and other eff orts to combat cyber attack and the terrorist misuse of cyber space at sub-
sequent ARF Ministerial Meetings.

Joint Statement of the Second ASEAN-
Russian Federation Summit*
Ha Noi, 30 October 2010

Extraction

 1. We, the Heads of State/Government of Brunei Darussalam, the Kingdom of Cambo-
dia, the Republic of Indonesia, the Lao People’s Democratic Republic, Malaysia, the Union 
of Myanmar, the Republic of the Philippines, the Republic of Singapore, the Kingdom of Thai-
land, the Socialist Republic of Viet Nam, the Member States of the Association of Southeast 
Asian Nations (ASEAN), and the Russian Federation, held the Second ASEAN-Russian Fed-
eration Summit on 30 October 2010 in Ha Noi, Viet Nam. <...>

Political and Security Cooperation

 <...>
27. We underlined the importance of strengthening information security built on 2009 UN 

General Assembly resolutions 64/25 and 64/211.
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Economic Cooperation

 <...> 
36. We forged closer cooperation in capacity building and human resources development 

in the area of information and communication technology (ICT), including WTO-related ICT-
issues, through, inter alia, exchange of information and best practices, training courses, e-learn-
ing, workshops, seminars, exchange of visits of ICT experts and offi  cials. <...>

Socio-Cultural Cooperation

<...>
42. We welcomed the adoption of the Plan of Action of the ASEAN-Russian Federation 

Working Group on Science and Technology (2007–2011) and are determined to further enhance 
cooperation in Science and Technology including the promotion of dialogue among the offi  cials, 
scientists and researchers and technology transfer and exchange. We attach great importance 
to the ASEAN – Russia Working Group on Science and Technology and agreed that its activities 
should be focused on innovative development in such areas as live systems, energy and resources 
effi  ciency and conservation, combating the spread of infectious and other dangerous diseases, 
nano-materials, ICT systems, agro- and biotechnologies and food security. 

<...>
43. We decided to promote cooperation activities, particularly in the areas of bridg-

ing the digital divide, network and information security, digital content and media, digital 
trade and mutual recognition of electronic signatures for cross-border transactions, satellite 
and spectrum technology, navigation systems. We expressed desire to enhance interaction 
in ensuring international information security, adoption of minimum standards for privacy 
of information subject to respective national laws, regulations and policy, and equal participa-
tion of states in Internet management while increasing the role of the International Telecom-
munication Union and other international organizations in Internet management. We also 
decided to enhance cooperation to enable improved ICT connectivity between ASEAN and 
the Russian Federation. 

<...>

ASEAN Regional Forum Statement 
by the Ministers of Foreign Affairs on Cooperation 
in Ensuring Cyber Security, 
adopted in Phnom Penh*
12 July 2012

Noting the considerable progress in developing and applying advanced information 
and communication technologies (ICTs),
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Expressing concern regarding the vulnerability of ICTs to threats to their availability, reli-
ability and integrity from a variety of malicious sources,

Recognizing the need for all ARF participants to take systematic steps to protect their 
national information infrastructures,

Taking into account the UN General Assembly resolutions on the developments 
in the fi eld of information and telecommunications in the context of international security, 
aimed at combating the use of ICTs for criminal or terrorist purposes and purposes inconsis-
tent with the objectives of maintaining international stability and security,

Recognizing that confi dence and security in the use of ICTs are among the main pillars 
of the information society, and that a robust global culture of cyber security needs to be en-
couraged, promoted, developed and vigorously implemented,

Bearing in mind that ensuring security in the use of ICTs should be consistent with inter-
national law and its basic principles,

Acknowledging the increasing interconnectivity in the use of ICTs by countries in the re-
gion,

Underlining the need to bolster coordination and cooperation among ARF participants 
in strengthening security in the use of ICTs,

Highlighting the need for further dialogue on the development of confi dence-building 
and other transparency measures to reduce the risk of misperception, escalation and confl ict,

Stressing the need for enhanced eff orts to close the digital divide by capacity building 
for developing countries and exchanging best practices and training in the sphere of security 
in the use of ICTs,

Consistent with the ARF Statement on Cooperation in Fighting Cyber Attacks and Ter-
rorist Misuse of Cyberspace of July 28, 2006,

Noting the United Nations Consensus Report of the Group of Governmental Experts 
on Developments in the Field of Information and Telecommunications in the Context of In-
ternational Security (A/65/201),

ARF participants reiterate the need to further intensify regional cooperation on security 
in the use of ICTs, including through the following measures:

promote further consideration of strategies to address threats emerging in this fi eld consis-
tent with international law and its basic principles;

promote dialogue on confi dence-building, stability, and risk reduction measures to ad-
dress the implications of ARF participants’ use of ICTs, including exchange of views on the po-
tential use of ICTs in confl ict;

encourage and enhance cooperation in bringing about culture of cyber security;
develop an ARF work plan on security in the use of ICTs, focused on practical coopera-

tion on confi dence building measures, which could set out corresponding goals and a time-
frame for their implementation;

review a possibility to elaborate common terms and defi nitions relevant to the sphere 
of the use of ICTs.
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Comprehensive Plan of Action 
to promote Cooperation between 
the Association of Southeast Asian Nations 
and the Russian Federation (2016–2020)
20 May 2016, Sochi

Extraction

This Comprehensive Plan of Action is aimed at fostering and diversifying mutually benefi -
cial cooperation for the period of 2016-2020 between the Association of Southeast Asian Nations 
(ASEAN) and the Russian Federation as set forth in the Sochi Declaration of the ASEAN-Rus-
sian Federation Commemorative Summit to Mark the 20th Anniversary of ASEAN-Russian Fed-
eration Dialogue Relations “Moving Towards a Strategic Partnership for Mutual Benefi t” adopted 
on 20 May 2016 in Sochi, the Russian Federation. This Comprehensive Plan of Action will work 
towards mutually benefi cial objectives in the next fi ve years (2016-2020), building upon the strong 
cooperation between ASEAN and the Russian Federation since 1996. <...>

In accordance with their respective international obligations and national legislation 
and policies, ASEAN Member States and the Russian Federation shall endeavour to pursue 
cooperation in the following areas. 

I. POLITICAL and SECURITY COOPERATION

<...>
Counter-Terrorism and Transnational Crime
<...>
41. Explore cooperation to promote international security in the fi eld of information 

and telecommunications, including by exchanging views and promoting relevant UN initiatives; 
42. Explore cooperation to render mutual assistance in the prevention and suppression 

of the use of information and communication technologies (ICTs) for terrorist purposes, in-
cluding incitement of hatred, as well as recruitment, facilitation, and the fi nancing of terrorists, 
and also for criminal purposes, in particular crimes related to the misuse of ICTs; 

43. Increase cooperation within ARF on security of and in the use of ICTs aimed at promot-
ing a peaceful, secure and cooperative ICT environment and preventing confl ict and crises by 
developing trust and confi dence; <...>

II. ECONOMIC COOPERATION

<...>
Information and Communication Technology (ICT) 
91. Enhance cooperation in Information and Communication Technology (ICT) such as 

sharing of best practices in policy formulation regulatory framework and technology development; 



479

Association of Southeast Asian Nations Forum (ASEAN — ARF) 

92. Explore possible cooperation on ICT through workshops and training in areas such as 
distance education, telemedicine, information security, recognition of electronic signature soft-
ware development, digital content, e-government, ecommerce, spectrum management, satellite 
technology, as well as mitigation of the impact of climate change and disaster risk management; 

93. Encourage knowledge sharing between governments, the private sector and industry 
groups to facilitate investments in ICT, including in broadband connectivity and broadband ap-
plications in ASEAN and Russia; 

94. Strengthen cooperation and capacity building in information and cybersecurity, joint 
research and development activities in the area of interactive digital media; 

95. Promote knowledge sharing on the application of information technology in education, 
IT curriculum development and IT teacher trainings; 

<...>

Sochi Declaration of the ASEAN-Russian Federation 
Commemorative Summit to Mark 
the 20th Anniversary of ASEAN-Russian Federation 
Dialogue Partnership “Moving Towards 
a Strategic Partnership for Mutual Benefit”
20 May 2016, Sochi

Extraction

We, the Heads of State/Government of the Member States of the Association of Southeast 
Asian Nations (ASEAN) and the Russian Federation, gathered in Sochi, Russian Federation, 
on 19-20 May 2016 to commemorate the 20th Anniversary of ASEAN-Russian Federation Dia-
logue Partnership;

Recognizing with appreciation the achievements made over the past 20 years of ASEAN-
Russian Federation dialogue partnership and cooperation across a wide range of areas, including 
political, security, trade and economic, culture, people-to-people exchange and development 
cooperation, which have strengthened and enhanced the relations as well as regional peace, 
stability and prosperity;

Adhering to the principles, purposes, shared values and norms stipulated in the Charter 
of the United Nations, the Treaty of Amity and Cooperation in Southeast Asia (TAC), the East 
Asia Summit (EAS) Declaration on the Principles for Mutually Benefi cial Relations (Bali Prin-
ciples), as well as recognising consistency of ASEAN-Russia cooperation with ASEAN pro-
cesses, principles and norms such as ASEAN Centrality in the evolving regional architecture;

Recalling our commitment under the Joint Declaration of the Heads of State/Government 
of ASEAN and the Head of State of the Russian Federation on Progressive and Comprehensive 
Partnership signed on 13 December 2005 in Kuala Lumpur, Malaysia and the Joint Statement 
of the Second ASEAN-Russia Federation Summit adopted in Hanoi, Vietnam on 30 October 2010;
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Acknowledging the signifi cance of the implementation of the ASEAN-Russian Federation 
Intergovernmental Agreement on Economic and Development Cooperation of 2005, the ASE-
AN-Russian Federation Intergovernmental Agreement on Cultural Cooperation of 2010 and 
the Comprehensive Programme of Action to Promote Cooperation between ASEAN and 
the Russian Federation 2005-2015;

Noting the on-going changes in the world and the increasing tendency towards multipolarity;
Noting also that evolving regional security architecture should be open, transparent, inclu-

sive, and rules-based in accordance with international law, including the principle of equality;
Welcoming the establishment of the ASEAN Community in 2015 and Russia’s eff orts within 

the framework of the Eurasian Economic Union (EAEU);
Reaffi  rming our commitment to building stronger, deeper and mutually benefi cial relations 

between ASEAN and the Russian Federation towards regional peace, stability, and prosperity;
Recognizing the importance of the promotion and protection of human rights, including 

through practical steps, exchange of best practices and closer cooperation, in particular in inter-
national fora; HAVING considered all aspects of the development of the ASEAN-Russian Fed-
eration dialogue partnership, hereby agreed to undertake the following:

<...>

Political and Security Cooperation
<...>
6. Foster greater cooperation to address traditional and non-traditional security challenges, 

such as international terrorism, transnational crime, threats to information security as well as 
countering the illegal production and traffi  cking of drugs, under global and regional frame-
works, primarily through the United Nations; <...>

8. Promote cooperation in combating transnational organised crime, including human traf-
fi cking, illegal migration, sea piracy, arms smuggling, money laundering, international econom-
ic crime and cybercrime. ASEAN appreciates the readiness of the Russian Federation to con-
tinue the relevant capacity building training courses; 

<...>

Statement of ASEAN and the Russian Federation 
on Cooperation in the Field of Security 
of and in the Use of Information 
and Communication Technologies
14 November 2018

We, the Heads of State/Government of Brunei Darussalam, the Kingdom of Cambodia, 
the Republic of Indonesia, the Lao People’s Democratic Republic, Malaysia, the Republic 
of the Union of Myanmar, the Republic of the Philippines, the Republic of Singapore, the King-
dom of Thailand, the Socialist Republic of Viet Nam and the Russian Federation;
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Recognising the signifi cant progress in the development and use of information and com-
munication technologies (ICTs) as one of the key drivers in governance, economy, commerce 
and trade, social well-being and all other aspects;

Reaffi  rming the importance of previous resolutions adopted by the United Nations General 
Assembly on developments in the fi eld of information and telecommunications in the context 
of international security;

Recalling the Sochi Declaration of the ASEAN – Russian Federation Commemorative 
Summit to Mark the 20th Anniversary of ASEAN – Russian Federation Dialogue Partnership 
“Moving Towards a Strategic Partnership for Mutual Benefi t” in 2016, the Comprehensive Plan 
of Action to Promote Cooperation between the Association of Southeast Asian Nations and 
the Russian Federation (2016–2020), East Asia Leaders’ Statement on Issues Related to Se-
curity of and in the Use of Information and Communications Technologies in 2015, ASEAN 
Regional Forum Statement by the Ministers of Foreign Aff airs on Cooperation in Ensuring 
Cyber Security in 2012, ASEAN Regional Forum Work Plan on Security of and in the Use 
of Information and Communications Technologies (ICTs) in 2015, as well as the establishment 
of the ASEAN Regional Forum Inter-Sessional Meeting on Security of and in the Use ofICTs 
in 2017, and the establishment of the ASEAN Defence Ministers’ Meeting Plus Experts’ Work-
ing Group on Cyber Security in 2016;

Recalling the ASEAN Framework on Personal Data Protection adopted in 2016and 
the ASEAN Cybersecurity Cooperation Strategy adopted in 2017;

Welcoming the adoption of the ASEAN Declaration to Prevent and Combat Cybercrime 
in 2017 and the ASEAN Leaders’ Statement on Cybersecurity Cooperation in 2018;

Declare as follows:
1. We recognise that the use of ICTs can directly aff ect the political, economic, social, cul-

tural and other components of national and international security and stability.
2. We acknowledge that the use and development of ICTs, includingthe protection of per-

sonal data,should be based onuniversally recognised principles of international law, including 
the Charter of the United Nations and the Treaty of Amity and Cooperation in Southeast Asia 
(TAC), namely State sovereignty, political independence, territorial integrity, sovereign equality 
of States, peaceful settlement of disputes, non-interference in the internal aff airs of other States, 
as well as respect for human rights and fundamental freedoms, which are of paramount impor-
tance for the development of a peaceful, safe, open, and collaborative regional and international 
ICT environment.

3. We express our concern that these technologies and means can potentially be used 
to threaten regional and international peace, security and stability and adversely aff ect the in-
tegrity of States’ critical infrastructure.

4. We further acknowledge the importance of working towards elaborating and adopting 
internationally agreed voluntary and non-binding rules, norms and principles of responsible 
behaviour of States in the use of ICTs to strengthen common understanding for the stability 
and security in the global ICT environment, with due regard to the recommendations set out 
in the relevant Reports of the United Nations Group of Governmental Experts on Develop-
ments in the Field of Information and Telecommunications in the Context of International 
Security, as well as the development of a peaceful, secure, and resilient rules-based ICT envi-
ronment that will contribute to continued economic progress, enhanced regional connectivity 
within and improved living standard of both ASEAN Member States and Russia.
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5. We note that it is necessary to prevent the use of information resources or technologies for 
criminal or terrorist purposes.

6. We advocate the prevention and peaceful settlement of inter-State confl icts that may be 
caused by the malicious and unlawful use of ICTs in order to protect our national and interna-
tional interests. While acknowledging the key role of States in ensuring stability and security 
in the use of ICTs, we emphasise that the UN should play a leading role in promoting dialogue 
on the security of ICTs in their use by States and stress the importance of adopting rules, norms 
and principles of responsible behavior of States in the use of ICTs.

7. We emphasise the need to increase transparency and enhance trust to facilitate a deeper 
mutual understanding in theuse of ICTs in order to reduce the risk of misperception, misjudge-
ment, and growing tension that lead to confl icts.

8. We stress that it is necessary to preserve ICTs, particularly the Internet, as an instrument 
of peace and development and to prevent its use as a weapon or as a means of committing crime.

9. We acknowledge that cooperation and coordination among States at bilateral, regional, 
and international levels are imperative for timely and eff ective responses to threats and chal-
lenges arising from the use of ICTs, given the cross-border nature of ICTs.

10. We recognise that States are at diff erent levels of development and have diff erent ICT 
capacities, and highlight the importance of greater eff orts of ASEAN Member States and Russia 
to narrow the digital divide.

11. We emphasise the practical value of capacity building, education and training pro-
grammes on various aspects of security of and in the use of ICTs.

12. We acknowledge the importance of strengthening practical cooperation on security 
of and in the use of ICTs in areas such as combating the use of ICTs for terrorist purposes 
and other criminal activities.

13. We agree to strengthen and optimise existing regional mechanisms on security of and 
in the use of ICTs.

14. ASEAN will consider the initiative of the Russian Federation on an “ASEAN-Russia 
Dialogue on ICT security-related issues”.
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Okinawa Charter on Global Information Society
21 July 2000 1

1. Information and Communications Technology (IT) is one of the most potent forces 
in shaping the twenty-fi rst century. Its revolutionary impact aff ects the way people live, learn 
and work and the way government interacts with civil society. IT is fast becoming a vital en-
gine of growth for the world economy. It is also enabling many enterprising individuals, fi rms 
and communities, in all parts of the globe, to address economic and social challenges with greater 
effi  ciency and imagination. Enormous opportunities are there to be seized and shared by us all.

2. The essence of the IT-driven economic and social transformation is its power to help 
individuals and societies to use knowledge and ideas. Our vision of an information society is 
one that better enables people to fulfi l their potential and realise their aspirations. To this end 
we must ensure that IT serves the mutually supportive goals of creating sustainable economic 
growth, enhancing the public welfare, and fostering social cohesion, and work to fully realise 
its potential to strengthen democracy, increase transparency and accountability in governance, 
promote human rights, enhance cultural diversity, and to foster international peace and stability. 
Meeting these goals and addressing emerging challenges will require eff ective national and in-
ternational strategies.

3. In pursuing these objectives, we renew our commitment to the principle of inclusion: 
everyone, everywhere should be enabled to participate in and no one should be excluded from 
the benefi ts of the global information society. The resilience of this society depends on demo-
cratic values that foster human development such as the free fl ow of information and knowledge, 
mutual tolerance, and respect for diversity.

4. We will exercise our leadership in advancing government eff orts to foster an appropriate 
policy and regulatory environment to stimulate competition and innovation, ensure economic 
and fi nancial stability, advance stakeholder collaboration to optimise global networks, fi ght 
abuses that undermine the integrity of the network, bridge the digital divide, invest in people, 
and promote global access and participation.

5. Above all, this Charter represents a call to all, in both the public and private sectors to bridge 
the international information and knowledge divide. A solid framework of IT-related policies 
and action can change the way in which we interact, while promoting social and economic op-

1 Adopted by G8 leaders on July 22, 2000.
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portunities worldwide. An eff ective partnership among stakeholders, including through joint 
policy co-operation, is also key to the sound development of a truly global information society.

Seizing Digital Opportunities

6. The potential benefi ts of IT in spurring competition, promoting enhanced productivity, 
and creating and sustaining economic growth and jobs hold signifi cant promise. Our task is not 
only to stimulate and facilitate the transition to an information society, but also to reap its full 
economic, social and cultural benefi ts. To achieve this, it is important to build on the following 
key foundations:

 — Economic and structural reforms to foster an environment of openness, effi  ciency, 
competition and innovation, supported by policies focusing on adaptable labour mar-
kets, human resource development, and social cohesion;

 — Sound macroeconomic management to help businesses and consumers plan confi dent-
ly for the future and exploit the advantages of new information technologies;

 — Development of information networks off ering fast, reliable, secure and aff ordable ac-
cess through competitive market conditions and through related innovation in network 
technology, services and applications;

 — Development of human resources capable of responding to the demands of the infor-
mation age through education and lifelong learning and addressing the rising demand 
for IT professionals in many sectors of our economy;

 — Active utilisation of IT by the public sector and the promotion of online delivery of ser-
vices, which are essential to ensure improved accessibility to government by all citizens.

7. The private sector plays a leading role in the development of information and communi-
cations networks in the information society. But it is up to governments to create a predictable, 
transparent and non-discriminatory policy and regulatory environment necessary for the infor-
mation society. It is important to avoid undue regulatory interventions that would hinder pro-
ductive private-sector initiatives in creating an IT-friendly environment. We should ensure that 
IT-related rules and practices are responsive to revolutionary changes in economic transactions, 
while taking into account the principles of eff ective public-private sector partnership, transpar-
ency and technological neutrality. The rules must be predictable and inspire business and con-
sumer confi dence. In order to maximise the social and economic benefi ts of the Information 
Society, we agree on the following key principles and approaches and commend them to others:

 — Competition in and open markets for the provision of information technology and tele-
communications products and services, including non-discriminatory and cost-orient-
ed interconnection for basic telecommunications;

 — Protection of intellectual property rights for it-related technology is vital to promot-
ing it-related innovations, competition and diff usion of new technology; we welcome 
the joint work already underway among intellectual property authorities and further en-
courage our experts to discuss future direction in this area;

 — Governments’ renewed commitment to using software in full compliance with intel-
lectual property rights protection is also important;

 — A number of services, including telecommunications, transportation, and package de-
livery are critical to the information society and economy and improving their effi  ciency 
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will maximise benefi ts; customs and other trade-related procedures are also important 
to foster an it-friendly environment;

 — Facilitate cross-border e-commerce by promoting further liberalisation and improve-
ment in networks and related services and procedures in the context of a strong world 
trade organisation (wto) framework, continued work on e-commerce in the wto and oth-
er international fora, and application of existing wto trade disciplines to e-commerce;

 — Consistent approaches to taxation of e-commerce based on the conventional principles, 
including neutrality, equity and simplicity, and other key elements agreed in the work 
of the organisation for economic co-operation and development (oecd);

 — Continuing the practice of not imposing customs duties on electronic transmissions, 
pending the review at the next wto ministerial conference;

 — Promotion of market-driven standards including, for example, interoperable technical 
standards;

 — Promote consumer trust in the electronic marketplace consistent with oecd guidelines 
and provide equivalent consumer protection in the online world as in the offl  ine world, 
including through eff ective self-regulatory initiatives such as online codes of conduct, 
trustmarks and other reliability programmes, and explore options to alleviate the diffi  -
culties faced by consumers in cross-border disputes, including use of alternative dispute 
resolution mechanisms;

 — Development of eff ective and meaningful privacy protection for consumers, as well as 
protection of privacy in processing personal data, while safeguarding the free fl ow of in-
formation, and;

 — Further development and eff ective functioning of electronic authentication, electronic 
signature, cryptography, and other means to ensure security and certainty of transactions.

8. International eff orts to develop a global information society must be accZompanied by 
co-ordinated action to foster a crime-free and secure cyberspace. We must ensure that eff ec-
tive measures, as set out in the OECD Guidelines for Security of Information Systems, are 
put in place to fi ght cyber-crime. G8 co-operation within the framework of the Lyon Group 
on Transnational Organised Crime will be enhanced. We will further promote dialogue with 
industry, building on the success of the recent G8 Paris Conference ”A Government/Industry 
Dialogue on Safety and Confi dence in Cyberspace“. Urgent security issues such as hacking 
and viruses also require eff ective policy responses. We will continue to engage industry and oth-
er stakeholders to protect critical information infrastructures.

Bridging the Digital Divide

9. Bridging the digital divide in and among countries has assumed a critical importance 
on our respective national agendas. Everyone should be able to enjoy access to information 
and communications networks. We reaffi  rm our commitment to the eff orts underway to for-
mulate and implement a coherent strategy to address this issue. We also welcome the increasing 
recognition on the part of industry and civil society of the need to bridge the divide. Mobilising 
their expertise and resources is an indispensable element of our response to this challenge. We 
will continue to pursue an eff ective partnership between government and civil societies respon-
sive to the rapid pace of technological and market developments.
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10. A key component of our strategy must be the continued drive toward universal and af-
fordable access. We will continue to:

 — Foster market conditions conducive to the provision of aff ordable communications 
services;

 — Explore other complementary means, including access through publicly available fa-
cilities;

 — Give priority to improving network access, especially in underserved urban, rural 
and remote areas;

 — Pay particular attention to the needs and constraints of the socially under-privileged, 
people with disabilities, and older persons and actively pursue measures to facilitate 
their access and use;

 — Encourage further development of ”user-friendly“, ”barrier-free“ technologies, in-
cluding mobile access to the Internet, as well as greater utilisation of free and publicly 
available contents in a way which respects intellectual property rights.

11. The policies for the advancement of the Information Society must be underpinned by 
the development of human resources capable of responding to the demands of the information 
age. We are committed to provide all our citizens with an opportunity to nurture IT literacy 
and skills through education, lifelong learning and training. We will continue to work toward 
this ambitious goal by getting schools, classrooms and libraries online and teachers skilled in IT 
and multimedia resources. Measures aiming to off er support and incentives for small-to-me-
dium-sized enterprises and the self-employed to get online and use the Internet eff ectively will 
also be pursued. We will also encourage the use of IT to off er innovative lifelong learning oppor-
tunities, particularly to those who otherwise could not access education and training.

Promoting Global Participation

12. IT represents a tremendous opportunity for emerging and developing economies. Coun-
tries that succeed in harnessing its potential can look forward to leapfrogging conventional ob-
stacles of infrastructural development, to meeting more eff ectively their vital development goals, 
such as poverty reduction, health, sanitation, and education, and to benefi ting from the rapid 
growth of global e-commerce. Some developing countries have already made signifi cant prog-
ress in these areas.

13. The challenge of bridging the international information and knowledge divide cannot, 
however, be underestimated. We recognise the priority being given to this by many developing 
countries. Indeed, those developing countries which fail to keep up with the accelerating pace 
of IT innovation may not have the opportunity to participate fully in the information society 
and economy. This is particularly so where the existing gaps in terms of basic economic and social 
infrastructures, such as electricity, telecommunications and education, deter the diff usion of IT.

14. In responding to this challenge, we recognise that the diverse conditions and needs 
of the developing countries should be taken into account. There is no ”one-size-fi ts-all“ solu-
tion. It is critically important for developing countries to take ownership through the adoption 
of coherent national strategies to: build an IT-friendly, pro-competitive policy and regulatory 
environment; exploit IT in pursuit of development goals and social cohesion; develop human 
resources endowed with IT skills; and encourage community initiatives and indigenous entre-
preneurship.
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The Way Forward

15. Eff orts to bridge the international divide, as in our societies, crucially depend on eff ec-
tive collaboration among all stakeholders. Bilateral and multilateral assistance will continue 
to play a signifi cant role in building the framework conditions for IT development. Interna-
tional Financial Institutions (IFIs), including Multilateral Development Banks (MDBs), par-
ticularly the World Bank, are well placed to contribute in this regard by formulating and im-
plementing programmes that foster growth, benefi t the poor, as well as expand connectivity, 
access and training. The International Telecommunications Union (ITU), the United Na-
tions Conference on Trade and Development (UNCTAD) and the United Nations Develop-
ment Programme (UNDP) and other relevant international fora, also have an important role 
to play. The private sector remains a central actor driving IT forward in developing countries 
and can contribute signifi cantly to the international eff orts to bridge the digital divide. NGOs, 
with their unique ability to reach grassroots areas, can usefully contribute to human resource 
and community development. IT, in short, is global in dimension, and thus requires a global 
response.

16. We welcome eff orts already underway to bridge the international digital divide through 
bilateral development aid and by international organisations and private groups. We also wel-
come contributions from the private sector, such as those of the Global Digital Divide Initia-
tive of the World Economic Forum (WEF), the Global Business Dialogue on E-Commerce 
(GBDe), and the Global Forum.

17. As highlighted by the UN Economic and Social Council (ECOSOC) Ministerial Dec-
laration on the role of IT in the context of a knowledge-based global economy, there is a need 
for greater international dialogue and collaboration to improve the eff ectiveness of IT-related 
programmes and projects with developing countries, and to bring together the ”best practic-
es“ and mobilise the resources available from all stakeholders to help close the digital divide. 
The G8 will seek to promote the creation of a stronger partnership among developed and de-
veloping countries, civil society including private fi rms and NGOs, foundations and academic 
institutions, and international organisations. We will also work to see that developing countries 
can, in partnership with other stakeholders, be provided with fi nancial, technical and policy 
input in order to create a better environment for, and use of, IT.

18. We agree to establish a Digital Opportunity Taskforce (dot force) with a view to integrat-
ing our eff orts into a broader international approach. To this end, the dot force will convene 
as soon as possible to explore how best to secure participation of stakeholders. This high-level 
Taskforce, in close consultation with other partners and in a manner responsive to the needs 
of developing countries, will:

 — Actively facilitate discussions with developing countries, international organisations 
and other stakeholders to promote international co-operation with a view to fostering 
policy, regulatory and network readiness; improving connectivity, increasing access 
and lowering cost; building human capacity; and encouraging participation in global 
e-commerce networks;

 — Encourage the G8’s own eff orts to co-operate on IT-related pilot programmes 
and projects;

 — Promote closer policy dialogue among partners and work to raise global public aware-
ness of the challenges and opportunities;
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 — Examine inputs from the private sector and other interested groups such as the Global 
Digital Divide Initiative’s contributions;

 — Report its fi ndings and activities to our personal representatives before our next meeting 
in Genoa.

19. In pursuit of these objectives, the dot force will look for ways to take concrete steps 
on the priorities identifi ed below:

Fostering policy, regulatory and network readiness
 — Supporting policy advice and local capacity building, to promote a pro-competitive, 

fl exible and socially inclusive policy and regulatory environment;
 — Facilitating the sharing of experience between developing countries and other partners;
 — Encouraging more eff ective and greater utilisation of It in development eff orts encom-

passing such broad areas as poverty reduction, education, public health, and culture;
 — Promoting good governance, including exploration of new methods of inclusive policy 

development;
 — Supporting eff orts of MDBs and other international organisations to pool intellectual 

and fi nancial resources in the context of co-operation programmes such as InfoDev;

Improving connectivity, increasing access and lowering cost:
 — Mobilising resources to improve information and communications infrastructure, with 

a particular emphasis on a ”partnership“ approach involving governments, internation-
al organisations, the private sector, and NGOs;

 — Working on ways to reduce the cost of connectivity for developing countries;
 — Supporting community access programmes;
 — Encouraging research and development on technology and applications adapted to spe-

cifi c requirements in developing countries;
 — Improving interoperability of networks, services, and applications;
 — Encouraging the production of locally relevant and informative content including 

in the development of the content in various mother tongues.

Building human capacity:
 — Focusing on basic education as well as increased opportunities for life-long learning, 

with a particular emphasis on development of IT skills;
 — Assisting the development of a pool of trained professionals in IT and other relevant 

policy areas and regulatory matters;
 — Developing innovative approaches to extend the traditional reach of technical assis-

tance, including distance learning and community-based training;
 — Networking of public institutions and communities, including schools, research centres 

and universities.

Encouraging participation in global e-commerce networks:
 — Assessing and increasing e-commerce readiness and use, through provision of advice 

to start-up businesses in developing countries, and through mobilisation of resources 
to help businesses to use IT to improve their effi  ciency and access to new markets.

 — Ensuring that the ”rules of the game“ as they are emerging are consistent with devel-
opment eff orts, and building developing country capacity to play a constructive role 
in determining these rules.
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Deauville G8 Declaration: 
Renewed Commitment for Freedom and Democracy
27 May 2011

Extraction

<...>
II. Internet

4. All over the world, the Internet has become essential to our societies, economies and their 
growth.

5. For citizens, the Internet is a unique information and education resource and thus can be 
a helpful tool to promote freedom, democracy and human rights.

6. For business, the Internet has become an essential and irreplaceable tool for the conduct 
of commerce and development of relations with consumers. The Internet is a driver of innova-
tion, improves effi  ciency, and thus contributes to growth and employment.

7. For governments, the Internet is a tool for a more effi  cient administration, for the pro-
vision of services to the public and businesses, and for enhancing their relations with citizens 
and ensuring respect for and promotion of human rights.

8. The Internet has become a major driver for the global economy, its growth and innova-
tion.

9. The openness, transparency and freedom of the Internet have been key to its development 
and success. These principles, together with those of non-discrimination and fair competition, 
must continue to be an essential force behind its development.

10. Their implementation must be included in a broader framework: that of respect for 
the rule of law, human rights and fundamental freedoms, the protection of intellectual property 
rights, which inspire life in every democratic society for the benefi t of all citizens. We strongly 
believe that freedom and security, transparency and respect for confi dentiality, as well as the ex-
ercise of individual rights and responsibility have to be achieved simultaneously. Both the frame-
work and principles must receive the same protection, with the same guarantees, on the Internet 
as everywhere else.

11. The Internet has become the public arena for our time, a lever of economic develop-
ment and an instrument for political liberty and emancipation. Freedom of opinion, expres-
sion, information, assembly and association must be safeguarded on the Internet as elsewhere. 
Arbitrary or indiscriminate censorship or restrictions on access to the Internet are inconsistent 
with States’ international obligations and are clearly unacceptable. Furthermore, they impede 
economic and social growth.

12. The Internet and its future development, fostered by private sector initiatives and invest-
ments, require a favourable, transparent, stable and predictable environment, based on the frame-
work and principles referred to above. In this respect, action from all governments is needed 
through national policies, but also through the promotion of international cooperation.

13. We commit to encourage the use of the Internet as a tool to advance human rights 
and democratic participation throughout the world.
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14. The global digital economy has served as a powerful economic driver and engine 
of growth and innovation. Broadband Internet access is an essential infrastructure for participa-
tion in today’s economy. In order for our countries to benefi t fully from the digital economy, 
we need to seize emerging opportunities, such as cloud computing, social networking and cit-
izen publications, which are driving innovation and enabling growth in our societies. As we 
adopt more innovative Internet-based services, we face challenges in promoting interoperability 
and convergence among our public policies on issues such as the protection of personal data, net 
neutrality, transborder data fl ow, ICT security, and intellectual property.

15. With regard to the protection of intellectual property, in particular copyright, trade-
marks, trade secrets and patents, we recognize the need to have national laws and frameworks 
for improved enforcement. We are thus renewing our commitment to ensuring eff ective action 
against violations of intellectual property rights in the digital arena, including action that ad-
dresses present and future infringements. We recognize that the eff ective implementation of in-
tellectual property rules requires suitable international cooperation of relevant stakeholders, 
including with the private sector. We are committed to identifying ways of facilitating greater 
access and openness to knowledge, education and culture, including by encouraging continued 
innovation in legal on line trade in goods and content, that are respectful of intellectual property 
rights.

16. The eff ective protection of personal data and individual privacy on the Internet is essen-
tial to earn users’ trust. It is a matter for all stakeholders: the users who need to be better aware 
of their responsibility when placing personal data on the Internet, the service providers who 
store and process this data, and governments and regulators who must ensure the eff ectiveness 
of this protection. We encourage the development of common approaches taking into account 
national legal frameworks, based on fundamental rights and that protect personal data, whilst 
allowing the legal transfer of data.

17. The security of networks and services on the Internet is a multi-stakeholder issue. It re-
quires coordination between governments, regional and international organizations, the private 
sector, civil society and the G8’s own work in the Roma-Lyon group, to prevent, deter and pun-
ish the use of ICTs for terrorist and criminal purposes. Special attention must be paid to all forms 
of attacks against the integrity of infrastructure, networks and services, including attacks caused 
by the proliferation of malware and the activities of botnets through the Internet. In this regard, 
we recognize that promoting users’ awareness is of crucial importance and that enhanced in-
ternational cooperation is needed in order to protect critical resources, ICTs and other related 
infrastructure. The fact that the Internet can potentially be used for purposes that are inconsis-
tent with the objectives of peace and security, and may adversely aff ect the integrity of critical 
systems, remains a matter of concern. Governments have a role to play, informed by a full range 
of stakeholders, in helping to develop norms of behaviour and common approaches in the use 
of cyberspace. on all these issues, we are determined to provide the appropriate follow-up in all 
relevant fora.

18. We call upon all stakeholders to combat the use of Internet for traffi  cking in children 
and for their sexual exploitation. We will also work towards developing an environment in which 
children can safely use the Internet by improving children’s Internet literacy including risk aware-
ness, and encouraging adequate parental controls consistent with the freedom of expression.

19. We recognize the importance of enhanced access to the Internet for developing coun-
tries. Important progress has been achieved since the Okinawa Summit and we pay tribute 
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to the eff orts made by developing countries in this regard as well as the various stakeholders, 
governments, the private sector and NGOs, which provide resources, expertise and innovation. 
We encourage initiatives, in partnership with the private sector, on the use of the Internet with 
a development purpose, particularly for education and healthcare.

20. As we support the multi-stakeholder model of Internet governance, we call upon all 
stakeholders to contribute to enhanced cooperation within and between all international fora 
dealing with the governance of the Internet. In this regard, fl exibility and transparency have 
to be maintained in order to adapt to the fast pace of technological and business developments 
and uses. Governments have a key role to play in this model.

21. We welcome the meeting of the e-G8 Forum which took place in Paris on 24 and 25 
May, on the eve of our Summit and reaffi  rm our commitment to the kinds of multi-stakeholder 
eff orts that have been essential to the evolution of the Internet economy to date. The innovative 
format of the e-G8 Forum allowed participation of a number of stakeholders of the Internet 
in a discussion on fundamental goals and issues for citizens, business, and governments. Its free 
and fruitful debate is a contribution for all relevant fora on current and future challenges.

22. We look forward to the forthcoming opportunities to strengthen international coop-
eration in all these areas, including the Internet Governance Forum scheduled next September 
in Nairobi and other relevant UN events, the OECD High Level Meeting on “The Internet 
Economy: Generating Innovation and Growth” scheduled next June in Paris, the London Inter-
national Cyber Conference scheduled next November, and the Avignon Conference on Copy-
right scheduled next November, as positive steps in taking this important issue forward. <...>
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Joint Declaration by G7 ICT Ministers
(Action Plan on implementing the Charter)
G7 ICT Ministers’ Meeting in Takamatsu, Kagawa — 29–30 April 2016

[Preamble]

1. We, the Information and Communication Technology (ICT) Ministers of the G7, met at 
Takamatsu, Kagawa, Japan on 29 and 30 April 2016, to address current and future global ICT 
opportunities and challenges for sustainable and inclusive development.

2. We recall the Okinawa Charter on Global Information Society (July 2000), the G8 Dec-
laration in Deauville (May 2011) and the Open Data Charter (June 2013) which have contrib-
uted to global progress in expanding the digitally connected world.

3. We welcome:
 — The Outcome Document of the High Level Meeting of the United Nations General 

Assembly on the overall review of the implementation of the outcome of the World 
Summit on the Information Society (WSIS), including the extension of the mandate 
of the Internet Governance Forum (IGF) as a multi-stakeholder platform for discus-
sion of Internet governance issues;

 — The Internet Governance Principles of the NETmundial Multistakeholder Statement;
 — “The 2030 Agenda for Sustainable Development” (hereinafter “the 2030 Agenda”) for 

attaining the United Nations Sustainable Development Goals; and
 — The Paris Agreement, adopted at COP21, which refers to the importance of inno-

vation.

4. We also welcome Initiatives to promote the digitally connected world, including:
 — “A Digital Single Market Strategy” for Europe initiated by the European Union;
 — “The Global Connect Initiative” launched by the United States;
 — “Partnership for Quality Infrastructure” addressed by Japan;
 — “The Development and Digital Technology” action plan launched by France;
 — “The Digital Agenda” launched by Germany;
 — “The Broadband Strategy and the Strategy for Digital Growth” launched by Italy 

in the framework of the European Digital Agenda;
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 — “The Surrey University 5G Innovation Centre” established by the United Kingdom; 
and

 — Canada’s “Innovation Agenda” and the commitment to expand broadband access.

5. We also welcome the outcome from the G7 ICT Multi-Stakeholders’ Conference in Taka-
matsu, Kagawa on 29 April 2016, for discussing current and future global ICT opportunities 
and challenges with all stakeholders.

6. We look forward to the outcomes of the OECD Ministerial Meeting on the Digital Econ-
omy: Innovation, Growth and Social Prosperity to be held in Cancun, Mexico, on 21 to 23 June 
2016.

7. We commit to take the following actions based on the Charter for the Digitally Connected 
World to maximize its potential:

[Actions]

I. Promoting access to ICT
8. In order to promote access to ICT, we encourage the following actions.

a) Bridging digital divides
9. We continue to encourage the development of infrastructure for the digitally connected 

world and policies that support the global expansion of ICT infrastructure, products, and ser-
vices including broadband Internet access to all people. Toward that end, we seek to catalyze 
multi-stakeholder eff orts to bring 1.5 billion new Internet users online by 2020.

10. We also continue to share good practices with other countries and regions. We encour-
age increased support from technical experts, international organizations, and all stakeholders 
including multilateral development banks for development initiatives. We also encourage the in-
tegration of Internet access goals into national development plans.

11. With regard to improving connectivity infrastructure, we encourage private sector in-
vestment in a competitive environment and using technologically neutral frameworks. Public-
private partnerships can help to amplify the power of both public and private sectors to promote 
the development and deployment of sustainable, high-quality infrastructures.

12. We recognize the importance of development, interconnection and utilization of na-
tional research and education networks as providing an open infrastructure for education, re-
search and development purposes that also serve to enhance connectivity around the world. 

b) Improving the quality and aff ordability of ICT infrastructure, products and services 
globally through investment and fair and transparent policy and legal frameworks that 
encourage competition

13. We plan to share best practices for promoting aff ordable access including through fair, 
predictable and transparent policy and legal environments that facilitate competition, stimulate 
investment and generation of local content as well as introduction of lower cost technologies.

c) Promoting accessibility and digital literacy for everyone
14. We continue to promote eff orts that address the challenges of digital exclusion through 

education and training on essential digital skills and initiatives to facilitate the use of ICTs, 
including the Internet, to all people. Particular attention should be paid to women and girls, 
the elderly, youth, persons with disabilities, minorities, rural populations, poor communities, 
the illiterate and other vulnerable populations.
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d) Respecting cultural and linguistic diversity
15. We encourage continued research, development, and deployment of multilingual trans-

lation technology and support the further development of local content and services in a variety 
of languages. We also support the development of new technologies including those for audio 
visual content that foster cultural and linguistic diversity. Also, we note that digital technologies 
have relevance to the implementation of the UNESCO Convention on the Protection and Pro-
motion of the Diversity of Cultural Expressions adopted in 2005.

II. Promoting and protecting the free flow of information
16. In order to promote and protect the free fl ow of information, we encourage the following 

actions.

a) Promoting internet openness and cross-border information fl ows
17. We continue to support ICT policies that preserve the global nature of the Internet, pro-

mote the fl ow of information across borders and allow Internet users to access online informa-
tion, knowledge and services of their choice. We oppose data localization requirements that are 
unjustifi able taking into account legitimate public policy objectives.

b) Promoting privacy and data protection
18. We endeavor to develop policy frameworks that further promote eff ective privacy and data 

protection across jurisdictions to meet high standards of privacy and data protection. We also 
welcome proactive approaches such as “Privacy by Design” which take privacy and protecting 
personal data into account throughout the engineering process.

c) Promoting cybersecurity
19. We reaffi  rm our support for policies that improve cybersecurity as essential for the devel-

opment of a trustworthy digitally connected world. As part of our eff orts to address cybersecurity 
risks, threats and vulnerabilities, including those to ICT and ICT-enabled critical infrastruc-
tures, we endeavor to strengthen international collaboration, capacity building and public-pri-
vate partnerships. We also support risk management based approaches to cybersecurity includ-
ing research on methods to analyze threats and continue to work with all stakeholders on such 
eff orts also through constructive discussions in international fora.

20. To promote cybersecurity awareness, all stakeholders in the digitally connected world 
must take active responsibility. To this end, we recognize the importance of developing hu-
man capital to reduce threats to cybersecurity. That could be done through training, education 
and increased awareness to enable citizens, enterprises including critical infrastructure operators 
and governments to meet their objectives in an effi  cient manner.

III. Fostering innovation
21. In order to foster innovation, we encourage the following actions.

a) Enabling open markets
22. We continue to encourage policies that foster open markets as a means to support in-

novation. We affi  rm the importance of pro-competition policy approaches that ensure fair 
and non-discriminatory treatment of companies and that avoid the use of competition remedies 
to pursue industrial policy goals. We affi  rm that generally applicable measures regulating tech-
nology products in the commercial sector benefi t from meaningful consultation with foreign 
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governments, the private sector, and all impacted stakeholders to encourage innovative, fl exible, 
and cost-eff ective solutions.

b) Promoting interoperability through standards
23. We promote the development of ICT standards including reference architecture models 

that will continue to be industry-led primarily, voluntary and consensus driven, based on prin-
ciples of transparency, openness, impartiality, market needs and coherence including those de-
veloped within traditional standard development organizations.

c) Promoting open data policies
24. In 2013 the G8 summit in Lough Erne endorsed a transformative Open Data Charter 

to make budget data and other government information public in an easily accessible way. Rec-
ognizing that making information resources accessible, discoverable, and usable by the public 
can improve the lives of citizens and help fuel entrepreneurship, innovation, and scientifi c dis-
covery, we commit to continue to promote frameworks to facilitate interoperability and open-
ness.

d) Developing human capital
25. We encourage actions to develop ICT human capital to meet existing and future needs 

and to help small and medium-sized enterprises (SMEs) increase productivity and reach new 
markets by using ICT.

e) Protecting intellectual property
26. We affi  rm the importance of developing and protecting intellectual property, includ-

ing trade secrets. We recognize that strong intellectual property regimes foster open markets, 
competition, innovation and growth. We oppose generally applicable policies that require ac-
cess to or transfer of source code of mass market software as a condition of market access while 
recognizing the legitimate interest of governments in assessing the security of these products.

f) Facilitating R&D and adoption of emerging technologies
27. We recognize the importance of facilitating emerging technologies in achieving a digital-

ly connected world. We reaffi  rm our commitment to encouraging ICT R&D relating to emerg-
ing technologies such as the Internet of Things, big data analytics, 5G mobile telecommunica-
tions, Artifi cial Intelligence (AI), and robotics. We plan to ensure that our policy frameworks 
take into account the broader societal and economic implications of such technologies as they 
are developed while remaining technology neutral.

IV. Using ICT to address global challenges and opportunities
28. We commit to sharing experience relating to initiatives that leverage ICTs to contribute 

to the 2030 Agenda, notably in areas such as poverty and hunger, health care, child online protec-
tion, the ageing society, education, gender equality and the empowerment of women and girls, 
accessibility, energy and climate change, resilience and disaster risk reduction, and sustainable 
transportation and logistics.

29. We also recognize that the WSIS outcomes, and Action Lines, continue to provide 
the appropriate international framework for multi-stakeholder collaboration in the use of ICTs 
to achieve the 2030 Agenda and other internationally agreed development goals.

30. We commit to working with all stakeholders at the national, regional, and international 
levels to use new and innovative approaches to achieving these development goals and improv-
ing the quality of life for all people around the world.
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V. Strengthening Comprehensive International Cooperation 
and Collaboration

31. In order to eff ectively implement the aforementioned actions, we resolve to enhance 
international cooperation and collaboration among all stakeholders. We plan to encourage other 
countries and regions to undertake eff orts to support the digitally connected world and promote 
an environment that encourages innovation.

32. We seek to promote amongst the G7 members and more widely in appropriate inter-
national organizations and fora the opportunities for collaboration and best practice sharing 
including the examples detailed in the attached Annex. Furthermore, we welcome initiatives 
to assess the social and economic impact of ICTs in the digitally connected world.

[Follow-up and Review]

33. In order to ensure the implementation of this Declaration based on the Charter for 
the Digitally Connected World, we commit to follow-up at the Presidency’s discretion at future 
G7 ICT Ministers’ Meetings, and review this Declaration, if necessary.

34. We welcome the intention of the forthcoming Italian Presidency of the G7 to convene 
an ICT Ministers’ Meeting in 2017.

Charter for the Digitally Connected World
30 April, 2016

1. Information and Communications Technology (ICT) has become a driver for a range 
of social and economic activities and an engine for economic growth and human prosperity.

2. We expect worldwide proliferation of ICT infrastructure and services to enable seamless 
global connectivity among people and things anytime and anywhere that enhances our quality 
of life. A key factor that has enabled the rapid evolution and spread of Internet technologies, 
infrastructure, applications and services, is an environment that allows for creativity and in-
novation. The access that innovators now have to each other is further catalyzing and accelerat-
ing whole new fi elds of human endeavor, creativity, and collaboration. Preserving that essential 
dynamism is vital as network connectivity increasingly extends to everyday objects in ways that 
will further transform how people live and work.

3. In view of the opportunities created by the historic shift to the digitally connected world, 
we share the following common goals for realizing sustainable and inclusive development 
and reaffi  rm our intention to cooperate on addressing the global challenges that we now face.

Goals for the Digitally Connected World

4. We believe that global digital connectivity should in particular contribute to improving 
the quality of life for all people everywhere, to generating economic growth through innovation 
and to achieving sustainable and inclusive development, in the following ways
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Improved quality of life

5. By creating opportunities for a higher quality of life and greater prosperity for people 
around the world, including by committing to the rule of law, promoting democracy, strength-
ening transparent and accountable governance, promoting the enjoyment of human rights 
and fundamental freedoms, notably the right not to be subjected to arbitrary or unlawful inter-
ference with privacy, equal rights for women and girls, freedom of expression and of peaceful 
assembly, and enhancing cultural diversity. We recognize the challenges posed by potential use 
of ICTs for criminal and terrorist purposes and we are committed to address those challenges 
through collaboration with all stakeholders.

Economic growth through innovation
6. By adopting digital technologies and enabling new business models, by providing access 

to international markets, and by enabling people anywhere in the world to connect, collaborate, 
and trade, through improvement of production processes, the creation of ICT-enabled prod-
ucts, and data-driven innovation taking into account privacy and data protection that creates 
employment and wealth.

Sustainable and inclusive development
7. By contributing to the strategies to address the global challenges we face, including ending 

poverty, strengthening food security, improving health care and education, promoting sustain-
able transportation and logistics, achieving gender equality, providing energy security, enhanc-
ing accessibility for those who are poor and vulnerable, mitigating climate change, and reducing 
disaster risk, as set out in the Sustainable Development Goals of “The 2030 Agenda for Sustain-
able Development” adopted by the UN General Assembly in September 2015, and to achieving 
Green IT principles and the goals of the Paris Agreement, adopted at the United Nations Cli-
mate Change Conference COP21 in December 2015.

Fundamental Principles
8. We reaffi  rm and share the following fundamental principles which we believe underpin 

the digitally connected world:
i. Promoting and Protecting Human Rights
9. By setting down the basis of this Charter for the Digitally Connected World, we recognize 

that the same human rights and fundamental freedoms that people have offl  ine apply and must 
also be protected online. Progress towards the digitally connected world should be measured 
both as a function of economic development and with reference to human rights and fundamen-
tal freedoms, as set forth by the Outcome Document of the review by the United Nations Gen-
eral Assembly of the implementation of the outcomes of the World Summit on the Information 
Society (WSIS+10).

ii. Promoting and protecting the free fl ow of information
10. The Internet’s open, interoperable and distributed nature is a powerful enabler of inno-

vation and economic growth. The free fl ow of information can catalyze innovation and creativity, 
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support research and knowledge sharing, enhance trade and e-commerce, enable the develop-
ment of new businesses and services, and increase people’s welfare through policies, grounded 
in respect for human rights and the rule of law, and reinforce the Internet’s openness, in particu-
lar its distributed and interconnected nature, while respecting applicable frameworks for privacy 
and data protection, and strengthening digital security.

iii. Supporting a multi-stakeholder approach
11. We reaffi  rm our commitment to a multi-stakeholder approach to Internet gover-

nance, which includes full and active participation by governments, private sector, civil soci-
ety, the technical community, and international organizations, among others. We will continue 
to prioritize multi-stakeholder inclusion in our domestic policy making processes where appro-
priate and support multi-stakeholder processes and initiatives internationally which are inclu-
sive, transparent and accountable to all stakeholders in achieving the digitally connected world.

iv. Strengthening digital connectivity and inclusiveness for all
12. The benefi ts of the digitally connected world depend on increased connectivity of people 

and objects. Digital connectivity fl ourishes in supportive, enabling policy and regulatory envi-
ronments that provide transparent and predictable legal and policy frameworks. This incentiv-
izes investments in local infrastructure and applications which enhance connectivity and pro-
mote the use of ICTs in the development of local content, and cultural and linguistic diversity.

G7 ICT Strategy

13. Based on the foregoing principles, we support the following strategies to realize the po-
tential of the digitally connected world.

i. Promoting access to ICT
14. We should promote aff ordable and high quality access to global communications net-

works, digital skills development and digital adoption for all people by working to:
(a) bridge digital divides;
(b) improve the quality and aff ordability of ICT infrastructure, products and services 

globally, through investment and fair and transparent policy and legal frameworks 
that encourage competition;

(c) promote accessibility and digital literacy for everyone; and
(d) respect cultural and linguistic diversity.

ii. Strengthening international collaboration for promoting the free fl ow of information, 
privacy protection and cybersecurity

15. To enable an open, interoperable, reliable and secure cyberspace, we should strengthen 
international collaboration when furthering eff orts to:

(a) promote cross-border information fl ows;
(b) promote privacy and data protection; and
(c) promote cybersecurity.

16. In order to achieve this collaboration we continue to support and contribute to eff orts 
by stakeholders in relevant bodies that promote principles and that exchange and develop best 
practices.
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iii. Fostering innovation
17. ICTs have permeated countless aspects of the global economy, impacting sectors as var-

ied as trade, banking, health, education, and transportation. In particular, ICTs drive sustain-
able and inclusive growth of the economy that facilitates the development of rural areas, reduces 
unemployment and inequalities, and lifts people out of poverty. It is therefore important to de-
velop strategies that maximize the opportunities and benefi ts created by innovation. We will 
achieve this by furthering our eff orts to:

(a) open markets;
(b) promote interoperability through standards;
(c) promote open data policies;
(d) develop human capital;
(e) protect intellectual property; and
(f) facilitate R&D and adoption of emerging technologies.

iv. Using ICT to address global challenges and opportunities
18. We believe that the greater use of ICTs worldwide can contribute to addressing global 

economic and social challenges and to securing opportunities in such areas as poverty and hun-
ger, health care, child online protection, the ageing society, education, gender equality and 
the empowerment of women and girls, accessibility, energy and climate change, resilience 
and disaster risk reduction, and sustainable transportation and logistics. We will share good 
practices and strengthen collaboration with each other and with others around the world.

v. Strengthening comprehensive international cooperation and collaboration
19. We should collaborate with all stakeholders, including both developed and developing 

countries in particular small island developing states; international organizations; the private 
sector; academia; civil society, as well as among G7 member states, toward maximizing the po-
tential of the digitally connected world.

G7 Ise-Shima Leaders’ Declaration
G7 Ise-Shima Summit, 26–27 May 2016

Extraction

<...>
G7 Ise-Shima Economic Initiative

We pledge to collectively tackle current economic challenges, while laying out foundations 
for stronger long-term global growth. Therefore, we have developed our commitment in the fol-
lowing areas as our response to contribute to achieve strong, sustainable and balanced growth. 
<...>

Cyber: We strongly support an accessible, open, interoperable, reliable and secure cyber-
space as one essential foundation for economic growth and prosperity. We promote digital adop-
tion for improved quality of life, by bridging digital divides, enabling innovative business models 
and aff ordable universal and high quality access to Information and Communication Technol-
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ogies (ICTs) as well as enhancing digital literacy. We endorse the G7 Principles and Actions 
on Cyber and commit to take decisive actions. <...>

Financial Regulation

<...>
We will also continue to enhance the monitoring of implementation and eff ects of reforms 

to ensure their consistency with our overall objectives, including by addressing any material un-
intended consequences. In this regard, we welcome the work by the FSB and SSBs to enhance 
the analysis of the eff ects of G20 fi nancial regulatory reforms, including the combined eff ects 
and interaction across sectors of related reforms, and look forward to the FSB’s second an-
nual report to the G20 on implementation and eff ects of regulatory reforms. We intend to reap 
the economic benefi ts of technologically enabled fi nancial innovations while managing their po-
tential impacts on fi nancial stability and market integrity. We welcome the work of the G7 Cyber 
Experts Group in the fi nancial area to foster cyber security and enhance cooperation among G7 
countries in this area. We also welcome and support the eff ective implementation of the G20/
OECD Principles of Corporate Governance. In particular, we look forward to the development 
of the assessment methodology of the Principles. <...>

Cyber

We strongly support an accessible, open, interoperable, reliable and secure cyberspace as 
one essential foundation for economic growth and prosperity. This also enhances the common 
values of the G7, such as freedom, democracy and respect for privacy and human rights. We 
will take decisive and robust measures in close cooperation against malicious use of cyberspace, 
both by states and non-state actors, including terrorists. We reaffi  rm that international law is 
applicable in cyberspace. We commit to promote a strategic framework of international cyber 
stability consisting of the applicability of existing international law to state behavior in cyber-
space, the promotion of voluntary norms of responsible state behavior during peacetime, and 
the development and the implementation of practical cyber confi dence building measures be-
tween states. In this context, we welcome the report of the UN Group of Governmental Experts 
in 2015 and call upon all states to be guided by the assessments and recommendations of the re-
port. We also reaffi  rm that no country should conduct or knowingly support ICT-enabled theft 
of intellectual property, including trade secrets or other confi dential business information, with 
the intent of providing competitive advantages to its companies or commercial sectors. We com-
mit to facilitate the free fl ow of information to ensure openness, transparency and freedom 
of the Internet, and a fair and equal access to the cyberspace for all actors of digital economy 
while respecting privacy and data protection, as well as cyber security. We commit to the protec-
tion and promotion of human rights online. We commit to promote a multi-stakeholder approach 
to Internet governance which includes full and active participation by governments, the private 
sector, civil society, the technical community, and international organizations, among others. 
We recognize that states have particular responsibilities and roles in the ICT environment, just 
as elsewhere to promote security, stability and prosperity. We commit to collaborate to maxi-
mize the potential of the digitally connected world, and to address global challenges, bridge 
digital divides, realize inclusive development, and to achieve progress on the 2030 Agenda. We 
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endorse the G7 Principles and Actions on Cyber, as set out in the Annex to promote and protect 
an open, interoperable, reliable and secure cyberspace. We decide to establish a new G7 work-
ing group on cyber to enhance our policy coordination and practical cooperation to promote 
security and stability in cyberspace. <...>

Climate Change, Energy, Environment
Energy
<...>
We reaffi  rm our commitment to continuous eff orts in enhancing well-functioning natural 

gas markets with greater transparency and fl exibility, including relaxation of destination clauses, 
development of price indices and building suffi  cient and resilient infrastructure with open ac-
cess, as well as furthering a strategic view of the LNG supply chain at a global level. We also 
commit to our continuous work on enhancing cybersecurity in energy sector and strengthening 
our cooperation in the fi eld of electricity security.<...>

G7 Prin ciples and Actions on Cyber
27 May, 2016

Cybersp ace we seek

 — We affi  rm that the openness, interoperability, reliability, and security of the Internet 
have been and remain key to its development and success and that it also enhances 
the common values of G7, such as freedom, democracy and human rights.

 — We reaffi  rm that the free fl ow of information is a fundamental principle to promote 
the global economy and development, and ensures a fair and equal access to the cyber-
space for all actors of digital economy.

 — We reaffi  rm the importance of respecting and promoting privacy, data protection 
and cyber security.

 — We emphasize our commitment to a multi-stakeholder approach to Internet gover-
nance.

 — We enjoy the same human rights online as well as offl  ine, we dedicate ourselves to pro-
moting and protecting human rights and principles of rule of law online.

 — We emphasize the role of information and communications technologies (ICTs) in ad-
dressing global challenges and achieving progress on the 2030 Agenda for Sustainable 
Development.

Promoting security and stability in cyberspace
 — We pledge to take decisive and robust measures in close cooperation against malicious 

use of cyberspace both by states and non-state actors, including terrorists.
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 — Security and resilience in cyberspace can only be fully achieved by close cooperation 
and collaboration, both nationally and internationally, of the various actors responsible 
for cyber security, cyber defense and fi ghting cybercrime, including businesses, research 
and societies as a whole.

 — We are concerned about growing uses of cyberspace for terrorist purposes such as re-
cruitment, fi nancing, training, operations, and incitement to violence.

 — We affi  rm that international law, including the United Nations Charter, is applicable 
in cyberspace.

 — We affi  rm that under some circumstances, cyber activities could amount to the use 
of force or an armed attack within the meaning of the United Nations Charter and cus-
tomary international law. We also recognize that states may exercise their inherent right 
of individual or collective self-defense as recognized in Article 51 of the United Nations 
Charter and in accordance with international law, including international humanitarian 
law, in response to an armed attack through cyberspace.

 — We commit to promote a strategic framework of international cyber stability consisting 
of the applicability of existing international law to state behavior in cyberspace, the pro-
motion of voluntary norms of responsible state behavior during peacetime, and the de-
velopment and the implementation of practical cyber confi dence building measures be-
tween states. In this context, we welcome the report of the UN Group of Governmental 
Experts (GGE) in 2015 and call upon all states to be guided by the assessments and rec-
ommendations of the report.

 — We look forward to the work of the new GGE, including further discussions on how ex-
isting international law applies to cyberspace and the continued identifi cation and pro-
motion of voluntary norms of responsible state behavior in cyberspace.

 — We support the continued development and implementation of cyber confi dence build-
ing measures between states to promote trust and reduce the risk of confl ict stemming 
from the use of ICTs.

 Promoting Digital Economy
 — We recognize that digital innovations, accelerated by innovative business models 

and emerging technologies are a driver for socially inclusive economic growth and 
the creation of employment and wealth.

 — We commit to foster enabling environments by adopting transparent policy and legal 
frameworks that focus on improving connectivity and accessibility around the world 
for social and economic benefi t, by promoting interoperability through iCt standards.

 — We continue to support ICT policies that preserve the global nature of the Internet, 
promote the fl ow of information across borders and allow Internet users to access online 
information, knowledge and services of their choice. We oppose data localization re-
quirements that are unjustifi able taking into account legitimate public policy objectives.

 — We endeavor to develop policy frameworks that further promote eff ective privacy 
and data protection across jurisdictions to meet high standards of privacy and data pro-
tection. We also welcome proactive approaches such as “Privacy by Design” which take 
privacy and protecting personal data into account throughout the engineering process.

 — We recognize that protecting privacy and enhancing cybersecurity help ensure business 
and consumer trust and promote innovation crucial to our economic growth.
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 — We affi  rm the importance of developing and protecting intellectual property, includ-
ing trade secrets. We recognize that strong intellectual property regimes foster open 
markets, competition, innovation and growth. We oppose generally applicable policies 
that require access to or transfer of source code of mass market software as a condition 
of market access while recognizing the legitimate interest of governments in assessing 
the security of these products.

 — We reaffi  rm that no country should conduct or support ICT-enabled theft of intellec-
tual property, including trade secrets or other confi dential business information, with 
the intent of providing competitive advantages to companies or commercial sectors.

 — We welcome the adoption of the Charter for the Digitally Connected World.

G7’s concerted Actions
 — We commit to collaborate to maximize the potential of the digitally connected world for 

economic growth and to address global challenges.
 — We promote digital adoption for improved quality of life, by bridging digital divides, 

enabling innovative business models and aff ordable universal and high quality access 
to ICTs and enhancing digital literacy.

 — We endeavor to strengthen our cooperation to promote security and stability in cyber-
space, including through the promotion of cooperation among national computer secu-
rity incident response teams, capacity building, and awareness raising.

 — We commit to enhance cybersecurity threat information sharing and to cooperate for 
improvement of cybersecurity of critical infrastructure such as fi nance, energy, trans-
portation, and telecommunication.

 — We commit to promote collaboration on research and development in security, privacy, 
and resilience that accelerates prosperity, protects innovations, and enhances security 
in cyberspace.

 — We encourage more states to join the Budapest Convention on Cybercrime and support 
the important work done by the G7 Roma-Lyon Group’s High-Tech Crime Subgroup 
and its 24/7 Network to improve collaboration to increase the eff ectiveness of investiga-
tions and prosecutions of cybercrime.

 — We commit to close collaboration to promote cybersecurity at large international events 
such as Olympic/Paralympic Games and multilateral summit meetings when hosted 
within one of the G7 countries.

G7 Fundamental Elements of Cybersecurity 
for the Financial Sector
7 October, 2016

Increasing in sophistication, frequency, and persistence, cyber risks are growing more 
dangerous and diverse, threatening to disrupt our interconnected global fi nancial systems and 
the institutions that operate and support those systems. To address these risks, the below non-
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binding, high-level fundamental elements are designed for fi nancial sector private and public 
entities to tailor to their specifi c operational and threat landscape, role in the sector, and legal 
and regulatory requirements.

The elements serve as the building blocks upon which an entity can design and implement its 
cybersecurity strategy and operating framework, informed by its approach to risk management 
and culture. The elements also provide steps in a dynamic process through which the entity can 
systematically re-evaluate its cybersecurity strategy and framework as the operational and threat 
environment evolves. Public authorities within and across jurisdictions can use the elements as 
well to guide their public policy, regulatory, and supervisory eff orts. Working together, informed 
by these elements, private and public entities and public authorities can help bolster the overall 
cybersecurity and resiliency of the international fi nancial system.

Element 1: Cybersecurity Strategy and Framework.

Establish and maintain a cybersecurity strategy and framework tailored to specifi c cyber 
risks and appropriately informed by international, national, and industry standards and guide-
lines.

The purpose of a cybersecurity strategy and framework is to specify how to identify, manage, 
and reduce cyber risks eff ectively in an integrated and comprehensive manner. Entities in the fi nan-
cial sector should establish cybersecurity strategies andframeworks tailored to their nature, size, 
complexity, risk profi le, and culture. Informed by the cyber threat and vulnerability landscape, a ju-
risdiction can also establish sector-wide cybersecurity strategies andframeworks that outline how 
cooperation occurs between entities and public authorities in the fi nancial sector, with sectors upon 
which the fi nancial sector depends, and with other relevant jurisdictions.

Element 2: Governance.

Defi ne and facilitate performance of roles and responsibilities for personnel implement-
ing, managing, and overseeing the eff ectiveness of the cybersecurity strategy and framework 
to ensure accountability; and provide adequate resources, appropriate authority, and access 
to the governing authority (e.g., board of directors or senior offi  cials at public authorities).

Eff ective governance structures reinforce accountability by articulating clear responsibilities 
and lines of reporting and escalation. Eff ective governance also mediates competing objectives and-
fosters communication among operating units, information technology, risk, and control- related ac-
tivities. Consistent with their missions and strategies, boards of directors (or similar oversight bodies 
for public entities or authorities) should establish the cyber risk tolerance for their entities and oversee 
the design, implementation, and eff ectiveness of related cybersecurity programs.

Element 3: Risk and Control Assessment.

Identify functions, activities, products, and services—including interconnections, de-
pendencies, and third parties—prioritize their relative importance, and assess their respec-
tive cyber risks. Identify and implement controls—including systems, policies, procedures, 
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and training—to protect against and manage those risks within the tolerance set by the gov-
erning authority.

Ideally as part of an enterprise risk management program, entities should evaluate the inher-
ent cyber risk (or the risk absent any compensating controls) presented by the people, processes, 
technology, and underlying data that support each identifi ed function, activity, product, and service. 
Entities should then identify and assess the existence and eff ectiveness of controls to protect against 
the identifi ed risk to arrive at the residual cyber risk. Protection mechanisms can include avoiding 
or eliminating risk by not engaging in an identifi ed activity. They can also include mitigating the risk 
through controls or sharing or transferring the risk. In addition to evaluating an entity’s own cyber 
risks from its functions, activities, products, and services, risk and control assessments should con-
sider as appropriate any cyber risks the entity presents to others and the fi nancial sector as a whole. 
Public authorities should map critical economic functions in their fi nancial systems as part of their 
risk and control assessments to identify single points off ailure and concentration risk. The sector’s 
critical economic functions range from deposit taking, lending, and payments to trading, clearing, 
settlement, and custody.

Element 4: Monitoring.

Establish systematic monitoring processes to rapidly detect cyber incidents and periodically 
evaluate the eff ectiveness of identifi ed controls, including through network monitoring, testing, 
audits, and exercises.

Eff ective monitoring helps entities adhere to established risk tolerances and timely enhance or 
remediate weaknesses in existing controls. Testing and auditing protocols provide essential assurance 
mechanisms for entities and public authorities alike. Depending on the nature of an entity and its 
cyber risk profi le and control environment, the testing and auditing functions should be appropri-
ately independent from the personnel responsible for implementing and managing the cybersecurity 
program. Through examinations, on-site and other supervisory mechanisms, comparative analysis 
of entities ’ testing results, and joint public-private exercises, public authorities can better understand 
sector-wide cyber threats and vulnerabilities, as well as individual entities ’ relative risk profi les 
and capabilities.

Element 5: Response.

Timely (a) assess the nature, scope, and impact of a cyber incident; (b) contain the incident 
and mitigate its impact; (c) notify internal and external stakeholders (such as law enforcement, 
regulators, and other public authorities, as well as shareholders, third-party service providers, 
and customers as appropriate); and (d) coordinate joint response activities as needed.

As part of their risk and control assessments, entities should implement incident response poli-
cies and other controls to facilitate eff ective incident response. Among other things, these controls 
should clearly address decision-making responsibilities, defi ne escalation procedures, and establish 
processes for communicating with internal and external stakeholders. Exercising protocols within 
and among entities and public authorities contributes to more eff ective responses. Exercising also 
enables entities and public authorities to identify how potential decisions could aff ect each other’s 
ability to maintain critical and other functions, services, and activities.
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Element 6: Recovery.

Resume operations responsibly, while allowing for continued remediation, including by 
(a) eliminating harmful remnants of the incident; (b) restoring systems and data to normal 
and confi rming normal state; (c) identifying and mitigating all vulnerabilities that were exploit-
ed; (d) remediating vulnerabilities to prevent similar incidents; and (e) communicating appro-
priately internally and externally.

Once operational stability and integrity are assured, prompt and eff ective recovery of operations 
should be based on prioritization of critical economic and other functions and in accordance with 
objectives set by the relevant public authorities. Maintaining trust and confi dence in the fi nancial 
sector signifi cantly improves when entities and public authorities have the ability to mutually assist 
each other in the resumption and recovery of critical functions, processes, and activities. Therefore, 
before an incident occurs, establishing and testing contingency plans for essential activities and key 
processes, such as funding, can contribute to a faster and more eff ective recovery.

Element 7: Information Sharing.

Engage in the timely sharing of reliable, actionable cybersecurity information with internal 
and external stakeholders (including entities and public authorities within and outside the fi -
nancial sector) on threats, vulnerabilities, incidents, and responses to enhance defenses, limit 
damage, increase situational awareness, and broaden learning.

Sharing technical information, such as threat indicators or details on how vulnerabilities were 
exploited, allows entities to remain up-to-date in their defenses and learn about emerging methods 
used by attackers. Sharing broader insights among entities, between entities and public authorities, 
and among public authorities deepens collective understanding of how attackers may exploit sector-
wide vulnerabilities that could potentially disrupt critical economic functions and endanger fi nancial 
stability. Given its importance, entities and public authorities should identify and address impedi-
ments to information sharing.

Element 8: Continuous Learning.

Review the cybersecurity strategy and framework regularly and when events warrant—in-
cluding its governance, risk and control assessment, monitoring, response, recovery, and in-
formation sharing components—to address changes in cyber risks, allocate resources, identify 
and remediate gaps, and incorporate lessons learned.

Cyber threats and vulnerabilities evolve rapidly, as do best practices and technical standards 
to address them. The composition of the fi nancial sector also changes over time, as new types of enti-
ties, products, and services emerge, and third-party service providers are increasingly relied upon. 
Entity-specifi c, as well as sector-wide, cybersecurity strategies and frameworks need periodic review 
and update to adapt to changes in the threat and control environment, enhance user awareness, and 
to eff ectively deploy resources. Other sectors, such as energy and telecommunications, present exter-
nal dependencies; therefore, entities and public authorities should consider developments in these 
sectors as part of any review process.
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G7 Foreign Ministers’ Meeting
Joint Communique
Lucca, 10–11 April 2017

Extraction

Countering Terrorism and Violent Extremism

<...>
Continued engagement with the private sector, civil society, academia, and other groups is 

also a key element. We acknowledge the important role of civil society, social media companies, 
and Communications Service Providers in helping voluntarily to identify and remove content 
aimed at spreading propaganda for terrorism and violent extremism. We encourage them to con-
tinue to facilitate the implementation of legitimate removal requests by updating and improving 
their general conditions of use and continuing to strengthen their approach by developing tech-
nological solutions to addressing violent extremism online.

The growing use of end-to-end encrypted communication services puts content out of reach 
of law enforcement and security and intelligence agencies. We will engage industry and wider 
partners to fi nd a solution that permits governments to obtain lawfully and on a systematic basis, 
at the request of competent authorities, critical data and contents. This will be done in a way 
that protects the right to privacy and the human rights of vulnerable users while also facilitating 
criminal investigations and ensuring that there are no safe spaces where terrorists can commu-
nicate online.

As we commit to fi ghting the use of the Internet for terrorist purposes, we will spare no ef-
forts in defending freedom of speech and the free and equitable access to the Internet. 

<...>

Cyber
We reaffi  rm our support for an accessible, open, interoperable, reliable and secure cyber-

space. We recognize the enormous benefi ts for economic growth and prosperity that we and all 
others derive from it as an extraordinary tool for economic, social, and political development. 
While cyberspace off ers a wide range of opportunities, we recognize the vulnerability of our 
digital world, as well as the new and multifaceted dangers emanating from all possible directions 
and involving State and non-State actors.

Recognizing the threat of the use of Information and Communication Technologies 
(ICTs) against critical infrastructure, noting increased concern over cyber-enabled interference 
in democratic processes, and bearing in mind the risk of misperceptions and uncontrolled es-
calation, we reaffi  rm our commitment to work within the G7 and other relevant international 
and multi-stakeholder fora to promote strategic frameworks for confl ict prevention, cooperation 
and stability in cyberspace. This will be based on the applicability of existing international law 
to State behaviour in cyberspace, respect for human rights obligations, the promotion of volun-
tary and non-binding norms of responsible state behaviour during peacetime, the development 
and the implementation of practical cyber confi dence building measures between States as well 
as capacity building initiatives.
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We reaffi  rm and note with approval the widespread affi  rmation by other States that inter-
national law and, in particular, the United Nations Charter is applicable to the use of ICTs by 
States, and essential to maintaining peace and stability and promoting an open, secure, stable, 
accessible and peaceful ICT environment. To increase predictability and stability in cyber-
space, we call on States to publicly explain their views on how existing international law applies 
to States’ activities in cyberspace to the greatest extent possible.

We reiterate our support for the United Nations Group of Governmental Experts on Devel-
opments in the Field of Information and Telecommunications in the Context of International 
Security (UN-GGE) process and look forward to a substantial outcome of the 2016-2017 UN-
GGE, which should off er further clarity on the application of international law in cyber space, 
further elaborate on agreed norms of state behaviour during peacetime, advise on the develop-
ment of confi dence building measures and underline the crucial role of capacity building in as-
sisting all states in implementing these undertakings. In this context, we call upon all States to be 
guided in their use of ICTs by the UN- GGE’s cumulative reports and take measures to opera-
tionalize the recommendations contained therein.

Against this background, we have adopted the G7 Declaration on Responsible States Be-
haviour in Cyberspace and reinforce our commitment to its strategic framework for confl ict 
prevention, cooperation and stability in cyberspace, as a concrete contribution to peace and se-
curity, and we encourage similar commitments from other States. 

We also urge all countries to develop laws, policies and practices that eff ectively combat 
cybercrime, including, if possible, to become party to the 2001 Budapest Convention against 
Cybercrime.

We believe that, over time, international consensus on cooperative frameworks, at regional 
and international levels, can provide for a common vision and an appropriate platforms for re-
sponsible States to join together in a common endeavour aimed at preserving stability in cyber-
space, facilitating the peaceful settlement of disputes, taking eff ective measures against wrongful 
acts in accordance with existing international law, and enhancing cyber capacity building activities. 

<...>

G7 Declaration on Responsible States Behavior 
in Cyberspace
Lucca, 11 April 2017

Introduction

We remain committed to an accessible, open, interoperable, reliable and secure cyberspace. 
We recognize the enormous benefi ts for economic growth and prosperity that we and all others 
derive from cyberspace as an extraordinary tool for economic, social and political development.

We are concerned about the risk of escalation and retaliation in cyberspace, including mas-
sive denial-of-service attacks, damage to critical infrastructure, or other malicious cyber activity 
that impairs the use and operation of critical infrastructure that provides services to the public. 
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Such activities could have a destabilizing eff ect on international peace and security. We stress 
that the risk of interstate confl ict as a result of Information and Communication Technology 
(ICT) incidents has emerged as a pressing issue for consideration. Furthermore, we are increas-
ingly concerned about cyber-enabled interference in democratic political processes.

We encourage all States to engage in law-abiding, norm-respecting and confi dence-building 
behaviour in their use of ICT. Cooperative approaches would also contribute to the fi ght against 
the use of cyberspace by non-State actors for terrorist and other criminal purposes.

For these reasons, the G7 set an ambitious course in promoting security and stability in cy-
berspace and the protection of human rights, through “The Principles and Actions on Cyber” 
endorsed in Ise-Shima on 26 and 27 May 2016.

We continue to call upon all States to be guided in their use of Information and Communi-
cations Technologies (ICTs) by the cumulative reports of the United Nations Groups of Gov-
ernmental Experts in the Field of Information and Telecommunications in the Context of Inter-
national Security (UN-GGE).

Reaffi  rming our commitment to contribute to international cooperative action and the pro-
tection against dangers resulting from the malicious use of ICTs, we support the following Dec-
laration, and encourage similar commitments from other States: 

Declaration

We recognize the urgent necessity of increased international cooperation to promote se-
curity and stability in cyberspace, including on measures aimed at reducing the malicious use 
of ICTs by State and non-State actors;

We are committed to promoting a strategic framework for confl ict prevention, cooperation 
and stability in cyberspace, consisting of the recognition of the applicability of existing inter-
national law to State behavior in cyberspace, the promotion of voluntary, non-binding norms 
of responsible State behavior during peacetime, and the development and the implementation 
of practical cyber confi dence building measures (CBMs) between States;

We reaffi  rm and note with approval the widespread affi  rmation by other States that inter-
national law and, in particular, the United Nations Charter is applicable to the use of ICTs by 
States. This affi  rmation is essential to maintaining peace and security and promoting an open, 
secure, stable, accessible and peaceful ICT environment;

We also reaffi  rm that the same rights that people have offl  ine must also be protected online 
and reaffi  rm the applicability of international human rights law in cyberspace, including the UN 
Charter, customary international law and relevant treaties;

We reiterate the responsibility of States to refrain in their international relations from 
the threat or use of force against the territorial integrity or political independence of any State, 
or in any other manner inconsistent with the purposes of the United Nations;

We note that, in the interest of confl ict prevention and peaceful settlement of disputes, in-
ternational law also provides a framework for States’ responses to wrongful acts that do not 
amount to an armed attack — these may include malicious cyber activities. Among other law-
ful responses, a State that is the victim of an internationally wrongful act may, in certain cir-
cumstances, resort to proportionate countermeasures, including measures conducted via ICTs, 
against the State responsible for the wrongful act in order to cause the responsible State to com-
ply with its international obligations;
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We note that the customary international law of State responsibility supplies the standards 
for attributing acts to States, which can be applicable to activities in cyberspace. In this respect, 
States cannot escape legal responsibility for internationally wrongful cyber acts by perpetrating 
them through proxies. When attributing an internationally wrongful act to another State, or 
when taking action in response, a State must act in accordance with international law. In this 
context, a State assesses the facts and is free to make its own determination in accordance with 
international law with respect to attribution of a cyber-act to another State; 

In 2016, we affi  rmed that, under some circumstances, cyber activities could amount to the use 
of force or an armed attack within the meaning of the United Nations Charter and customary 
international law. We also recognized that States may exercise their inherent right of individual 
or collective self-defense as recognized in Article 51 of the United Nations Charter and in ac-
cordance with international law, including international humanitarian law, in response to an 
armed attack through cyberspace;

To increase predictability and stability in cyberspace, we call on States to publicly ex-
plain their views on how existing international law applies to States’ activities in cyberspace 
to the greatest extent possible in order to improve transparency and give rise to more settled 
expectations of State behavior;

We believe that confi dence building measures on States’ use of ICTs are also an essential 
element to strengthen international peace and security. We continue to support the develop-
ment and implementation of such practical CBMs, including communication channels among 
States for crisis management, in relevant bilateral, regional and multilateral forums, including 
the Organization for Security and Cooperation in Europe (OSCE) and the ASEAN Regional 
Forum (ARF);

In addition, we support the promotion of voluntary, non-binding norms of responsible State 
behavior in cyberspace during peacetime, which can reduce risks to international peace, security 
and stability. Such norms do not seek to limit or prohibit any action that is otherwise consistent 
with international law. Nor do norms limit a State’s obligations under international law, in-
cluding with regard to human rights. Norms refl ect the current expectations of the international 
community, set standards for responsible State behavior, and allow the international community 
to assess the activities and intentions of States. Norms can help to prevent confl ict in the ICT 
environment and contribute to its peaceful use to enable the full realization of ICTs to increase 
global social and economic development.

The following voluntary, non-binding norms of State behavior during peacetime were ar-
ticulated in the 2015 GGE report and the 2015 G20 Leaders’ Communique:

1. Consistent with the purposes of the United Nations, including to maintain international 
peace and security, States should cooperate in developing and applying measures to increase 
stability and security in the use of ICTs and to prevent ICT practices that are acknowledged to be 
harmful or that may pose threats to international peace and security;

2. In case of ICT incidents, States should consider all relevant information, including 
the larger context of the event, the challenges of attribution in the ICT environment and the na-
ture and extent of the consequences; 

3. States should not knowingly allow their territory to be used for internationally wrongful 
acts using ICTs;

4. States should consider how best to cooperate to exchange information, assist each other, 
prosecute terrorist and criminal use of ICTs and implement other cooperative measures to ad-
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dress such threats. States may need to consider whether new measures need to be developed 
in this respect;

5. States, in ensuring the secure use of ICTs, should respect Human Rights Council resolu-
tions 20/8 and 26/13 on the promotion, protection and enjoyment of human rights on the Inter-
net, as well as General Assembly resolutions 68/167 and 69/166 on the right to privacy in the dig-
ital age, to guarantee full respect for human rights, including the right to freedom of expression;

6. A State should not conduct or knowingly support ICT activity contrary to its obligations 
under international law that intentionally damages critical infrastructure or otherwise impairs 
the use and operation of critical infrastructure to provide services to the public;

7. States should take appropriate measures to protect their critical infrastructure from ICT 
threats, taking into account General Assembly resolution 58/199 on the creation of a global 
culture of cybersecurity and the protection of critical information infrastructures, and other rel-
evant resolutions;

8. States should respond to appropriate requests for assistance by another State whose criti-
cal infrastructure is subject to malicious ICT acts. States should also respond to appropriate 
requests to mitigate malicious ICT activity aimed at the critical infrastructure of another State 
emanating from their territory, taking into account due regard for sovereignty;

9. States should take reasonable steps to ensure the integrity of the supply chain so that end 
users can have confi dence in the security of ICT products. States should seek to prevent the pro-
liferation of malicious ICT tools and techniques and the use of harmful hidden functions;

10. States should encourage responsible reporting of ICT vulnerabilities and share associ-
ated information on available remedies to such vulnerabilities to limit and possibly eliminate 
potential threats to ICTs and ICT-dependent infrastructure;

11. States should not conduct or knowingly support activity to harm the information sys-
tems of the authorized emergency response teams (sometimes known as computer emergency 
response teams or cybersecurity incident response teams) of another State. A State should 

not use authorized emergency response teams to engage in malicious international activity.
12. No country should conduct or support ICT-enabled theft of intellectual property, in-

cluding trade secrets or other confi dential business information, with the intent of providing 
competitive advantages to companies or commercial sectors.

G7 Taormina Leaders’ Communique
27 May, 2017

Extraction

Preamble

<...>
4. Our citizens rightly demand quality education, decent jobs, greater access to economic 

opportunities, gender equality, and a cleaner environment. They expect us to deal with increas-
ing numbers of refugees and migrants, also through stronger international cooperation. Further-
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more, they ask for more secure lives and, in particular, to halt the rise of terrorism and violent 
extremism, including its manifestation online. <...>

Foreign Policy Issues

<...>
7. We endorsed the Joint Communique, the Declaration on Responsible States Behavior 

in Cyberspace, and the Statement on Non-Proliferation and Disarmament of the Foreign Min-
isters’ meeting in Lucca, and further discussed issues and crises that are most seriously threaten-
ing the security and well-being of our citizens and global stability.

<...>
15. The recent cyber attacks hitting critical infrastructures worldwide reinforce our com-

mitment to increased international cooperation to protect an accessible, open, interoperable, 
reliable and secure cyberspace and its vast benefi ts for economic growth and prosperity. We will 
work together and with other partners to tackle cyber attacks and mitigate their impact on our 
critical infrastructures and the well-being of our societies. <...>
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Convention on Cybercrime
Budapest, 23 November 2001

Extraction

Preamble

The member States of the Council of Europe and the other States signatory hereto,
Considering that the aim of the Council of Europe is to achieve a greater unity between its 

members;
Recognising the value of fostering co-operation with the other States parties to this Conven-

tion;
Convinced of the need to pursue, as a matter of priority, a common criminal policy aimed 

at the protection of society against cybercrime, inter alia, by adopting appropriate legislation 
and fostering international co-operation;

Conscious of the profound changes brought about by the digitalisation, convergence 
and continuing globalisation of computer networks;

Concerned by the risk that computer networks and electronic information may also be 
used for committing criminal off ences and that evidence relating to such off ences may be stored 
and transferred by these networks;

Recognising the need for co-operation between States and private industry in combating 
cybercrime and the need to protect legitimate interests in the use and development of informa-
tion technologies;

Believing that an eff ective fi ght against cybercrime requires increased, rapid and well-func-
tioning international co-operation in criminal matters;

Convinced that the present Convention is necessary to deter action directed against the con-
fi dentiality, integrity and availability of computer systems, networks and computer data as well 
as the misuse of such systems, networks and data by providing for the criminalisation of such 
conduct, as described in this Convention, and the adoption of powers suffi  cient for eff ectively 
combating such criminal off ences, by facilitating their detection, investigation and prosecution 
at both the domestic and international levels and by providing arrangements for fast and reliable 
international co-operation;

Mindful of the need to ensure a proper balance between the interests of law enforcement 
and respect for fundamental human rights as enshrined in the 1950 Council of Europe Conven-
tion for the Protection of Human Rights and Fundamental Freedoms, the 1966 United Nations 
International Covenant on Civil and Political Rights and other applicable international human 
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rights treaties, which reaffi  rm the right of everyone to hold opinions without interference, as well 
as the right to freedom of expression, including the freedom to seek, receive, and impart informa-
tion and ideas of all kinds, regardless of frontiers, and the rights concerning the respect for privacy;

Mindful also of the right to the protection of personal data, as conferred, for example, by 
the 1981 Council of Europe Convention for the Protection of Individuals with regard to Auto-
matic Processing of Personal Data;

Considering the 1989 United Nations Convention on the Rights of the Child and the 1999 
International Labour Organization Worst Forms of Child Labour Convention;

Taking into account the existing Council of Europe conventions on co-operation in the pe-
nal fi eld, as well as similar treaties which exist between Council of Europe member States 
and other States, and stressing that the present Convention is intended to supplement those 
conventions in order to make criminal investigations and proceedings concerning criminal of-
fences related to computer systems and data more eff ective and to enable the collection of evi-
dence in electronic form of a criminal off ence;

<...>
Have agreed as follows:

Chapter I – Use of terms

Article 1 – Definitions
For the purposes of this Convention:
a “computer system” means any device or a group of interconnected or related devices, 

one or more of which, pursuant to a program, performs automatic processing of data;
b “computer data” means any representation of facts, information or concepts in a form 

suitable for processing in a computer system, including a program suitable to cause 
a computer system to perform a function;

c “service provider” means:
i any public or private entity that provides to users of its service the ability to com-

municate by means of a computer system, and
ii any other entity that processes or stores computer data on behalf of such communi-

cation service or users of such service.
d “traffi  c data” means any computer data relating to a communication by means of a com-

puter system, generated by a computer system that formed a part in the chain of com-
munication, indicating the communication’s origin, destination, route, time, date, size, 
duration, or type of underlying service.

<...>

Chapter III – International co-operation

Section 1 — General principles

Title 1 – General principles relating to international co-operation

Article 23 – General principles relating to international co-operation
 The Parties shall co-operate with each other, in accordance with the provisions of this 

chapter, and through the application of relevant international instruments on interna-
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tional co-operation in criminal matters, arrangements agreed on the basis of uniform or 
reciprocal legislation, and domestic laws, to the widest extent possible for the purposes 
of investigations or proceedings concerning criminal off ences related to computer sys-
tems and data, or for the collection of evidence in electronic form of a criminal off ence.

<...>

Title 3 – General principles relating to mutual assistance

Article 25 – General principles relating to mutual assistance
1 The Parties shall aff ord one another mutual assistance to the widest extent possible 

for the purpose of investigations or proceedings concerning criminal off ences related 
to computer systems and data, or for the collection of evidence in electronic form of 
a criminal off ence.

2 Each Party shall also adopt such legislative and other measures as may be necessary 
to carry out the obligations set forth in Articles 27 through 35.

3 Each Party may, in urgent circumstances, make requests for mutual assistance or com-
munications related thereto by expedited means of communication, including fax or 
e-mail, to the extent that such means provide appropriate levels of security and au-
thentication (including the use of encryption, where necessary), with formal confi rma-
tion to follow, where required by the requested Party. The requested Party shall accept 
and respond to the request by any such expedited means of communication.

4 Except as otherwise specifi cally provided in articles in this chapter, mutual assistance 
shall be subject to the conditions provided for by the law of the requested Party or by 
applicable mutual assistance treaties, including the grounds on which the requested 
Party may refuse co-operation. The requested Party shall not exercise the right to refuse 
mutual assistance in relation to the off ences referred to in Articles 2 through 11 solely 
on the ground that the request concerns an off ence which it considers a fi scal off ence.

5 Where, in accordance with the provisions of this chapter, the requested Party is permit-
ted to make mutual assistance conditional upon the existence of dual criminality, that 
condition shall be deemed fulfi lled, irrespective of whether its laws place the off ence 
within the same category of off ence or denominate the off ence by the same terminology 
as the requesting Party, if the conduct underlying the off ence for which assistance is 
sought is a criminal off ence under its laws.

Article 26 — Spontaneous information
1A Party may, within the limits of its domestic law and without prior request, forward to an-

other Party information obtained within the framework of its own investigations when it consid-
ers that the disclosure of such information might assist the receiving Party in initiating or car-
rying out investigations or proceedings concerning criminal off ences established in accordance 
with this Convention or might lead to a request for co-operation by that Party under this chapter.

2 Prior to providing such information, the providing Party may request that it be kept confi -
dential or only used subject to conditions. If the receiving Party cannot comply with such request, 
it shall notify the providing Party, which shall then determine whether the information should 
nevertheless be provided. If the receiving Party accepts the information subject to the condi-
tions, it shall be bound by them.

<...>
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Section 2 — Specific provisions

Title 1 — Mutual assistance regarding provisional measures

Article 29 — Expedited preservation of stored computer data
1 A Party may request another Party to order or otherwise obtain the expeditious preser-

vation of data stored by means of a computer system, located within the territory of that 
other Party and in respect of which the requesting Party intends to submit a request for 
mutual assistance for the search or similar access, seizure or similar securing, or disclo-
sure of the data.

2 A request for preservation made under paragraph 1 shall specify:
 a the authority seeking the preservation;
 b the off ence that is the subject of a criminal investigation or proceedings and a brief 

summary of the related facts;
 c the stored computer data to be preserved and its relationship to the off ence;
 d any available information identifying the custodian of the stored computer data or 

the location of the computer system;
 e the necessity of the preservation; and
 f that the Party intends to submit a request for mutual assistance for the search or simi-

lar access, seizure or similar securing, or disclosure of the stored computer data.
3 Upon receiving the request from another Party, the requested Party shall take all ap-

propriate measures to preserve expeditiously the specifi ed data in accordance with its 
domestic law. For the purposes of responding to a request, dual criminality shall not be 
required as a condition to providing such preservation.

4 A Party that requires dual criminality as a condition for responding to a request for mu-
tual assistance for the search or similar access, seizure or similar securing, or disclosure 
of stored data may, in respect of off ences other than those established in accordance 
with Articles 2 through 11 of this Convention, reserve the right to refuse the request for 
preservation under this article in cases where it has reasons to believe that at the time 
of disclosure the condition of dual criminality cannot be fulfi lled.

5  In addition, a request for preservation may only be refused if:
 a  the request concerns an off ence which the requested Party considers a political of-

fence or an off ence connected with a political off ence, or
 b the requested Party considers that execution of the request is likely to prejudice its 

sovereignty, security, ordre public or other essential interests.
6 Where the requested Party believes that preservation will not ensure the future availabil-

ity of the data or will threaten the confi dentiality of or otherwise prejudice the request-
ing Party’s investigation, it shall promptly so inform the requesting Party, which shall 
then determine whether the request should nevertheless be executed.

7 Any preservation eff ected in response to the request referred to in paragraph 1 shall 
be for a period not less than sixty days, in order to enable the requesting Party to sub-
mit a request for the search or similar access, seizure or similar securing, or disclosure 
of the data. Following the receipt of such a request, the data shall continue to be pre-
served pending a decision on that request.

<...>
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Title 2 — Mutual assistance regarding investigative powers

Article 31 — Mutual assistance regarding accessing of stored computer data
1 A Party may request another Party to search or similarly access, seize or similarly se-

cure, and disclose data stored by means of a computer system located within the territory 
of the requested Party, including data that has been preserved pursuant to Article 29.

2 The requested Party shall respond to the request through the application of interna-
tional instruments, arrangements and laws referred to in Article 23, and in accordance 
with other relevant provisions of this chapter.

3 The request shall be responded to on an expedited basis where:
 a there are grounds to believe that relevant data is particularly vulnerable to loss or 

modifi cation; or
 b the instruments, arrangements and laws referred to in paragraph 2 otherwise provide 

for expedited co-operation.

Article 32 –Trans-border access to stored computer data with consent or where 
publicly available

A Party may, without the authorisation of another Party:
 a access publicly available (open source) stored computer data, regardless of where 

the data is located geographically; or
 b access or receive, through a computer system in its territory, stored computer data 

located in another Party, if the Party obtains the lawful and voluntary consent 
of the person who has the lawful authority to disclose the data to the Party through 
that computer system.

Article 33 — Mutual assistance regarding the real-time collection of traffic data
1 The Parties shall provide mutual assistance to each other in the real-time collection 

of traffi  c data associated with specifi ed communications in their territory transmitted by 
means of a computer system. Subject to the provisions of paragraph 2, this assistance 
shall be governed by the conditions and procedures provided for under domestic law.

2 Each Party shall provide such assistance at least with respect to criminal off ences for 
which real-time collection of traffi  c data would be available in a similar domestic case.

Article 34 — Mutual assistance regarding the interception of content data
 The Parties shall provide mutual assistance to each other in the real-time collection 

or recording of content data of specifi ed communications transmitted by means of 
a computer system to the extent permitted under their applicable treaties and do-
mestic laws.

Title 3 — 24/7 Network

Article 35 — 24/7 Network
1 Each Party shall designate a point of contact available on a twenty-four hour, seven-

day-a-week basis, in order to ensure the provision of immediate assistance for the pur-
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pose of investigations or proceedings concerning criminal off ences related to comput-
er systems and data, or for the collection of evidence in electronic form of a criminal 
off ence. Such assistance shall include facilitating, or, if permitted by its domestic law 
and practice, directly carrying out the following measures:

 a the provision of technical advice;
 b the preservation of data pursuant to Articles 29 and 30;
 c ithe collection of evidence, the provision of legal information, and locating of suspects.
2 a A Party’s point of contact shall have the capacity to carry out communications with 

the point of contact of another Party on an expedited basis.
 b If the point of contact designated by a Party is not part of that Party’s authority or 

authorities responsible for international mutual assistance or extradition, the point 
of contact shall ensure that it is able to co-ordinate with such authority or authorities 
on an expedited basis.

3 Each Party shall ensure that trained and equipped personnel are available, in order 
to facilitate the operation of the network.

Chapter IV — Final provisions

Article 36 — Signature and entry into force
1 This Convention shall be open for signature by the member States of the Council of Eu-

rope and by non-member States which have participated in its elaboration.
2 This Convention is subject to ratifi cation, acceptance or approval. Instruments 

of ratifi cation, acceptance or approval shall be deposited with the Secretary General 
of the Council of Europe.

3 This Convention shall enter into force on the first day of the month following the ex-
piration of a period of three months after the date on which five States, including at 
least three member States of the Council of Europe, have expressed their consent 
to be bound by the Convention in accordance with the provisions of paragraphs 1 
and 2.

4 In respect of any signatory State which subsequently expresses its consent to be 
bound by it, the Convention shall enter into force on the first day of the month 
following the expiration of a period of three months after the date of the expression 
of its consent to be bound by the Convention in accordance with the provisions 
of paragraphs 1 and 2.

<...>

Article 42 — Reservations
 By a written notifi cation addressed to the Secretary General of the Council of Europe, any 

State may, at the time of signature or when depositing its instrument of ratifi cation, 
acceptance, approval or accession, declare that it avails itself of the reservation(s) pro-
vided for in Article 4, paragraph 2, Article 6, paragraph 3, Article 9, paragraph 4, 
Article 10, paragraph 3, Article 11, paragraph 3, Article 14, paragraph 3, Article 22, 
paragraph 2, Article 29, paragraph 4, and Article 41, paragraph 1. No other reservation 
may be made.
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Article 43 — Status and withdrawal of reservations
1 A Party that has made a reservation in accordance with Article 42 may wholly or partially 

withdraw it by means of a notifi cation addressed to the Secretary General of the Coun-
cil of Europe. Such withdrawal shall take eff ect on the date of receipt of such notifi cation 
by the Secretary General. If the notifi cation states that the withdrawal of a reservation 
is to take eff ect on a date specifi ed therein, and such date is later than the date on which 
the notifi cation is received by the Secretary General, the withdrawal shall take eff ect 
on such a later date.

2 A Party that has made a reservation as referred to in Article 42 shall withdraw such res-
ervation, in whole or in part, as soon as circumstances so permit.

3 The Secretary General of the Council of Europe may periodically enquire with Parties 
that have made one or more reservations as referred to in Article 42 as to the prospects 
for withdrawing such reservation(s).

Article 44 — Amendments
1 Amendments to this Convention may be proposed by any Party, and shall be com-

municated by the Secretary General of the Council of Europe to the member States 
of the Council of Europe, to the non-member States which have participated in the elab-
oration of this Convention as well as to any State which has acceded to, or has been in-
vited to accede to, this Convention in accordance with the provisions of Article 37.

2 Any amendment proposed by a Party shall be communicated to the European Commit-
tee on Crime Problems (CDPC), which shall submit to the Committee of Ministers its 
opinion on that proposed amendment.

3 The Committee of Ministers shall consider the proposed amendment and the opinion 
submitted by the CDPC and, following consultation with the non-member States Par-
ties to this Convention, may adopt the amendment.

4 The text of any amendment adopted by the Committee of Ministers in accordance with 
paragraph 3 of this article shall be forwarded to the Parties for acceptance.

5 Any amendment adopted in accordance with paragraph 3 of this article shall come into 
force on the thirtieth day after all Parties have informed the Secretary General of their 
acceptance thereof.

Article 45 — Settlement of disputes
1 The European Committee on Crime Problems (CDPC) shall be kept informed regard-

ing the interpretation and application of this Convention.
2 In case of a dispute between Parties as to the interpretation or application of this Con-

vention, they shall seek a settlement of the dispute through negotiation or any other 
peaceful means of their choice, including submission of the dispute to the CDPC, to an 
arbitral tribunal whose decisions shall be binding upon the Parties, or to the Interna-
tional Court of Justice, as agreed upon by the Parties concerned.

<...>
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Communication from the Commission to the Council, 
the European Parliament, the European Economic 
and Social Committee and the Committee 
of the Regions 
Network and Information Security: 
Proposal for a European Policy Approach
Brussels, 6 June 2001 COM(2001)298 final

Executive Summary
I.
Security is becoming a key priority because communication and information have become 

a key factor in economic and societal development. Networks and information systems are now 
supporting services and carrying data to an extent inconceivable only a few years ago. Their 
availability is critical for other infrastructures such as water and electricity supply. As everybody, 
business, private individuals, public administrations want to exploit the possibilities of com-
munication networks, security of these systems is becoming a prerequisite for further progress.

Against this background the Stockholm European Council on 23-24 March 2001 concluded 
“the Council together with the Commission will develop a comprehensive strategy on secu-
rity of electronic networks including practical implementing action. This should be presented 
in time for the Goteborg European Council.” This Communication is the European Commis-
sion’s response to this request.

II.
Security has become a key challenge for policy makers, but fi nding an adequate policy re-

sponse is becoming an increasingly complex task. Communication services are no longer of-
fered by state-owned telecommunications operators but on a competitive basis by many private 
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operators and service providers; and increasingly on a European and global level. Networks are 
converging: they are able to support the same services, they are increasingly interconnected, 
and they partly use the same infrastructure.

In order to ensure a minimum level of security, a substantial body of legislation as part 
of the telecommunications framework and data protection law have been put in place both at 
national and EU level. These legal provisions need to be applied eff ectively in a rapidly chang-
ing environment. They will also need to evolve in the future as can be seen by the proposed new 
telecommunications framework or the forthcoming proposals linked to the cyber-crime discus-
sion. Policy makers therefore need an understanding of the underlying security issues and their 
role in improving security.

Security has become a commodity bought and sold on the market and part of contractual 
agreements between parties. The implicit assumption usually made is that the price mechanism 
will balance the costs of providing security with the specifi c need for security. However many 
security risks remain unsolved or solutions are slow coming to the market as a result of cer-
tain market imperfections. Specifi c policy measures addressing these imperfections can reinforce 
the market process and at the same time improve the functioning of the legal framework. Such 
measures must be part of a European approach in order to ensure the Internal Market, to benefi t 
from common solutions, and to be able to act eff ectively at global level.

The proposed policy measures with regard to network and information security have to be 
seen in the context of the existing telecommunications, data protection, and cyber-crime pol-
icies. A network and information security policy will provide the missing link in this policy 
framework. The diagram below shows these three policy areas and illustrates with a few ex-
amples how they are interrelated:

Cybercrime

Data protection/
Telecom framework

Intrusion
Data 

retention

Hacking

III.
Network and information security can be understood as the ability of a network or an in-

formation system to resist, at a given level of confi dence, accidental events or malicious actions. 
Such events or actions could compromise the availability, authenticity, integrity and confi den-
tiality of stored or transmitted data as well as related services off ered via these networks and sys-
tems. These security incidents can be grouped as follows:

 — Electronic communication can be intercepted and data copied or modifi ed. This can 
cause damage both through invasion of the privacy of individuals and through the ex-
ploitation of data intercepted.

 — Unauthorised access into computer and computer networks is usually done with mali-
cious intend to copy, modify or destroy data..

Identity-
theft

Network &
 information security
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 — Disruptive attacks on the Internet have become quite common and in future the tele-
phone network may also become more vulnerable.

 — Malicious software, such as viruses, can disable computers, delete or modify data. Some 
recent virus attacks have been extremely destructive and costly.

 — Misrepresentation of people or entities can cause substantial damages, e.g. customers 
may download malicious software from a website masquerading as a trusted source, 
contracts may be repudiated, confi dential information may be sent to the wrong per-
sons.

 — Many security incidents are due to unforeseen and unintentional events such as natural 
disasters (fl oods, storms, earthquakes), hardware or software failures, human error. 

IV. 
The proposed measures:

 — Awareness raising: a public information and education campaign should be launched 
and best practices should be promoted.

 — A European warning and information system: Member States should strengthen their 
Computer Emergency Response Teams (CERTs) and improve the co-ordination 
among them. The Commission will examine together with Member States how to best 
organise at European level data collection, analysis and planning of forward-looking 
responses to existing and emerging security threats.

 — Technology support: Support for research and development in security should be a key 
element in the 6th Framework Programme and be linked to the broader strategy for 
improved network and information security.

 — Support for market oriented standardisation and certifi cation: European standardisation 
organisations are invited to accelerate work on interoperability; Commission will con-
tinue support for electronic signature and the further development of IPv6 and  IPSec, 
Commission will assess the need for a legal initiative on the mutual recognition of cer-
tifi cates, Member States should review all relevant security standards.

 — Legal framework: the Commission will set up an inventory of national measures which 
have been taken in accordance with relevant Community law. Member States to sup-
port free circulation of encryption products. Commission will propose legislation 
on cyber¬crime.

 — Security in government use: Member States should incorporate eff ective an interoper-
able security solutions in their e-government and e-procurement activities. Member 
States should introduce electronic signatures when off ering public services. The Com-
mission will strengthen its security requirements in their information and communica-
tion system;

 — International co-operation: the Commission will reinforce the dialogue with interna-
tional organisations and partners on network and information security.

V.
The next stage is for the framework and the proposed actions to be discussed by Member 

States and the European Parliament. The Goteborg European Council on 15/16 June may give 
orientations for the way ahead.
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The Commission proposes to launch a thorough discussion with industry and users 
on the practical details of implementing the actions proposed. Comments can be sent to eeu-
rope@europa.eu.int by the end of August 2001. Therefore this Communication is an invitation 
for comments from interested parties with a view to establishing a fi nal concrete set of actions. 
This could take the form of a roadmap to be developed by the end of 2001.

Council Resolution (2002/C43/02) 
on a common approach and specific actions 
in the area of network and information security
28 January 2002 

THE COUNCIL OF THE EUROPEAN UNION,

Responding to the Conclusions of the Stockholm European Council of 23 and 24 March 
2001 that the Council together with the Commission will develop a comprehensive strategy 
on security of electronic networks including practical implementing action,

Recalling
1. the Resolution of the Council of 30 May 2001 — eEurope Action Plan: Information 

and Network Security;
2. the Communication from the Commission to the Council, the European Parliament, 

the European Economic and Social Committee and the Committee of the Regions — Network 
and Information Security: Proposal for a European Policy Approach;

3. the Communication from the Commission to the Council and the European  Parliament — 
eEurope 2002: Impact and priorities;

4. the eEurope 2002 Action Plan endorsed by the Feira European Council of 19 and 20 June 
2000;

5. Council Recommendation 95/144/EC of 7 April 1995 on common information technol-
ogy security evaluation criteria1;

6. the Council Recommendation of 25 June 2001 on contact points maintaining a 24-hour 
service for combating high-tech crime2;

7. the Communication from the Commission on creating a safer society by improving 
the security of information infrastructures and combating computer related crime;

8. Regulation (EC) No 45/2001 of the European Parliament and of the Council of 18 De-
cember 2000 on the protection of individuals with regard to the processing of personal data by 
the Community institutions and bodies and on the free movement of such data3;

1 OJ L 93, 26.4.1995, p. 27
2 OJ C 187, 3.7.2001, p. 5.
3 OJ L 8, 12.1.2001, p. 1.
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9. Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 
on the protection of individuals with regard to the processing of personal data and on the free 
movement of such data1;

10. Directive 97/33/EC of the European Parliament and of the Council of 30 June 1992 
on interconnection with telecommunications with regard to ensuring universal service and in-
teroperability through application of the principles of open network provision (ONP)2;

11. Directive 97/66/EC of the European Parliament and of the Council of 15 December 
1997 concerning the processing of personal data and the protection of privacy in the tele-com-
munications sector3;

12. Directive 98/10/EC of the European Parliament and of the Council of 26 February 1998 
on the application of open network provision (ONP) to voice telephony and on universal service 
for telecommunications in a competitive environment4;

13. Directive 1999/93/EC of the European Parliament and of the Council of 13 December 
1999 on a Community framework for electronic signatures5;

Whereas:
(1) Networks and communication systems have become a key factor in economic and social 

development and their availability and integrity is crucial to essential infrastructures, as well as 
to most public and private services and the economy as a whole.

(2) In the light of the increasingly important role played in the economy by electronic ser-
vices, the security of networks and information systems is of growing public interest.

(3) The security of transactions and data has become essential for the supply of electronic 
services, including e-commerce and online public services, and low confi dence in security could 
slow down the widespread introduction of such services.

(4) There is a need for individuals, businesses, administrations, and other organisations 
to protect their own information, data and communication systems by deploying eff ective secu-
rity technologies, where appropriate.

(5) The private sector, acting in a competitive market environment, and through its capacity 
to innovate off ers a variety of solutions adapted to genuine market needs.

(6) The complex nature of network and information security means that in developing policy 
measures in this fi eld, public authorities must take into account a range of political, economic, 
organisational and technical aspects, and be aware of the decentralised and global character 
of communication networks. 

(8) A substantial body of legislation relevant to network and information security is already 
in place, notably as part of the Union’s legal framework for telecommunications, electronic 
commerce and electronic signatures.

(9) There are legal requirements imposed on providers of telecommunications services 
to take appropriate technical and organisational measures to safeguard the security of their ser-
vices; these measures shall ensure a level of security appropriate to the risk represented.

1 OJ L 281, 23.11.1995, p. 31.
2 OJ L 199, 26.7.1997, p. 32.
3 OJ L 24, 30.1.1998, p. 1.
4 OJ L 101, 1.4.1998, p. 24..
5  OJ L 13, 19.1.2000, p. 12.
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(10) The international standard ISO-15408 (Common criteria) has become a recognised 
system for defi ning security requirements for computer and network products and evaluating 
whether a particular product meets those requirements.

(11) The international standard ISO-17799 (Information technology — Code of practice 
for information security management) and similar national guidelines are becoming recognised 
practice for security management in private and public organisations.

(12) Internet infrastructure should permit a high degree of access to networks and services, 
and be managed and operated in a robust and secure manner, e.g. by the adoption of open stan-
dards and internet security protocols;

Considering, in line with Council Resolution of 30 May 2001 on the ‘eEurope Action Plan: 
Information and Network Security1, that network and information security is about

 — ensuring the availability of services and data,
 — preventing the disruption and unauthorised interception of communications,
 — confi rmation that data which has been sent, received or stored are complete and un-

changed,
 — securing the confi dentiality of data,
 — protection of information systems against unauthorised access,
 — protecting against attacks involving malicious software,
 — securing dependable authentication;

Therefore asks the Member-States
1. by the end of 2002 to launch or strengthen information and education campaigns to in-

crease awareness of network and information security; to specifi cally target such actions at busi-
ness, private users and public administrations; to develop such awareness raising actions closely 
with the private sector, including inter alia internet service providers, and to encourage private 
sector-led initiatives;

2. to promote best practices in information security management notably in small and me-
dium sized enterprises based, where appropriate, on internationally recognised standards;

3. by the end of 2002 to strengthen or promote the importance of security concepts as part 
of computer education and training;

4. by mid 2002 to review the eff ectiveness of national arrangements regarding computer en-
ergency response, which could include virus alert systems, with a view to strengthening, where 
necessary, their ability to prevent, detect, and react effi  ciently at national and international level 
against network and information systems disruption and attack;

5. to promote the use of the common criteria standard (ISO-15408) and to facilitate mutual 
recognition of related certifi cates;

6. by the end of 2002 to take signifi cant steps towards eff ective and interoperable security 
solutions based on recognised standards where possible — which could include open source 
software — in their e-govemment and e-procurement activities, and towards the introduction 
of electronic signatures to allow those public services that require strong authentication also 
to be off ered on-line;

7. where they choose to introduce electronic and biometrics identifi cation systems for public 
or offi  cial use, to cooperate where appropriate on technological developments and to examine 
any possible interoperability requirements;



526

  Part IV.  Documents of International Organizations...

8. with a view to facilitating Community and international cooperation, to exchange infor-
mation with each other and with the Commission on the bodies primarily responsible within 
their territory for network and information security matters;

Welcomes the Intention of the Commission 
1. in 2002 to facilitate an exchange of best practice regarding awareness-raising actions and 

to draw up an initial inventory of the various national information campaigns; 
2. cations of the increasing dependency on electronic communication networks; and 

in this context to propose, by the end of 2002, a strategy for a more stable and secure operation 
of the Internet infrastructure;

3. by the end of 2002 to propose adequate measures to promote the ISO 15408 (Common 
Criteria) standard, to facilitate mutual recognition of certifi cates, and to improve the process by 
which products are evaluated, i.e. by developing adequate protection profi les;

4. by the end of 2002 to prepare a report on technologies and applications of electronic 
and biometric authentication of identity with a view to improving the eff ectiveness of such sys-
tems, in particular through interoperability;

5. by mid 2002 to make proposals — after consultation with the Member States and the pri-
vate sector — for the establishment of a cyber-security task force to build on national eff orts 
to both enhance network and information security and to enhance Member States’ ability, indi-
vidually and collectively, to respond to major network and information security problems;

6. by the end of 2002, to explore, in collaboration with Member States, the possible op-
tions for mechanisms by which Member States and the Commission can exchange information 
and experience on their achievement of the objectives of this Resolution, taking into account 
the crosspillar dimension of network and information security, and to explore how the private 
sector can be best involved in this exchange of information and experience;

Welkomes the increased focus of European research activities on security matters;
Stresses the need for more research activities, in particular on security mechanisms and their 

interoperability, network reliability and protection, advanced cryptography, privacy enhance-
ment technologies and security in wireless communications;

Calls upon

 — suppliers and service providers to strengthen security as an integral and essential part 
of their products and services;

 — the European private sector suppliers and service providers and their representa-
tive groupings to participate more actively in international standardisation activities 
and organise themselves into appropriate fora to contribute to the objectives of this 
resolution.
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Council Resolution (2003/C48/01) 
on a European approach towards a culture 
of network and information security
18 February 2003

THE COUNCIL OF THE EUROPEAN UNION,

Recalling:
1. the Communication from the Commission to the Council, the European Parliament, 

the European Economic and Social Committee and the Committee of the Regions — Network 
and Information Security: Proposal for a European Policy Approach;

2. the Council Resolution of 30 May 2001 on the ‘eEurope Action Plan: Information 
and Network Security’;

3. the Council Resolution of 28 January 2002 on a common approach and specifi c actions 
in the area of network and information security1;

4. the eEurope 2005 action plan endorsed by the Seville European Council in June 2002;
5. the opinion of the European Parliament on the European Commission Communication 

on Network and Information Security: Proposal for a European Policy Approach;

Accordingly Stresses that:
1. with the development of information society services, network and information security 

is an increasingly vital issue for the daily life of citizens, businesses and public administrations 
contributing to the proper functioning of the Internal Market;

2. Member States and the European institutions must further develop a comprehensive Eu-
ropean strategy for network and information security and strive towards ‘a culture of security’ 
taking into account the importance of international cooperation;

3. the OECD Guidelines for the security of Information Systems and Networks are consid-
ered a valuable model for developing policies which achieve a culture of security while respect-
ing democratic values and the importance of personal data protection;

4. care must be taken to respect privacy rights. Citizens and enterprises must have confi -
dence that information is handled accurately, confi dentially and reliably;

5. in developing a culture of security a signifi cant task will be to clarify the responsibility for 
the security of networks and information systems for all stakeholders;

6. Europe needs to ensure the development and deployment of an appropriate skillbase 
in the fi eld of network and information security;

7. there is a need for increased transparency, information exchange and cooperation be-
tween Member States, European institutions and the private sector;

8. coherent security policy development at European level requires cross-pillar transparency 
and cooperation;

1 OJ C 43, 16.2.2002, p. 2.
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9. the ongoing work to fulfi l the commitments made in the Council Resolution of 28 Janu-
ary 2002 on a common approach and specifi c actions in the area of network and information 
security has to be continued.

Therefore Invites Member States to:
1. promote security as an essential component in public and private governance, in particu-

lar by encouraging assignment of responsibilities;
2. provide for appropriate education and vocational training, as well as awareness-raising, 

particularly among young people, to security issues;
3. take adequate measures to prevent and respond to security incidents, in particular through:
(a) the continuous improvement of the identifi cation and assessment of security problems 

and the application of appropriate controls;
(b) the establishment of eff ective ways of communicating the need for action to all stake-

holders by reinforcing the dialogue at European and national levels and, where appro-
priate, international levels in particular with those supplying information society tech-
nology and services;

(c) addressing appropriate information exchange corresponding to the needs of society 
to remain informed on good practices related to security;

4. encourage cooperation and partnerships between academia and enterprises to provide 
secure technologies and services and to encourage development of recognised standards.

Welcomes the Intention of the Commission to:
1. apply the open method of coordination in relation to Member States’ ongoing actions and 

to assess their impact on security;
2. set up a temporary interdisciplinary working group in close cooperation with and com-

posed of Member States representatives to conduct preparatory actions with a view to the estab-
lishment of a Cyber-Security Task Force as referred to in the Council Resolution of 28 January 
2002;

3. further develop, in cooperation with Member States, a dialogue with industry to improve 
security in the development of hardware and software products and ensure the availability of ser-
vices and data;

4. establish contacts with relevant international partners and international organisations 
with a view to cooperation and exchange of information in this area and to report to the Council 
on a regular basis;

5. establish the Cyber-Security Task Force referred to in point 2.

Calls upon:
1. industry to integrate the management of security risks into the mainstream of manage-

ment thinking and business engineering;
2. all users to take a holistic view of the risks associated with information systems and look 

at the threats arising from physical events, human failings as well as technological vulnerabilities 
and deliberate attacks;

3. industry and all users to enter into dialogue with governments in developing a culture 
of security.



529

European Union

Council Framework (Decision 2005/222/JHA) 
on attacks against information systems
24 February 2005

<...>
Having regard to the opinion of the European Parliament1, 
Whereas:
(1) The objective of this Framework Decision is to improve cooperation between judicial 

and other competent authorities, including the police and other specialised law enforcement 
services of the Member States, through approximating rules on criminal law in the Member 
States in the area of attacks against information systems. 

(2) There is evidence of attacks against information systems, in particular as a result 
of the threat from organised crime, and increasing concern at the potential of terrorist attacks 
against information systems which form part of the critical infrastructure of the Member States. 
This constitutes a threat to the achievement of a safer information society and an area of free-
dom, security and justice, and therefore requires a response at the level of the European Union.

(3) An eff ective response to those threats requires a comprehensive approach to network 
and information security, as underlined in the eEurope Action Plan, in the Communication 
by the Commission ‘Network and Information Security: Proposal for a European Policy Ap-
proach’ and in the Council Resolution of 28 January 2002 on a common approach and specifi c 
actions in the area of network and information security2.

(4) The need to further increase awareness of the problems related to information security 
and provide practical assistance has also been stressed in the European Parliament Resolution 
of 5 September 2001.

(5) Signifi cant gaps and diff erences in Member States’ laws in this area may hamper the fi ght 
against organised crime and terrorism, and may complicate eff ective police and judicial cooper-
ation in the area of attacks against information systems. The transnational and borderless char-
acter of modern information systems means that attacks against such systems are often trans-
border in nature, thus underlining the urgent need for further action to approximate criminal 
laws in this area.

(6) The Action Plan of the Council and the Commission on how to best implement the pro-
visions of the Treaty of Amsterdam on an area of freedom, security and justice3, the Tampere 
European Council on 15 to 16 October 1999, the Santa Maria da Feira European Council on 19 
to 20 June 2000, the Commission in the ‘Scoreboard’ and the European Parliament in its Reso-
lution of 19 May 2000 indicate or call for legislative action against high technology crime, in-
cluding common defi nitions, incriminations and sanctions. 

(7) It is necessary to complement the work performed by international organisations, 
in particular the Council of Europe’s work on approximating criminal law and the G8’s work 
on transnational cooperation in the area of high tech crime, by providing a common approach 
in the European Union in this area. This call was further elaborated by the Communication from 

1 OJ C 300 E, 11.12.2003, p. 26.
2 OJ C 43, 16.2.2002, p. 2.
3 OJ C 19, 23.1.1999, p. 1.
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the Commission to the Council, the European Parliament, the Economic and Social Commit-
tee and the Committee of the Regions on ‘Creating a Safer Information Society by Improving 
the Security of Information Infrastructures and Combating Computer-related Crime’. 

(8) Criminal law in the area of attacks against information systems should be approximated 
in order to ensure the greatest possible police and judicial cooperation in the area of criminal 
off ences related to attacks against information systems, and to contribute to the fi ght against 
organised crime and terrorism.

(9) All Member States have ratifi ed the Council of Europe Convention of 28 January 1981 
for the protection of individuals with regard to automatic processing of personal data. The per-
sonal data processed in the context of the implementation of this Framework Decision should 
be protected in accordance with the principles of the said Convention.

(10) Common defi nitions in this area, particularly of information systems and computer 
data, are important to ensure a consistent approach in Member States in the application of this 
Framework Decision.

(11) There is a need to achieve a common approach to the constituent elements of criminal 
off ences by providing for common off ences of illegal access to an information system, illegal 
system interference and illegal data interference.

(12) In the interest of combating computer-related crime, each Member State should en-
sure eff ective judicial cooperation in respect of off ences based on the types of conduct referred 
to in Articles 2, 3, 4 and 5.

(13) There is a need to avoid over-criminalisation, particularly of minor cases, as well as 
a need to avoid criminalising right-holders and authorised persons.

(14) There is a need for Member States to provide for penalties for attacks against informa-
tion systems. The penalties thus provided for shall be eff ective, proportionate and dissuasive.

(15) It is appropriate to provide for more severe penalties when an attack against an in-
formation system is committed within the framework of a criminal organisation, as defi ned 
in the Joint Action 98/733 JHA of 21 December 1998 on making it a criminal off ence to partici-
pate in a criminal organisation in the Member State of the European Union1. It is also appropri-
ate to provide for more severe penalties where such an attack has caused serious damages or has 
aff ected essential interests.

(16) Measures should also be foreseen for the purposes of cooperation between Member 
States with a view to ensuring eff ective action against attacks against information systems. Mem-
ber States should therefore make use of the existing network of operational contact points re-
ferred to in the Council Recommendation of 25 June 2001 on contact points maintaining a 24-
hour service for combating high-tech crime2, for the exchange of information.

(17) Since the objectives of this Framework Decision, ensuring that attacks against informa-
tion systems be sanctioned in all Member States by eff ective, proportionate and dissuasive crimi-
nal penalties and improving and encouraging judicial cooperation by removing potential com-
plications, cannot be suffi  ciently achieved by the Member States, as rules have to be common 
and compatible, and can therefore be better achieved at the level of the Union, the Union may 
adopt measures, in accordance with the principle of subsidiarity as set out in Article 5 of the EC 
Treaty. In accordance with the principle of proportionality, as set out in that Article, this Frame-
work Decision does not go beyond what is necessary in order to achieve those objectives. 

1 OJ L 351, 29.12.1998, p. 1.
2 OJ C 187, 3.7.2001, p. 5.
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(18) This Framework Decision respects the fundamental rights and observes the principles 
recognised by Article 6 of the Treaty on European Union and refl ected in the Charter of Funda-
mental Rights of the European Union, and notably Chapters II and VI thereof, 

HAS ADOPTED THIS FRAMEWORK DECISION: 

Article 1. Definitions
For the purposes of this Framework Decision, the following defi nitions shall apply:
(a) ‘information system’ means any device or group of interconnected or related devices, 

one or more of which, pursuant to a program, performs automatic processing of com-
puter data, as well as computer data stored, processed, retrieved or transmitted by them 
for the purposes of their operation, use, protection and maintenance;

(b) ‘computer data’ means any representation of facts, information or concepts in a form 
suitable for processing in an information system, including a program suitable for caus-
ing an information system to perform a function; 

(c) ‘legal person’ means any entity having such status under the applicable law, except for 
States or other public bodies in the exercise of State authority and for public interna-
tional organisations; 

(d) ‘without right’ means access or interference not authorised by the owner, other right 
holder of the system or part of it, or not permitted under the national legislation.

Article 2. Illegal access to information systems
1. Each Member State shall take the necessary measures to ensure that the intentional ac-

cess without right to the whole or any part of an information system is punishable as a criminal 
off ence, at least for cases which are not minor.

2. Each Member State may decide that the conduct referred to in paragraph 1 is incrimi-
nated only where the off ence is committed by infringing a security measure.

Article 3. Illegal system interference
Each Member State shall take the necessary measures to ensure that the intentional serious 

hindering or interruption of the functioning of an information system by inputting, transmitting, 
damaging, deleting, deteriorating, altering, suppressing or rendering inaccessible computer data 
is punishable as a criminal off ence when committed without right, at least for cases which are 
not minor.

Article 4. Illegal data interference
Each Member State shall take the necessary measures to ensure that the intentional de-

letion, damaging, deterioration, alteration, suppression or rendering inaccessible of computer 
data on an information system is punishable as a criminal off ence when committed without 
right, at least for cases which are not minor.

Article 5. Instigation, aiding and abetting and attempt
1. Each Member State shall ensure that the instigation of aiding and abetting an off ence 

referred to in Articles 2, 3 and 4 is punishable as a criminal off ence.
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2. Each Member State shall ensure that the attempt to commit the off ences referred to in Ar-
ticles 2, 3 and 4 is punishable as a criminal off ence. 

3. Each Member State may decide not to apply paragraph 2 for the off ences referred to in Ar-
ticle 2.

Article 6 . Penalties
1. Each Member State shall take the necessary measures to ensure that the off ences referred 

to in Articles 2, 3, 4 and 5 are punishable by eff ective, proportional and dissuasive criminal 
penalties.

2. Each Member State shall take the necessary measures to ensure that the off ences referred 
to in Articles 3 and 4 are punishable by criminal penalties of a maximum of at least between one 
and three years of imprisonment. 

Article 7. Aggravating circumstances
1. Each Member State shall take the necessary measures to ensure that the off ence referred 

to in Article 2(2) and the off ence referred to in Articles 3 and 4 are punishable by criminal pen-
alties of a maximum of at least between two and fi ve years of imprisonment when committed 
within the framework of a criminal organisation as defi ned in Joint Action 98/733/JHA apart 
from the penalty level referred to therein.

2. A Member State may also take the measures referred to in paragraph 1 when the off ence 
has caused serious damages or has aff ected essential interests. 

Article 8. Liability of legal persons
1. Each Member State shall take the necessary measures to ensure that legal persons can be 

held liable for off ences referred to in Articles 2, 3, 4 and 5, committed for their benefi t by any 
person, acting either individually or as part of an organ of the legal person, who has a leading 
position within the legal person, based on: 

(a) a power of representation of the legal person, or
(b) an authority to take decisions on behalf of the legal person, or 
(c) an authority to exercise control within the legal person. 

2. Apart from the cases provided for in paragraph 1, Member States shall ensure that a legal 
person can be held liable where the lack of supervision or control by a person referred to in para-
graph 1 has made possible the commission of the off ences referred to in Articles 2, 3, 4 and 5 for 
the benefi t of that legal person by a person under its authority.

3. Liability of a legal person under paragraphs 1 and 2 shall not exclude criminal proceedings 
against natural persons who are involved as perpetrators, instigators or accessories in the com-
mission of the off ences referred to in Articles 2, 3, 4 and 5.

Article 9. Penalties for legal persons
1. Each Member State shall take the necessary measures to ensure that a legal person held 

liable pursuant to Article 8(1) is punishable by eff ective, proportionate and dissuasive penalties, 
which shall include criminal or non-criminal fi nes and may include other penalties, such as:

(a) exclusion from entitlement to public benefi ts or aid;
(b) temporary or permanent disqualifi cation from the practice of commercial activities;
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(c) placing under judicial supervision; or
(d) a judicial winding-up order.

2. Each Member State shall take the necessary measures to ensure that a legal person held 
liable pursuant to Article 8(2) is punishable by eff ective, proportionate and dissuasive penalties 
or measures.

Article 10. Jurisdiction
1. Each Member State shall establish its jurisdiction with regard to the off ences referred 

to in Articles 2, 3, 4 and 5 where the off ence has been committed:
(a) in whole or in part within its territory; or
(b) by one of its nationals; or
(c) for the benefi t of a legal person that has its head offi  ce in the territory of that Member 

State.
2. When establishing its jurisdiction in accordance with paragraph (1)(a), each Member 

State shall ensure that the jurisdiction includes cases where:
(a) the off ender commits the off ence when physically present on its territory, whether or 

not the off ence is against an information system on its territory; or
(b) the off ence is against an information system on its territory, whether or not the off ender 

commits the off ence when physically present on its territory.
3. A Member State which, under its law, does not as yet extradite or surrender its own na-

tionals shall take the necessary measures to establish its jurisdiction over and to prosecute, where 
appropriate, the off ences referred to in Articles 2, 3, 4 and 5, when committed by one of its na-
tionals outside its territory.

4. Where an off ence falls within the jurisdiction of more than one Member State and when 
any of the States concerned can validly prosecute on the basis of the same facts, the Member 
States concerned shall cooperate in order to decide which of them will prosecute the off end-
ers with the aim, if possible, of centralising proceedings in a single Member State. To this end, 
the Member States may have recourse to any body or mechanism established within the Euro-
pean Union in order to facilitate cooperation between their judicial authorities and the coordi-
nation of their action. Sequential account may be taken of the following factors:

 — the Member State shall be that in the territory of which the off ences have been commit-
ted according to paragraph 1(a) and paragraph 2,

 — the Member State shall be that of which the perpetrator is a national,
 — the Member State shall be that in which the perpetrator has been found.

5. A Member State may decide not to apply, or to apply only in specifi c cases or circum-
stances, the jurisdiction rules set out in paragraphs 1(b) and 1(c).

6. Member States shall inform the General Secretariat of the Council and the Commission 
where they decide to apply paragraph 5, where appropriate with an indication of the specifi c 
cases or circumstances in which the decision applies.

Article 11. Exchange of information
1. For the purpose of exchange of information relating to the off ences referred to in Articles 

2, 3, 4 and 5, and in accordance with data protection rules, Member States shall ensure that 
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they make use of the existing network of operational points of contact available 24 hours a day 
and seven days a week.

2. Each Member State shall inform the General Secretariat of the Council and the Com-
mission of its appointed point of contact for the purpose of exchanging information on off ences 
relating to attacks against information systems. The General Secretariat shall forward that infor-
mation to the other Member States.

Article 12. Implementation
1. Member States shall take the necessary measures to comply with the provisions of this 

Framework Decision by 16 March 2007.
2. By 16 March 2007 Member States shall transmit to the General Secretariat of the Council 

and to the Commission the text of any provisions transposing into their national law the obliga-
tions imposed on them under this Framework Decision. By 16 September 2007, on the basis 
of a report established on the basis of information and a written report by the Commission, 
the Council shall assess the extent to which Member States have complied with the provisions 
of this Framework Decision.

Article 13. Entry into force
This Framework Decision shall enter into force on the date of its publication in the Offi  cial 

Journal of the European Union.

Done at Brussels, 
24 February 2005.

Council Resolution (2007/C68/01) 
on a Strategy for a Secure Information Society 
in Europe
22 March 2007

The Council of the European Union,

Hereby Adopts this Resolution and Welcomes
The 31 May 2006 Communication from the Commission to the Council, the European Par-

liament, the European Economic and Social Committee and the Committee of the Regions — 
a Strategy for a Secure Information Society — ‘Dialogue, Partnership and Empowerment’;

Notes
The 15 November 2006 Communication from the Commission to the Council, the Europe-

an Parliament, the European Economic and Social Committee and the Committee of the Re-
gions on Fighting spam, spyware and malicious software;
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Recalls
1. The 28 January 2002 Council Resolution on a Common Approach and Specifi c Actions 

in the area of Network and Information Security1;
2. The 18 February 2003 Council Resolution on a European Approach towards a culture 

of Network and Information Security2;
3. The 8/9 March 2004 Council Conclusions on Unsolicited communications for direct 

marketing purposes or ‘spam’ and the 9/10 December 2004 Council Conclusions on Fight 
against spam;

4. The March 2005 European Council Conclusions re-launching the Lisbon strategy and 
the European Council March 2006 Conclusions calling on the Commission and the Member 
States to implement the new i2010 Strategy vigorously;

5. The EU Regulatory Framework for Electronic Communications3, and, in particular, 
the provisions relating to communication security, privacy and confi dentiality, which have con-
tributed to ensuring a high level of personal data and privacy protection and the integrity and se-
curity of public communications networks; 

6. The 10 March 2004 Regulation (EC) No 460/2004 of the European Parliament and 
of the Council establishing the European Network and Information Security Agency (ENISA)4; 

7. The Tunis Agenda and the Tunis Commitment of the World Summit on the Information 
Society (WSIS) highlighting the need to continue the fi ght against cyber-crime and spam while 
ensuring the protection of privacy and freedom of expression, and to further promote, develop 
and implement, in cooperation with all stakeholders, a global cyber-security culture;

8. The Presidency Conclusions of the Annual European Information Society Conference 
(27–28 September 2006) ‘i2010 — Towards a Ubiquitous European Information Society’, 
in Espoo, Finland;

Accordingly Stresses That:
1. Our societies are rapidly moving into a new phase of development, towards a ubiquitous 

information society, where more and more of the everyday activities of the citizens are based 
on the use of Information and Communications Technologies (ICT) as well as electronic com-
munications networks; network and information security should be considered as a key enabler 
for this development and for its success;

2. Trust is a vital element in the success of the new Information Society; trust also relates 
to the experiences of the end- users and to the need to respect their privacy; therefore, network 
and information security should not be merely considered as a technical issue;

3. Network and information security is an essential part in the creation of a European In-
formation Space as part of the i2010 Initiative, thus contributing to the success of the renewed 
Lisbon Strategy; ICT is also a critical component of innovation, economic growth and jobs 
throughout the economy;

1 OJ C 43, 16.2.2002, p. 2.
2 OJ C 48, 28.2.2003, p.1.
3 Directives 2002/58/EC (Directive on privacy and electronic communications), 2002/20/EC (Authorisation 

Directive), 2002/22/EC (Universal Service Directive) (OJ L 201, 31.7.2002, p. 37, OJ L 108, 24.4.2002, p. 21 and OJ 
L 108, 24.4.2002, p. 51, respectively).

4 OJL 77,13.3.2004, p. 1. 
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4. New technologies that will lead us to the ubiquitous information society are already un-
der development; the advent of ground-breaking technologies (such as, high-speed wireless 
networks, Radio Frequency Identifi cation (RFID) Devices, sensor networks) and innovative, 
content-rich services (such as, Internet Protocol Television (IPTV), Voice over Internet Pro-
tocol (VoIP), mobile-TV and other mobile services) require adequate levels of network and in-
formation security from the very beginning of the development phase, in order to reach real 
commercial value; the early adoption of the new promising innovations is very important for 
the development of the information society and the competitiveness of Europe; governmental 
bodies and enterprises should adopt as soon as practicable secure, emerging new technologies 
and services in order to speed up their widespread adoption;

5. It is strategic for the EU that European industry is both a demanding user as well as 
a competitive supplier of network and of security products and services; diversity, openness 
and interoperability are integral components of security and should be promoted;

6. Network and information security knowledge and skills must also become integral part 
of everyday life of each individual and stakeholder in the society; a number of awareness rais-
ing campaigns have taken place both at national and EU-level, but there is still work to be done 
in this fi eld, especially as concerns the end-users and small and medium-sized enterprises 
(SMEs); particular consideration should be given to users that have special needs or have low 
awareness of network and information security issues; all stakeholders should be aware that they 
are part of the global security chain and should be empowered to act as such; network and infor-
mation security issues should be taken into account in all education and training relating to ICT;

7. The establishment of ENISA has been a major step forward in the EU’s eff orts to re-
spond to the challenges relating to network and information security; the scope, objectives, tasks 
and duration of ENISA are defi ned by Regulation No 460/2004; 

8. Resources directed to research and development (R&D) and innovation both at national 
and EU-level are one of the key elements in strengthening the level of information and network 
security of new systems, applications and services; eff orts at the EU level should be reinforced 
in the fi elds of security-related research and innovation, in particular through the 7th Frame-
work Programme (FP7) and the Framework Programme on Competitiveness and Innovation 
(CIP); eff orts should also be directed towards measures to disseminate and encourage the com-
mercial exploitation of the consequential results, including the evaluation of their usefulness for 
the wider community; this will enhance the ability of European suppliers to provide security 
solutions that will meet the specifi c needs of the European market; 

9. The ubiquitous information society, while providing great benefi ts, also poses signifi cant 
challenges, thus creating a new landscape of potential risks; threats to security and privacy, also 
through unlawful interception and exploitation of data, are becoming more and more serious, 
targeted and clearly aimed at economic benefi t, new responses for the emerging and already 
existing threats should be created in an innovative manner and they should also cover issues 
arising from system complexity, mistakes, accidents or unclear guidelines; the creation and de-
velopment of national computer emergency response bodies aimed at various actors and the co-
operation between these bodies as well as with other relevant stakeholders should be encouraged 
and further promoted; 

10. Standardisation and certifi cation of products, services and management systems, in par-
ticular provided by existing institutions, deserve particular attention in the network and in-
formation security policy of the EU as a means to spread good practice and professionalism 
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in the network and information security fi eld; especially new emerging technologies like RFID 
and mobile-TV would benefi t from timely adoption of possibly emerging open and interoper-
able standards; the functioning of the European standardisation bodies in this fi eld should be 
encouraged;

11. As electronic networks and information systems play an increasingly central role 
in the overall operation of Critical Infrastructures, their availability and integrity becomes indis-
pensable to administrations’, businesses, citizens’ safety and quality of life, as well as to overall 
functioning of societies;

12. Cooperation and practical approaches are needed more than ever; the various stake-
holders should identify and recognise their respective roles, responsibilities and rights;

And Therefore Invites Member States to: 
1. Support training programmes and raise general awareness of network and information 

security issues, by, for example, launching information campaigns about network and informa-
tion security issues, targeting all citizens/users and sectors of the economy, especially SMEs 
and end-users with special needs or low awareness; by 2008, a common date could be selected 
as a European wide awareness raising day (e.g. ‘Information and Network Security Day) to be 
conducted on an annual and voluntary basis in each Member State;

2. Strengthen the contribution to security-related R&D and to improve the usability and dis-
semination of the consequential results; encourage the development of innovative partnerships 
to boost the European ICT security industry growth and increase the early use of new network 
and information security technologies and services in order to give them a commercial boost;

3. Give due attention to the need to prevent and fi ght new and existing security threats 
on electronic communications networks, which also include unlawful interception and ex-
ploitation of data, recognise and deal with associated risks and to encourage, where appropri-
ate in cooperation with ENISA, eff ective exchanges of information and cooperation between 
the relevant organisations and agencies at national level; to commit to fi ghting spam, spyware 
and malware, in particular through improved cooperation between competent authorities at na-
tional and international level;

4. Strengthen their mutual cooperation within the i2010 frame-work, in order to identi-
fy eff ective and innovative practices to improve network and information security and spread 
the knowledge of these practices throughout the EU on a voluntary basis;

5. Encourage the continuous improvement of the national computer emergency response 
bodies;

6. Promote an environment, which encourages service providers and network operators 
to provide robust services to their customers and to ensure resilience as well as consumer choice 
in their security services and solutions; encourage or require where appropriate, network opera-
tors and service providers to ensure an adequate level of network and information security for 
their customers;

7. Continue a strategic discussion in the i2010 High Level Group, while taking into account 
ongoing development in the Information Society, and ensure a consistent approach between 
the dimensions of regulation, co-regulation, R&D and eGovernment together with communi-
cation and education; 

8. In line with the i2010 eGovernment Action Plan, provide for the roll-out of seamless eGov-
ernment services, promote interoperable identity management solutions and undertake all appro-
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priate changes in the public sector organisation; governments and public administrations should 
serve as an example of best practice by promoting secure eGovernment services for all citizens; 

Welcomes the Intention of the Commission to:
1. Continue the development of a comprehensive and dynamic EU-wide strategy for Net-

work and Information Security. The holistic approach proposed by the Commission is of special 
importance;

2. Address network and information security as one of the objectives in the EU Regulatory 
Framework for Electronic Communications review; 

3. Continue to play its role so as to achieve greater awareness about the need for general po-
litical commitment to fi ght spam, spyware and malware; reinforce the dialogue and cooperation 
with third countries, in particular through agreements with third countries including the issue 
of the fi ght against spam, spyware and malware;

4. Strengthen the involvement of ENISA in supporting the Strategy for a Secure Informa-
tion Society in Europe, as set out in this Resolution, in line with the objectives and tasks set out 
in Regulation (EC) No 460/2004 as well as in closer cooperation and tighter working relations 
with Member States and stakeholders;

5. Develop, within the i2010 framework, in cooperation with Member States and all stake-
holders, especially with statistical and Member States’ information security experts, appropriate 
indicators for Community surveys on aspects related to security and trust; 

6. Encourage the Member States to examine, via a multi-stakeholder dialogue, the eco-
nomic, business and societal drivers with the aim of developing an ICT sector-specifi c policy 
to enhance the security and resilience of network and information systems, as a potential contri-
bution to the planned European Programme on Critical Infrastructure Protection;

7. Continue its eff orts, in coordination with Member States, to promote dialogue with rel-
evant international partners and organisations to foster global cooperation on Network and In-
formation Security, notably by implementing the WSIS Action lines and reporting to the Coun-
cil on a regular basis;

And Calles upon: 
1. ENISA to continue working in close cooperation with the Member States, the Com-

mission and other relevant stakeholders, in order to fulfi l those tasks and objectives that are 
defi ned in Regulation (EC) No 460/2004 and to assist the Commission and the Member States 
in their eff orts to meet the requirements of network and information security, thus contributing 
to the implementation and further development of the Strategy for a Secure Information Society 
in Europe, as set out in this Resolution;

2. All stakeholders to improve the security of software and the security and resilience of net-
work and information systems in line with the Strategy for a Secure Information Society in Eu-
rope, as set out in this Resolution, as well as to engage in a structured multi-stakeholder debate 
on how best to utilise existing tools and regulatory instruments;

3. Enterprises to take a positive attitude towards information and network security in or-
der to create more advanced and secure products and services, considering investments in such 
products and services as a competitive advantage;

4. Manufacturers and service providers to build, where appropriate, security, privacy 
and confi dentiality requirements into their product- and service design and deployment of net-
work infrastructure, applications and software, implement and monitor security solutions;
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5. Stakeholders to cooperate and to launch experimental environments for testing and pilot-
ing new technologies and services in a secure manner; stakeholders to adopt in a timely manner 
the new secure technologies and services after they have been launched commercially;

6. All stakeholders to engage in further eff orts to combat spam and other on-line malprac-
tices and to actively cooperate with competent authorities at national and international level;

7. The service providers and the ICT industry to focus on enhancing security, privacy 
and usability in products, processes and services in order to have reliability, prevent and fi ght ID 
theft and other privacy-intrusive attacks;

8. Network operators, service providers and the private sector to share and implement 
good security practices and to foster a culture of risk analysis and management in organisations 
and business by supporting appropriate training programmes and developing contingency plan-
ning as well as make security solutions available to their customers as part of their services.

Critical information infrastructure protection: 
towards global cyber-security
European Parliament resolution of 12 June 2012 
on critical information infrastructure protection — 
achievements and next steps: towards global 
cyber-security (2011/2284(INI))
The European Parliament,

 — having regard to its resolution of 5 May 2010 entitled ‘A new Digital Agenda for Europe: 
2015.eu’1

 — having regard to its resolution of 15 June 2010 entitled ‘Internet governance: the next 
steps’2,

 — having regard to its resolution of 6 July 2011 entitled ‘European broadband investing 
in digitally driven growth’3,

 — having regard to Rule 48 of its Rules of Procedure,
 — having regard to the report of the Committee on Industry, Research and Energy and 

the opinion of the Committee on Civil Liberties, Justice and Home Aff airs (A7-
0167/2012),

A. whereas information and communication technologies (ICTs) are able to deploy their 
full capacity for advancing the economy and society only if users have trust and confi -

1 OJ C 81 E, 15.3.2011, p.45.
2 OJ C 236 E, 12.8.2011, p. 33.
3 Texts adopted, P7_TA (2011) 0322.
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dence in their security and resilience, and if existing legislation on matters such as data 
privacy and intellectual property rights is enforced eff ectively in the internet environment;

B. whereas impact of the internet and ICT on various aspects of citizens‘ lives is increasing 
rapidly, and whereas they are crucial drivers for social interaction, cultural enrichment 
and economic growth;

C. whereas ICT and internet security is a comprehensive concept with a global impact 
on economic, social, technological and military aspects, demanding a clear defi nition 
and diff erentiation of responsibilities as well as a robust international cooperation mecha-
nism;

D. whereas the aim of the EU Digital Agenda fl agship is to boost Europe‘s competitive-
ness, based on strengthening ICT, and to create conditions for high and robust growth 
and technology-based jobs;

E. whereas the private sector remains the primary investor in, and owner and manager of, 
information security products, services, applications and infrastructure, with billions 
of euros invested over the last decade; whereas this involvement should be strengthened 
by appropriate policy strategies for promoting the resilience of public, private or public- 
privately owned or operated infrastructures;

F. whereas developing a high level of security and resilience in ICT networks, services 
and technologies should increase the competitiveness of the EU economy, both by im-
proving cyber risk assessment and management and by providing the EU economy at 
large with more robust information infrastructures to support innovation and growth, cre-
ating new opportunities for enterprises to become more productive;

G. whereas available law enforcement data for cybercrimes (covering cyber-attacks, but 
also other types of online crime) suggest major increases in various European countries; 
whereas, however, statistically representative data concerning cyber attacks from both law 
enforcement and the CERT (computer emergency response team) community remains 
scarce and will need to be better aggregated in future, which will enable stronger responses 
from law enforcement across the EU and better informed legislative responses to ever- 
evolving cyber threats;

H. whereas a proper level of information security is critical for robust expansion of internet 
based services;

I. whereas recent cyber-incidents, disruptions and attacks against the information infra-
structure of EU institutions, industry and Member States demonstrate the need to estab-
lish a robust, innovative and eff ective system of critical information infrastructure protec-
tion (CIIP), based on full international cooperation and minimum resilience standards 
among the Member States;

J. whereas the rapid development of new avenues of ICT such as cloud computing require 
a strong focus on security in order to make it possible to fully reap the benefi ts of the tech-
nological achievements;

K. whereas the European Parliament has repeatedly insisted on applying high standards for 
data privacy and data protection, net neutrality and intellectual property rights protection;

Measures to reinforce CIIP at national and Union level

1. Welcomes the Member States’ implementation of the European Programme for CIIP, 
including the setting-up of the Critical Infrastructure Warning Information Network (CIWIN);
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2. Considers that the CIIP eff orts will not only enhance the overall security of citizens 
but also improve citizens’ perception of security and their trust in measures adopted by 
government to protect them;

3. Acknowledges that the Commission is considering revising Council Directive 2008/114/
EC1 and calls for evidence to be provided of the eff ectiveness and impact of the direc-
tive before further steps are taken; calls for consideration to be given to expanding its 
scope, notably by including the ICT sector and fi nancial services; calls, furthermore, 
for consideration to be given to areas such as health, food and water supply systems, 
nuclear research and industry (where these are not covered by specifi c provisions); takes 
the view that these sectors should also benefi t from the cross-sectoral approach adopted 
in CIWIN (consisting of cooperation, an alert system and the exchange of best prac-
tices);

4. Emphasises the importance of establishing and ensuring durable integration of Euro-
pean research to maintain and enhance European excellence in the area of CIIP;

5. Calls, in view of the inter-connected and highly interdependent, sensitive, strategic 
and vulnerable nature of national and European critical information infrastructures, 
for the regular updating of minimum resilience standards for preparedness and reaction 
against disruptions, incidents, destruction attempts or attacks, such as those resulting 
from insuffi  ciently robust infrastructure or insuffi  ciently secured end-terminals;

6. Emphasises the importance of information security standards and protocols and wel-
comes the 2011 mandating of CEN, Cenelec and ETSI to establish security standards;

7. Expects owners and operators of critical information infrastructure to enable and, if 
necessary, assist users to utilise appropriate means for protecting themselves from ma-
licious attacks and/or disruptions, through both human and automated supervision, 
where needed;

8. Supports cooperation between public and private stakeholders at Union level, and en-
courages their eff orts to develop and implement standards for security and resilience 
for civilian (whether public, private or public-private) national and European critical 
information infrastructure;

9. Emphasises the importance of pan-European exercises in preparation for large-scale 
network security incidents, and the defi nition of a single set of standards for threat as-
sessment;

10. Calls on the Commission, in cooperation with the Member States, to assess the imple-
mentation of the CIIP action plan; urges the Member States to establish well-function-
ing national/governmental CERTs, develop national cyber security strategies, organise 
regular national and pan-European cyber incident exercises, develop national cyber 
incident contingency plans and contribute to the development of a European cyber in-
cident contingency plan by the end of 2012;

11. Recommends that operator security plans or equivalent measures be put in place for all 
European critical information infrastructures, and that security liaison offi  cers be ap-
pointed;

12. Welcomes the current review of Council Framework Decision 2005/222/JHA2 on at-
tacks against information systems; notes the need to coordinate EU eff orts in counter-

1 OJ L 345, 23.12.2008, p. 75.
2 OJ L 69, 16.3.2005, p. 67.
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ing large- scale cyber-attacks by including ENISA, Member State CERTs and the fu-
ture European CERT‘s competences;

13. Considers that ENISA can play a key role at European level in the protection of critical 
information infrastructure by providing technical expertise to Member States and Euro-
pean Union institutions and bodies, as well as through reports and analyses concerning 
information system security at European and global level;

Further EU activities for robust internet security

14. Urges ENISA to coordinate and implement annual EU Internet Security Awareness 
Months, so that issues relating to cyber-security become a special focus for the Member 
States and EU citizens;

15. Supports ENISA, in line with the Digital Agenda goals, in exercising its duties with 
regard to network information security, and in particular by providing guidance and ad-
vising Member States on how to meet baseline capabilities for their CERTs, as well as 
supporting the exchange of best practices by developing an environment of trust; calls 
on the agency to consult relevant stakeholders with a view to defi ning similar cyber-
security measures for owners and operators of private networks and infrastructure, as 
well as to assist the Commission and Member States in contributing to the development 
and uptake of information security certifi cation schemes, norms of behaviour and co-
operation practices among national and European CERTs and owners and operators 
of infrastructure as and where needed through the defi nition of technologically neutral 
common minimum requirements;

16. Welcomes the current proposal for review of ENISA‘s mandate, in particular its ex-
tension, and for the expansion of the tasks of the agency; believes that, along with its 
assistance to Member States by providing expertise and analysis, ENISA should be en-
titled to manage a number of executive tasks at EU level, and, in cooperation with US 
counterparts, tasks related to the prevention and detection of network and information 
security incidents and enhancing cooperation among the Member States; points out 
that, under the ENISA Regulation, the agency might also be assigned additional re-
sponsibilities related to the response to internet attacks, to the extent that it clearly adds 
value to existing national response mechanisms;

17. Welcomes the results of the 2010 and 2011 pan-European cyber security exercises con-
ducted across the Union and monitored by ENISA, whose goal was to assist Member 
States in designing, maintaining and testing a pan-European contingency plan; calls 
on ENISA to keep such exercises on its agenda and progressively involve relevant private 
operators as appropriate in order to increase Europe‘s overall internet security capaci-
ties; looks forward to a further international expansion with like-minded partners;

18. Calls on the Member States to set up national cyber incident contingency plans and 
to include key elements such as relevant contact points, provisions of assistance, con-
tainment and repair in the event of cyber disruptions or attacks with regional, national 
or cross-border relevance; notes that the Member States should also put in place ap-
propriate coordinating mechanisms and structures at national level, which would help 
to ensure better coordination among competent national authorities and make their ac-
tions more coherent;



543

European Union

19. Suggests that the Commission propose binding measures via the EU cyber incident 
contingency plan for better coordination at EU level of the technical and steering func-
tions of the national and governmental CERTs;

20. Calls on the Commission and the Member States to take the necessary measures in or-
der to protect critical infrastructure from cyber attacks and to provide ways of hermeti-
cally cutting off  access to a critical infrastructure if a direct cyber attack poses a severe 
threat to its proper functioning;

21. Looks forward for the full implementation of CERT-EU, which will be a key factor 
in the prevention, detection, response and recovery from intentional and malicious 
cyber-attacks targeting the EU institutions;

22. Recommends that the Commission propose binding measures designed to impose min-
imum standards on security and resilience and improve coordination among national 
CERTs;

23. Calls on the Member States and the EU institutions to assure the existence of well-
functioning CERTs, featuring minimum security and resilience capabilities based 
on agreed best practices; points out that national CERTs should be part of an eff ective 
network in which relevant information is exchanged in accordance with the necessary 
standards of confi dentiality; calls for the establishment of a 24/7 continuity of CIIP ser-
vice for each Member State, as well as the setting-up of a common European emergency 
protocol to be applicable between the national contact points;

24. Emphasises that building trust and promoting cooperation between Member States is 
crucial for protecting data and national networks and infrastructures; calls on the Com-
mission to suggest a common procedure for identifi cation and designation of a common 
approach to tackle cross-border ICT threats, with the Member States being expected 
to provide the Commission with generic information concerning the risks and threats 
to, and the vulnerabilities of, their critical information infrastructure;

25. Welcomes the Commission’s initiative of developing a European Information Sharing 
and Alert System by 2013;

26. Welcomes the various stakeholder consultations on internet security and CIIP initiated 
by the Commission, such as the European Public-Private Partnership for Resilience; 
acknowledges the already signifi cant involvement and commitment of ICT vendors 
in such eff orts, encourages the Commission to make further eff orts to encourage aca-
demia and ICT users‘ associations to play a more active role and to foster construc-
tive, multi-stakeholder dialogue on cyber-security issues; supports further development 
of the Digital Assembly as a framework for CIIP governance;

27. Welcomes the work accomplished so far by the European Forum of Member States 
in terms of setting sector-specifi c criteria to identify European critical infrastructures 
with a focus on fi xed and mobile communications, as well as discussing the EU princi-
ples and guidelines for the resilience and stability of the internet; looks forward to con-
tinued consensus¬building among the Member States, and in this context encourages 
the Forum to complement the current approach focused on physical assets with eff orts 
to also encompass logical infrastructure assets which, as virtualisation and cloud tech-
nologies develop, will become increasingly relevant to the eff ectiveness of CIIP;

28. Suggests that the Commission launch a public pan-European education initiative, 
geared towards educating and raising awareness among both private and business end-
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users about potential threats on the internet and fi xed and mobile ICT devices at every 
level of the utility chain and towards promoting safer individual online behaviours; re-
calls, in this regard, the risks associated with outdated IT equipment and software;

29. Calls on the Member States, with support from the Commission, to strengthen the in-
formation security training and education programmes aimed at the national law en-
forcement and judicial authorities and the relevant EU agencies;

30. Supports the creation of an EU curriculum for academic experts in the fi eld of informa-
tion security, as this would have a positive impact on the expertise and preparedness 
of the EU with regard to the constantly evolving cyberspace and the threats to it;

31. Advocates promoting cyber-security education (PhD student internships, univer-
sity courses, workshops, training for students, etc.) and specialised training exercises 
in CIIP;

32. Calls on the Commission to propose, by the end of 2012, a comprehensive internet secu-
rity strategy for the Union, based on clear terminology; takes the view that the internet 
security strategy should aim at creating a cyberspace (supported by a secure and resil-
ient infrastructure and open standards) which is conducive to innovation and prosper-
ity through the free fl ow of information, while ensuring robust protection of privacy 
and other civil liberties; maintains that the strategy should detail the principles, goals, 
methods, instruments and policies (both internal and external) necessary in order 
to streamline national and EU eff orts, and to establish minimum resilience standards 
among the Member States to ensure a safe, continuous, robust and resilient service, 
whether in connection with critical infrastructure or general internet use;

33. Emphasises that the Commission’s upcoming internet security strategy should take 
the work on CIIP as a central point of reference and aim for a holistic and systematic 
approach towards cyber security by including both proactive measures, such as the in-
troduction of minimum standards for security measures or the education of individual 
users, businesses and public institutions, and reactive measures, such as criminal-law, 
civil-law and administrative sanctions;

34. Urges the Commission to propose a robust mechanism to coordinate the implementation 
and regular updating of the internet security strategy; takes the view that this mechanism 
should be supported by suffi  cient administrative, expert and fi nancial resources and that 
its remit should include facilitating the establishment of EU positions in relations with 
both internal and international stakeholders on internet security related issues;

35. Calls on the Commission to propose an EU framework for the notifi cation of security 
breaches in critical sectors such as energy, transport, water and food supply, as well as 
in the ICT and fi nancial services sectors, to ensure that relevant Member State authori-
ties and users are notifi ed of cyber incidents, attacks or disruptions;

36. Urges the Commission to improve the availability of statistically representative data 
on the costs of cyber attacks in the EU, the Member States and industry (in particu-
lar the fi nancial services and ICT sectors) by enhancing the data-gathering capabilities 
of the planned European Cybercrime Centre (due to be set up by 2013), the CERTs 
and other Commission initiatives such as the European Information Sharing and Alert 
System, so as to ensure systematic reporting and sharing of data on cyber-attacks 
and other forms of cybercrime affl  icting European industry and Member States, and 
to strengthen law enforcement;
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37. Advocates a close relationship and interaction between national private sectors and ENI-
SA to interface the National/Governmental CERTs with the development of the Euro-
pean Information Sharing and Alert System (EISAS);

38. Points out that the primary driving force behind the development and use of tech-
nologies designed to increase internet security is the ICT industry; recalls that EU 
policies must avoid impeding the growth of the European internet economy and in-
clude the necessary incentives in order to exploit the potential of business and public-
private partnerships to the full; recommends the investigation of further incentives 
for the industry to develop more robust operator security plans in line with Directive 
2008/114/EC;

39. Calls on the Commission to present a legislative proposal for further criminalising cyber 
attacks (i.e. spear-phishing, online fraud, etc.);

International Cooperation

40. Recalls that international cooperation is the core instrument for introducing eff ective 
cyber-security measures; recognises that, at present, the EU is not actively involved 
on an ongoing basis in international cooperation processes and dialogues relating 
to cyber-security; calls on the Commission and the European External Action Ser-
vice (EEAS) to start a constructive dialogue with all like-minded countries with a view 
to developing a common understanding and policies with the aim of increasing the re-
silience of the internet and of critical infrastructure; maintains that, at the same time, 
the EU should, on a permanent basis, include internet security issues in the scope 
of its external relations, inter alia when designing various fi nancing instruments or 
when committing to international agreements which involve the exchange and storage 
of sensitive data;

41. Takes note of the positive achievements of the 2001 Council of Europe Budapest Con-
vention on cybercrime; points out, however, that while encouraging more countries 
to sign and ratify the Convention, the EEAS should also build bilateral and multilateral 
agreements on internet security and resilience with like-minded international partners;

42. Points out that the vast number of ongoing activities performed by various international 
and EU institutions, bodies and agencies as well as Member States requires coordina-
tion in order to avoid duplication, for which purpose it is worth considering designating 
an offi  cial responsible for coordination, possibly through the appointment of an EU 
cyber-security coordinator;

43. Emphasises that a structured dialogue between the main CIIP players and legislators 
in the EU and the US is particularly important with a view to establishing a common 
understanding and common interpretations and positions regarding legal and gover-
nance frameworks;

44. Welcomes the creation, at the November 2010 EU-US Summit, of the EU-US Working 
Group on Cyber-security and Cyber-crime, and supports its eff orts to include internet 
security issues in the transatlantic policy dialogue; welcomes the joint establishment, by 
the Commission and the US Government, under the umbrella of the EU-US Working 
Group, of a common programme and a roadmap towards joint/synchronised trans-
continental cyber-exercises in 2012/2013;
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45. Suggests establishing a structured dialogue between EU and US legislators in order 
to discuss internet-related issues as part of a search for common understanding, inter-
pretation and positions;

46. Urges the EEAS and the Commission, on the basis of the work done by the European 
Forum of Member States, to secure an active position within the relevant international 
forums, inter alia by coordinating the positions of the Member States with a view to pro-
moting the EU’s core values, goals and policies in the fi eld of internet security and resil-
ience; notes that such forums include NATO, the UN (in particular through the Inter-
national Telecommunication Union and the Internet Governance Forum), the Internet 
Corporation for Assigned Names and Numbers, the Internet Assigned Numbers Au-
thority, the OSCE, the OECD and the World Bank;

47. Encourages the Commission and ENISA to participate in the main stakeholder dia-
logues to defi ne technical and legal norms in cyberspace at an international level;

48. Instructs its President to forward this resolution to the Council and the Commission.

EU Cyber Security Strategy — 
open, safe and secure
7 February 2013

Review

A free and open Internet is at the heart of the Cyber Security Strategy, designed by High 
Representative Catherine Ashton and the European Commission. The Communication is 
the fi rst comprehensive policy document that the European Union has produced in this area. It 
addresses the internal market, justice and home aff airs and the foreign policy aspects of cyber-
space issues.

The Strategy is accompanied by a legislative proposal (a Directive) from the European 
Commission to strengthen the security of information systems in the EU. This would encourage 
economic growth as people’s confi dence in buying goods online and using the Internet would 
increase.

The Strategy is off ering clear priorities for the EU’s international cyberspace policy:
Freedom and openness: the Strategy outlines the EU’s vision and principles on applying 

its core values and fundamental rights in cyberspace. Human rights should also apply online 
and cyberspace is regarded as an area of freedom and fundamental rights. Expanding access 
to the Internet should promote democratic reform worldwide. The EU believes that increased 
global connectivity should not be accompanied by censorship or mass surveillance.

The laws, norms and EU core values apply as much in the cyberspace as in the physical 
world: the responsibility for a more secure cyberspace lies with all players within the global in-
formation society, from citizens to governments. Developing cyber security capacity-building: 
the EU engages with international partners and organisations, the private sector and civil society 
to support global capacity-building in third countries. It includes improving access to informa-
tion and to an open Internet, and preventing cyber threats.
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Fostering international cooperation in cyberspace issues: To preserve an open, free and se-
cure cyberspace is a global challenge, which the EU addresses together with relevant interna-
tional partners and organisations, the private sector and civil society.

FAQ’s on the International aspects 
of the Cyber Security Strategy

How can the EU’s core values be ensured on the worldwide web?
One example is human rights, which also applies online — the European Union will pro-

mote cyberspace as an area of freedom and fundamental rights. Expanding access to the internet 
should advance democratic reform worldwide. The EU believes that increased global connectiv-
ity should not be accompanied by censorship or mass surveillance.

What EU norms and laws should be used in cyberspace?
The responsibility for a more secure cyberspace lies with all players in the global informa-

tion society, from people to governments. The EU supports eff orts to defi ne norms of behaviour 
in cyberspace that all stakeholders should adhere to. Just as the EU expects citizens to respect 
civic duties, social responsibilities and laws online, so should states abide by norms and existing 
laws. An important pre-condition for a free and open internet that brings political and economic 
benefi ts to societies worldwide, is the maintenance of a multi-stakeholder governance model for 
the internet.

Will there be new laws to address cyber threats?
No, the EU believes we already have many international legal instruments in place that 

should also be applied in cyberspace. However, some governments have proposed new treaties 
and conventions addressing cyber issues that the EU cannot support. We fear that the argument 
of cyber security will be used as a pretext to justify limiting freedom of expression and access 
to information. For instance, the Budapest Convention includes all the elements needed to as-
sist in investigation, prosecution and international cooperation to address cybercrime.

At present, 49 countries have signed the Convention and many countries outside Europe 
have introduced its principles into their legislation. The EU has assisted the Council of Europe 
in disseminating the principles of this Convention worldwide, and we are currently fi nancing 
new programmes to promote the Budapest Convention and increase the rule of law in this area.

What does the Strategy say about capacity-building?
The EU is deepening its engagement with international partners and organisations, the pri-

vate sector and civil society to support global capacity-building in third countries. This includes 
improving access to information and to an open internet, and preventing cyber threats. The EU 
also helps with donor coordination for activities supporting capacity-building. These actions fo-
cus on enhancing criminal justice capabilities by training prosecutors and judges, and introduc-
ing the Budapest Convention (Cybercrime Convention) principles in recipient countries’ legal 
framework, building law enforcement capacity to advance cybercrime investigations and assist-
ing countries in addressing cyber incidents.

How does the Strategy contribute to international cooperation in cyberspace?
To preserve an open, free and secure cyberspace is a global challenge, which the EU should 

address together with the relevant international partners and organisations, the private sector 
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and civil society. The EU is placing a renewed emphasis on dialogue with third countries and in-
ternational organisations, with a special focus on like-minded partners that share EU values. At 
bilateral level, cooperation with the United States is particularly important and will be further 
developed.

What the EU is doing on cyber defence issues?
Within the Common Security and Defence Policy, the European Defence Agency (EDA) 

is supporting EU Member States in developing cyber defence capabilities and technologies, im-
proving cyber defence training & exercises. Given that threats are multifaceted, synergies be-
tween civilian and military approaches in protecting critical cyber assets should be strengthened. 
These eff orts should be supported by research and development, as well as closer cooperation 
between governments, the private sector and academia in the EU.

The EU is also promoting the early involvement of industry and academia in developing so-
lutions and in strengthening Europe’s defence industrial base and associated R&D innovations 
in both civilian and military organisations. The EDA promotes civil-military dialogue and con-
tributes to coordination between all actors at EU level — with particular emphasis on the ex-
change of good practices, information exchange and early warning, incident response, risk as-
sessment and establishing a cyber-security culture.

In December 2013, the European Council called for an ‘EU Cyber Defence Policy Frame-
work’, on the basis of a proposal from the High Representative, in cooperation with the Com-
mission and the European Defence Agency. The Council Conclusions call for the development 
of a roadmap and concrete projects focused on training and exercises, improving civil/military 
cooperation on the basis of the EU Cybersecurity Strategy as well as the protection of assets 
belonging to EU missions and operations. on this basis, the EU is currently developing an EU 
Cyber Defence Policy Framework.

Why does the Strategy address civilian and military issues?
Given that threats are multifaceted, synergies between civilian and military approaches 

in protecting critical cyber assets should be enhanced. These eff orts should be supported by 
research and development, and closer cooperation between governments, the private sector 
and academia in the EU. To avoid duplication, the Union will explore possibilities on how 
the EU and NATO can complement their eff orts to heighten the resilience of critical govern-
mental, defence and other information infrastructures on which the members of both organisa-
tions depend.

Are the EU and NATO cooperating in cyber security?
Cooperation between experts is ongoing. Since the Strategy was adopted, the EU has inten-

sifi ed its cooperation with NATO in cyber security. Further dialogue with NATO should ensure 
eff ective defence capabilities, identify areas for cooperation and help avoid duplication of eff orts.

Links
DG Connect — http://ec.europa.eu/digital-agenda/cyber-security
DG Home — http://ec.europa.eu/dgs/home-aff airs/what-we-do/policies/organized-

crime-and-human-traffi  cking/cybercrime/index_en.htm
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EU Cyber Defence Policy Framework
Brussels, 18 November 2014

Annex

Context and Objectives

Cyberspace is often described as the fi fth domain of military activity, equally critical to Eu-
ropean Union (EU) Common Security and Defence Policy (CSDP) implementation as the do-
mains of land, sea, air, and space. The successful implementation of CSDP has been increas-
ingly dependent on the availability of, and access to, a secure cyberspace. Robust and resilient 
cyber defence capabilities are now required to support CSDP structures and CSDP missions 
and operations.

The European Council Conclusions on CSDP of December 2013 together with the Council 
Conclusions on CSDP of November 2013 called for the development of an EU Cyber Defence 
Policy Framework, on the basis of a proposal by the High Representative, in cooperation with 
the European Commission and the European Defence Agency (EDA).

The objective of this document is to provide a framework to the European Council and Coun-
cil conclusions, as well as to the cyber defence aspects of the EU Cybersecurity Strategy1. 
The document identifi es priority areas for CSDP cyber defence and clarifi es the roles of the dif-
ferent European actors, whilst fully respecting the respective responsibilities and competences 
of Union actors and the Member States as well as the institutional framework of the EU and its 
autonomy of decision-making. The implementation process of the EU Cybersecurity strategy 
has been agreed by the Friends of the Presidency Group on Cyber Issues.

A primary focus of this policy framework will be the development of cyber defence ca-
pabilities, made available by Member States for the purposes of the CSDP as well as the pro-
tection of the European External Action Service (EEAS) communication and information 
networks relevant to CSDP. In the area of training, emphasis is given to the development 
of programmes for diff erent audiences in the CSDP chain of command. It is important that 
the cyber dimension is adequately addressed in exercises in order to improve the EU’s abil-
ity to react to cyber crises in a CSDP context, to improve strategic decision-making proce-
dures and to strengthen the information infrastructure architecture. Cyberspace is a rapidly 
developing domain where dual-use capabilities play an essential role; therefore it is neces-
sary to develop civil-military cooperation and synergies with wider EU cyber policies to ad-
dress the new challenges it presents, while respecting the Member States internal organisation 
and competences.

This paper outlines principles to facilitate cooperation with the private sector on cyber de-
fence capability development, with a particular focus on strengthening Research &Technol-
ogy (R&T) and the European Defence Technological and Industrial Base (EDTIB). More-
over, it also ensures coherence between the EU and the North Atlantic Treaty Organisation 
(NATO) cyber defence eff orts and proposes areas for cooperation between them.

1 Joint communication to the European Parliament, the Council, the European Economic and Social Committee 
and the Committee of the Regions “Cybersecurity Strategy of the European Union: An Open, Safe and Secure 
Cyberspace”, of 7 February 2013, and the related General Aff airs Council conclusions of 25 June 2013.
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Finally, the objectives of cyber defence should be better integrated within the Union’s crisis 
management mechanisms. In order to deal with the eff ects of a cyber crisis, relevant provisions 
of the Treaty of the EU and the Treaty on the Functioning of the EU1 may be applicable, as ap-
propriate.

Priorities for the EU Cyber Defence Policy Framework

1. Supporting the development of Member States cyber defence 
capabilities related to CSDP

In order to ensure the resilience of the networks supporting CSDP implementation, the fo-
cus shall be on both the improvement of the protection of EEAS managed CSDP structures’ 
communication networks and on the Member States’ development of cyber defence capabilities 
available for CSDP missions and operations. To this extent, Member States, the EEAS and EDA 
should work together to deliver eff ective cyber defence capability.

The development of cyber defence capabilities and technologies should address all aspects 
of capability development, including doctrine, leadership, organisation, personnel, training, 
technology, infrastructure, logistics and interoperability.

A continuous assessment of the vulnerabilities of the information infrastructures that sup-
port CSDP missions and operations is required, along with a near real-time understanding 
of the eff ectiveness of the protection. From an operational point of view, the primary focus 
of cyber defence activities will be to maintain the functionality of CSDP communication and in-
formation networks, unless specifi ed otherwise within the mandate of the operations or mis-
sions.

As CSDP military operations rely on a Command, Control, Communications and Com-
puter (C4) infrastructure provided by the Member States, a certain degree of strategic conver-
gence when planning cyber defence requirements for the information infrastructure is necessary. 

Building upon the work of the EDA Cyber Defence Project Team to develop cyber defence 
capabilities, the EEAS/EDA and Member States will:

 — Use the Capability Development Plan and other instruments that facilitate and sup-
port cooperation between Member States in order to improve the degree of con-
vergence in the planning of cyber defence requirements of the Member States at 
the strategic level, notably on monitoring, situational awareness, prevention, detec-
tion and protection, information sharing, forensics and malware analysis capability, 
lessons learned, damage containment, dynamic recovery capabilities, distributed 
data storage and data back-ups;

 — Support current and future cyber defence related Pooling and Sharing projects for 
military operations (e.g. in forensics, interoperability development, standard set-
ting);

 — Develop a standard set of objectives and requirements defi ning the minimum level 
of cybersecurity and trust to be achieved by Member States, drawing on existing 
EU-wide experience;

1 Articles 222 TFEU and 42(7) TEU, with due consideration of Art. 17 TEU.
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 — Facilitate exchanges between Member States on national cyber defence doctrines, 
training programmes and exercises as well as on cyber defence oriented recruit-
ment, retention and reservists programs;

 — Improve cooperation between military CERTs of the Member States on a voluntary 
basis, to improve the prevention and handling of incidents;

 — Consider developing cyber defence training in view of EU Battlegroup certifi cation.
 — To the extent that the improvement of cyber defence capabilities depends upon ci-

vilian network and information security expertise, Member States may request as-
sistance from ENISA.

2. Enhancing the protection of CSDP communication networks used 
by EU entities 

Without prejudice to the role of the CERT-EU as the central EU cyber incident response 
coordination structure for all Union institutions, bodies and agencies and within the frame-
work of the relevant rules concerning the Union budget, the EEAS shall develop an adequate 
and autonomous understanding of security and network defence matters and develop its own IT 
security capacity. It will aim to improve the resilience of the EEAS CSDP networks, with a fo-
cus on prevention, detection, incident response, situational awareness, information exchange 
and early warning mechanisms.

The protection of EEAS communication and information systems and the development 
of Information Technology (IT) security capacities are led by the EEAS MDR (Managing Di-
rectorate for Resources). Additional dedicated resources and support will also be provided by 
the European Union Military Staff  (EUMS), Crisis Management and Planning Directorate 
(CMPD) and Civilian Planning and Conduct Capability (CPCC). This IT security capability 
will cover both classifi ed and unclassifi ed systems and will be an integral part of the existing 
operational entities.

There is also a need to streamline security rules for the information systems provided by 
diff erent EU institutional actors during the conduct of CSDP operations and missions. In this 
context, a unifi ed chain of command could be considered with the aim to improve the resilience 
of networks used for CSDP. 

In order to improve the protection of CSDP communication networks, the MDR, EUMS, 
CMPD and CPCC, in cooperation with INTCEN, will:

 — Strengthen IT security capacity within the EEAS, based on existing technical ca-
pability and procedures, with a focus on prevention, detection, incident response, 
situational awareness, information exchange and early warning mechanism. A co-
operation strategy with the CERT-EU and existing EU cyber security capabilities 
shall also be developed or, where available, further enhanced;

 — Develop coherent IT security policy and guidelines, also taking into account tech-
nical requirements for cyber defence in a CSDP context for structures, missions 
and operations, bearing in mind existing cooperation frameworks and policies with-
in the EU to achieve convergence in rules, policies and organisation;

 — Building upon existing structures, strengthen cyber threat assessment and intelli-
gence capability to identify new cyber risks and provide regular risk assessments 
based on the strategic threat assessment and near real-time incident information 
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coordinated between relevant EU structures and made accessible at diff erent clas-
sifi cation levels;

 — Promote real-time cyber threat information sharing between Member States and rel-
evant EU entities. For this purpose, information sharing mechanisms and trust-
building measures shall be developed between relevant national and European au-
thorities, through a voluntary approach that builds on existing cooperation;

 — Develop and integrate into strategic level planning, a unifi ed cyber defence concept 
for CSDP military operations1 and civilian missions;

 — Enhance cyber defence coordination to implement objectives related to the protec-
tion of networks used by EU institutional actors supporting CSDP, drawing on ex-
isting EU-wide experiences;

 — Review regularly resource requirements and other relevant policy decisions 
based on the changing threat environment, in consultation with the relevant 
Council working groups and other EU institutions;

3. Promotion of civil-military cooperation and synergies with wider 
EU cyber policies, relevant EU nstitutions and agencies as well 
as with the private sector

Cyberspace is a rapidly developing domain where dual-use capabilities play an essential 
role and where this framework will improve the synergy between CSDP and other EU horizon-
tal policies (such as space and maritime security policies) and strategies, such as the Maritime 
Security Strategy and its Action Plan. Without prejudice to Member States’ internal organisa-
tion and legislation, civil- military cooperation in the cyber domain will benefi t from dual-use 
cyber capability development, R&T, exchange of best practices, information exchange and early 
warning mechanisms, incident response risk assessments and awareness raising. Joint activities 
in the fi eld of training and exercises will enhance cooperation and reduce costs across diff erent 
policy areas.

EDA, European Network and Information Security Agency (ENISA)2, European Cyber-
crime Centre (EC3), together with other relevant EU Agencies, as well as the Member 
States are encouraged, in the CSDP environment, to enhance their cooperation in the fol-
lowing areas: 

 — Develop common cyber security and defence competence profi les based on inter-
national best practises and certifi cation used by EU Institutions, taking also into 
account private sector certifi cation standards; 

 — Contribute to develop further and adapt public sector cyber security and defence 
organisational and technical standards for use in the defence and security sector. 
Where necessary, build on the ongoing work of ENISA and EDA; 

 — Develop a working mechanism to exchange best practice on exercises, training 
and other areas of possible civilian-military synergy; 

1  In the case of military operations, the current EU Concept for Cyber Defence for EU-led Military Operations 
should be updated in the light of this Policy Framework.

2 Within the mandate of ENISA and aligned with ENISA’s multi-annual Working Plan, without overlapping with 
Member States’ competences.
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 — Leverage existing EU cybercrime prevention, investigation and forensics capabili-
ties and their enhanced utilisation in the development of cyber defence capabilities;

Improving civilian cyber security is an important factor which contributes to overall network 
and information security resilience. The proposal for a Directive on Network and Information 
Security (NIS) is expected to increase preparedness at the national level, and strengthen co-
operation at Union level between Member States both at strategic and operational level. This 
cooperation should involve both national authorities overseeing cybersecurity policies as well as 
national CERTs and CERT-EU. The public-private NIS platform aims to identify technologi-
cally neutral best practices to enhance cybersecurity and develop incentives to adopt secure ICT 
solutions.

 Research and technology in cooperation with the private sector 
and academia

Operators of infrastructure and Information and Communication Technology (ICT) ser-
vices for civilian and defence purposes are confronted with similar cyber security challenges, as 
a result of common technology and operational capability requirements. Common R&T needs 
and common requirements for systems are anticipated to improve the interoperability of systems 
in the long run, as well as to reduce the costs of solutions development. Achieving economies 
of scale is a necessity in order to face the ever increasing number of threats and vulnerabilities. 
This should in turn facilitate the preservation and growth of a competitive cyber defence indus-
try in Europe.

Cyber defence capability development has an important R&T dimension. Within the frame-
work of the Cyber Defence Research Agenda (CDRA) the EDA has provided a sound basis for 
the prioritisation of future R&T spending and capability development in both national and Eu-
ropean environment.

The development of strong technological capacities in Europe to mitigate threats and vul-
nerabilities is essential. Industry will remain the primary driver for cyber defence related tech-
nology and innovation. So it will be crucial to maintain close cooperation with the private 
sector, seeking synergy with civilian solutions, services and capabilities wherever possible (in 
particular in cryptography, embedded systems, malware detection, simulation and visualisation 
techniques, network and communication systems protection, identifi cation and authentication 
technology areas). It is also important to foster an assured and competitive European industrial 
cyber security supply chain by supporting the development of a robust European cybersecurity 
sector including through involvement with Small and Medium sized Entreprises (SMEs). 

 
To facilitate civil-military cooperation in cyber defence capability development and 
to strengthen the European Defence Technological and Industrial Base1 in line with 
the EU approach on cyber industry, the EDA together with the Commission services, as 
well as the Member States will:

 — Seek synergies of R&T eff orts in the military sector with civilian Research & Develop-
ment programmes, such as HORIZON 2020, and consider the cyber security and de-
fence dimension when setting up the Preparatory Action on CSDP related research;

1 Communication «Towards a More Competitive and Effi  cient Defence and Security Sector», COM (2013) 542.
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 — Share cyber security research agendas between EU institutions and agencies 
(e.g. Cyber Defence Research Agenda) notably through the European Framework 
Cooperation, and share resulting roadmaps and actions;

 — Support the development of industrial eco-systems and clusters of innovation cov-
ering the whole security value chain by drawing on academic knowledge, SMEs 
innovation and industrial production;

 — Support EU policy coherence to ensure that policy and technical aspects of EU cy-
ber protection remain at the forefront of technology innovation and are harmonised 
across the EU (cyber-threat analysis and assessment capability, «security by design» 
initiatives, dependency management for technology access etc.);

 — Contribute to improve the integration of cybersecurity and cyber defence dimen-
sions in the programmes that have a dual-use security and defence dimension, e.g. 
SESAR.

 — Actively support synergies with the civilian cybersecurity industrial policy develop-
ment undertaken at national level by the Member States and at European level by 
the Commission.

4.  Improve training, education and exercises opportunities

  Training and Education
In order to develop a common cyber defence culture at all levels of CSDP chain of command, 

including missions and operations, there is a need to improve cyber defence training opportunities. 
Moreover, during a period of shrinking defence expenditure, it is crucial that education and train-
ing budgets are used effi  ciently while delivering the best possible quality. Pooling and sharing cyber 
defence education and training at the European level will be of key importance.

The EEAS will set the following CSDP training priorities, together with EDA, the Euro-
pean Security and Defence College (ESDC) and Member States:

 — Based on the EDA Cyber Defence Training-Need-Analysis and the experiences 
gained in cyber security training of the ESDC, establish CSDP Training and Edu-
cation for diff erent audiences, including EEAS, personnel from CSDP missions 
and operations and Member States’ offi  cials;

 — Propose the establishment of a cyber defence dialogue on training standards 
and certifi cation with Member States, EU institutions, third countries and other 
international organisations, as well as with the private sector;

 — Based on the EDA feasibility assessment, explore the possibility and rationale to set 
up a cyber defence training facility for CSDP;

 — Develop further EDA courses to meet the CSDP cyber defence training require-
ments;

 — Follow the established ESDC certifi cation mechanisms for the training programmes 
in close cooperation with the relevant services in the EU institutions, based on ex-
isting standards and knowledge. Consider the possibility of setting up cyber specifi c 
modules in the framework of the Military Erasmus initiative;

 — Create synergies with the training programmes of other stakeholders such as 
the ENISA, Europol, European Cybercrime Training and Education Group 
(ECTEG) and the European Police College (CEPOL);
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 — Explore the possibility of joint ESDC-NATO Defence College cyberdefence train-
ing programmes, open to all EU Member States, in order to foster a shared cyberde-
fence culture;

 — Engage with European private sector training providers, as well as academic institu-
tions, to raise the competencies and skills of personnel engaged in CSDP operations 
and missions.

 Exercises
There is a need to improve cyber defence exercise opportunities for military and civilian 

CSDP actors. Joint exercises serve as a tool to develop common knowledge and understand-
ing of cyber defence. This will enable national forces to enhance their preparedness to oper-
ate within a multinational environment. Conducting common cyber defence exercises will also 
build interoperability and trust.

The EEAS and the Member States will focus on promoting cyber defence elements 
in CSDP and otherexercises:

 — Integrate a cyber defence dimension into existing exercise scenarios’ for MILEX 
and MULTILAYER;

 — Develop, as appropriate, a dedicated EU CSDP cyber defence exercise and explore 
possiblecoordination with pan-European cyber exercises such as CyberEurope, or-
ganised by ENISA;

 — Consider the possibility of participating in other multinational cyber defence exer-
cises;

 — Once the EU has developed a CSDP cyber defence exercise, involve relevant inter-
nationalpartners, such as the OSCE and NATO, in accordance with the EU exer-
cise policy.

5. Enhancing cooperation with relevant international partners
In the framework of international cooperation there is a need to ensure a dialogue with in-

ternational partners, specifi cally NATO and other international organisations, in order to con-
tribute to the development of eff ective cyber defence capabilities. Increased engagement should 
be sought with the work being done within the framework of the Organisation for Security 
and Cooperation in Europe (OSCE) and the United Nations (UN). 

There is a political will in the EU to cooperate further with NATO on cyber defence in de-
veloping robust and resilient cyber defence capabilities as required within this Policy Frame-
work. Regular staff -to-staff  consultations, cross-briefi ngs, as well as possible meetings between 
the Politico- Military Group and relevant NATO committees, shall help to avoid unnecessary 
duplication and ensure coherence and complementarity of eff orts, in line with the existing 
framework of cooperation with NATO.

The EEAS and EDA, together with the Member States, will develop further cyber defence 
cooperation between the EU and NATO, with due respect to the institutional framework 
and the EU’s decision-making autonomy:

 — Exchange of best practice in crisis management as well as military operations 
and civilian missions;
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 — Work on coherence in the development of cyber defence capability requirements 
where they overlap, especially in long-term cyber defence capability development;

 — Enhance cooperation on concepts for cyber defence training and education as well 
as exercises;

 — Utilise further the EDA liaison agreement with the NATO Cooperative Cyber De-
fence Centre of Excellence as an initial platform for enhanced collaboration in mul-
tinational cyber defence projects, based on appropriate assessments;

 — Reinforce cooperation between the CERT-EU and relevant EU cyber defence 
bodies and the NCIRC (NATO Computer Incident Response Capability) in order 
to improve situational awareness, information sharing, early warning mechanisms 
and anticipate threats that could aff ect both organisations.

With regard to other international organisations and relevant EU international partners, 
the EEAS and the EDA, together with the Member States, will, as appropriate:

 — Follow strategic developments and hold consultations in cyber defence issues with 
international partners (international organisations and third countries);

 — Explore possibilities for cooperation on cyber defence issues, including with third 
countries participating in CSDP missions and operations;

 — Continue to support the development of confi dence building measures in cyber-
security, to increase transparency and reduce the risk of misperceptions in State be-
haviour, by promoting the ongoing establishment of international norms in this fi eld.

Follow-up
A six-monthly progress report, that includes the fi ve areas outlined above, should be pre-

sented to the Politico-Military Group and to the Political and Security Committee and other 
relevant Council working groups, in order to assess the implementation of the policy framework. 
It is essential that, as the cyber threat develops, new cyber defence requirements are identifi ed, 
and then included in the Cyber Defence Policy Framework.

Council Conclusions on a Framework for a Joint EU 
Diplomatic Response to Malicious Cyber Activities 
(“Cyber Diplomacy Toolbox”)
Brussels, 19 June 2017

Annex

The Council of the European Union adopted the following conclusions:
1. The EU recognises that cyberspace off ers signifi cant opportunities, but also poses contin-

uously evolving challenges for EU external policies, including for the Common Foreign and Se-
curity Policy, and affi  rms the growing need to protect the integrity and security of the EU, its 
Member States and their citizens against cyber threats and malicious cyber activities.
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The EU recalls its conclusions on the EU Cybersecurity strategy1, in particular its determi-
nation to keep cyberspace open, free, stable and secure where fundamental rights and the rule 
of law fully apply. It also recalls its Conclusions on Cyber Diplomacy2, in particular that a com-
mon and comprehensive EU approach for cyber diplomacy could contribute to confl ict preven-
tion, the mitigation of cybersecurity threats and greater stability in international relations.

The EU and its Member States note the importance of the ongoing EU cyber diplomacy en-
gagement and of the need for coherence among the EU cyber initiatives to eff ectively strengthen 
the cyber resilience, and are encouraged to further intensify their eff orts on cyber dialogues 
within the framework of eff ective policy coordination, and emphasise the importance of cyber 
capacity building in third countries.

2. The EU is concerned by the increased ability and willingness of State and non-state ac-
tors to pursue their objectives by undertaking malicious cyber activities of varying in scope, 
scale, duration, intensity, complexity, sophistication and impact.

The EU affi  rms that malicious cyber activities might constitute wrongful acts under inter-
national law and emphasises that States should not conduct or knowingly support ICT activi-
ties contrary to their obligations under international law, and should not knowingly allow their 
territory to be used for internationally wrongful acts using ICTs, as it is stated in the 2015 report 
of the United Nations Groups of Governmental Experts (UN GGE).

3. The EU recalls its and its Member States’ eff orts to improve cyber resilience in particular 
through the implementation of the NIS Directive and the operational cooperation mechanisms 
provided therein, and that malicious cyber activities against information systems, as defi ned 
under EU law, constitute a criminal off ence and that eff ective investigation and prosecution 
of such crimes remains a common endeavour for Member States.

The EU and its Member States take note of the ongoing work of the United Nations Groups 
of Governmental Experts on Developments (UN GGE) in the Field of Information and Tele-
communications in the context of international security, building on the 2010, 2013 and 2015 
reports3, and are encouraged to strongly uphold the consensus that existing international law is 
applicable to cyberspace. The EU and its Member States have a strong commitment to actively 
support the development of voluntary, non-binding norms of responsible State behaviour in cy-
berspace and the regional confi dence building measures agreed by the OSCE4 to reduce the risk 
of confl icts stemming from the use of information and communication technologies.

The EU reaffi  rms its commitment to the settlement of international disputes in cyberspace 
by peaceful means, and that all of the EU’s diplomatic eff orts should as a priority be aimed at 
promoting security and stability in the cyberspace through increased international cooperation, 
and at reducing the risk of misperception, escalation and confl ict that may stem from ICT in-
cidents. In that regard the EU recalls the UN General Assembly call to the UN Member States 
to be guided by the UNGGE reports’ recommendations in their use of ICTs.

4. The EU stresses that clearly signaling the likely consequences of a joint EU diplomatic 
response to such malicious cyber activities infl uences the behavior of potential aggressors in cy-
berspace thus reinforcing the security of the EU and its Member States. The EU reminds that 
attribution to a State or a non-State actor remains a sovereign political decision based on all-

1 12109/13.
2 6122/15.
3 A/68/98 and A/70/174.
4 PC.DEC/1106 of 3 December 2013 and PC.DEC/1202 of 10 March 2016.
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source intelligence and should be established in accordance with international law of State re-
sponsibility. In that regard, the EU stresses that not all measures of a joint EU diplomatic re-
sponse to malicious cyber activities require attribution to a State or a non-State actor.

5. The EU affi  rms that measures within the Common Foreign and Security Policy, includ-
ing, if necessary, restrictive measures, adopted under the relevant provisions of the Treaties, 
are suitable for a Framework for a joint EU diplomatic response to malicious cyber activities 
and should encourage cooperation, facilitate mitigation of immediate and long-term threats, 
and infl uence the behavior of potential aggressors in a long term. The EU will work on the fur-
ther development of a Framework for a joint EU diplomatic response to malicious cyber activi-
ties, guided by the following main principles:

 — serve to protect the integrity and security of the EU, its Member States and their citi-
zens,

 — take into account the broader context of the EU external relations with the State con-
cerned,

 — provide for the attainment of the CFSP objectives as set out in the Treaty on the Euro-
pean Union (TEU) and the respective procedures provided for their attainment,

 — be based on a shared situational awareness agreed among the Member States and cor-
respond to the needs of the concrete situation in hand,

 — be proportionate to the scope, scale, duration, intensity, complexity, sophistication 
and impact of the cyber activity,

 — respect applicable international law and must not violate fundamental rights and free-
doms.

6. The EU calls on the Member States, the European External Action Service (EEAS) and 
the Commission to give full eff ect to the development of a Framework for a joint EU diplomatic 
response to malicious cyber activities and reaffi  rms in this regard its commitment to continue 
the work on that Framework in cooperation with the Commission, EEAS and other relevant 
parties by putting in place implementing guidelines, including preparatory practices and com-
munication procedures and to test them through appropriate exercises.
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UNION*

Resolution 45 (Rev. Hyderabad, 2010)

Mechanisms for enhancing cooperation 
on cybersecurity, including countering 
and combating spam
The World Telecommunication Development Conference (Hyderabad, 2010), 
recalling
a) Resolution 45 (Doha, 2006) of the World Telecommunication Development Conference 

(WTDC);
b) the noble principles, aims and objectives embodied in the Charter of the United Nations 

and the Universal Declaration of Human Rights;
c) WTDC-06’s fundamental support for Doha Programme 3 (E-strategies and ICT appli-

cations), confi rming that ITU shall play a leading facilitating role for Action Line C5 in the Tu-
nis Agenda for the Information Society (Building confi dence and security in the use of ICTs);

d) the cybersecurity-related provisions of the Tunis Commitment and the Tunis Agenda;
e) Goal 4 of the strategic plan for the Union for 2008-2011, approved by Resolution 71 (Rev. 

Antalya, 2006) of the Plenipotentiary Conference, which states that ITU can achieve its overall 
mission by developing tools, based on contributions from the membership, to promote end- user 
confi dence, and to safeguard the effi  ciency, security, integrity and interoperability of networks;

f) Resolution 130 (Antalya, 2006) of the Plenipotentiary Conference, which resolves to give 
high priority to the role of ITU in building confi dence and security in the use of telecommunica-
tions/information and communication technologies (ICTs);

g) the adoption at WTDC-06 of a new Question 22/1, entitled “Securing information 
and communication networks: best practices for developing a culture of cybersecurity”;

h) the report of the Chairman of the High-Level Group of Experts (HLEG) of the Global 
Cybersecurity Agenda (GCA), established by the ITU Secretary-General pursuant to the re-
quirements of Action Line C5 on building confi dence and security in the use of ICTs and in ac-
cordance with Resolution 140 (Antalya, 2006) of the Plenipotentiary Conference, on the role 
of ITU as sole facilitator for WSIS Action Line C5, and Resolution 58 (Johannesburg, 2008) 
of the World Telecommunication Standardization Assembly (WTSA), on encouraging the cre-
ation of national computer incident response teams, particularly for developing countries;

i) Resolution 69 of this conference, on the creation of national and regional computer inci-
dent response teams, particularly for developing countries, and cooperation among them,
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considering
a) the role of telecommunications/ICTs as eff ective tools to promote peace, security 

and stability and to enhance democracy, social cohesion, good governance and the rule of law, 
and the need to confront the escalating challenges and growing threats resulting from the abuse 
of this technology, including for criminal and terrorist purposes, while respecting human rights 
(see also § 15 of the Tunis Commitment);

b) the need to build confi dence and security in the use of telecommunications/ICTs by 
strengthening the trust framework (§ 39 of the Tunis Agenda), and the need for governments, 
in cooperation with other stakeholders within their respective roles, to develop necessary legisla-
tion for the investigation and prosecution of cybercrime, at national, regional and international 
levels, having regard to existing frameworks, for example: United Nations General Assembly 
(UNGA) Resolutions 55/63 and 56/121 on combating the criminal misuse of information tech-
nologies and Resolutions 57/239, 58/199 and 64/211 on the creation of a global culture of cy-
bersecurity and the protection of critical information infrastructures; regional initiatives includ-
ing, but not limited to, the Council of Europe’s Convention on Cybercrime (§ 40 of the Tunis 
Agenda); and international partnerships;

c) that UNGA Resolution 64/211 invites Member States to use, if and when they deem ap-
propriate, the voluntary self-assessment tool that is annexed to the resolution for national eff orts;

d) the need for Member States to develop national cybersecurity programmes centred 
around a national plan, public-private partnerships, a sound legal foundation, a watch, warning, 
response and recovery capability, and a culture of awareness, using as a guide the Report on best 
practices for a national approach to cybersecurity: building blocks for organizing national cyber-
security eff orts, drawn up under Question 22 of Study Group 1 of the ITU Telecommunication 
Development Sector (ITU-D);

e) that the considerable and increasing losses which users of telecommunication/ICT sys-
tems have incurred from the growing problem of cybercrime and deliberate sabotage worldwide 
alarm all developed and developing nations of the world without exception;

f) the reasons behind the adoption of Resolution 37 (Rev. Hyderabad, 2010) of this confer-
ence on bridging the digital divide, having regard to the importance of multistakeholder im-
plementation at the international level and to the action lines referenced in § 108 of the Tunis 
Agenda, including “Building confi dence and security in the use of ICTs”;

g) the outcomes of several ITU activities related to cybersecurity, especially, but not lim-
ited to, the ones coordinated by the Telecommunication Development Bureau, in order to fulfi l 
ITU’s mandate as facilitator for the implementation of Action Line C5 (Building confi dence 
and security in the use of ICTs);

h) that Objective 1 of ITU-D, set under the strategic plan for the Union for 2008-2011, ap-
proved in Resolution 71 (Rev. Antalya, 2006), is to organize and strengthen cooperation among 
ITU-D members and between ITU-D and other stakeholders, refl ecting the relevant WSIS out-
comes;

i) that the fact, among others, that critical telecommunication/ICT infrastructures are in-
terconnected at global level means that low infrastructure security in one country could result 
in greater vulnerability and risks in others,

recalling further
a) the desire and commitment of all concerned to build a people-centred, inclusive and de-

velopment-oriented information society, premised on the purposes and principles of the Char-
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ter of the United Nations, international law and multilateralism, and respecting fully and up-
holding the Universal Declaration of Human Rights, so that people everywhere can create, 
access, utilize and share information and knowledge, in order to achieve their full potential and 
to attain the internationally agreed development goals and objectives, including the Millennium 
Development Goals;

b) the provisions of §§ 4, 5 and 55 of the Geneva Declaration of Principles, and the fact 
that freedom of expression and the free fl ow of information, ideas and knowledge are benefi cial 
to development;

c) that the Tunis phase of WSIS represented a unique opportunity to raise awareness 
of the benefi ts that telecommunications/ICTs can bring to humanity and the manner in which 
they can transform people’s activities, interaction and lives, and thus increase confi dence 
in the future,

recognizing
a) that measures undertaken to ensure the stability and security of telecommunication/ICT 

networks, to fi ght cybercrime and to counter spam must protect and respect the provisions for 
privacy and freedom of expression as contained in the relevant parts of the Universal Declara-
tion of Human Rights (see also § 42 of the Tunis Agenda);

b) the need to take appropriate actions and preventive measures, as determined by law, 
against abusive uses of telecommunications/ICTs as mentioned in connection with “Ethical 
dimensions of the information society” in the Geneva Declaration of Principles and Plan of Ac-
tion (§ 43 of the Tunis Agenda), the need to counter terrorism in all its forms and manifestations 
on telecommunication/ICT networks, while respecting human rights and complying with other 
obligations under international law, as outlined in operative paragraph 81 of UNGA Resolution 
60/1 on the 2005 world summit outcome, the importance of the security, continuity and stabil-
ity of telecommunication/ICT networks and the need to protect telecommunication/ICT net-
works from threats and vulnerabilities (§ 45 of the Tunis Agenda), while ensuring respect for pri-
vacy and the protection of personal information and data, whether via adoption of legislation, 
the implementation of collaborative frameworks, best practices and self-regulatory and techno-
logical measures by business and users (§ 46 of the Tunis Agenda);

c) the need to eff ectively confront challenges and threats resulting from the use of telecom-
munications/ICTs for purposes that are inconsistent with objectives of maintaining internation-
al stability and security and may adversely aff ect the integrity of the infrastructure within States 
to the detriment of their security, and to work to prevent the abuse of information resources 
and technologies for criminal and terrorist purposes, while respecting human rights;

d) the role of telecommunications/ICTs in the protection of children and in enhancing 
their development, and the need to strengthen action to protect children and youth from abuse 
and defend their rights in the context of telecommunications/ICTs, emphasizing that the best 
interests of the child are a key consideration;

e) the desire and commitment of all concerned to build a people-centred, inclusive and se-
cure development-oriented information society, premised on the purposes and principles 
of the Charter of the United Nations, international law and multilateralism, and respecting 
fully and upholding the Universal Declaration of Human Rights, so that people everywhere 
can create, access, utilize and share information and knowledge in complete security, in order 
to achieve their full potential and to attain the internationally agreed development goals and ob-
jectives, including the Millennium Development Goals;
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f) the provisions of §§ 4, 5 and 55 of the Geneva Declaration of Principles, and the fact 
that freedom of expression and the free fl ow of information, ideas and knowledge are benefi cial 
to development;

g) that the Tunis phase of WSIS represented a unique opportunity to raise awareness 
of the benefi ts that telecommunications/ICTs can bring to humanity and the manner in which 
they can transform people’s activities, interaction and lives, and thus increase confi dence 
in the future, conditional upon the secure use of telecommunications/ICTs, as the implementa-
tion of the Summit outcomes has demonstrated;

h) the need to deal eff ectively with the signifi cant and growing problem posed by spam, as 
called for in § 41 of the Tunis Agenda, as well as, inter alia, spam, cybercrime, viruses, worms 
and denial-of-service attacks, as called for in Goal 4 of the strategic plan in Annex 1 to Resolu-
tion 71 (Rev. Antalya, 2006),

noting
a) that Resolution 50 (Johannesburg, 2008) of WTSA, on cybersecurity, and Resolution 52 

(Johannesburg, 2008) of WTSA, on countering and combating spam, include the study of tech-
nical aspects for reducing the impact of these phenomena;

b) the work of Study Group 17 (security) of the ITU Telecommunication Standardization 
Sector (ITU-T) on public key infrastructures, identity management, digital signatures, the se-
curity manual, the security standards roadmap and the cybersecurity information exchange 
framework;

c) that the enormous increase in spam is a signifi cant and growing problem for users, net-
works and the Internet as a whole, and that the issue of cybersecurity should be addressed at 
appropriate national, regional and international levels, with the aim of combating spam, in par-
ticular criminal spam;

d) that the ITU Global Cybersecurity Agenda (GCA) encourages international coopera-
tion aimed at proposing strategies for solutions to enhance confi dence and security in the use 
of telecommunications/ICTs;

e) that cooperation and collaboration among Sector Members contributes to building 
and maintaining a culture of cybersecurity,

resolves
1. to continue to recognize cybersecurity as one of ITU’s priority activities and to continue 

to address, within its area of core competence, the issue of securing and building confi dence 
in the use of telecommunications/ICTs, by raising awareness, identifying best practices and de-
veloping appropriate training material in order to promote a culture of cybersecurity;

2. to continue to collaborate, cooperate and share information among relevant international 
and regional organizations on cybersecurity-related initiatives within ITU’s areas of compe-
tence,

instructs the Director of the Telecommunication Development Bureau
1. to continue to organize, in conjunction with Programme 2 and based on member contri-

butions, and in collaboration with the Director of the Telecommunication Standardization Bu-
reau, meetings of Member States, Sector Members and other appropriate relevant stakeholders 
to discuss ways and means to enhance cybersecurity;



563

International Telecommunication Union 

2. to carry out studies on strengthening the cybersecurity of developing countries at region-
al and universal level, based on a clear identifi cation of their needs, particularly those relating 
to telecommunication/ICT use, including the protection of children and youth;

3. to support Member States’ initiatives regarding mechanisms for enhancing cooperation 
on cybersecurity;

4. to assist the developing countries in enhancing their states of preparedness in order to en-
sure a high and eff ective level of security for their critical telecommunication/ICT infrastruc-
tures;

5. to assist Member States in the establishment of an appropriate framework between devel-
oping countries allowing rapid response to major incidents, and propose an action plan to in-
crease their protection;

6. to continue to cooperate with the Secretary-General’s initiative on cybersecurity, and with 
the other ITU Sectors in accordance with the Bureau’s mandate;

7. to report the results of the implementation of this resolution to the next WTDC,

invites the Secretary-General, in coordination with the Directors of the Radiocommunication 
Bureau, the Telecommunication Standardization Bureau and the Telecommunication Development 
Bureau

1. to work towards the preparation of a document relating to a possible memorandum of un-
derstanding (MoU) among interested Member States, including the legal analysis of the MoU 
and its scope of application, to strengthen cybersecurity and combat cyberthreats, in order 
to protect developing countries and any country interested in acceding to this possible MoU, 
with the outcome of the meeting to be submitted to the Council at its 2011 session for consider-
ation and any action, as appropriate;

2. to support IMPACT, FIRST and other global or regional cybersecurity projects, as ap-
propriate, and to invite all countries, particularly developing countries, to take part in these 
activities,

requests the Secretary-General
1. to bring this resolution to the attention of the next plenipotentiary conference for consid-

eration and required action, as appropriate;
2. to report the results of these activities to the Council and to the Plenipotentiary Confer-

ence in 2014,

invites Member States and Sector Members
1. to provide the necessary support for and participate actively in the implementation of this
resolution;
2. to recognize cybersecurity, including countering and combating spam, as a high-priority 

item and to take appropriate action and contribute to building confi dence and security in the use 
of telecommunications/ICTs at the national and international level;

3. to encourage access providers to protect themselves from the risks identifi ed, guarantee 
the continuity of services provided and notify security infringements,

invites Member States
to establish an appropriate framework allowing rapid response to major incidents, and pro-

pose an action plan to increase their protection.
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Resolution 181 (Guadalajara, 2010)

Definitions and terminology relating 
to building confidence and security in the use 
of information and communication technologies
20 October 2010

The Plenipotentiary Conference of the International Telecommunication Union (Guada-
lajara, 2010),

recalling
a) Resolution 45 (Rev. Hyderabad, 2010) of the World Telecommunication Development 

Conference (WTDC);
b) Resolution 130 (Antalya, 2006) of the Plenipotentiary Conference, which resolves to give 

high priority to the role of ITU in building confi dence and security in the use of telecommunica-
tions/information and communication technologies (ICTs);

c) provisions of the Tunis Commitment and the Tunis Agenda for the Information Society 
related to building confi dence and security in the use of ICT;

d) the outcomes of both phases of the World Summit on the Information Society (WSIS) 
regarding this issue,

e) that, in accordance with WSIS Action Line C5, Resolution 149 (Antalya, 2006) 
of the Plenipotentiary Conference instructed the ITU Council to establish a working group, 
open to all Member States and Sector Members, to study terminology related to building confi -
dence and security in the use of ICTs, and to develop defi nitions and descriptions in this regard;

f) Programme 2 (Cybersecurity, ICT applications and IP-based network-related issues) 
of the Hyderabad Action Plan adopted by WTDC-10,

aware
a) that one of the purposes of the Union is to maintain and extend international coopera-

tion among all its Member States for the improvement and rational use of telecommunications 
of all kinds;

b) that another of the purposes of the Union is to promote the development of technical 
facilities and their most effi  cient operation with a view to improving the effi  ciency of telecom-
munication services, increasing their usefulness,

considering
a) the need to build confi dence and security in the use of telecommunications/ICTs by 

strengthening the trust framework (§ 39 of the Tunis Agenda) and the need for governments, 
in cooperation with other stakeholders, within their respective roles, to develop necessary leg-
islation for the investigation and prosecution of cybercrime, at national, regional and interna-
tional level;

b) that United Nations General Assembly Resolution 64/211 invites Member States to use, 
if and when they deem appropriate, the voluntary self-assessment tool that is annexed to that 
resolution for national eff orts;
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c) the reasons behind the adoption of Resolution 37 (Rev. Hyderabad, 2010) of WTDC, 
on bridging the digital divide, having regard to the importance of multistakeholder implementa-
tion at the international level and to the action lines referenced in § 108 of the Tunis Agenda, 
including “Building confi dence and security in the use of ICTs”,

noting
a) the importance of building confi dence and security in the use of ICTs as highlighted 

in WSIS;
b) that there is a need to maintain common terminology pertaining to building confi dence 

and security in the use of ICTs;
c) the ongoing work carried out by organizations such as the International Organization for 

Standardization (ISO) and the Internet Engineering Task Force (IETF) in relation to building 
confi dence and security in the use of ICTs;

d) that Resolution 50 (Rev. Johannesburg, 2008) of the World Telecommunication Stan-
dardization Assembly (WTSA), on cybersecurity, and Resolution 52 (Rev. Johannesburg, 2008) 
of WTSA, on countering and combating spam, include the study of technical aspects for reduc-
ing the impact of these phenomena,

considering further
a) that in the area of security, Study Group 17 of the ITU Telecommunication Standard-

ization Sector (ITU-T) is responsible for developing the core recommendations on telecom-
munication and ICT security, such as security architecture and frameworks; the fundamentals 
of protection, including threats, vulnerabilities and risks; authentication and identity manage-
ment, incident handling and forensics; and security aspects of communication applications;

b) that Recommendation ITU-T X.1205 (2008), on overview of cybersecurity, provides 
a terminology defi nition of cybersecurity;

c) that the Council Working Group on the study of defi nitions and terminology relating 
to building confi dence and security in the use of ICTs (WG-Def), which was established by 
Resolution 149 (Antalya, 2006), examined several proposals and reached consensus on the defi -
nition of “cybersecurity” in Recommendation ITU-T X.1205 (2008);

d) that the above-mentioned Council group, in its fi nal report to the 2009 session 
of the Council, proposed two options relating to the defi nition for cybersecurity, as reproduced 
below:

Option 1
1a. introduce the word “cybersecurity”, in Article 1 of the Constitution and defi ne this item 

in the Annex to the Constitution, based on the agreed defi nition, or
1b. introduce the word “cybersecurity” in a relevant article in the Convention and defi ne this 

item in the Annex to the Convention;

Option 2
2. adopt a resolution by the Plenipotentiary Conference regarding this defi nition, 

recognizing
a) the ongoing work by ITU-T and by the ITU Telecommunication Development Sector 

(ITU- D) on matters related to building confi dence and security in the use of ICTs;
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b) the importance of studying the issue of terminology related to building confi dence 
and security in the use of ICTs, and of examining and developing defi nitions and descriptions 
in this regard, as appropriate;

c) that this base set needs to include other important issues in addition to cybersecurity, 

recognizing further
a) that, due to the evolving technological environment and the potential emergence of new 

and unforeseeable risks and vulnerabilities in relation to confi dence and security in the use 
of ICTs, and for other reasons, it may become necessary for ITU-T Study Group 17 to update 
the defi nition of cybersecurity that is presented in Recommendation ITU-T X.1205;

b) that the defi nition of cybersecurity may need to be modifi ed from time to time to refl ect 
changes in policy;

c) the work of ITU-T Study Group 17 (Security) on public key infrastructures, iden-
tity management, digital signatures, the security manual, the security standards roadmap and 
the cybersecurity information exchange framework;

d) that the above-mentioned work is continuing in ITU-T Study Group 17 in order to fur-
ther develop the above-mentioned set of defi nitions taking into account the continuous devel-
opment in ICT technology;

e) that the inclusion of any defi nition relating to ICT, which is an evolving issue, such as 
the defi nition of cybersecurity, in the stable Constitution is not consistent with the principles 
based on which the stable Constitution would be established,

resolves
1. to take into account the defi nition of “cybersecurity” approved in Recommendation 

ITU-T X.12051 for use in activities related to building confi dence and security in the use 
of ICTs; 

2. that the above footnote is an integral part of this resolution, 

instructs the Secretary-General
to bring this resolution to the attention of the international organizations and other rel-

evant entities dealing with the security of telecommunications/ICTs for consideration and any 
required action, as appropriate,

instructs the Secretary-General and the Directors of the Telecommunication Standardization 
Bureau and the Telecommunication Development Bureau

1 Recommendation ITU-T X.1205, “Cybersecurity: Cybersecurity is the collection of tools, policies, security 
concepts, security safeguards, guidelines, risk management approaches, actions, training, best practices, assurance 
and technologies that can be used to protect the cyber environment and organization and user’s assets. Organization 
and user’s assets include connected computing devices, personnel, infrastructure, applications, services, 
telecommunications systems, and the totality of transmitted and/or stored information in the cyber environment. 
Cybersecurity strives to ensure the attainment and maintenance of the security properties of the organization 
and user’s assets against relevant security risks in the cyber environment. The general security objectives comprise 
the following: 

 — Availability;
 — Integrity, which may include authenticity and non-repudiation
 — Confi dentiality”
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to take into account the defi nition of “cybersecurity” that is adopted in Recommendation 
ITU-T X.1205 for use in ITU activities related to building confi dence and security in the use 
of ICTs,

instructs the Director of the Telecommunication Standardization Bureau
to report to the Council on any new or revised recommendations adopted by ITU-T related 

to or aff ecting cybersecurity-related terminology and defi nitions or other relevant defi nitions 
concerning confi dence and security in the use of ICTs,

invites Member States and Sector Members
to participate actively in the relevant ITU study groups dealing with issues relating to confi -

dence and security in the use of ICTs.

Resolution 174 (Guadalajara, 2010)

ITU’s role with regard to international public 
policy issues relating to the risk of illicit 
use of information and communication technologies
22 October 2010

The Plenipotentiary Conference of the International Telecommunication Union (Guada-
lajara, 2010),

aware
a) that technological innovation driven by information and communication technologies 

(ICTs) has signifi cantly modifi ed the ways in which people access telecommunications;
b) that the illicit use of ICTs could have a detrimental impact on a Member State’s infra-

structure, national security and economic development;
c) that the defi nition of “telecommunication”, as stated in the ITU Constitution, reads as 

follows: “Any transmission, emission or reception of signs, signals, writing, images and sounds or 
intelligence of any nature by wire, radio, optical or other electromagnetic systems”,

reaffi  rming
a) Resolutions 55/63 and 56/121 of the United Nations General Assembly, which estab-

lished the legal framework on countering the criminal misuse of information technologies;
b) Resolution 57/239 of the United Nations General Assembly, on the creation of a global 

culture of cybersecurity;
c) Resolution 58/199 of the United Nations General Assembly, on the creation of a global 

culture of cybersecurity and the protection of essential information infrastructures;
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d) Resolution 41/65 of the United Nations General Assembly, on principles relating to re-
mote sensing of the Earth from outer space,

considering
a) that, in the Geneva Declaration of Principles, the World Summit on the Information So-

ciety (WSIS) (Geneva, 2003) supported the activities of the United Nations to prevent the po-
tential use of ICTs for purposes that are inconsistent with the objectives of maintaining interna-
tional stability and security, and may adversely aff ect the integrity of the infrastructure within 
States, to the detriment of their security, and that it is necessary to prevent the use of informa-
tion resources and technologies for criminal and terrorist purposes, while respecting human 
rights (§ 36, WSIS Geneva Declaration of Principles);

b) that Action Line C5 (Building confi dence and security in the use of ICTs) of the Ge-
neva Plan of Action stipulates the following: “Governments, in cooperation with the private sector, 
should prevent, detect and respond to cybercrime and misuse of ICTs by: developing guidelines that 
take into account ongoing eff orts in these areas; considering legislation that allows for eff ective inves-
tigation and prosecution of such misuse; promoting eff ective mutual assistance eff orts; strengthening 
institutional support at the international level for preventing, detecting and recovering from such 
incidents; and encouraging education and raising awareness”,

considering further
that WSIS (Tunis, 2005) identifi ed ITU as moderator for the implementation of Action Line 

C5 (Building confi dence and security in the use of ICTs),

recalling
a) Resolution 130 (Rev. Antalya, 2006) of the Plenipotentiary Conference, on strengthening 

the role of ITU in building confi dence and security in the use of ICTs;
b) Resolution 102 (Rev. Antalya, 2006) of the Plenipotentiary Conference, on ITU’s role 

with regard to international public policy issues pertaining to the Internet and the manage-
ment of Internet resources, including domain names and addresses;

c) Resolution 71 (Rev. Antalya, 2006) of the Plenipotentiary Conference, in particular stra-
tegic goal 4: “Developing tools, based on contributions from the membership, to promote end-user 
confi dence, and to safeguard the effi  ciency, security, integrity and interoperability of networks”;

d) Resolutions 1282 and 1305 of the ITU Council, the latter of which listed issues pertain-
ing to the use and misuse of the Internet among the main tasks of the role of the Dedicated 
Group in identifying international Internet-related public policy issues;

e) Resolution 45 (Rev. Hyderabad, 2010) of the World Telecommunication Development 
Conference (WTDC), on mechanisms for enhancing cooperation on cybersecurity, including 
countering and combating spam;

f) the Hyderabad Declaration adopted by WTDC, in particular Programme 2 (Cyberse-
curity, ICT applications and IP-based network-related issues);

g) Resolutions 50 and 52 (Rev. Johannesburg, 2008) of the World Telecommunication 
Standardization Assembly, on cybersecurity and countering and combating spam,

recognizing further
a) that global cooperation and collaboration between the international organizations are 

necessary in order to address and prevent the illicit use of ICTs;
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b) the moderating and facilitating role assigned to the Union under Action Line C5 as re-
ferred to above,

noting
a) the importance of ICTs, including telecommunications, for the social and economic 

development of countries, especially developing countries, through the creation of new pub-
lic services that facilitate public access to information and enhanced transparency within pub-
lic administrations and can be helpful for the monitoring and observation of climate change, 
the management of natural resources and reduction of the risk of natural disasters;

b) the vulnerability of critical national infrastructures, their increasing dependence on ICTs 
and the threats resulting from the illicit use of ICTs,

resolves to instruct the Secretary-General
to take the necessary measures in order to:
i) raise the awareness of Member States regarding the adverse impact that may result from 

the illicit use of information and communication resources;
ii) maintain the role of ITU to cooperate within its mandate with other United Nations 

bodies in combating the illicit use of ICTs,

requests the Secretary-General
in his capacity as facilitator for Action Line C5 on building confi dence and security in the use 

of ICTs, to organize meetings of Member States and relevant ICT stakeholders, including geo-
spatial and information service providers, to discuss alternative approaches to solutions to ad-
dress and prevent the illicit application of ICTs, while taking into consideration the overall in-
terests of the ICT industry,

invites Member States and relevant ICT stakeholders
to pursue their dialogue at the regional and national levels in order to fi nd mutually accept-

able solutions,

invites the Secretary-General
to collect best practices in terms of actions taken by Member States to prevent the illicit use 

of ICTs and to provide assistance to interested Member States, as appropriate,

instructs the Secretary-General
to report to the Council and to the next plenipotentiary conference on the implementation 

of this resolution,

invites Member States
to provide the necessary support for the implementation of this resolution.
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Resolution 130 (Rev. Guadalajara, 2010)

Strengthening the role of ITU in building 
confidence and security in the use of information 
and communication technologies
22 October 2010

The Plenipotentiary Conference of the International Telecommunication Union (Guada-
lajara, 2010),

recalling
a) Resolution 130 (Rev. Antalya, 2006) of the Plenipotentiary Conference;
b) Resolution 69 (Hyderabad, 2010) of the World Telecommunication Development Con-

ference (WTDC), on the creation of national computer incident response teams (CIRTs), par-
ticularly for developing countries, and cooperation between them;

c) that ITU Council Resolution 1305, adopted at its 2009 session, identifi ed the security, 
safety, continuity, sustainability and robustness of the Internet as public policy issues that fall 
within the scope of ITU,

considering
a) the crucial importance of information and communication infrastructures and their ap-

plications to practically all forms of social and economic activity;
b) that, with the application and development of information and communication tech-

nologies (ICTs), new threats from various sources have emerged that have had an impact 
on confi dence and security in the use of ICTs by all Member States, Sector Members and other 
stakeholders, including all users of ICTs, and on the preservation of peace and the economic 
and social development of all Member States, and that threats to and vulnerabilities of networks 
continue to give rise to ever-growing security challenges across national borders for all coun-
tries, in particular developing countries, including the least developed countries, small island 
developing states, landlocked developing countries and countries with economies in transition, 
while noting in this context the strengthening of ITU’s role in building confi dence and security 
in the use of ICTs and the need to further enhance international cooperation and develop ap-
propriate existing national, regional and international mechanisms (for example, agreements, 
best practices, memorandums of understanding, etc);

c) that the ITU Secretary-General has been invited to support the International Multilateral 
Partnership Against Cyber-Threats (IMPACT), the Forum for Incident Response and Secu-
rity Teams (FIRST) and other global or regional cybersecurity projects, as appropriate, and all 
countries, particularly developing countries, have been invited to take part in their activities;

d) the ITU Global Cybersecurity Agenda (GCA); 
e) that, in order to protect these infrastructures and address these challenges and threats, 

coordinated national, regional and international action is required for prevention, preparation, 
response and recovery from computer security incidents, on the part of government authorities 
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at the national (including the creation of national CIRTs and sub-national levels, the private 
sector and citizens and users, in addition to international and regional cooperation and coordi-
nation, and that ITU has a lead role to play within its mandate and competencies in this fi eld;

f) the need for continual evolution in new technologies to support the early detection of, 
and coordinated and timely response to, events or incidents compromising computer security, or 
computer network security incidents that could compromise the availability, integrity and confi -
dentiality of critical infrastructures in ITU Member States, and for strategies that will minimize 
the impact of such incidents and mitigate the growing risks and threats to which such platforms 
are exposed,

recognizing
a) that the development of ICTs has been and continues to be instrumental for the growth 

and development of the global economy, underpinned by security and trust;
b) that the World Summit on the Information Society (WSIS) affi  rmed the importance 

of building confi dence and security in the use of ICTs and the great importance of multistake-
holder implementation at the international level, and established Action Line C5 (Building con-
fi dence and security in the use of ICTs), with ITU identifi ed in the Tunis Agenda for the Infor-
mation Society as moderator/facilitator for the action line, and that this task has been carried 
out by the Union in recent years, for example under GCA;

c) that WTDC-10 has adopted the Hyderabad Action Plan and its Programme 2 on cyberse-
curity and ICT applications and IP-based network related issues, which identifi es cybersecurity 
as a priority activity of the Telecommunication Development Bureau (BDT) and defi nes ac-
tivities to be undertaken by BDT; and has also adopted Resolution 45 (Rev. Hyderabad, 2010), 
on mechanisms for enhancing cooperation on cybersecurity, including countering and combat-
ing spam, calling on the Secretary-General to bring the resolution to the attention of the next 
plenipotentiary conference for consideration and required action, as appropriate; and Resolu-
tion 69 (Rev. Hyderabad, 2010), on the creation of national CIRTs, particularly for develop-
ing countries, and cooperation between them; and that moreover, a national IP-based public 
network security centre for developing countries is under study by Study Group 17 of the ITU 
Telecommunication Standardization Sector (ITU-T);

d) that, to support the creation of national CIRTs in Member States where these are needed 
and are currently absent, the World Telecommunication Standardization Assembly (WTSA) 
adopted Resolution 58 (Johannesburg, 2008), on encouraging the creation of national CIRTs, 
particularly for developing countries; and WTDC-10 adopted Resolution 69 (Hyderabad, 2010), 
on the creation of national CIRTs, particularly for developing countries, and cooperation be-
tween them; 

e) § 15 of the Tunis Commitment, which states that: “Recognizing the principles of univer-
sal and non-discriminatory access to ICTs for all nations, the need to take into account the level 
of social and economic development of each country, and respecting the development-oriented 
aspects of the information society, we underscore that ICTs are eff ective tools to promote peace, 
security and stability, to enhance democracy, social cohesion, good governance and the rule 
of law, at national, regional and international levels. ICTs can be used to promote economic 
growth and enterprise development. Infrastructure development, human capacity building, in-
formation security and network security are critical to achieve these goals. We further recognize 
the need to eff ectively confront challenges and threats resulting from use of ICTs for purposes 
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that are inconsistent with objectives of maintaining international stability and security and may 
adversely aff ect the integrity of the infrastructure within States, to the detriment of their secu-
rity. It is necessary to prevent the abuse of information resources and technologies for criminal 
and terrorist purposes, while respecting human rights”, and that the challenges created by this 
misuse of ICT resources have only continued to increase since WSIS;

f) that Member States, in particular developing countries, in the elaboration of appropriate 
and workable legal measures relating to protection against cyberthreats at the national, regional 
and international levels, may require assistance from ITU in establishing technical and proce-
dural measures, aimed at securing national ICT infrastructures, on request from these Member 
States, while noting that there are a number of regional and international initiatives which may 
support these countries in elaborating such legal measures;

g) Opinion 4 (Lisbon, 2009) of the World Telecommunication Policy Forum, on collabora-
tive strategies for creating confi dence and security in the use of ICTs;

h) the relevant outcomes of WTSA-08, notably:
i) Resolution 50 (Rev. Johannesburg, 2008), on cybersecurity;
ii) Resolution 52 (Rev. Johannesburg, 2008), on countering and combating spam;

i) that Resolution 69 (Hyderabad, 2010) provides for the establishment of CIRTs, 

aware
a) that ITU and other international organizations, through a variety of activities, are exam-

ining issues related to building confi dence and security in the use of ICTs, including stability 
and measures to combat spam, malware, etc., and to protect personal data and privacy;

b) that ITU-T Study Group 17, Study Groups 1 and 2 of the Telecommunication Devel-
opment Sector (ITU-D) and other relevant ITU study groups continue to work on technical 
means for the security of information and communication networks, in accordance with Reso-
lutions 50 and 52 (Rev. Johannesburg, 2008) and Resolutions 45 (Rev. Hyderabad, 2010) and 69 
(Hyderabad, 2010); 

c) that ITU has a fundamental role to play in building confi dence and security in the use 
of ICTs;

d) that Opinion 4 (Lisbon, 2009), on collaborative strategies for creating confi dence and se-
curity in the use of ICTs, invites ITU to pursue, principally on the basis of membership contri-
butions and direction, further initiatives and activities, in close partnership with other concerned 
national, regional and international entities and organizations, consistent with Resolution 71 
(Rev. Guadalajara, 2010) of this conference, on the strategic plan for the Union for 2012-2015, 
and all other relevant ITU resolutions;

e) that ITU-D Study Group 1 continues to carry out the studies called for in ITU-D Ques-
tion 22-1/1 (Securing communications networks: best practices for developing a culture of cy-
bersecurity), which has been refl ected in United Nations General Assembly Resolution 64/211,

noting
a) that, as an intergovernmental organization with private-sector participation, ITU is well- 

positioned to play an important role, together with other relevant international bodies and or-
ganizations, in addressing threats and vulnerabilities, which aff ect eff orts to build confi dence 
and security in the use of ICTs;

b) §§ 35 and 36 of the Geneva Declaration of Principles and § 39 of the Tunis Agenda 
on building confi dence and security in the use of ICTs;
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c) that although there are no universally agreed upon defi nitions of spam and other terms 
in this sphere, spam was characterized by ITU-T Study Group 2, at its June 2006 session, as 
a term commonly used to describe unsolicited electronic bulk communications over e-mail or 
mobile messaging (SMS, MMS), usually with the objective of marketing commercial products 
or services;

d) the Union’s initiative concerning IMPACT and FIRST;
e) that BDT Programme 2 in the Hyderabad Action Plan was adopted with the understand-

ing of the delegations to WTDC-10 that BDT does not draft laws, 

bearing in mind
the work of the ITU established by Resolutions 50 and 52 (Rev. Johannesburg, 2008) and 58 

(Johannesburg, 2008); Resolutions 45 (Rev. Hyderabad, 2010) and 69 (Hyderabad, 2010); BDT 
Programme 2 in the Hyderabad Action Plan; the relevant ITU-T Questions on technical aspects 
regarding the security of information and communication networks; and ITU-D Question 22-1/1,

resolves
1. to continue to give this work high priority within ITU, in accordance with its competences 

and expertise;
2. to give high priority to the work in ITU described under bearing in mind above, in ac-

cordance with its competences and areas of expertise, while being mindful of the need to avoid 
duplicating work among the Bureaux or the General Secretariat or work which more appropri-
ately falls within the mandates of other intergovernmental and relevant international bodies;

3. that ITU shall focus resources and programmes on those areas of cybersecurity within its 
core mandate and expertise, notably the technical and development spheres, and not includ-
ing areas related to Member States’ application of legal or policy principles related to national 
defence, national security, content, and cybercrime, which are within their sovereign rights, 
although, this does not however exclude ITU from carrying out its mandate to develop technical 
recommendations designed to reduce vulnerabilities in the ICT infrastructure, nor from provid-
ing all the assistance that was agreed upon at WTDC-10, including Programme 2 activities such 
as “assisting Member States, in particular developing countries, in the elaboration of appropri-
ate and workable legal measures relating to protection against cyberthreats” and in activities 
under Question 22/1,

instructs the Secretary-General and the Directors of the Bureaux 
1. to continue to review:

i) the work done so far in the three Sectors, under the ITU Global Cybersecurity 
Agenda initiative and in other relevant organizations, and initiatives to address ex-
isting and future threats in order to build confi dence and security in the use of ICTs, 
such as the issue of countering spam, which is growing and on the rise;

ii) the progress achieved in the implementation of this resolution, with ITU continuing 
to play a lead facilitating role as the moderator/facilitator for Action Line C5, with 
the help of the advisory groups, consistent with the ITU Constitution and Conven-
tion; 

2. consistent with Resolution 45 (Rev. Hyderabad, 2010,) to work towards the prepara-
tion of a document relating to a possible memorandum of understanding (MoU), including 
the legal analysis of the MoU and its scope of application, among interested Member States, 
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to strengthen cybersecurity and combat cyberthreats, in order to protect developing countries 
and any country interested in acceding to this possible MoU, with the outcome of the meet-
ing to be submitted to the Council session in 2011 for its consideration and any action, as 
appropriate;

3. to facilitate access to tools and resources, within the available budget, required for en-
hancing confi dence and security in the use of ICTs for all Member States, consistent with WSIS 
provisions on universal and non-discriminatory access to ICTs for all nations;

4. to continue to maintain the cybersecurity gateway as a way to share information on na-
tional, regional and international cybersecurity-related initiatives worldwide;

5. to report annually to the Council on these activities and to make proposals as appropriate;
6. to further enhance coordination between the study groups and programmes concerned, 

instructs the Director of the Telecommunication Standardization Bureau
1. to intensify work within existing ITU-T study groups in order to:

i) address existing and future threats and vulnerabilities aff ecting eff orts to build con-
fi dence and security in the use of ICTs, by developing reports or recommendations, 
as appropriate, with the goal of implementing the resolutions of WTSA-08, par-
ticularly Resolutions 50 and 52 (Rev. Johannesburg, 2008) and 58 (Johannesburg, 
2008), allowing work to begin before a Question is approved;

ii) seek ways to enhance the exchange of technical information in these fi elds, promote 
the adoption of protocols and standards that enhance security, and promote inter-
national cooperation among appropriate entities;

iii) facilitate projects deriving from the outcomes of WTSA-08, in particular:
 a) Resolution 50 (Rev. Johannesburg, 2008), on cybersecurity;
 b) Resolution 52 (Rev. Johannesburg, 2008), on countering and combating spam;

2. to continue collaboration with relevant organizations with a view to exchanging best prac-
tices and disseminating information through, for example, joint workshops and training sessions 
and joint coordination activity groups, and, by invitation, through written contributions from 
relevant organizations, 

instructs the Director of the Telecommunication Development Bureau
1. to develop, consistent with the results of WTDC-10 and pursuant to Resolution 45 (Rev. 

Hyderabad, 2010), Resolution 69 (Hyderabad, 2010) and Programme 2 in the Hyderabad Ac-
tion Plan, the project for enhancing cooperation on cybersecurity and combating spam in re-
sponse to the needs of developing countries, in close collaboration with the relevant partners;

2. upon request, to support ITU Member States in their eff orts to build capacity, by facilitat-
ing Member States’ access to resources developed by other relevant international organizations 
that are working on national legislation to combat cybercrime; supporting ITU Member States’ 
national and regional eff orts to build capacity to protect against cyberthreats/cybercrime, in col-
laboration with one another; consistent with the national legislation of Member States referred 
to above, assisting Member States, in particular developing countries, in the elaboration of ap-
propriate and workable legal measures relating to protection against cyberthreats at national, re-
gional and international levels; establishing technical and procedural measures, aimed at secur-
ing national ICT infrastructures, taking into the account the work of the relevant ITU-T study 
groups and, as appropriate, other relevant organizations; establishing organizational structures, 
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such as CIRTs, to identify, manage and respond to cyberthreats, and cooperation mechanisms 
at the regional and international level;

3. to provide the necessary fi nancial and administrative support for this project within ex-
isting resources, and to seek additional resources (in cash and in kind) for the implementation 
of this project through partnership agreements;

4. to ensure coordination of the work of this project within the context of ITU’s overall 
activities in its role as moderator/facilitator for WSIS Action Line C5, and to eliminate any du-
plication regarding this important subject with the General Secretariat and ITU-T;

5. to coordinate the work of this project with that of the ITU-D study groups on this topic, 
and with the relevant programme activities and the General Secretariat;

6. to continue collaboration with relevant organizations with a view to exchanging best prac-
tices and disseminating information through, for example, joint workshops and training ses-
sions;

7. to report annually to the Council on these activities and make proposals as appropriate,

further instructs the Director of the Telecommunication Standardization Bureau 
and the Director of the Telecommunication Development Bureau
each within the scope of his responsibilities:
1. to implement relevant resolutions of both WTSA-08 and WTDC-10, including Pro-

gramme 2 on providing support and assistance to developing countries in building confi dence 
and security in the use of ICTs; 

2. to identify and promote the availability of information on building confi dence and secu-
rity in the use of ICTs, specifi cally related to the ICT infrastructure by Member States, Sector 
Members and relevant organizations;

3. without duplicating the work under ITU-D Question 22, to identify best practices in es-
tablishing CIRTs, to prepare a reference guide for the Member States and, where appropriate, 
to contribute to Question 22;

4. to cooperate with relevant organizations and other relevant international and national 
experts, as appropriate, in order to identify best practices in the establishment of CIRTs;

5. to take action with a view to new Questions being examined by the study groups within 
the Sectors on the establishment of confi dence and security in the use of ICT;

6. to support strategy, organization, awareness-raising, cooperation, evaluation and skills 
development;

7. to provide the necessary technical and fi nancial support, within the constraints of existing 
budgetary resources, in accordance with Resolution 58 (Johannesburg, 2008);

8. to mobilize appropriate extrabudgetary resources, outside the regular budget of the Union, 
for the implementation of this resolution, to help developing countries,

instructs the Secretary-General
pursuant to his initiative on this matter:
1. to propose to the Council, taking into account the activities of the three Sectors in this re-

gard, an action plan to strengthen the role of ITU in building confi dence and security in the use 
of ICTs;

2. to cooperate with relevant international organizations, including through the adoption 
of MoUs, subject to the approval of the Council in this regard, in accordance with Resolution 
100 (Minneapolis, 1998) of this conference,
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requests the Council
to include the report of the Secretary-General in the documents sent to Member States 

in accordance with No. 81 of the Convention,

invites Member States
to consider joining appropriate competent international and regional initiatives for enhanc-

ing national legislative frameworks relevant to the security of information and communication 
network,

invites Member States, Sector Members and Associates
1. to contribute on this subject to the relevant ITU study groups and to any other activities 

for which the Union is responsible; 
2. to contribute to building confi dence and security in the use of ICTs at the national, re-

gional and international levels, by undertaking activities as outlined in § 12 of the Geneva Plan 
of Action, and to contribute to the preparation of studies in these areas;

3. to promote the development of educational and training programmes to enhance user 
awareness of risks in cyberspace.

Final Acts1 of the World Conference on International 
Telecommunications (Dubai, 2012)
International Telecommunication Regulations
14 December 2012

Extraction

PREAMBLE

1.  While the sovereign right of each State to regulate its telecommunications is fully recog-
nized, the provisions of the present International Telecommunication Regulations (hereafter 
referred to as “Regulations”) complement the Constitution and the Convention of the In-
ternational Telecommunication Union, with a view to attaining the purposes of the Inter-
national Telecommunication Union in promoting the development of telecommunication 
services and their most effi  cient operation while harmonizing the development of facilities 
for worldwide telecommunications.

  Member States affi  rm their commitment to implement these Regulations in a man-
ner that respects and upholds their human rights obligations.

  These Regulations recognize the right of access of Member States to international 
telecommunication services.

1 As established and approved at the end of the conference and presented for signature by Member States 
in accordance with No. 162 of the General Rules of conferences, assemblies and meetings of the Union
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ARTICLE 1. Purpose and scope of the Regulations

2.  1.1 a) These Regulations establish general principles which relate to the provision and op-
eration of international telecommunication services off ered to the public as well as to the un-
derlying international telecommunication transport means used to provide such services. 
These Regulations do not address the content-related aspects of telecommunications.

2A.  abis) These Regulations also contain provisions applicable to those operating agen-
cies, authorized or recognized by a Member State, to establish, operate and engage in in-
ternational telecommunications services to the public, hereinafter referred as “authorized 
operating agencies”.

3.  b) These Regulations recognize in Article 9 the right of Member States to allow 
special arrangements.

4. 1.2 In these Regulations, “the public” is used in the sense of the population, including 
governmental and legal bodies.

5.  1.3 These Regulations are established with a view to facilitating global interconnection 
and interoperability of telecommunication facilities and to promoting the harmonious 
development and effi  cient operation of technical facilities, as well as the effi  ciency, use-
fulness and availability to the public of international telecommunication services. 

6. 1.4 References to Recommendations of the ITU Telecommunication Standardization 
Sector (ITU-T) in these Regulations are not to be taken as giving to those Recommenda-
tions the same legal status as these Regulations.

7. 1.5 Within the framework of these Regulations, the provision and operation of inter-
national telecommunication services in each relation is pursuant to mutual agreement 
between authorized operating agencies.

8. 1.6 In implementing the principles of these Regulations, authorized operating agencies 
should comply with, to the greatest extent practicable, the relevant ITU-T Recommenda-
tions.

9. 1.7 a) These Regulations recognize the right of any Member State, subject to national 
law and should it decide to do so, to require that authorized operating agencies which op-
erate in its territory and provide an international telecommunication service to the public 
be authorized by that Member State.

10.  b) the Member State concerned shall, as appropriate, encourage the application 
of relevant ITU-T Recommendations by such service providers.

11.  c) the Member States, where appropriate, shall cooperate in implementing these 
Regulations.

12. 1.8 These Regulations shall apply, regardless of the means of transmission used, so far 
as the Radio Regulations do not provide otherwise.

ARTICLE 2. Definitions

13. For the purpose of these Regulations, the following defi nitions shall apply. These terms 
and defi nitions do not, however, necessarily apply for other purposes.

14. 2.1 Telecommunication: Any transmission, emission or reception of signs, signals, 
writing, images and sounds or intelligence of any nature by wire, radio, optical or other 
electromagnetic systems.
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15. 2.2 International telecommunication service: the off ering of a telecommunication ca-
pability between telecommunication offi  ces or stations of any nature that are in or belong 
to diff erent countries.

16. 2.3 Government telecommunications: Telecommunications originating with any: Head 
of State; Head of a government or members of a government; Commanders-in-Chief 
of military forces, land, sea or air; diplomatic or consular agents; the Secretary-Gener-
al of the United Nations; Heads of the principal organs of the United Nations; the In-
ternational Court of Justice, or replies to government telecommunications mentioned 
above. 

17. 2.4 Service telecommunication: a telecommunication that relates to public internation-
al telecommunications and that is exchanged among the following:Member States;

 — authorized operating agencies; and
 — the Chairman of the Council, the Secretary-General, the Deputy Secretary-Gen-

eral, the Directors of the Bureaux, the members of the Radio Regulations Board, 
and other representatives or authorized offi  cials of the Union, including those work-
ing on offi  cial matters outside the seat of the Union.

21. 2.5 International route: Technical facilities and installations located in diff erent coun-
tries and used for telecommunication traffi  c between two international telecommunica-
tion terminal exchanges or offi  ces.

22.  2.6 Relation: Exchange of traffi  c between two terminal countries, always referring 
to a specifi c service, if there is between their authorized operating agencies:

23  a) a means for the exchange of traffi  c in that specifi c service:
 — over direct circuits (direct relation), or
 — via a point of transit in a third country (indirect relation), and

24.   b) normally, the settlement of accounts.
25. 2.7 Accounting rate: the rate agreed between authorized operating agencies, in a given 

relation that is used for the establishment of international accounts.
26. 2.8 Collection charge: the charge established and collected by an authorized operating 

agency from its customers for the use of an international telecommunication service.

ARTICLE 3. International network

28. 3.1 Member States shall endeavour to ensure that authorized operating agencies co-
operate in the establishment, operation and maintenance of the international network 
to provide a satisfactory quality of service.

29. 3.2 Member States shall endeavour to ensure the provision of suffi  cient telecommuni-
cation facilities to meet the demand for international telecommunication services. 

30. 3.3 Authorized operating agencies shall determine by mutual agreement which interna-
tional routes are to be used. Pending agreement and provided that there is no direct route 
existing between the terminal authorized operating agencies concerned, the origin autho-
rized operating agency has the choice to determine the routing of its outgoing telecom-
munication traffi  c, taking into account the interests of the relevant transit and destination 
authorized operating agencies.
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31. 3.4 Subject to national law, any user, by having access to the international network, has 
the right to send traffi  c. A satisfactory quality of service should be maintained to the great-
est extent practicable, corresponding to the relevant ITU-T Recommendations.

31A. 3.5 Member States shall endeavour to ensure that international telecommunication 
numbering resources specifi ed in ITU-T Recommendations are used only by the assign-
ees and only for the purposes for which they were assigned; and that unassigned resources 
are not used.

31B. 3.6 Member States shall endeavour to ensure that international calling line identifi ca-
tion (CLI) information is provided taking into account the relevant ITU-T Recommen-
dations.

31E. 3.7 Member States should create an enabling environment for the implementation 
of regional telecommunication traffi  c exchange points, with a view to improving quality, 
increasing the connectivity and resilience of networks, fostering competition and reduc-
ing the costs of international telecommunication interconnections.

ARTICLE 4. International telecommunication services

32. 4.1 Member States shall promote the development of international telecommunication 
services and shall foster their availability to the public.

33. 4.2 Member States shall endeavour to ensure that authorized operating agencies coop-
erate within the framework of these Regulations to provide, by agreement, a wide range 
of international telecommunication services which should conform, to the greatest extent 
practicable, to the relevant ITU-T Recommendations.

34. 4.3 Subject to national law, Member States shall endeavour to ensure that authorized 
operating agencies provide and maintain, to the greatest extent practicable, a satisfactory 
quality of service corresponding to the relevant ITU-T Recommendations with respect 
to:

35.  a) access to the international network by users using terminals which are permit-
ted to be connected to the network and which do not cause harm to technical facilities 
and personnel;

36.  b) international telecommunication facilities and services available to users for their 
dedicated use;

37.   c) at least a form of telecommunication service which is reasonably accessible 
to the public, including those who may not be subscribers to a specifi c telecommunica-
tion service; and

38.   d) a capability for interworking between diff erent services, as appropriate, to facili-
tate international telecommunication services.

38A. 4.4 Member States shall foster measures to ensure that authorized operating agencies 
provide free-of-charge, transparent, up-to-date and accurate information to end users 
on international telecommunication services, including international roaming prices and 
the associated relevant conditions, in a timely manner.

38B. 4.5 Member States shall foster measures to ensure that telecommunication services 
in international roaming of satisfactory quality are provided to visiting users.

38C. 4.6 Member States should foster cooperation among authorized operating agencies 
in order to avoid and mitigate inadvertent roaming charges in border zones.
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38E. 4.7 Member States shall endeavour to promote competition in the provision of inter-
national roaming services and are encouraged to develop policies that foster competitive 
roaming prices for the benefi t of end users.

ARTICLE 5. Safety of life and priority of telecommunications
39. 5.1 Safety-of-life telecommunications, such as distress telecommunications, shall 

be entitled to transmission as of right and, where technically practicable, have abso-
lute priority over all other telecommunications, in accordance with the relevant articles 
of the Constitution and the Convention and taking due account of the relevant ITU-T 
Recommendations.

40. 5.2 Government telecommunications, including telecommunications relative to the ap-
plication of certain provisions of the United Nations Charter, shall, where technically 
practicable, enjoy priority over telecommunications other than those referred to in No. 39 
(5.1) above, in accordance with the relevant provisions of the Constitution and the Con-
vention and taking due account of the relevant ITU-T Recommendations.

41. 5.3 The provisions governing the priority enjoyed by any other telecommunication ser-
vices are contained in the relevant ITU-T Recommendations.

41A. 5.4 Member States should encourage authorized operating agencies to inform all users, 
including roaming users, in good time and free of charge, of the number to be used for 
calls to the emergency services. 

ARTICLE 5A. Security and robustness of networks
41B. Member States shall individually and collectively endeavour to ensure the security and ro-

bustness of international telecommunication networks in order to achieve eff ective use 
thereof and avoidance of technical harm thereto, as well as the harmonious development 
of international telecommunication services off ered to the public.

ARTICLE 5B. Unsolicited bulk electronic communications

41C. Member States should endeavour to take necessary measures to prevent the propagation 
of unsolicited bulk electronic communications and minimize its impact on international 
telecommunication services.

 Member States are encouraged to cooperate in that sense.

ARTICLE 6. Charging and accounting

42A. International telecommunication arrangements
42B. 6.1 Subject to applicable national law, the terms and conditions for international tele-

communication service arrangements may be established through commercial agree-
ments or through accounting-rate principles established pursuant to national regulation.

42C. 6.1.1 Member States shall endeavour to encourage investments in international 
telecommunication networks and promote competitive wholesale pricing for traffi  c car-
ried on such telecommunication networks.
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42D.  Accounting-rate principles
42DA.  Terms and conditions
42E. 6.2 the following provisions may apply where the terms and conditions of international 

telecommunication service arrangements are established through accounting-rate prin-
ciples, established pursuant to national regulation. These provisions do not apply to ar-
rangements established through commercial agreements.

42F. 6.2.1 For each applicable service in a given relation, authorized operating agencies shall, 
by mutual agreement, establish and revise accounting rates to be applied between them, 
in accordance with the provisions of Appendix 1 and taking into account the relevant 
ITU-T Recommendations. 

42G. 6.2.2 Unless otherwise agreed, parties engaged in the provision of international telecom-
munication services shall follow the relevant provisions as set out in Appendices 1 and 2.

42H. 6.2.3 In the absence of special arrangements concluded between authorized operating 
agencies, the monetary unit to be used in the composition of accounting rates for inter-
national telecommunication services and in the establishment of international accounts 
shall be:
 — either the monetary unit of the International Monetary Fund (IMF), currently the Spe-
cial Drawing Right (SDR), as defi ned by that organization;
 — or freely convertible currencies or other monetary unit agreed between the authorized 
operating agencies.

42HA.  Collection charges
42I. 6.2.4 the charges levied on customers for a particular communication should in principle 

be the same in a given relation, regardless of the international route used for that commu-
nication. In establishing these charges, Member States should try to avoid dissymmetry 
between the charges applicable in each direction of the same relation.

42J. Taxation
42K. 6.3 Where, in accordance with the national law of a country, a fi scal tax is levied on col-

lection charges for international telecommunication services, this tax shall normally be 
collected only in respect of international services billed to customers in that country, un-
less other arrangements are made to meet special circumstances.

42KA. 6.4 Service telecommunications
42KB.  6.4.1 Authorized operating agencies may in principle forgo the inclusion of service tele-

communications in international accounting, under the relevant provisions of the Con-
stitution and the Convention and these Regulations, having due regard for the need for 
reciprocal arrangements. Authorized operating agencies may provide service telecommu-
nications free of charge.

42KC. 6.4.2 the general operational, charging and accounting principles applicable to service 
telecommunications should take account of the relevant ITU-T Recommendations.

ARTICLE 7. Suspension of services

55. 7.1 If a Member State exercises its right in accordance with the Constitution and the Con-
vention to suspend international telecommunication services partially or totally, that 
Member State shall immediately notify the Secretary-General of the suspension and 
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of the subsequent return to normal conditions by the most appropriate means of com-
munication. 

56. 7.2 the Secretary-General shall immediately bring such information to the attention of all 
other Member States, using the most appropriate means of communication.

ARTICLE 8. Dissemination of information

57. 8.1 Using the most suitable and economical means, the Secretary-General shall dissem-
inate information provided, of an administrative, operational, or statistical nature, con-
cerning international telecommunication services. Such information shall be disseminated 
in accordance with the relevant provisions of the Constitution and the Convention and 
of this Article, on the basis of decisions taken by the Council or by competent ITU confer-
ences, and taking account of conclusions or decisions of ITU assemblies. If so authorized 
by the Member State concerned, the information may be transmitted to the Secretary-
General directly by an authorized operating agency, and shall then be disseminated by 
the Secretary-General. Member States should transmit such information to the Secretary-
General in a timely manner, taking into account the relevant ITU-T Recommendations.

ARTICLE 8A. Energy efficiency/e-waste

57B. 8.2 Member States are encouraged to adopt energy-effi  ciency and e-waste best prac-
tices taking into account the relevant ITU-T Recommendations.

ARTICLE 8B. Accessibility
57D. 8.3 Member States should promote access for persons with disabilities to international 

telecommunication services, taking into account the relevant ITU-T Recommendations. 

ARTICLE 9. Special arrangements
58. 9.1 a) Pursuant to Article 42 of the Constitution, special arrangements may be entered 

into on telecommunication matters which do not concern Member States in general. 
Subject to national laws, Member States may allow authorized operating agencies or oth-
er organizations or persons to enter into such special mutual arrangements with Member 
States and authorized operating agencies, or other organizations or persons that are so al-
lowed in another country for the establishment, operation and use of special international 
telecommunication networks, systems and services, in order to meet specialized inter-
national telecommunication needs within and/or between the territories of the Member 
States concerned, and including, as necessary, the fi nancial, technical or operating con-
ditions to be observed.

59.  b) Any such special arrangements shall endeavour to avoid technical harm to the op-
eration of the telecommunication facilities of third countries.

60. 9.2 Member States should, where appropriate, encourage the parties to any special ar-
rangements that are made pursuant to No. 58 (9.1) above to take into account relevant 
provisions of ITU-T Recommendations.
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ARTICLE 10. Final provisions

61. 10.1 These Regulations, of which Appendices 1 and 2 form integral parts, shall enter into 
force on 1 January 2015, and shall be applied as of that date, consistent with all the provi-
sions of Article 54 of the Constitution.

62. 10.2 If a Member State makes reservations with regard to the application of one or more 
of the provisions of these Regulations, other Member States shall be free to disregard 
the said provision or provisions in their relations with the Member State which has made 
such reservations.

 IN WITNESS WHEREOF, the delegates of the Member States of the International 
Telecommunication Union named below have, on behalf of their respective competent 
authorities, signed one copy of the present Final Acts in the Arabic, Chinese, English, 
French, Russian and Spanish languages. In case of discrepancies or dispute, the French 
text shall prevail. This copy shall be deposited in the archives of the Union. The Secre-
tary-General shall forward one certifi ed copy to each Member State of the International 
Telecommunication Union.

Done at Dubai, 14 December 2012

Resolution 69 (Dubai, 2014)

Facilitating creation of national computer incident 
response teams, particularly for developing 
countries1, and cooperation between them
10 December 2014

The World Telecommunication Development Conference (Dubai, 2014), 

recalling
a) Resolutions 101, 102, and 130 (Rev. Guadalajara, 2010) of the Plenipotentiary Confer-

ence, which stress the need for collaboration;
b) Resolution 69 (Rev. Hyderabad, 2010) of the World Telecommunication Development 

Conference (WTDC), and the need to improve coordination and capacity to respond to cyber-
security challenges,

recognizing
a) the highly satisfactory results obtained by the regional approach adopted within the frame-

work of Resolution 69 (Rev. Hyderabad, 2010);
b) the increasing level of computer use and computer dependency in information and com-

munication technologies (ICT) in developing countries;
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c) the exposure of developing countries to attacks and threats targeting ICT networks 
through computers, and that they could be better prepared for such attacks and threats and 
the increasing level of fraudulent activity by these means;

d) the results of the work to date on Question 22-1/1 by Study Group 1 of the ITU Telecom-
munication Development Sector (ITU-D) and its reports and coursework on this subject, which 
include support for the creation of computer incident response teams (CIRTs) and establishing 
public/private partnerships;

e) the work to date of BDT Programme 2, to bring together Member States and other stake-
holders to assist countries in building national incident management capabilities, such as CIRTs;

f) the importance of having an appropriate level of computer emergency preparedness in all 
countries, particularly developing countries, by establishing CIRTs on a national basis, and 
the importance of coordination within and among the regions and of taking advantage of re-
gional and international initiatives in this regard, including the ITU cooperation with regional 
and global projects and organizations, such as IMPACT, FIRST, the Organization of American 
States (OAS) and the Asia- Pacifi c Computer Emergency Response Team (APCERT), among 
others,

noting
a) that there is an improved, but still low level of computer emergency preparedness within 

developing countries;
b) that the high level of interconnectivity of telecommunication/ICT networks could be af-

fected by the launch of an attack from networks of the less-prepared nations, which are mostly 
the developing countries;

c) the importance of having an appropriate level of computer emergency preparedness in all 
countries;

d) the work of Study Group 17 of the ITU Telecommunication Standardization Sector 
(ITU-T) in the area of national CIRTs, particularly for developing countries, and cooperation 
between them, as contained in the outputs of that study group;

e) the need for the establishment of CIRTs on a national basis, including CIRTs responsible 
for government-to-government cooperation, and the importance of coordination among all rel-
evant organizations;

f) the ITU Global Cybersecurity Agenda,

resolves
1. to invite Member States and Sector Members with experience in this area:

 —  to establish national CIRTs, including CIRTs responsible for government-to-govern-
ment cooperation, where needed or currently lacking;

 —  to collaborate closely with relevant organizations, and ITU-T, in this regard, taking 
into consideration Resolution 58 (Rev. Dubai, 2012) of the World Telecommunication 
Standardization Assembly;

2. to instruct the Director of the Telecommunication Development Bureau to give the nec-
essary priority to this, by:

 —  promoting national regional and international best practices for establishing CIRTs, as 
identifi ed by the relevant ITU study groups, such as ITU-D Study Group 1 Question 
22-1/1 to date and by other relevant organizations and experts;
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 —  preparing the training programmes necessary for this purpose and continuing to pro-
vide support as required to those developing countries that so wish;

 —  promoting collaboration between and among national CIRTs, including CIRTs re-
sponsible for government-to-government cooperation, industry CIRTs and academia 
CIRTs, in accordance with national legislation, at the regional and global level, by en-
couraging the participation of developing countries in regional and global projects and 
in the work of organizations, such as IMPACT, FIRST, OAS and APCERT, among 
others;

 —  working to achieve these goals while avoiding duplication of eff ort with other organiza-
tions;

3. to instruct Question 3/2 of ITU-D Study Group 2, within its mandate, to contribute 
to the implementation of this resolution, also taking into consideration the work carried out by 
ITU-T on this issue.

1. These include the least developed countries, small island? developing states, landlocked 
developing countries and countries with economies in transition.

Resolution 45 (Rev. Dubai, 2014)

Mechanisms for enhancing cooperation 
on cybersecurity, including countering 
and combating spam
10 December 2014

The World Telecommunication Development Conference (Dubai, 2014), 

recalling
a) Resolution 130 (Rev. Guadalajara, 2010) of the Plenipotentiary Conference, on the role 

of ITU in building confi dence and security in the use of information and communication tech-
nologies (ICTs);

b) Resolution 174 (Guadalajara, 2010) of the Plenipotentiary Conference, on ITU’s role 
with regard to international public policy issues relating to the risk of illicit use of ICTs;

c) Resolution 179 (Guadalajara, 2010) of the Plenipotentiary Conference, on ITU’s role 
in child online protection;

d) Resolution 181 (Guadalajara, 2010) of the Plenipotentiary Conference, on defi nitions 
and terminology relating to building confi dence and security in the use of ICTs;

e) Resolution 45 (Rev. Hyderabad, 2010) of the World Telecommunication Development 
Conference (WTDC);

f) Resolution 50 (Rev. Dubai, 2012) of the World Telecommunication Standardization As-
sembly (WTSA), on cybersecurity;
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g) Resolution 52 (Rev. Dubai, 2012) of WTSA, on countering and combating spam;
h) Resolution 58 (Rev. Dubai, 2012) of WTSA, on encouraging the creation of national 

computer incident response teams (CIRTs), particularly in developing countries;
i) Resolution 69 (Rev. Dubai, 2014) of this conference, on the creation of CIRTs, particu-

larly for developing countries, and cooperation among them;
j) Resolution 67 (Rev. Dubai, 2014) of this conference, on the role of the ITU Telecommu-

nication Development Sector (ITU-D) in child online protection;
k) the noble principles, aims and objectives embodied in the Charter of the United Nations 

and the Universal Declaration of Human Rights;
l) that ITU is the lead facilitator for Action Line C5 in the Tunis Agenda for the Information 

Society (Building confi dence and security in the use of ICTs);
m) the cybersecurity-related provisions of the Tunis Commitment and the Tunis Agenda;
n) the goal set out in the strategic plan for the Union for 2012-2015, approved by Resolution 

71 (Rev. Guadalajara, 2010) of the Plenipotentiary Conference, which calls on ITU-D to pro-
mote the availability of infrastructure and foster an enabling environment for telecommunica-
tion/ICT infrastructure development and its use in a safe and secure manner;

o) Question 22 of ITU-D Study Group 1, under which in the previous cycle many members 
collaborated to produce reports, including course materials for use in developing countries, such 
as a compendium of national experiences, best practices for public-private partnerships, best 
practices for building a CIRT with accompanying course material, and best practices for a CIRT 
management framework;

p) the report of the Chairman of the High-Level Group of Experts (HLEG) of the Global 
Cybersecurity Agenda (GCA), established by the ITU Secretary-General pursuant to the re-
quirements of Action Line C5 on building confi dence and security in the use of ICTs and in ac-
cordance with Resolution 140 (Rev. Guadalajara, 2010) of the Plenipotentiary Conference, 
on the role of ITU as sole facilitator for World Summit on the Information Society (WSIS) 
Action Line C5, and Resolution 58 (Rev. Dubai, 2012), on encouraging the creation of national 
CIRTs, particularly for developing countries;

q) that ITU and the United Nations Offi  ce on Drugs and Crime (UNODC) have signed 
a memorandum of understanding (MoU) in order to strengthen security in the use of ICTs,

considering
a) the role of telecommunications/ICTs as eff ective tools to promote peace, economic de-

velopment, security and stability and to enhance democracy, social cohesion, good governance 
and the rule of law, and the need to confront the escalating challenges and threats resulting from 
the abuse of this technology, including for criminal and terrorist purposes, while respecting hu-
man rights (see also § 15 of the Tunis Commitment);

b) the need to build confi dence and security in the use of telecommunications/ICTs by 
strengthening the trust framework (§ 39 of the Tunis Agenda), and the need for governments, 
in cooperation with other stakeholders within their respective roles, to develop necessary leg-
islation for the investigation and prosecution of cybercrime at national levels, and cooperate at 
regional and international levels having regard to existing frameworks;

c) that United Nations General Assembly (UNGA) Resolution 64/211 invites Member 
States to use, if and when they deem appropriate, the voluntary self-assessment tool that is an-
nexed to the resolution for national eff orts;
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d) the need for Member States to develop national cybersecurity programmes centred 
around a national plan, public-private partnerships, a sound legal foundation, an incident man-
agement, watch, warning, response and recovery capability, and a culture of awareness, using as 
a guide the reports on best practices for a national approach to cybersecurity: building blocks for 
organizing national cybersecurity eff orts, drawn up under the two study periods of Question 22 
of ITU-D Study Group 1;

e) that the considerable and increasing losses which users of telecommunication/ICT sys-
tems have incurred from the growing problem of cybercrime and deliberate sabotage worldwide 
alarm all developed and developing nations of the world without exception;

f) the reasons behind the adoption of Resolution 37 (Rev. Dubai, 2014) of this conference, 
on bridging the digital divide, having regard to the importance of multistakeholder implementa-
tion at the international level and to the action lines referenced in § 108 of the Tunis Agenda, 
including “Building confi dence and security in the use of ICTs”;

g) the outcomes of several ITU activities related to cybersecurity, especially, but not lim-
ited to, the ones coordinated by the Telecommunication Development Bureau, in order to fulfi l 
ITU’s mandate as facilitator for the implementation of Action Line C5 (Building confi dence 
and security in the use of ICTs);

h) that various organizations from all sectors of society work in collaboration to enhance 
cybersecurity of telecommunications/ICTs;

i) that Objective 3 of ITU-D, set under the strategic plan for the Union for 2012-2015, con-
tained in Resolution 71 (Rev. Guadalajara, 2010), was to foster the development of strategies 
to enhance the deployment, and the safe, secure and aff ordable use of ICT applications and ser-
vices towards mainstreaming telecommunications/ICTs in the broader economy and society;

j) that the fact, among others, that critical telecommunication/ICT infrastructures are in-
terconnected at global level means that low infrastructure security in one country could result 
in greater vulnerability and risks in others;

k) that various information, materials, best practices and fi nancial resources, as appropriate, 
are available to Member States from national, regional and other relevant international organi-
zations, according to their respective roles;

l) that the results of the cybersecurity awareness survey conducted by BDT and Question 
22-1/1 in the previous study period showed that least developed countries require substantial 
assistance in this area;

m) that the ITU Global Cybersecurity Agenda (GCA) encourages international coopera-
tion aimed at proposing strategies for solutions to enhance confi dence and security in the use 
of telecommunications/ICTs,

recognizing
a) that measures undertaken to ensure the stability and security of telecommunication/ICT 

networks, to protect against cyberthreats/cybercrime and to counter spam must protect and re-
spect the provisions for privacy and freedom of expression as contained in the relevant parts 
of the Universal Declaration of Human Rights (see also § 42 of the Tunis Agenda) and the In-
ternational Covenant on Civil and Political Rights;

b) that UNGA Resolution 68/167, on the right to privacy in the digital age, affi  rms, inter 
alia, “that the same rights the people have off  line must also be protected on line, including 
the right to privacy”;
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c) the need to take appropriate actions and preventive measures, as determined by law, 
against abusive uses of telecommunications/ICTs, as mentioned in connection with “Ethical 
dimensions of the information society” in the Geneva Declaration of Principles and Plan of Ac-
tion (§ 43 of the Tunis Agenda), the need to counter terrorism in all its forms and manifestations 
on telecommunication/ICT networks, while respecting human rights and complying with other 
obligations under international law, as outlined in operative paragraph 81 of UNGA Resolution 
60/1 on the 2005 world summit outcome, the importance of the security, continuity and sta-
bility of telecommunication/ICT networks and the need to protect telecommunication/ICT 
networks from threats and vulnerabilities (§ 45 of the Tunis Agenda), while ensuring respect 
for privacy and the protection of personal information and data, whether via adoption of leg-
islation, the implementation of collaborative frameworks, best practices and self¬regulatory 
and technological measures by business and users (§ 46 of the Tunis Agenda);

d) the need to eff ectively confront challenges and threats resulting from the use of telecom-
munications/ICTs such as for purposes that are inconsistent with objectives of maintaining 
international stability and security and may adversely aff ect the integrity of the infrastructure 
within States to the detriment of their security, and to work cooperatively to prevent the abuse 
of information resources and technologies for criminal and terrorist purposes, while respecting 
human rights;

e) the role of telecommunications/ICTs in the protection of children and in enhancing 
their development, and the need to strengthen action to protect children and youth from abuse 
and defend their rights in the context of telecommunications/ICTs, emphasizing that the best 
interests of the child are a key consideration;

f) the desire and commitment of all concerned to build a people-centred, inclusive and se-
cure development-oriented information society, premised on the purposes and principles 
of the Charter of the United Nations, international law and multilateralism, and respecting 
fully and upholding the Universal Declaration of Human Rights, so that people everywhere 
can create, access, utilize and share information and knowledge in complete security, in order 
to achieve their full potential and to attain the internationally agreed development goals and ob-
jectives, including the Millennium Development Goals;

g) the provisions of §§ 4, 5 and 55 of the Geneva Declaration of Principles, and that freedom 
of expression and the free fl ow of information, ideas and knowledge are benefi cial to develop-
ment;

h) that the Tunis phase of WSIS represented a unique opportunity to raise awareness 
of the benefi ts that telecommunications/ICTs can bring to humanity and the manner in which 
they can transform people’s activities, interaction and lives, and thus increase confi dence 
in the future, conditional upon the secure use of telecommunications/ICTs, as the implementa-
tion of the Summit outcomes has demonstrated;

i) the need to deal eff ectively with the signifi cant problem posed by spam, as called for 
in § 41 of the Tunis Agenda, as well as, inter alia, spam, cybercrime, viruses, worms and denial-
of-service attacks;

j) the need for eff ective coordination between ITU-D programmes and Questions, 

noting
a) the continuing work of Study Group 17 (security) of the ITU Telecommunication Stan-

dardization Sector (ITU-T) and other standards-development organizations on various aspects 
of security of telecommunications/ICT;
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b) that spam is a signifi cant problem and continues to pose a threat for users, networks and 
the Internet as a whole, and that the issue of cybersecurity should be addressed at appropriate 
national, regional and international levels;

c) that cooperation and collaboration among Member States, Sector Members and relevant 
stakeholders contributes to building and maintaining a culture of cybersecurity,

resolves
1. to continue to recognize cybersecurity as one of ITU’s priority activities and to continue 

to address, within its area of core competence, the issue of securing and building confi dence 
in the use of telecommunications/ICTs, by raising awareness, identifying best practices and de-
veloping appropriate training material in order to promote a culture of cybersecurity;

2. to enhance collaboration and cooperation with, and share information among, all rel-
evant international and regional organizations on cybersecurity-related initiatives within ITU’s 
areas of competence, taking into account the need to assist developing countries,

instructs the Director of the Telecommunication Development Bureau
1. to continue to organize, in collaboration with relevant organizations, as appropriate, in
conjunction with the programme under Output 3.1 of Objective 3, based on member con-

tributions, and in cooperation with the Director of the Telecommunication Standardization 
Bureau (TSB), meetings of Member States, Sector Members and other relevant stakeholders 
to discuss ways and means to enhance cybersecurity;

2. to continue, in collaboration with relevant organizations and stakeholders, to carry out 
studies on strengthening the cybersecurity of developing countries at regional and international 
level, based on a clear identifi cation of their needs, particularly those relating to telecommunica-
tion/ICT use, including the protection of children and youth;

3. to support Member States’ initiatives, especially in developing countries, regarding mech-
anisms for enhancing cooperation on cybersecurity;

4. to assist the developing countries in enhancing their states of preparedness in order to en-
sure a high and eff ective level of security for their critical telecommunication/ICT infrastruc-
tures;

5. to assist Member States in the establishment of an appropriate framework between devel-
oping countries allowing rapid response to major incidents, and propose an action plan to in-
crease their protection, taking into account mechanisms and partnerships, as appropriate;

6. to implement this resolution in cooperation and collaboration with the Director of TSB;
7. to report the results of the implementation of this resolution to the next WTDC,

invites the Secretary-General, in coordination with the Directors of the Radiocommunication 
Bureau, the Telecommunication Standardization Bureau and the Telecommunication Develop-
ment Bureau
1. to report on MoUs between countries, as well as existing forms of cooperation, providing 

analysis of their status, scope and applications of these cooperative mechanisms to strength-
en cybersecurity and combat cyberthreats, with a view to enabling Member States to identify 
whether additional memoranda or mechanisms are required;

2. to support regional and global cybersecurity projects, such as IMPACT, FIRST, OAS, 
APCERT, among others, and to invite all countries, particularly developing ones, to take part 
in these activities,
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requests the Secretary-General
1. to bring this Resolution to the attention of the next plenipotentiary conference for consid-

eration and required action, as appropriate;
2. to report the results of these activities to the Council and to the Plenipotentiary Confer-

ence in 2018,

invites Member States, Sector Members, Associates and Academia
1. to provide the necessary support for and participate actively in the implementation of this 

resolution;
2. to recognize cybersecurity and countering and combating spam as high-priority items, 

and to take appropriate action and contribute to building confi dence and security in the use 
of telecommunications/ICTs at the national, regional and international level;

3. to encourage service providers to protect themselves from the risks identifi ed, endeavour 
to ensure the continuity of services provided and notify security infringements,

invites Member States
1. to establish an appropriate framework allowing rapid response to major incidents, 

and propose an action plan to prevent and mitigate such incidents;
2. to establish strategies and capabilities at the national level to ensure protection of national
critical infrastructures, including enhancing the resilience of telecommunication/ICT in-

frastructures.
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STATEMENTS 

Joint Statement on Common Security Challenges 
at the Threshold of the Twenty-First Century
Moscow, 2 September 1998

Extraction

We, the Presidents of the Russian Federation and of the United States of America, declare 
that cooperation between Russia and the U.S. will be of the greatest import in the twenty-fi rst 
century for promoting prosperity and strengthening security throughout the world. In this con-
nection, we [reaffi  rm that the Russian Federation and the United States of America are natural 
partners in advancing international peace and stability. We have devoted particular attention 
to intensifying joint eff orts to eliminate threats inherited from the Cold War and to meet com-
mon security challenges at the threshold of the twenty-fi rst century.

We understand that the most serious and pressing danger is the proliferation of nuclear, 
biological, chemical, and other types of weapons of mass destruction, the technologies for their 
production, and their means of delivery. Given the increasing interdependence of the modern 
world, these threats are becoming transnational and global in scope; they aff ect not only the na-
tional security of the Russian Federation and the United States, but also international stability. 
We reaffi  rm the determination of Russia and the U.S. to cooperate actively and closely with each 
other, as well as with all other interested countries, to avert and reduce this threat by taking new 
steps, seeking new forms of collaboration, and strengthening generally recognized international 
norms.

We agreed to intensify joint eff orts to counteract the transnational threats to our economies 
and security, including those posed by organized crime, the narcotics trade, the illegal arms 
trade, computer and other high-technology crime, and money laundering. We agreed to estab-
lish a bilateral law enforcement working group that will meet on a regular basis, and we agreed 
to step up law enforcement eff orts and improve the public information system to eradicate traf-
fi cking in women and children. We agreed that Russia and the United States will take an ac-
tive part in working out an eff ective UN convention to combat transnational organized crime. 
We welcome Russia’s hosting of a G-8 transnational crime conference at the ministerial level 
in Moscow in 1999.

We recognize the importance of promoting the positive aspects and mitigating the negative 
aspects of the information technology revolution now taking place, which is a serious chal-
lenge to ensuring the future strategic security interests of our two countries. As part of the ef-
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forts to resolve these problems Russia and the U.S. have already held productive discussions 
within the framework of the Defense Consultative Group on resolving the potential Year 2000 
computer problem. Russia and the U. are committed to continuing consultations and to study-
ing the wider consequences of this computer problem in order to resolve issues mutual interest 
and concern.

We declare that the common security challenges on the threshold the twenty-fi rst century 
can be met only by consistently mobilizing 1 eff orts of the entire international community. All 
available resources m be utilized to do so. In the event that it is necessary, the world community 
must promptly take eff ective measures to counter such threats. Russia E the U.S. will continue 
to play a leadership role bilaterally and multilaterally to advance common objectives in the area 
of security.

Joint Statement by the Presidents of the United 
States of America and the Russian Federation 
on a New Field of Cooperation in Confidence Building 
17 June 2013

We, the Presidents of the United States of America and the Russian Federation, recog-
nize the unprecedented progress in the use of Information and Communications Technologies 
(ICTs), the new capacity they create for the economies and societies of our countries, and the 
increasing interdependence of the modern world.

We recognize that threats to or in the use of ICTs include political-military and criminal 
threats, as well as threats of a terrorist nature, and are some of the most serious national and 
international security challenges we face in the 21st Century. We affi  rm the importance of co-
operation between the United States of America and the Russian Federation for the purpose 
of enhancing bilateral understanding in this area. We view this cooperation as essential to safe-
guarding the security of our countries, and to achieving security and reliability in the use of ICTs 
that are essential to innovation and global interoperability.

Demonstrating our commitment to promoting international peace and security, today we 
affi  rm the completion of landmark steps designed to strengthen relations, increase transparency, 
and build confi dence between our two nations:

To create a mechanism for information sharing in order to better protect critical information 
systems, we have established a communication channel and information sharing arrangements 
between our computer emergency response teams;

To facilitate the exchange of urgent communications that can reduce the risk of mispercep-
tion, escalation and confl ict, we have authorized the use of the direct communications link 
between our Nuclear Risk Reduction Centers for this purpose;

Finally, we have directed offi  cials in the White House and the Kremlin to establish a di-
rect communication link between high-level offi  cials to manage potentially dangerous situations 
arising from events that may carry security threats to or in the use of ICTs.
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We have decided to create (in the framework of the U.S.-Russia Bilateral Presidential Com-
mission) a bilateral working group on issues of threats to or in the use of ICTs in the context of 
international security that is to meet on a regular basis to consult on issues of mutual interest and 
concern. This working group is to assess emerging threats, elaborate, propose and coordinate 
concrete joint measures to address such threats as well as strengthen confi dence. This group 
should be created within the next month and should immediately start its practical activities.

These steps are necessary in order to meet our national and broader international interests. 
They are important practical measures which can help to further the advancement of norms 
of peaceful and just interstate conduct with respect to the use of ICTs. To further deepen our 
relationship, relevant agencies of our countries plan to continue their regular dialogue and to 
identify additional areas for mutually-benefi cial cooperation in combating threats to or in the 
use of ICTs.».

Joint Statement between the Russian Federation 
and the Republic of India: Shared Trust, 
New Horizons 
24 December 2015

Extraction

<...>

Cooperation in Education and Science and Technology

<...>
29. The Sides welcomed the successful Round Table on Cooperation in development of e-

Government Services and Information and Communication Technologies at the level of Deputy 
Minister/Secretary of relevant departments held in Moscow on 7 October 2015. Both sides dis-
cussed ways and mechanisms for strengthening cooperation in areas such as e-Governance, IT-
ITeS trade promotion, joint development of software, High Performance Computing, Telecom-
munication and information security. The Sides will make eff orts in order to reach a mutually 
acceptable settlement of the situation around the Russian-Indian joint venture Sistema Shyam 
TeleServices Ltd. 

<...>

International and Regional Issues

<...>
58. Noting the growing challenges and threats in the use of information and commu-

nication technologies (ICTs), the Sides emphasized the need to develop bilateral coopera-
tion in the fi eld of ICTs. Reaffi  rming the key role of the UN in addressing the issues related 
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to the security in the use of ICTs, they also agreed to work together for developing universal 
rules of responsible behaviour of the States in the use of ICTs to address threats to interna-
tional peace and security. The Sides are particularly concerned with the use of ICTs in viola-
tion of the UN Charter as well as for criminal and terrorist purposes, and agreed to cooperate 
in addressing these issues.

59. The Sides agreed to hold regular consultations at the level of experts to enable exchange 
of views on mutual basis on all aspects of security in the use of ICTs which includes practical 
cooperation between relevant agencies. In this regard, they agreed to work towards concluding 
a Russian-Indian intergovernmental agreement on cooperation in the fi eld of international in-
formation security. 

<...>

The Joint Statement between the Presidents 
of the People’s Republic of China and 
the Russian Federation on the Cooperation 
in Information Space Development
25 June 2016

We, the President of the People’s Republic of China and the President of the Russian Fed-
eration,

Realize that given the rapid progress in information infrastructure facilities and informa-
tion and communication technologies (ICTs), the information space has profoundly changed 
people’s way of production and life, and substantially enhanced social development; that a se-
cure, stable and prosperous information space is of great signifi cance to the peace and growth 
of the two countries and even the whole world; that the two countries will make joint eff orts 
to promote information space development to benefi t both the Chinese and Russian peoples as 
well as people around the world;

Recognize that information space is currently faced with growing security challenges and se-
vere abuse of information technologies; that all countries including China and Russia, sharing 
important common interests and cooperation fi elds in information space and based on the prin-
ciples of mutual respect and trust, are supposed to ensure information space security, promote 
information space development and comprehensively engage in substantive dialogue and coop-
eration in this area;

Uphold as always the principle of respecting national sovereignty in information space; 
support each nation’s reasonable demands of maintaining its own security and development; 
advocate for building of a peaceful, secure, open and cooperative information space; and ex-
plore the possibilities of developing universal rules of responsible behavior in information space 
within the UN framework;
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Advocate for equal rights of all country to participate in Internet governance and acknowl-
edge the right to ensure national security in information space based on its own laws and state 
system. Support the initiative of building a multilateral, democratic and transparent global In-
ternet governance system and maintain UN’s important role in setting up global Internet gov-
ernance mechanisms;

Believe that further cooperation in information space within the framework of Comprehen-
sive Strategic Partnership and Interaction between China and Russia is critical for safeguarding 
the interests of the two countries and international interests, in a broader sense;

Recalling the Joint Statement of the People’s Republic of China and the Russian Federa-
tion on Strengthening Comprehensive Partnership and Strategic Cooperation and on Promot-
ing Mutually Benefi cial Cooperation, dated in May 2015,

In the hope of enhancing mutual trust in information space between the two countries, 
and building a fair and equitable system for information space development and security,

Have reached the following consensus:
1. Jointly advocate respect to and oppose infringements on every country’s sovereignty 

in information space;
2. Jointly promote respect to every country’s cultural traditions and social customs; resist 

the interference via information space in other countries’ internal aff airs, disruption 
of social order, incitement of inter-ethnic, inter-racial and inter-religious antagonism, 
and undermining national governance;

3. Step up scientifi c and technological cooperation in information space, jointly carry out 
research & development on ICTs, and expand the exchange of information and talent 
training between the two countries;

4. Strengthen economic cooperation in information space, enhance communication be-
tween enterprises of the two countries as well as multilateral cooperation, provide tech-
nical assistance to developing countries in order to bridge the digital divide;

5. Solidly protect citizens’ legitimate rights and interests of the two countries on Internet, 
and jointly build a peaceful, secure, open and cooperative information space;

6. Make more eff orts in preventing and combating the use of Internet for terror-
ist and criminal purposes; promote an initiative of setting up a coordinated response 
and cooperation mechanism within the UN framework, including on the issues of ex-
ploring the possibilities of new global legal instruments;

7. Advance cooperation in information security emergency response and information 
sharing of information security threat, and enhance cross-border information security 
threat management.

In order to implement the above mentioned tasks, Minister of Cyberspace Administration 
of the People’s Republic of China and Aide to the President of the Russian Federation on Infor-
mation Technologies Application, are designated as senior representatives of the two countries, 
responsible to meet regularly and have consultations on the issues of common concern, identify 
new mutually benefi cial directions for cooperation in information space, put forward initiatives 
and ensure coordination of inter-agency cooperation.

Competent authorities including foreign aff airs, law enforcement and communications etc. 
from both countries will continue to reinforce existing bilateral consultations with their counter-
parts and draw implementation roadmaps in their respective fi elds.
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Partnership for Global Peace and Stability. 
Joint Statement during the Visit of President 
of the Russian Federation Vladimir Putin 
to the Republic of India
15 October 2016

Extraction

<...>
Enhancing Science, Health, Technology and Education Links

The Leaders noted with satisfaction strengthening of bilateral scientifi c cooperation pro-
gramme, in both basic and applied sciences, in such fi elds as Material Science, Information 
& Communication Technologies, Biotechnologies, Mathematics, Physics, Chemistry, etc. 
The Sides observed the positive dynamics in the development of scientifi c and technical ties 
between the states and regions of India and Russia. The Sides welcomed Memorandum of Un-
derstanding between the Department of Science and Technology of the Government of India 
and the FASO of Russia on further development of bilateral interaction in scientifi c and techni-
cal sphere and in the fi eld of innovations. 

<...>

Defence Cooperation

Both Sides welcomed plans to hold Indo-Russian military industrial conference later in 2016 
and create bilateral Science & Technology Committee. The Indo-Russian Military industrial 
Conference will address military equipment related issues including spares, repair and mainte-
nance of Russian supplied equipment and co-production. Private players too would be invited 
to participate under Make in India initiative. The Bilateral Science & Technology Committee 
would focus on matters relating to R&D collaboration in such high-tech areas as IT, communi-
cation, cyber security, medical engineering, outer space cooperation, remote sensing, etc. 

<...>

Global Order and World Peace

Both Sides recognized that the rapidly expanding role of Information and Communication 
Technologies (ICTs) has led to the development of certain security vulnerabilities which need 
to be addressed through the development of universally applicable rules for responsible behav-
iour of states which should ensure the safe and sustainable use of ICTs. The Leaders reaffi  rmed 
the need to deepen bilateral cooperation in this fi eld and welcomed the conclusion of the Indi-
an-Russian Inter-Governmental Agreement for Cooperation in this regard. 

<...>
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Joint Statement of the President 
of Russian Federation and the President 
of the Republic of the Philippines
24 May 2017

Extraction

<...>
7. The Heads of State agreed to step up joint eff orts to counter global threats, including 

international terrorism, cross-border crime and drug traffi  cking, to establish practical coopera-
tion in the military-technical area, emergency response, maritime security, consistent with each 
Party’s obligations to international maritime law, and international information security, as well 
as on the search for collective solutions to these and other common challenges within the United 
Nations and other multilateral and regional organizations. 

<...>

Saint-Petersburg Declaration 
by the Russian Federation and the Republic of India: 
a vision for the 21st century
1 June 2017

Extraction

<...>
We take note of the fact that both States are committed to building knowledge based econo-

mies, on the basis of latest scientifi c advances and innovation. We will broaden cooperation 
in designing, developing, manufacturing and bringing to foreign markets high-technology prod-
ucts and strengthen scientifi c collaboration in areas such as space technology, aviation, new ma-
terials, agriculture, information and communication technologies, medicine, pharmaceuticals, 
robotics, nanotechnology, supercomputing technologies, artifi cial intelligence and material sci-
ences. We welcome the establishment of the High Level Committee on Cooperation in High 
Technologies between the two countries. 

<...>
Sharing common approaches to providing security in the use of information and communi-

cation technologies, we intend to keep working together for developing universal rules, standards 
and principles of responsible behaviour of the States in this context, on the basis of democra-
tization and a model representing multi-stakeholderism with primacy of the State, in global 
internet governance.

We recognize the necessity to activate bilateral interaction in this sphere on the basis 
of the Indian-Russian Intergovernmental Agreement on Cooperation in the fi eld of Security 
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in the use of Information and Communication Technologies.Taking into account the profound 
mutual interest, sympathy and respect between the peoples of India and Russia, we will con-
tribute to further developing bilateral contacts in the sphere of culture and sports, including by 
organizing annual festivals and exchanges. We welcome the organizing of events in diff erent cit-
ies in both countries to commemorate the 70th anniversary of the establishment of diplomatic 
relations between India and Russia in 2017–18. 

<...>

East Asia Summit Leaders’ Statement on Deeping 
Cooperation in the Security of Information 
and Communications Technologies and of the Digital 
Economy
15 November 2018

We, the Heads of State and Government of the Member States of the Association of South-
east Asian Nations (ASEAN), Australia, the People’s Republic of China, Republic of India, Ja-
pan, Republic of Korea, New Zealand, the Russian Federation and the United States of Amer-
ica on the occasion of the 13th East Asia Summit (EAS) on 15 November 2018 in Singapore;

Recognising the importance of the ASEAN ICT Masterplan (AIM) 2020 as part of the ef-
fort to propel ASEAN toward a digitally-enabled economy that is secure, sustainable, open 
and transformative, which enables an innovative inclusive and integrated ASEAN Community;

Recognising the vital importance of ICT security for the digital economy, given that an open, 
secure, stable, accessible, and peaceful ICT environment is critical to connectivity and the eco-
nomic development of the EAS participating countries, as well as the digital economy’s in-
creasingly important role as a driver of global economic growth, and further emphasising EAS 
participating countries’ resolve to promote secure and resilient ICT and critical infrastructure, 
which can contribute to regional security and stability;

Acknowledging the eff orts in this area in the ASEAN framework and ASEAN-led mechanism 
such as the ASEAN Telecommunications and Information Technology Ministers’ Meeting, 
ASEAN Ministerial Meeting on Transnational Crime, ASEAN Finance Ministers’ Meeting, 
ASEAN Ministerial Conference on Cybersecurity and ASEAN Regional Forum Inter-Session-
al Meeting on Security of and in the Use of ICT, the ASEAN Defence Ministers’ Meeting 
(ADMM)-Plus Experts’ Working Group Meeting on Cyber Security, the ASEAN Cyber Ca-
pacity Programme;

Further acknowledging the work of the United Nations, including the United Nations Group 
of Governmental Experts on Developments in the Field of Information and Telecommunica-
tions in the Context of International Security (UNGGE), and its 2010, 2013 and 2015 UNGGE 
Reports;

Welcoming the conclusions of the Group of Governmental Experts, in its 2013 and 2015 
reports, that international law, and in particular the Charter of the United Nations, is applicable 
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and essential to maintaining peace and stability and promoting an open, secure, stable, acces-
sible and peaceful information and communications technology environment, that voluntary 
and non-binding norms, rules and principles of responsible behaviour of States in the use of in-
formation and communications technologies can reduce risks to international peace, security 
and stability, and that, given the unique attributes of such technologies, additional norms can 
be developed over time;

Reaffi  rming the EAS Statement on Issues Related to Security of and in the Use of Infor-
mation and Communications Technologies of November 2015, which called for stronger in-
ternational cooperation on confi dence building measures, capacity building, incident response 
and information sharing in the security of and in the use of ICT, consistent with norms, rules 
and principles of responsible State behaviour;

Taking note of the ASEAN Leaders’ Statement on Cybersecurity Cooperation of April 2018, 
which tasked relevant Ministers from all ASEAN Member States to recommend feasible options 
to better coordinate ASEAN’s cybersecurity eff orts and to make progress on discussions relating 
to the adoption of practical, voluntary norms of responsible State behaviour in cyberspace, tak-
ing reference from recommendations set out in the UNGGE 2015 Report;

Noting the Chairman’s Statement of the 3rd ASEAN Ministerial Conference on Cyber-
security of September 2018, in which ASEAN Member States reaffi  rmed the importance of 
a rules-based cyberspace as an enabler of economic progress and betterment of living stan-
dards, and agreed in-principle that international law, voluntary and non-binding norms of State 
behaviour, and practical confi dence building measures are essential for stability and predict-
ability in cyberspace and in which ASEAN Member States agreed to subscribe in-principle 
to the 11 voluntary, non¬binding norms recommended in the UNGGE 2015 Report, as well as 
to focus on regional capacity-building in implementing these norms;

In order to deepen existing cooperation in the security of ICT and of the digital economy;
Do hereby decide to:
1. Promote an open, secure, stable, accessible, and peaceful ICT environment through eff ec-

tive cooperation among States, based on international law and guided by voluntary non-binding 
norms, rules or principles of responsible behaviour of States in the ICT environment, includ-
ing as recommended in the UNGGE Reports, while upholding States’ sovereignty and pro-
tecting human rights, given that the ICT environment off ers both opportunities and challenges 
to the international community;

2. Recognise the importance of strengthening cooperation on personal data protection 
in order to engender trust in data management practices, including business’ practices, and fos-
ter an environment that encourages data innovation;

3. Support dialogue on how international law applies to the use of ICTs by States, as well as 
on norms, rules, and principles of responsible behaviour of States, confi dence-building mea-
sures and capacity building as noted in UNGA Resolution A/71/28;

4. Work together, recognising that some States may lack suffi  cient capacity to protect their 
ICT networks, to provide assistance on: improving security and resilience of critical ICT in-
frastructure to support the demands of a robust digital economy; developing technical skills 
and appropriate strategies or regulatory frameworks; and bridging the divide in the security 
of ICTs and their use;

5. Support capacity-building including the development of regional approaches to capacity-
building, which would be benefi cial, as they could take into account specifi c cultural, geograph-
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ic, political, economic or social aspects and allow a tailored approach, and the development 
and use of e-learning, training and awareness-raising with respect to ICT security;

6. Promote sustainable economic growth and prosperity and address the digital divide 
and development gap, by supporting digital economy initiatives including in: investment and in-
novation, entrepreneurship, assisting Micro, Small and Medium Enterprises (MSMEs) to uti-
lise ICTs and participate in the digital economy, developing a digital-ready workforce, raising 
awareness of security in the use of ICTs, promoting regional integration into the global market-
place, and building synergies to complement the ASEAN Smart Cities Network Initiative;

7. Foster cooperation to support a secure and resilient digital infrastructure, and eff ective 
information exchange within the region;

8. Note that while States have a primary responsibility for maintaining a secure and peaceful 
ICT environment, eff ective international cooperation would benefi t from identifying mecha-
nisms for the participation, as appropriate, of the private sector, academia and civil society or-
ganisations.
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Agreement between the Government 
of the Russian Federation and the Government 
of the Federative Republic of Brazil on Cooperation 
in the Field of International Information 
and Communication Security
14 May 2010

The Government of the Russian Federation and the Government of the Federative Repub-
lic of Brazil hereinafter referred to as the Parties,

Considering the development of the relations between the Russian federation and the Fed-
erative Republic of Brazil on the basis of mutual trust and cooperation,

Noting that considerable progress has been achieved in developing and applying the latest 
information technologies and means of communication, Expressing concern about the threats 
posed by possible use of such technologies and means for the purposes that are inconsistent with 
the objectives of maintaining international peace, security and stability in both civil and military 
spheres,

Attaching great importance to international information and communication security as 
one of key elements of the system of international security,

Considering the important role of information and communication security in ensuring hu-
man rights and fundamental freedoms,

Considering the resolutions of the United Nations General Assembly entitled «Develop-
ments in the fi eld of information and telecommunications in the context of international secu-
rity»,

Striving to address international information and communication information security 
threats, ensure the information and communication security interests of the Parties and create 
an international information environment of peace, cooperation and harmony,

Wishing to establish a legal and organizational framework for cooperation between the Par-
ties in the fi eld of international information and communication security, and stressing the im-
portance of such cooperation for further development of bilateral strategic partnership,

Have agreed as follows:
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Article 1. Terminology

1. For the purpose of interaction between the Parties in the implementation of this Agree-
ment, the basic terms to be used are listed in the Annex, which is an integral part of this Agree-
ment.

2. The Annex may, as necessary, be supplemented, amended and updated as agreed by 
the Parties through diplomatic channels.

Article 2. Main Threats in the Field of International Information 
and Communication Security

The Parties shall cooperate under this Agreement taking into account the following main 
threats to international information and communication security:

1) use of information and communication means and technologies in international con-
fl icts for hostile purposes both in civil and military fi elds, including disruption of critical 
infrastructures;

2) use of information and communication means and technologies for terrorist purposes 
and activities;

3) use of information and communication means and technologies for criminal purposes 
and activities;

4) use of the dominant position in the fi eld of information and communication means 
and technologies to the detriment of the interests and security of other States;

5) natural disasters or technological failures aff ecting the secure and stable operation 
of global and national information and communication infrastructures.

Article 3. Main Areas of Cooperation

The Parties shall cooperate under this Agreement in the following main areas:
1) identifying, coordinating and implementing necessary joint measures to ensure interna-

tional information and communication security;
2) establishing a cooperative framework to prevent, detect, treat and respond to the threats 

mentioned in Article 2 of the present Agreement;
3) conducting examination, research and assessment in the fi eld of information and com-

munication security including technical and scientifi c cooperation between the Parties;
4) promoting coordination in Internet governance fora on issues related to information 

and communication security;
5) ensuring information and communication security of national critical infrastructures; 
6) elaborating and implementing coordinated policies for using digital signature and infor-

mation protection in international information exchange;
7)  exchanging information on the legislation of the Russian Federation and the legislation 

of the Federative Republic of Brazil related to information and communication security;
8) developing and improving the international legal basis and practical mechanisms for 

cooperation between the Parties in strengthening international information and com-
munication security;
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9) interacting within the framework of international organizations and fora on the issues 
concerning international information and communication security;

10) exchanging experience, training of specialists, holding working meetings, confer-
ences, seminars and other fora of authorized representatives and experts of the Parties 
in the fi eld of information and communication security.

The Parties may determine other areas of cooperation by mutual agreement.

Article 4. General Principles of Cooperation

1. The Parties shall cooperate within the framework of the present Agreement to contribute 
to social and economic development and maintain international peace and security, accord-
ing to generally recognized principles and norms of international law, including the principles 
of peaceful settlement of disputes, non-use of force, non-interference in internal aff airs, respect 
for human rights and fundamental freedoms.

2. Each Party shall have equal rights to protect the information resources and critical in-
frastructures of their States from the threats mentioned in Article 2 of the present Agreement.

Article 5. Implementation

1. Within sixty days after the date on which the present Agreement has entered into force, 
the Parties shall exchange data on the competent authorities of the Russian Federation and 
the Federative Republic of Brazil responsible for implementing the present Agreement and 
on channels of direct information exchange on specifi c areas of cooperation.

2. In order to review the implementation of the present Agreement, arrange for information 
exchange, analysis and joint assessment of emerging threats to information and communication 
security, as well as to determine, agree and coordinate joint response measures, the Parties shall 
hold regular consultations between their authorized representatives and competent authorities 
of the Russian Federation and the Federative Republic of Brazil (hereinafter — consultations).

3. Regular consultations shall be usually held twice a year in the Russian Federation and 
the Federative Republic of Brazil on a rotation basis.

4. Either Party may propose additional consultations and suggest dates, venue and agenda.
5. The Parties may engage in practical interaction in specifi c areas of cooperation provided 

for by the present Agreement through the competent authorities of the Russian Federation and 
the Federative Republic of Brazil responsible for implementing this Agreement.

6. In order to regulate cooperation in specifi c areas, the competent authorities of the Rus-
sian Federation and the Federative Republic of Brazil may conclude appropriate additional 
agreements.

Article 6. Protection of Information

1. The present Agreement shall not oblige the Parties to provide information within 
the framework of cooperation in accordance with the present Agreement and shall not pro-
vide basis for transferring information within the framework of this cooperation if the disclosure 
of such information might damage national interests.



605

2. Intergovernmental Agreements and Joint Statements 

2. The procedures for protecting classifi ed information that may be considered neces-
sary in certain cases for implementation of the present Agreement shall be regulated subject 
to the relevant agreements signed between the Parties.

3. The information transferred or generated in the course of cooperation within the frame-
work of the present Agreement shall not be disclosed or transferred without the written consent 
of the Party that originated this information.

Article 7. Financial and Other Resources

1. The Parties shall independently bear the costs of participation of their respective repre-
sentatives and experts in activities related to the implementation of the present Agreement.

2. The Parties may agree upon other fi nancial procedures in each particular case in accor-
dance with the legislation of the Russian Federation and the legislation of the Federative Re-
public of Brazil. 

3. All activities carried out under the present Agreement shall be subject to the availability 
of appropriate fi nancial, human and other resources of each Party.

Article 8. Relationship to other International Treaties and National Legislation
1. The present Agreement shall not aff ect the rights and obligations of the Parties deriving 

from other international treaties to which their respective States are parties.
2. All activities carried out under the present Agreement shall be subject to the national laws 

and regulations in force for each Party.

Article 9. Settlement of Disputes

Disputes that may arise between the Parties out of interpretation or application of the provi-
sions of the present Agreement shall be settled through negotiations and consultations between 
competent authorities and, if necessary, through diplomatic channels.

Article 10. Working Languages

The working languages for cooperation under the present Agreement shall be Russian, Por-
tuguese and English.

Article 11. Entry into Force, Duration, Termination 
and Amendments

1. The present Agreement shall enter into force on the thirtieth day following the date of re-
ceiving, through diplomatic channels, the last written notifi cation on the completion by the Par-
ties of their respective domestic procedures necessary for its entry into force.

2. The present Agreement shall remain in force for an indefi nite period of time.
3. The present Agreement may be amended, at any time, by written consent of both Par-

ties, which shall be formalized through diplomatic channels. The entry into force of amend-
ments to the present Agreement shall be subject to the same procedure as for the entry into force 
of the Agreement.
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4. The present Agreement may be terminated ninety days after the receipt, at any time, by 
one Party, through diplomatic channels, of a written notifi cation from the other Party of its in-
tention to terminate the Agreement.

5. In case of termination of the present Agreement the Parties shall remain bound by the pro-
visions of Article 6 with respect to any information obtained under the Agreement. Termination 
shall not aff ect the implementation of cooperative activities carried out under the present Agree-
ment and not completed upon its termination, unless otherwise agreed by both Parties.

Done at Moscow on the 14th of May 2010 in duplicate, each in the Russian, Portuguese and Eng-
lish languages, all texts being equally authentic. In case of any divergence of interpretation of the pro-
visions of this Agreement, the text in the English language shall prevail.

Annex 
to the Agreement between the Government of the Russian Federation 

and the Government of the Federative Republic of Brazil on Cooperation 
in the Field of International Information and Communication Security

List of basic terms in the field of international information and communication security

1. Information and communication security — protection of the individual, society, state 
and their interests from existing and potential threats in the fi eld of information and communi-
cation means and technologies, including measures aimed at ensuring the availability, integrity, 
confi dentiality and authenticity of information.

2. Information and communication security threat — factors which pose a threat to the in-
dividual, society, state and their interests in the fi eld of information and communication means 
and technologies.

3. Information and communication infrastructure — array of technical means, systems, 
facilities and personnel involved in generating, developing, transforming, transmitting, using 
and storing information. 

4. Information resources — information infrastructure, as well as information as such and its 
fl ows.

5. Critical infrastructures — physical facilities, systems, services and institutions, disruption 
or destruction of which will cause serious damage to social, economic and political order or 
national security.

6. International information and communication security — international relations envi-
ronment which rules out violating world stability and threatening the security of states and world 
community in the fi eld of information and communication means and technologies.



607

2. Intergovernmental Agreements and Joint Statements 

Joint Statement by Cybersecurity Coordinator 
Schmidt and Deputy Secretary Klimashin
28 June 2011

U.S. and Russian Delegations Meet to Discuss 
Confidence-Building Measures in Cyberspace
On June 21–23, representatives from the Russian Federation and United States met in Wash-

ington to continue discussions of confi dence-building measures, with the goal of preventing 
misunderstanding and inadvertent escalation of cybersecurity incidents. Cooperation between 
the Parties on enhancing security in cyberspace has reached a promising new level, which al-
lows for practical development of confi dence-building mechanisms and promotes transparency 
of government activities in this fi eld. 

The working group, called for by the high-level cybersecurity bilateral in Moscow in Feb-
ruary 2011, focused on implementing the proposals from that last meeting, including: the ex-
change of military views on cyberspace operations; implementing regular information exchange 
between both nations’ Computer Emergency Response/Readiness Teams (CERTs); and estab-
lishing protocols to communicate about cybersecurity issues via our existing and highly success-
ful risk reduction/crisis prevention communications links between capitals. 

While deepening mutual understanding on national security issues in cyberspace, these 
measures will help our two governments better communicate about small- and large-scale 
threats to our networks, facilitate better collaboration in responding to those threats, and re-
duce the prospect of escalation in response to crisis incidents. Both sides resolved to com-
plete these three steps, exchanging papers and establishing the operational relationships, 
by year’s end, and further pursue dialogue to enhance understanding of national security 
in cyberspace.

Note № MFA 076/13 of the Embassy 
of the United States of America to the Ministry 
of Foreign Affairs of the Russian Federation
Moscow, 14 June 2013 

The Embassy of the United States of America presents its compliments to the Ministry of 
Foreign Aff airs of the Russian Federation and, referring to the Memorandum of Mutual Un-
derstanding between the Department of Homeland Security of the United States of America 
and the Federal Security service of the Russian Federation of November 30, 2006 (hereinafter 
“the 2006 MOU”) and consultations to address threats to or in the use of information and com-
munications technologies has the honor to propose, on behalf of the Department of Homeland 
Security of the United States of America, with a view to expanding cooperation, and to adopt 
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by an exchange of notes, the attached Annex on Information Sharing of Indicators of Malicious 
Activity to the 2006 MOU (hereinafter “the Annex”) in both the English and Russian languages.

If this proposal is acceptable to the Russian Side, this note with its attachment and the note 
of the Ministry in response comprise an intention to share information of indicators of mali-
cious activity between the Department of Homeland Security of the United States of America 
and the Federal Security Service of the Russian Federation (hereinafter “the Participants”) that 
takes eff ect on the date of the response note of the Ministry. It may be discontinued by mutual 
consent of the Participants or by either Participant providing notifi cation to the other Partici-
pant, which should be provided as soon as possible in advance of the eff ective date of its pro-
posed discontinuance.

Annex
to Note № 076/13 dated 14 of June 2013 by the Embassy of the United States 
of America in Moscow
Annex on Information Sflaring of Indicators Of Malicious Activity 
to the Memorandum of Mutual Understanding between the Department 
of Homeland Security of the United States of America and the Federal 
Security Service of the Russian Federation
of November 30, 2006

The Department of Homeland Security of the United States of America and the Federal 
Security Service of the Russian Federation (hereinafter “the Participants’’),

 — Implementing the provisions on exchange of information established in the Memoran-
dum of Mutual Understanding between the Department of Homeland Security of the 
United States of America and the Federal Security Service of the Russian Federation of 
November 30, 2006,

 — Desiring to exchange indicators of malicious activity to improve their States’ protection 
of critical information systems from malicious activity, and

 — Recognizing the importance of close cooperation to address threats to or in the use of 
information and communications technologies (hereinafter “ICTs”),

Have reached the following understanding:

Section 1. Purpose

1.1. The Participants intend to enhance the eff ectiveness of cooperation through the ex-
change of indicators of malicious activity.

1.2. An indicator of malicious activity is a technical characteristic (for example, Internet 
Protocol address, domain name, or fi le name) that describes some property of a computer in-
cident or a potential increase in the risks to systems, networks or infrastructure. A computer 
incident is evidence of disruption (or blackout) of the functioning of information systems or 
information and telecommunications networks, resulting inter alia from malicious activity.

1.3. The U.S. Computer Emergency Readiness Team (US-CERT) is a part of the U.S. 
Department of Homeland Security, and the functions of the Russian CERT are performed by 
a unit of the Federal Security Service (FSB) of the Russian Federation. For the purposes of this 
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Annex, the relationship between US-CERT and the unit of the FSB will hereinafter be referred 
to as «CERT-to-CERT».

1.4. Cooperation under this Annex is intended to expand the amount of information on 
threats to or in the use of ICTs available to the Participants and to improve Participants’ ability 
to defend critical information infrastructure.

Section 2.  Information Sharing

2.1. The Participants intend to implement CERT-to-CERT communications by sending 
each other a list of indicators, via e-mail, to specifi ed e-mail addresses as frequently as circum-
stances warrant.

The Participants intend to:
 — Provide indicators in plain text within the body of an e-mail without attachments;
 — Provide indicators without extraneous information that is beyond the scope of para-

graph 1.2, such as additional identifying information or information about the presumed 
intentions of actors or presumed actors suspected of responsibility for the malicious ac-
tivity, or information attributable to any specifi c type of activity;

 — Provide only indicators that appear to originate from the territory of either Participant;
 — Develop templates as necessary for the information transmitted by e-mail and construct 

the templates in such a manner as to eliminate the necessity for translation between the 
English and Russian languages, as demonstrated in the templates contained in the Ap-
pendix; and

 — The Participants understand that information provided should adhere to international 
practice and be provided in the English language except for the information specifi ed 
by the templates.

2.2. The Participants understand that classifi ed information is not to be included in the in-
formation described in paragraph 2.1 and is not to be transmitted in this channel.

 2.3. CERT-to-CERT communications are intended to focus exclusively on issues of infor-
mation systems, information and telecommunications networks and infrastructure.

2.4. Each Participant understands that the providing Participant may include restrictions on 
the use or handling of information provided under this Annex and its dissemination outside of 
the governmental institutions of the receiving Participant, and the receiving Participant intends 
to comply with these restrictions.

2.5. The information transmitted or requested via the CERT-to-CERT communication 
channel should be transmitted in message formats approved by both Participants, to specifi ed 
addresses and in a manner that ensures its authenticity, confi dentiality and trustworthiness.

Section 3. Costs

3.1. Each Participant intends to provide the information described in this Annex to the other 
Participant on a reciprocal basis free of charge.

3.2. Each Participant intends to bear its own costs with regard to activities related to this 
Annex.

3.3. Participation in the activities related to this Annex is subject to the availability of funds.
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Section 4. Applicability of Domestic Law

4.1. The activities of each Participant related to this Annex are subject to its domestic law.

Section 5. Administrative Measures
5.1. This Annex may be modifi ed by the mutual consent of the Participants in written form.
5.2. The Participants may, by mutual consent expressed in written or electronic form, mod-

ify or delete templates and establish additional templates.
5.3. Each Participant understands that the restrictions described in paragraph 2.4 remain 

eff ective after discontinuance of this Annex unless otherwise decided by the Participants.
5.4. The Participants expect to hold meetings of experts to review the application of this 

Annex, assess progress in its implementation and consider changes within the framework of this 
Annex. Meetings should be held approximately six months after the eff ective date of this Annex; 
thereafter such meetings should be held by mutual consent. Each Participant expects to bear the 
costs associated with the attendance of its experts and representatives at these meetings.

Appendix
Templates for Information Sharing
Recommended templates in English and Russian are included below.
1. Submission of Indicators: E-mails may contain up to fi ve indicators. These indicators 

should be:
a. provided in plain text within the body of an e-mail without attachments;
b. provided without extraneous information that is beyond the scope of paragraph 

1.2, such as additional identifying information or information about the presumed 
intentions of actors or presumed actors suspected of responsibility for the malicious 
activity, or information attributable to any specifi c type of activity; and

c. related only to malicious activity that appears to originate from the territory of ei-
ther Participant.

2. Response to Submission of Indicators: Response e-mails should acknowledge the receipt 
of Submission of Indicators e-mails. The recipient is encouraged to state whether the indicators 
provided were of use (“yes, the indicators were useful” or “no, the indicators were not useful”). 
Message content is intended to consist of plain text within the body of the e-mail.

3. The Participants may mutually determine, through the processes described in paragraphs 
5.1 and 5.2 of the Annex, to exchange information in addition to indicators, such as information 
about computer incidents.

Procedure and Templates
As necessary, Russian-CERT intends to send e-mails containing indicators to US- CERT.
US-CERT intends to respond to each e-mail containing indicators with a Response to Sub-

mission of Indicators e-mail.
As necessary, US-CERT intends to send an e-mail containing indicators to Russian-CERT.
Russian-CERT intends to respond to each e-mail containing indicators with a Response to 

Submission of Indicators e-mail.
The following e-mail addresses are envisioned for the exchange of information:
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E-mail address of the U.S. side: to be specifi ed in the course of the work.
E-mail address of the Russian side: to be specifi ed in the course of the work.

Submission of Indicators E-mail Template
---------------Begin Message---------
Subject Line: Submission of Indicators
<Insert country CERT> is providing these indicators of possible malicious activity from 

questionable origins.
Indicator 1 Indicator 2 Indicator  3 Indicator 4 Indicator 5 

Very respectfully,
 <Insert country CERT> 
--------------- End Message ---------------

--------------- Начало сообщения ---------------
Строка темы: Передача индикаторов
<Вставить название группы CERT > предоставляет следующие индикаторы 

возможной вредоносной деятельности подозрительного происхождения. Индикатор 1 
Индикатор 2 Индикатор 3 Индикатор 4 Индикатор 5 

С уважением,

<Вставить название группы CERT >
--------------- Конец сообщения ---------------

Response to Submission of Indicators E-mail Template
--------------- Begin Message ---------------
Subject Line: Response to Submission of Indicators
<Insert country CERT> acknowledges receipt of the <Insert Date> Provision of Indicators 

email. <Insert “Yes the indicators were useful.” or “No the indicators were not useful.”>

Very respectfully, 
<Insert country CERT> ---------------
--------------- End Message ---------------

--------------- Начало сообщения --------------- 
Строка темы: Ответ на передачу индикаторов
<Вставить название группы CERT > подтверждает получение сообщения о передаче 

индикаторов от  <Вставить дату>. <Вставить «Да, индикаторы были полезными» или 
«Нет, индикаторы не были полезными»>

С уважением,

<Вставить название группы CERT >
--------------- Конец сообщения ---------------
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Note № MFA 077/13 of the Embassy 
of the United States of America to the Ministry 
of Foreign Affairs of the Russian Federation
Moscow, 14 June 2013 

The Embassy of the United States of America presents its compliments to the Ministry 
of Foreign Aff airs of the Russian Federation and, referring to the Agreement between the 
United States of America and the Union of Soviet Socialist Republics on the Establishment 
of Nuclear Risk Reduction enters of September 15, 1987 (hereinafter “the NRRC Agree-
ment”) and taking into account consultations to address threats to or in the use of informa-
tion and Communications Technologies, has the honor to propose, with а view to expand-
ing cooperation, and to adopt by an exchange of notes, the attached Protocol between the 
United States of America and the Russian Federation on the Exchange of Notifi cations 
Regarding Activity Threatening Information and Communications Networks, Systems or 
Infrastructure, in both the English and Russian languages, as an implementing measure 
under the NRRC Agreement. 

If this proposal is acceptable to the Russian Side, this note with its attachment and 
the note of the Ministry in response comprise а political commitment between the Unit-
ed States of America and the Russian Federation (hereinafter “the Participants”) that 
takes eff ect on the date of the response note of the Ministry. It may be discontinued by 
mutual consent of the Participants or by either Participant providing notifi cation to the 
other Participant, which should be provided no later than 60 days prior to the proposed 
discontinuance.

Annex
to Note № 077/13 dated 14 of June 2013 by the Embassy of the United States 
of America in Moscow
Protocol between the United States of America and the Russian Federation 
on the Exchange of Notifications Regarding Activity Threatening Information 
and Communications Networks, Systems or Infrastructure

The United States of America and the Russian Federation (hereinafter “the Participants”), 
having established Nuclear Risk Reduction Centers (hereinafter “NRRCs”) in accordance with 
the Agreement between the United States of America and the Union of Soviet Socialist Repub-
lics on the Establishment of Nuclear Risk Reduction Centers of September 15, 1987 (hereinafter 
“the NRRC Agreement”), 

Recognizing the importance of the exchange of information regarding activity threatening 
information and communications networks, systems or infrastructure, 

Mindful of the provisions of Article 3 of Protocol I to the NRRC Agreement, 
Taking note of consultations to address threats to or in the use of information and commu-

nications technologies (hereinafter “ICTs”), 
Jointly engage in this political commitment regarding the following: 
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I. Activation and Use of the NRRC Communication Link

1. The information exchanged under this Protocol relates to activity that Appears to origi-
nate from the territory of one of the Participants and that threatens or is suspected to threaten 
or can be perceived as threatening the information and communications networks, systems or 
infrastructure of either Participant (hereinafter “computer threats”). 

2. Activation of the NRRC communication link, under normal circumstances, occurs when 
either Participant transmits a notifi cation using Format 3 of Annex A regarding computer threats 
described in paragraph 1. 

3. Activation of the NRRC communication link is not intended to aff ect activities con-
ducted through channels used by the Participants pursuant to other agreements or commitments 
concerning computer threats other than those that form the basis for a notifi cation described in 
paragraph 2. 

4. Under normal circumstances, after the transmission of a notifi cation under paragraph 2, 
exchange of information through the NRRC communication link should be conducted in the 
following progression of steps using the appropriate Format of Annex A: 

A. Requests for the Provision of Information. The initial step after activation of the NRRC 
communication link is a request for the provision of Information using Format 5.

B. Requests for Action. If the Information provided in Format 6 in response to a request 
using Format 5 does not allow the requesting Participant to resolve its concerns, it may 
transmit a request for action using Format 7.

C. Requests for Holding Consultations. If the response provided in a Format 8 to a request 
for action using Format 7 does not allow the requesting Participant to resolve its con-
cerns, it may transmit a request for holding consultations using Format 9.

D. Requests for Clarifi cation. A request for clarifi cation using Format 11 may be made at any 
time after the receipt of a notifi cation under paragraph 2 or a request under paragraph 5. 

5. Under exceptional circumstances, requests for the provision of information, action or 
holding of consultations may be transmitted without recourse to the progression of steps de-
scribed in paragraph 4 or without a notifi cation under paragraph 2. 

6. Once the NRRC communication link has been activated, it should continue to serve as 
the channel for the exchange of Information until both Participants have determined that the 
circumstances no longer warrant its use, and in this regard it should be the sole communications 
channel for exchanging information with respect to the computer threat that was the basis for 
the notifi cation under paragraph 2. 

7. The activities of each Participant under this Protocol are subject to its law. 
8.The Participants do not intend for this Protocol to apply to events that are understood to 

constitute crises or to crisis communications. 
9. The information exchange conducted under this Protocol is not intended to include and 

may not include information directly related to law enforcement activities, the provision and 
handling of which are governed by other agreements. 

II. Additional Measures

10. Information provided or requested through the NRRC communication link is to be 
transmitted in formats approved by both Participants to established addresses in a manner that 
ensures its authenticity, confi dentiality and trustworthiness. 
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11. Formats for the exchange of information are contained in Annex A to this Protocol. 
The Participants may, by mutual consent expressed in written or electronic form, modify or 
delete formats and establish additional formats. 

12. Each element of a format should be fi lled in to the extent possible with the information 
available, subject to the requirements of the law of the relevant Participant. Each Participant 
may decline to provide information, the provision of which may threaten its security or that 
would be inconsistent with its law. 

13. The Participants understand that the terms of the NRRC Agreement apply to informa-
tion provided tinder this Protocol. 

14. The Participants understand that the NRRC communication link maybe used to pro-
vide notifi cations, using Format 2 of Annex A, of ICT exercises that could be of concern to 
the other Participant. 

15. Nothing in this Protocol prohibits or restricts the voluntary provision of information 
regarding any potential computer threat or other activity of any nature or origin that could 
be otherwise provided through the NRRC communication link or through other channels. 
A Participant may voluntarily provide information to the other Participant using Format 1 of 
Annex A. 

III. Administrative Measures

16. NRRC procedures are expected to be used in the transmission of notifi cations provided 
for by this Protocol.

l 7. This Protocol is not intended to amend or supersede the NRRC Agreement or aff ect its 
implementation.

l 8. This Protocol may be modifi ed by the mutual consent of the Participants expressed in 
writing.

19. The Participants expect to hold meetings of experts to review the operation of this Pro-
tocol, assess progress i:1 its implementation and consider changes witl1in the framework of this 
Protocol. Meetings should be held approximately six months after the eff ective date of this Pro-
tocol; thereafter such meetings should be held by mutual consent.

20. Each Participant expects to bear responsibility for its costs for the conduct of the activi-
ties provided for in this Protocol, subject to the availability of funds.

21. The Participants understand tl1at before any exchange of notifi cations begins, а period 
of 90 days is necessary, from the date that this commitment takes eff ect, for the conduct of 
preparations.

Annex А
to the Protocol between the United States of America and the Russian 
Federation on the Exchange of Notifications Regarding Activity 
Threatening Information and Communications Networks, Systems or 
Infrastructure 

This annex consists of twelve notifi cation formats as follows:
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FORMAT 1
NOTIFICATION OF VOLUNTARY TRANSMISSION OF INFORМATION

1. ANC (RNC)/CYS YY-ХХХХ/1
2. REFERENCE(S):
3. CONТENT:
4. REMARКS:
5. END OF ANC (RNC)/CYS YY-ХХХХ/1

FORМAT 2
NOTIFICATION OF ICT EXERCISE

1. ANC (RNC)/CYS YY-ХХХХ/2
2. REFERENCE(S):
3. СОNТЕNТ:
 А.NATURE OF EXERCISE:
 В. WINDOW:
4. REМARКS:
5. END OF ANC (RNC)/CYS YY-ХХХХ/2

FORМAT 3
NOTIFICATION OF А COMPUТER ТНRЕАТ

1. ANC (RNC)/CYS YY-ХХХХ/3
2. REFERENCE(S):
3. CONТENT:
 А. SECTOR(S) AFFECTED:
 В. ЕХТЕNТ OF INCIDENТ АТ TIME OF TRANSMISSION OF MESSAGE:
 С. HOW WAS ТНЕ INCIDENT DETECTED?
 D. DAТЕ AND TIME INCIDENТ BEGAN: DD-MM-YYYY НН.MМ.SS (UTC)

1) IS ТНЕ INCIDENТ CONТINШNG?
 Е. DAТЕ AND TIME INCIDENТ ENDED: DD-MM-YYYY HH.MМ.SS (UТС) (AS 

APPLICAВLE)
 F. ТЕСНNIСАL INFORMATION: (AS APPLICAВLE)

1) VULNERAВILITY INVOLVED:
2) EXPLOIT USED:
3) IP ADDRESS OR ADDRESSES OF TARGET(S):
4) IP ADDRESS OR ADDRESSES FROM WHICH ТНЕ COMPUТER ТНRЕАТ 

APPEARS ТО  EMANATE:
5) ASSOCIAТЕD DOMAIN(S):
6) ASSOCIATED E-МAIL ADDRESSES.:
7) ASSOCIAТED FILE NAМES:
8) ASSOCIAТED НАSН VALUES:
9) ASSOCIATED REGISТRY КЕYS:
10) ОТНЕR:

 G. ASSISTANCE REQUESТED:
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4. REMARКS:
5. END OF ANC (RNC)/CYS YY-XXXXJ3

FORMAT 4
NOTIFICATION OF RESPONSE ТО NOTIFICATION OF А COMPUТER
ТНRЕАТ

1. ANC (RNC)/CYS УУ-ХХХХ/4
2. REFERENCE(S):
3. CONTENТ:
4. REМARКS:
5. END OF ANC (RNC)/CYS  YY-XXXXJ4

FORМAT 5
NOTIFICATION OF CONCERN CONТAINING А REQUEST FOR ТНЕ PROVISION 

OF INFORМAПON

1. ANC (RNC)/CYS УУ-ХХХХ/5
2. REFERENCE(S):
3. СОNТЕNТ: INFORМATION REQUESTED:
4. REМARКS:
5. END OF ANC (RNC)/CYS YY-ХХХХ/5

FORMAT 6
NOTIFICATION СОNТAINING А RESPONSE ТО А REQUEST FOR ТНЕ PROVI-

SION OF INFORMATION

1. ANC (RNC)/CYS YY-ХХХХ/6
2. REFERENCE(S):
3. СОNТЕNТ:
 INFORMATION PERTAINING ТО REQUEST:
4. REMARКS:
5. END OF ANC (RNC)/CYS YY-ХХХХ/6
FORMAT 7
NOTIFICATION OF CONCERN CONTAINING А REQUEST FOR ACTION

1. ANC (RNC)/CYS YY-ХХХХ17
2. REFERENCE(S):
3. СОNТЕNТ: ACTION REQUESTED:
4. REMARКS:
5. END OF ANC(RNC)/CYS YY-ХХХХ/7
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FORMAT 8
NOTIFICATTON OF RESPONSE ТО А REQUEST FOR ACTION

1. ANC (RNC)/CYS YY-ХХХХ/8
2. REFERENCE(S):
3. СОNТЕNТ:
4. REMARКS:
5. END OF ANC (RNC)/CYS YY-ХХХХ/8

FORMAT 9
NOTIFICATION CONТAINING А REQUEST FOR HOLDING CONSULТАTIONS

1. ANC (RNC)/CYS YY-ХХХХ/9
2. REFERENCE(S):
3. СОNТЕNТ
 А. PROPOSED DATE/TIME: DD-MM-YYYY 
 В. PROPOSED LOCATION/МODE

1) (Name of location)
2) Telephone
3) Video
4) Data Exchange/Web Chat

 С. REQUESTED PARTICIPANTS
 D. QUESTIONS ТНЕ PARTICIPANT INТENDS ТО RAISE: 

1)
2)

 Е. LAST NAME, FIRST NAMEE, AND MIDDLE NАМЕ OR PAТRONYMIC OF 
НЕАD REPRESENТATIVE:

4. REМARКS:
5. END OF ANC (RNC)/ CYS YY-ХХХХ/9

FORMAT 10
NOTIFICATION CONТAINING А RESPONSE ТО А REQUEST FOR HOLDING 

CONSULТATIONS

1. ANC (RNC)/CYS YY-ХХХХ/10
2. REFERENCE(S):
3. СОNТЕNТ
 А. DАТЕ/ТIМЕ АССЕРТЕD ORPROPOSED ALТERNATIVE DАТЕ: DD-MМ-

YYYY
 В. LOCATION/МODE ACCEPTED OR PROPOSED ALТERNATIVE LOCATION/

МODE: (Specify)
 С. QUESTIONS ТНЕ РARTICIPАNТ INTENDS ТО RAISE

1)
2)
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 D. LAST NАМЕ, FIRST NАМЕ, AND МIDDLE NАМЕ OR PATRONYMIC OF 
НЕАD REPRESENТATIVE:

4. REМARКS:
5. END OF ANC (RNC)/CYS YY-ХХХХ/10

FORMAT 11
NOTIFICATION CONTAINING А REQUEST FOR CLARIFICATION OF А NOTI-

FICATION

1. ANC (RNC)/CYS YY-ХХХХ/11
2. REFERENCE(S):
3. CONТENT
 А. ELEMENТS OF NOTIFICATION ТНАТ REQUIRE CLARIFICAT ION:

1)
2)

 В. CLARIFICATION REQUESTED:
4. REMARКS:
5. END OF ANC (RNC)/CYS YY-XXXX/ l 1

FORNIAT 12
NOTIFICATION CONTAINING CLARIFICATION, CORRECTION OR MODIFI-

CATION OF А NOTIFICATION

1. ANC (RNC)/CYS YY-ХХХХ/12
2. REFERENCE(S):
3. CONTENT
 А. CLARIFICATION, CORRECTION, OR MODIFICATION OF NOTIFICATION:

1)
2)

4. REMARКS:
5. END OF ANC (RNC)/CYS YY-ХХХХ/12
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Note № MFA 078/13 of the Embassy 
of the United States of America to the Ministry 
of Foreign Affairs of the Russian Federation
Moscow, 14 June 2013 

The Embassy of the United States of America presents its compliments to the Ministry of 
Foreign Aff airs of the Russian Federation and, referring to the Agreement Between the Gov-
ernment of the United States of America and the Government of the Russian Federation on 
the Establishment of a Direct Secure Communications System Between the United States of 
America and the Russian Federation, signed at Washington on October 30, 2008 (hereinafter 
“the SCS Agreement”) and taking into account consultations to address threats to or in the use 
of information and communications technologies, has the honor to propose, on behalf of the 
Government of the United States of America, with a view to expanding cooperation in this fi eld, 
to conclude by an exchange of notes, the attached agreement in both the English and Russian 
languages as an implementing measure under the SCS Agreement.

If this proposal is acceptable to the Russian Side, this note with its attachment and the Min-
istry’s note in response shall comprise the Agreement Between the Government of the United 
States of America and the Government of the Russian Federation on the Establishment of the 
Line of Direct Secure Communications Between the Authorized Representatives of the United 
States of America and the Russian Federation for Issues of Threats to or in the Use of Informa-
tion and Communications Technologies that shall enter into force on the date of the response 
note from the Ministry. It may be terminated by mutual consent of the governments or by either 
government notifying the other government 60 days prior to the termination date.

Annex 
to Note№ 078/13 dated 14 of June, 2013
By the Embassy of the United States of America in Moscow

Agreement Between the Government of the United States of America and the Government 
of the Russian Federation on the Establishment of the Line of Direct Secure Communications 
Between the Authorized Representatives of the United States of America and the Russian Fed-
eration for Issues of Threats to or in the Use of Information and Communications Technologies

The Government of the United States of America and the Government of the Russian Fed-
eration (hereinafter “the Parties”), within the framework of cooperation regarding threats to 
or in the use of information and communications technologies (hereinafter “ICTs”) and re-
lated matters and, pursuant to the Agreement between the Government of the United States 
of America and the Government of the Russian Federation on the Establishment of a Direct 
Secure Communications System Between the United States of America and the Russian Fed-
eration, signed at Washington on October 30, 2008 (hereinafter “the SCS Agreement”), shall 
establish a line of direct secure communications between the authorized representatives of the 
United States of America and the Russian Federation for issues of threats to or in the use of ICTs 
(hereinafter the “Direct Line”).
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The established Direct Line and its operation shall conform to the following provisions:
The Direct Line shall be used exclusively for confi dential telephone conversations between 

the authorized representatives of the United States of America and the Russian Federation (cur-
rently the Coordinator for Cybersecurity Issues and Special Assistant to the President of the 
United States of America and the Deputy Secretary of the Security Council of the Russian 
Federation) and shall constitute a part of the Direct Secure Communications System between 
the United States of America and the Russian Federation established in accordance with the 
SCS Agreement.

The competent agencies responsible for the establishment, maintenance, continuous opera-
tion, and security of the Direct Line shall be, consistent with Article 3 of the SCS Agreement, 
the Defense Information Systems Agency for the United States of America and the Federal 
Protection Service of the Russian Federation for the Russian Federation.

Any interaction of the competent agencies regarding the use and modernization of the Di-
rect Line shall be subject to and in accordance with the SCS Agreement.

Representatives of the competent agencies shall hold a meeting to review the implementa-
tion of this Agreement within 12 months of the entry into force of this Agreement; thereafter 
such meetings shall be held as mutually agreed.

Moscow, «14» June 2013

Joint Communique ́of the 14th Meeting 
of the Foreign Ministers of the Russian Federation, 
the Republic of India and the People’s Republic 
of China
18 April 2016

Extraction

<...>
12. The Ministers emphasized the need to strengthen cooperation to counter the use of infor-

mation and communication technologies (ICTs) including the Internet in violation of the UN 
Charter as well as for terrorist and other criminal purposes. In this regard they reaffi  rmed com-
mon views set forth in the Fortaleza (15 July 2014) and Ufa (9 July 2015) declarations of BRICS 
summits.

The Ministers reaffi  rmed the key role of the United Nations in addressing issues of security 
in the use of ICTs. They support the elaboration and adoption of universal rules of responsible 
behavior of states in the use of ICTs to prevent confl icts in information space.

The Ministers are particularly concerned over the use of ICTs including the Internet for 
the purposes of international organized crime, developing off ensive tools and conducting acts 
of terrorism. In this regard they emphasized the need for a broader international universal 
regulatory binding instrument under UN auspices for combating the use of ICTs for crimi-
nal purposes. They underlined the importance of providing timely and appropriate responses 
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to requests from one another for information and assistance concerning malicious incidents 
and activities in the use of ICTs and agreed to cooperate in this area.

The Ministers highlighted that adherence to universally recognized principles of interna-
tional law in the use of ICTs, in particular, the principles of political independence, territorial 
integrity and sovereign equality of states, respect for state sovereignty, non-intervention into 
the internal aff airs of other states, as well as respect for human rights and fundamental freedoms, 
is of paramount importance.

The Ministers advocate a peaceful, open and secure Internet space. Considering the In-
ternet a global resource, they are convinced that all states should participate in its evolution 
and functioning on an equal footing. In particular, the Ministers underlined the primary role 
of the States in promoting security, stability, and economic cooperation in the use of ICTs. 
The Ministers emphasized the need to ensure Internet governance based on multilateralism, 
democracy, transparency with multi-stakeholders in their respective roles and responsibili-
ties. They noted the need to internationalize Internet governance and to enhance in this regard 
the role of International Telecommunication Union. 

<...>
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